Bugzilla ID: 324126
Bugzilla Summary: Add Trustis Root CA Certificate
CAs wishing to have their certificates included in Mozilla products must comply with the requirements of the Mozilla CA certificate policy (http://www.mozilla.org/projects/security/certs/policy/) and must supply the information necessary to determine whether or not the policy’s requirements have been satisfied.

	General Information
	Data

	CA Name
	Trustis

	Website URL (English version)
	http://www.trustis.com/

	Organizational type. (E.g., whether the CA is operated by a private or public corporation, government agency, academic institution or consortium, NGO, etc.)
	public

	Primary market / customer base. (Which types of customers does the CA serve? Are there particular vertical market segments in which it operates? Does it focus its activities on a particular country or other geographic region?)
	Trustis is a commercial CA operating primarily in the UK and Europe.




For Each Root CA whose certificate is to be included in Mozilla (or whose metadata is to be modified)

	Info Needed
	Data


	Status / Notes

	Certificate Name
	Trustis FPS Root CA
	COMPLETE

	Cert summary / comments
	
	

	The root CA certificate URL

Download into FireFox and verify
	http://www.trustis.com/roots/fps/certs/fpsroot.crt

	COMPLETE


	SHA-1 fingerprint. 
	3B:C0:38:0B:33:C3:F6:A6:0C:86:15:22:93:D9:DF:F5:4B:81:C0:04
	 COMPLETE

	Valid from 
	2003-12-23
	COMPLETE

	Valid to 
	2024-01-21
	COMPLETE

	Cert Version
	3
	 COMPLETE

	Modulus length / 
key length
	2048
	 COMPLETE

	CRL 

· URL

· update frequency for end-entity certificates

	http://www.trustis.com/pki/fps/crl/fpsder.crl
The MIME type for the CRL has been changed to "application/pkix-crl"

http://www.trustis.com/pki/fpsia/policy/disclosure.htm

17. Certificate Status Information

Certificate Revocation Lists (CRLs) shall be published at least every 24 hours.
	 COMPLETE

	OCSP (if applicable)

· OCSP Responder URL

· Max time until OCSP responders updated to reflect end-entity revocation

EV Guidelines section 26(a): “OCSP responses from this service MUST have a maximum expiration time of ten days.”
	None
	COMPLETE


	List or description of subordinate CAs operated by the CA organization associated with the root CA. (For example, this might include subordinate CAs created to issue different classes or types of end entity certificates: Class 1 vs. class 2 certificates, qualified vs. non-qualified certificates, EV certificates vs. non-EV certificates, SSL certificates vs. email certificates, and so on.)

For internally-operated subordinate CAs the key is to confirm that their operation is addressed by the relevant CPS, and that any audit covers them as well as the root.
	Trustis FPS CA Hierarchy:

https://bugzilla.mozilla.org/attachment.cgi?id=268357

Trustis FPS Offline CA

-> Online Issuing CAs
    -> End-entity certs

Yes our hierarchy is one level deep. The Trustis FPS Root supports a number of sub CAs. All operated directly by Trustis under a tScheme approved service, not all are used for SSL certificates.
All Sub CAs operate to the same set of standards. A full set of end entity policy documentation (including Certificate Policy) may be found at http://www.trustis.com/pki/fpsia/
	COMPLETE


	For subordinate CAs operated by third parties, if any: 

General description of the types of
third-party subordinates that exist, and what the general legal/technical arrangements are by which those subordinates are authorized, controlled, and audited.

(For example, contractual arrangements should require third-party subordinates to operate in accordance with some CPS/CP. Technical arrangements might include name constraints, not allowing them to create their own subordinates, etc.)
	Our FPS Enterprise Authority is the subCA used for issuing general SSL certificates.  The DTP Issuing Authority does not issue SSL certificates; the Trustis Healthcare Issuing Authority issues SSL certificates to UK NHS facilities.

All subCAs issuing certificates must do so in accordance with the UK Gov't Authentication Framework - Level 2. This is required for all certificates from all of our FPS subCAs be they individual or SSL. In the case of SSL, this means certs issued are what you would know of as level 3 or higher. Domains are

validated but a number of other criteria relating to the organization and the individual representing the organization must also be satisfied.

This framework and the specific criteria we must comply with can be found at:

http://www.cabinetoffice.gov.uk/csia/documents/pdf/Trust_Services_V3_0_Sept_2002.pdf
http://www.cabinetoffice.gov.uk/csia/documents/pdf/HMG_reqirement_verification_ID_individual.pdf
http://www.cabinetoffice.gov.uk/csia/documents/pdf/HMG_reqirement_verification_ID_organisation.pdf
http://www.trustis.com/pki/fpsia/policy/disclosure.htm

11. CA & Repository Licences Trust Marks & Audit:

Certificates are manufactured under this policy through the use of a Trustis Limited service which is both accredited to ISO17799 and has attained tScheme approval.

Audit shall be carried out on an annual basis.  The following Auditors have been approved under this policy: 

· Audit resources of contracted Trust Service Providers 

· A certified public accountant with demonstrated expertise in computer security or an accredited computer security professional 


	COMPLETE


	List any other root CAs that have issued cross-signing certificates for this root CA
	None, as per diagram
	COMPLETE


	Requested Trust Bits

One or more of:

· Websites (SSL/TLS)

· Email (S/MIME)

· Code (Code Signing)
	Website
Email
	 COMPLETE

	If SSL certificates are issued within the hierarchy rooted at this root CA certificate:

· Whether or not the domain name referenced in the certificate is verified to be owned/controlled by the certificate subscriber. (This is commonly referred to as a DV certificate.)

· Whether or not the value of the Organization attribute is verified to be that associated with the certificate subscriber. (This is commonly referred to as an OV certificate.)

· Whether verification of the certificate subscriber conforms to the Extended Validation Certificate Guidelines issued by the CAB Forum. (This is commonly referred to as an EV certificate.)
	DV?
IV/OV
	 I have reviewed all of the documents, and I could not find any text stating that the domain name is verified to be owned/controlled by the certificate subscriber.

	If EV certificates are issued within the hierarchy rooted at this root, the EV policy OID(s) associated with those EV certificates.
	N/A
	 N/A


	Example certificate(s) issued within the hierarchy rooted at this root, including the full certificate chain(s) where applicable. 

· For SSL certificates this should also include URLs of one or more web servers using the certificate(s).

· There should be at least one example certificate for each of the major types of certificates issued, e.g., email vs. SSL vs. code signing, or EV vs. OS vs. DV. 

· Note: mainly interested in SSL, so OK if no email example.
	
	Need url to website (can be a test site) whose cert chains up to this root.


	CP/CPS

· Certificate Policy URL

· Certificate Practice Statement(s) (CPS) URL

(English or available in English translation)
	http://www.trustis.com/pki/fps/policy/t-adm-tsc-trustis-fps-root-certificate-policy-v1.04.pdf
http://www.trustis.com/pki/fps/policy/t-adm-tsc-trustis-fps-root-PDS-v1.04.pdf
http://www.trustis.com/pki/fpsia/policy/disclosure.htm
http://www.trustis.com/pki/fps/policy/Trustis-Certification-Practice-Statement V1.1.pdf
HMG Minimum Requirements for Verification can be found on the Cabinet Office's website;

Individuals:
http://www.cabinetoffice.gov.uk/csia/~/media/assets/www.cabinetoffice.gov.uk/csia/hmg_reqmnt_veri_id_individual%20pdf.ashx
Organisations: 
http://www.cabinetoffice.gov.uk/csia/~/media/assets/www.cabinetoffice.gov.uk/csia/hmg_reqmnt_veri_id_org pdf.ashx

	 COMPLETE

	AUDIT: The published document(s) relating to independent audit(s) of the root CA and any CAs within the hierarchy rooted at the root. (For example, for WebTrust for CAs audits this

would be the “audit report and management assertions” document available from the

webtrust.org site or elsewhere.)
	WebTrust Equivalence – Auditor KPMG (UK)

http://www.kpmg.co.uk/
Audit Report and WebTrust Management Assertions:

http://www.trustis.com/pki/fps/policy/T-TSC-AUDIT-KPMG Full Audit Report FPS.pdf
tScheme – Auditor Lloyds Register Quality Assurance (LRQA)

http://www.lrqa.co.uk/products/security/
Service Description and Profile details

http://www.tscheme.org/directory/trustis/index.html

	KPMG audit report link doesn’t work.

Comment #40, 2007-09-03
Gerv - we're still awaiting a revised letter from our auditors.


After Info Gathered:

Review CPS sections dealing with subscriber verification 
· Verify domain check for SSL  (cannot find – there must be a document that the sub-CAs that issue SSL certs have to follow that states this.)
· Verify the email account associated with the email address in the cert is owned by the subscriber. In addition to verification of subscriber’s legal identity. (cannot find – there must be a document that the sub-CAs that issue email certs have to follow that states this.)
· Verify identity info in code signing certs is that of subscriber (n/a)
· Make sure it’s clear which checks are done for which context (cert usage)
Comment #26:
“The submission is for one of our Root CAs. Thus the policy documentation etc.

covers signing of Sub CAs and certificate status information which is the only

function the root is permitted to perform. 

The registration requirements for end entities are delineated in the

documentation of the CAs that issue end entity certificates. The authentication

requirements are always at least HMG Government Authentication Level 2, see our

submission document T-TSC-FPS-ATL-FPS Root CA Summary (Mozilla) v1.0.  This is

rather more restrictive than your CP requires. Even so, this is just the

minimum level; we issue to much higher standards from some CAs.   Thus,

specific authentication and verification varies from CA to CA with more

permutations as some issue only SSL certs and others only end user personal

certs. This information is given in the PDS and/or Subscriber Agreement and/or

Registration Requirements (e.g .

https://www.trustis.com/pki/trustis-ssl/standard/disclosure.htm)

We noticed that other applicants submitting roots had made a general

declaration relating  to the standards of end entity authentication and this is

why we made such a declaration in our document,  T-TSC-FPS-ATL-FPS Root CA

Summary (Mozilla) v1.0. If this is not OK perhaps you can clarify what you are

after.”
---
Flag Problematic Practices 
· Long-Lived Domain-Validated SSL certs (not found)
· Wildcard DV SSL certs (not found)
· Issuing end entity certs directly from root rather than using an offline root and issuing certs through a subordinate CA (no)
· Allowing external entities to operate subordinate CAs 
· Yes. Required to follow practices, and be audited annually.
Verify Audits (KPMG link doesn’t work, need new link)
· Validate contact info in report, call to verify that they did indeed issue this report.

· For EV CA’s, verify current WebTrust EV Audit done.
· Review Audit to flag any issues noted in the report

