Mozilla Security Smoketest

Thanks for helping test this first drop of crypto code in Mozilla. Please note that only SSL and IMAPS
are implemented. Signed and encrypted mail is not yet supported.

If you find a bug, please report it.
Before you report a bug:

Please check the list of Known Security Issues

Remember to always follow the Bug Writing Guidelines.

If you're new to the Mozilla project and its bug tracking system Bugzilla, please use the
Bugzilla Helper, a tool that helps you write good bugs.

For SSL bugs, the correct Bugzilla product is PSM, and the correct Component is Client
Library.

Have a good SSL URL, or think this test needs to be beefed up? Send your contributions here.

If you're interested in getting involved in other testing projects, please look at our testing help wanted
page, and the main Mozilla QA page. Thanks again for your help.

Start with a clean install of Mozilla

If you have previously installed Mozilla, please follow these instructions to remove
Mozilla before installing M14.

Test the SSL. Connection
Visit these SSL test sites:

SSL check at fortify.net. - PASS

SSL Client Info Test presents you with a new certificate, and asks for your personal
certificate. FAIL ( page doesn't load. Problem with server, I believe )

SSL Connection Test at modssl.org. ( FAIL — page doesn't load. Problem with
server, | believe ).

In each case:

You should connect to a secure https server. (The URL should start with https).
The security icon in the lower, right-hand corner of your browser window should be
an image of a closed lock.

Verify that Mozilla displays warnings as you enter a secure site (a site that has an
"https://" URL).

Verify that Mozilla displays warnings as you leave secure site, and go to site that is
not secure (one that doesn't begin with "https", such as "http" or "ftp").


https://www.modssl.org/example/test.phtml
http://jcewww.iaik.tu-graz.ac.at/servlet/demo.sslclientinfo.SSLClientInfoServlet
https://www.fortify.net/sslcheck.html
http://www.mozilla.org/projects/seamonkey/release-notes/m14-detail.html#uninstall
http://www.mozilla.org/quality/
http://www.mozilla.org/quality/help/
mailto:cbegle@mozilla.org
http://www.mozilla.org/quality/help/bug-form.html
http://www.mozilla.org/quality/bug-writing-guidelines.html
http://bugzilla.mozilla.org/buglist.cgi?bug_status=UNCONFIRMED&bug_status=NEW&bug_status=ASSIGNED&bug_status=REOPENED&email1=&emailtype1=substring&emailassigned_to1=1&email2=&emailtype2=substring&emailreporter2=1&bugidtype=include&bug_id=&changedin=&votes=&chfieldfrom=&chfieldto=&chfieldvalue=&component=Client+Library&component=Daemon&component=Security%3A+Crypto&short_desc=&short_desc_type=substring&long_desc=&long_desc_type=substring&bug_file_loc=&bug_file_loc_type=substring&status_whiteboard=&status_whiteboard_type=substring&keywords=&keywords_type=anywords&field0-0-0=noop&type0-0-0=noop&value0-0-0=&cmdtype=doit
http://bugzilla.mozilla.org/enter_bug.cgi?format=guided

Test Secure Commercial Web Sites

Try making a secure connection to several secure web sites. For e-commerce sites, put
some stuff in your shopping cart, and proceed to the point where you have a secure
connection.

«  Your online bank ( PASS: tried techcu.com )

«  Your online broker ( PASS: tried netbenefits.fidelity.com )
+  Your web e-mail account ( PASS: tried gmail.com )

«  Amazon.com or Barnes & Noble ( PASS : tried amazon.com )
+ Other online shops or secure sites that are important to you

+ Verisign.com's secure server ( PASS: Tried verisign.com )

- Thawte.com's secure server

Change Mozilla's security preferences

Select the Security Advisor item from the Tasks menu to display the Personal
Security Manager.

+ Change your preferences for displaying security warnings, and verify that these
changes do what you expect. For example, if you turn off all the warnings, Mozilla
should not display warnings as you enter and leave secure sites.

« Change the way the security manager chooses which certificate to use.

« If you have multiple personal certificates, run the SSL Client Info Test for each of

your certificates. ( PASS : tried
https://rhes.dsdev.sic.redhat.com:3105/ca/index.html )

Test the Personal Security Manager Ul

Select the Security Advisor item from the Tasks menu to display the Personal
Security Manager.

« Click on all of the tabs and all of the buttons. Verify that neither Mozilla nor the
Personal Security Manager crash.
« Click on every Help icon in the Security Advisor. Verify that the Help window
\ opens, and that the text seems relevant.

‘ « (PASS : tried disabling ssl 2.0 and other options )

Import a personal certificate

- Ifyou already have a personal certificate that works in a Netscape browser, you can
import that certificate into Mozilla.
« In Netscape's security dialog, under Certificates | Yours, select
your new certificate and click the Export button.


https://rhcs.dsdev.sjc.redhat.com:3105/ca/index.html
http://jcewww.iaik.tu-graz.ac.at/servlet/demo.sslclientinfo.SSLClientInfoServlet
https://www.thawte.com/
https://www.verisign.com/
http://www.barnesandnoble.com/
http://www.amazon.com/

« Next, in Mozilla, select the Security Advisor item from the Tasks
menu. Select the Certificates tab. The Mine pane has a Restore
button that will allow you to import the certificate.

- After you import your certificate, create a back up copy.
+ In the Security Advisor, select Certificates | Mine and click the

Backup button.

« Ifyou don't already have a personal certificate:
- Sign up for a free personal certificate from VeriSign.

Use another browser to get the certificate. The type of certificate you want to
get is the one for "VeriSign(TM) Class 1 Digital ID(SM) for Netscape
Communicator or Netscape Navigator."

« After you sign up, you will receive an e-mail message that will tell you how
to get your personal certificate. Then export your certificate from Netscape,
and import it into Mozilla, and back up your certificate. (Instructions above.)

« PASS: tried pkes12 backups.tried importing a new .p12 file and attempted client
auth.

If you have mutiple e-mail accounts set up in Mozilla, you might want to get multiple
personal certificates. This will allow you to test being able select which certificate you
would like to present.

2000-03-01: edited and updated, Christine Bedgle
2000-02-29: original document, John Unruh



https://digitalid.verisign.com/client/class1Netscape.htm
mailto:cbegle@mozilla.org
mailto:junruh@netscape.com
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