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1. Introduction

1.1 Presentation

1.1.1 Catalan Public System of Certification 

In compliance with the institutional agreement signed on July 23rd 2001 by the parliamentary groups of the Parliament of Catalunya, the Catalan Autonomous Government and the Catalan Local Entities Consortium (LocalRet), for the developing of policies allowing to face the indispensable change in the social and economic structures derived from the confluence of the new information and communication technologies within the limits of Catalan  public administrations, it was decided to establish interrelational systems between the above mentioned administrations and the citizenship, through telematic and electronic means, in the required security conditions and, especially, using digital identity certificates and electronic signature.

Observing the institutional agreement referred to and aiming at developing the programme Catalunya en Xarxa [Catalonia on-line], LocalRet and the Catalan Autonomous Government agreed to the creation of the Consortium for the Catalan Open Electronic Administration, with the purpose of developing public policies on the subject of electronic services in the public administrations, and of performing the authority of electronic signature certification thus guaranteeing integrity, identity and non-recantation (“non repudiation”) in the electronic communications carried out within the limits of  Catalan public administrations. 

On February 25th 2002 the Consortium for the Catalan Open Electronic Administration constituent session was held, the General Council adopting, among others, the decision of constituting a direct management entity in the shape of an autonomous body of commercial nature, designated Agència Catalana de Certificació – CATCert [Catalan Agency of Certification– CATCert], intended to deal with digital certificates and offer other services related to electronic signature within the range of operation of Catalan public administrations.

CATCert was created in agreement to the Executive Commission of the Consortium for the Catalan Open Electronic Administration, on April 29th 2002, as an autonomous body of commercial nature, whose standing rules were published in the Catalan Autonomous Government Official Bulletin on September 16th.

The whole of the services offered by CATCert constitutes the Certification Catalan Public System. These services are the following:
- Services of digital certification of class 1 and class 2 certificates, valid for personal certificates and device certificates

- Services of classification of certification services and complementary services providers

- Services of validation of electronic signature and digital certificates

- Time seal services

- Signed documents filing service

The following documents contain the regulation of the certification services offered by the Certification Catalan Public System:

- “CATCert certification policy” states the requirements to be met by all the certificates used by the Catalan public administrations, issued by CATCert or by other certification services providers, accordingly to the appropriate classification procedure.

- “CATCert Certification Practices Declaration” states  the rendering of services of issuing and management of class 1 and class 2 certificates on the part of CATCert in the Catalan public administrations, and the information services, and CATCert certificate status information services.

1.1.2 CATCert certification services

CATCert offers the following certification services:

Class 1 Digital Certification Service allows the Administration using this service to obtain corporative digital certificates for its staff working in the mentioned user Administration. In this type of service the user Administration acts as subject of the certificates and gives properly checked register information, with the errand of a CATCert register entity, but with this function limited to the environment of the same user Administration.

Class 2 Digital Certification Service allows the Administration using this service to supply digital certificates for outside entities and for their staff, to use them in their professional and administrative relationships with any user Administration adherent to the Certificates Verification Service. In this type of service the user Administration acts as register entity collaborating with CATCert. Class 2 service is one offered in free competition with the rest of certificate services providers, especially private sector providers. The acceptance of the certificates issued by these providers is done through their classification made by CATCert.

The Register Service Delegated to CATCert and to other register entities collaborating with CATCert allows the user Administration to delegate to CATCert the accomplishment of the functions of a local register entity, taking on the correspondent responsibility. In any case, the Administration is responsible for the document verification of data included in the certificate, as a virtual register entity.

The Certificates Verification Service allows the user Administration to validate the applicability of certificates issued by CATCert and thus to benefit from the use of these certificates.

CATCert, as root certification entity of the Catalan public administrations’ Certification Hierarchy, publishes in the present certification practices document the procedures and requirements established for the issue of digital certificates, thus validating its own certification policies. 

All of the CATCert operated certification entities, which are linked to its hierarchy, meet these requirements. Just the same, certification entities outside CATCert must meet the mentioned requirements before they are accepted by the Catalan public administrations users of CATCert classification and validation services.

Within this hierarchy CATCert offers to Catalan public administrations a number of certification services with the aim of issuing certificates for specific uses and different end-users. For this reason certificates classes and types are established.

1.1.3 Classes and types of certificates

First, certificates are issued to entities linked to the hierarchy. These certificates are termed Infrastructure Certificates (CIC) and are released only to certification entities, so that they can issue certificates to other end-users.

CIC are classified into two types: level 1, which are certificates released to other certification entities so that, in their turn, they can issue certificates to other certification entities of an inferior level within the hierarchy and to target entities; level 2, which are certificates released to other certification entities so that they can issue certificates to target entities.

The rest of certificates are released to target entities, which can be organizations, natural persons, and computer devices, by bound certification entities owned by CATCert.

Target entity certificates are classified into Personal Certificates, characterised by the fact that the owner of his/her private key is a natural person who acts on behalf of his/her own name and representation (in this case s/he is the certificate subject or owner), or in representation and on behalf of a legal person (which will be the certificate subject or owner); and in Device Certificates, characterised by the fact that the owner of its private key is a computer device, that automatically carries on the operations of signature and decipherment, under the responsibility of a natural person or a legal person (termed certificate subject or owner).

Additionally, target entity certificates may be class 1 or class 2 certificates. 

Class 1 certificates are corporative certificates and can be personal or device ones. Whenever they are personal, they are characterised by the fact that the keys owner has a function or labour link with the public Administration subject of the certificate. Being they device ones, they are marked by the fact that the device is under control of the public Administration subject of the certificate, even if another entity has been  commissioned the device technical operation.

Class 2 certificates are solely personal, and through them the subject can maintain an administrative relationship of any kind with Catalan public administrations.

Class 2 certificates can be individual or collective, depending on whether they are released to a natural person, acting on his/her own behalf, or to an organization, acting through a natural person identified in the certificate. 

1.1.4 Certificates typology and specific implantation

The types of certificates presented in this document correspond to the description included within the CATCert certification policies, applicable to certification entities owned by CATCert, but they can be applied as well to other certification entities, even not linked to CATCert hierarchy, especially in the case of CATCert  services related to the classification of certification services providers.

Thus, certificates classes and types represent certificate prototypes, defined to acknowledge pre-established security requirements. This does not mean necessarily that certificates should be physically different but that the certificate issued accordingly to one or more certification policies must accomplish every single established security requirement.

For this reason, a specific implantation of certification services, accordingly to correspondent certification policies, is allowed to release a certificate which attains more than one certification policy.

1.1.5 Infrastructure Certificates

There is one only type of infrastructure certificate, termed Certification Entity  Certificate (CIC), which corresponds to the certificate that the Catalan Certification Agency releases exclusively to itself, as certification entity as a result of the Hierarchy of Certification Entities of the Catalan public administrations, and corresponds as well to the certificate it releases to certification entities linked to this hierarchy. 

Linked certification entities can issue infrastructure or target entity (personal and device) certificates, depending on the class of CIC certificate they possess, from the moment when they have obtained a valid CIC certificate and during the time the mentioned certificate is in force.

1.1.6 Personal certificates

CATCert certification policies have established three possible types of personal certificates:

1) Personal certificates of accepted electronic signature (SPC), used to sign data messages.

2) Personal certificates of identity (IPC), used to sign authentication messages (identity confirmation). 

3) Personal certificates of encipherment (EPC), used to receive confidential messages.

In the certificates implantation carried out by CATCert the following certificates are offered:

1) Personal certificates of identification and signature (ISPC), class 1 and class 2, corresponding to the functions of the certificates prototypes SPC and IPC.

ISPC are identified through the object identifier (OID):

Class 1 ISPC:  1.3.6.1.4.1.15096.1.3.1.81

Class 2 ISPC: 1.3.6.1.4.1.15096.1.3.1.82

2) Personal certificates of encipherment (EPC), which are necessarily released to ISPC certificates users having an electronic mail address, and which are optional when the user has not an electronic mail address.

EPC certificates are identified through the object identifier (OID):

Class 1 EPC: 1.3.6.1.4.1.15096.1.3.1.41

Class 2 EPC: 1.3.6.1.4.1.15096.1.3.1.42

3) Personal certificates of identification (IPC), class 2, which are released to administrated to accomplish telematic transactions with guarantee with the Catalan public administrations.

1.1.7 Devices certificates

CATCert certification policies have established three types of device certificate.

1) Certificate of computer applications signature (PDC), used to sign digitally computer applications which have to be transmitted through networks

2) Device certificate of safe server (SDC), held by a computer application SSL or TLS server to get identified in front of client applications that can be connected to it and to protect communication confidentiality between client and server

3) Device certificate of encipherment (EDC), used to encipher automatically communications between devices identified in the certificates and to establish private virtual networks

In the certificates implantation completed by CATCert, the following certificates are offered:

1) Certificates of computer applications signature (PDC), class 1.

PDC certificates are identified through the object identifier (OID):

Class 1 PDC: 1.3.6.1.4.1.15096.1.3.1.71

2) Certificates of safe server device (SDC), class 1.

SDC certificates are identified through the object identifier (OID):

Class 1 SDC: 1.3.6.1.4.1.15096.1.3.1.51

Currently CATCert is not able to offer EDC certificates.

1.2 Identification

This document (Certification Practices Declaration) is identified through the following OID: 

CPD version 1.0: 1.3.6.1.4.1.15096.1.2.1

CPD future versions will be identified through a different OID, to distinguish them from the version in force in a particular moment in time.

1.3 Community and applicability

This Certification Practices Declaration regulates wide and different public users communities, which obtain certificates for different administrative applications and procedures and, if required, for civil and commercial relationships within the limits of Catalan public administrations, its linked entities and of other entities related to them. 

1.3.1 Technical components of the public key infrastructure

Public key infrastructure (PKI) operated by CATCert for Catalan public administrations uses a variety of technical components to request, approve, issue and deal with certificates, among which the following are contained:

1) Certification Authority

2) Remote Register Authority

3) Local Register Authority

4) User card

5) Safe electronic mail programme

1.3.1.1 Certification Authority

Technical component operated by a certificate services provider, used to generate and sign a user digital certificate, following the required safety and quality demands. The above mentioned certificate is equivalent to a Local Register Authority plea.

1.3.1.2 Remote Register Authority

Technical component operated by a legal person to process certificate requests. This component does not check accuracy of data to be certified, only issues certificate requests. The Remote Register Authority operator is termed “certificate requestor” or else RRAO.

The legal person may act as certificate requestor, for his/her own use (since s/he will be the future class 1 certificates subject) or else on behalf of other parties (that in that case will be the future class 1 or class 2 certificates subjects).

1.3.1.3 Local Register Authority

Technical component operated by a legal person to check accuracy of data to be certified (identifying, if required, the user), to issue definitive certificate plea to Certification Authority, to release user card, to store certificates in the mentioned user card and to begin user card release procedures, among other tasks.

The Local Register Authority has two operators or else LRAO:

- The approver is in charge of the definite validation and approval of the certificate plea.

- The generator is in charge of the production of certificates and their recording into the cards. 

The legal person may have at its disposal a Local Register Authority to obtain its own class 1 certificates or to help a class 1 or class 2 certificates user to obtain certificates from CATCert.

1.3.1.4 User card

Technical component used by the user to store signature and decipherment private keys, thus being able to generate electronic signatures and to decipher data messages.

ISPC certificates user card has the legal label of “safe device of electronic signature creation”, as stated in the article 19 of the RDL 14/99, and allows the generation of the advanced electronic signature with maximum legal validity.

1.3.1.5 Safe electronic mail programme

Technical component used by a legal person to solicit personal certificates, when it does not have at its disposal a Remote Register Authority, or to solicit  device certificates, in any case.

This procedure is carried out by sending an electronic mail signed S/MIME, with an ISPC certificate issued to the person authorized to solicit certificates.

1.3.2 Certification services providers

A certification services provider is a natural person or a legal person that issues certificates and offers other services related to electronic signature. 

The certification services provider physically produces digital certificates operating through certification entities of its ownership, which release certificates for users.

In the Catalan Certification Public System the following providers may offer their services:

1) Certification services provider of the Catalan public administrations

2) Providers classified as certification services

1.3.2.1 Certification services provider of the Catalan public administrations

CATCert is the certification services provider of the Catalan public administrations and, specifically, offers its services to a number of certification entities that control various users communities, among which one can mention:

- Catalan Autonomous Government user community, controlled by the Administration and Public Function Bureau

- Catalan local administrations user community

In the future other user communities will be created, with their certification entities linked to CATCert.

As Catalan public administrations certification services provider, CATCert is accountable, in front of target entities and especially in front of third users and of the verifier of electronic certificates and signatures, for the  behaviour of the certification entities it operates with. 

All rights, obligations, responsibilities, and especially procedure and security operations established for certification entities, must be understood as established by CATCert. 

1.3.2.2 Providers classified as certification services

The certification services external providers, be they public o private, may solicit their classification to CATCert, with a view to having their certificates used and recognized by the Catalan public administrations.

The classification requirements and the technical mechanisms for the use of classified certificates providers by Catalan public administrations follow CATCert certification policies and CATCert Validation Practices Declaration.

1.3.3 Certification entities 

Certification entities are organizations able to release certificates to users and to produce certificates with the technical component of Certification Authority public key infrastructure. 

The certification authorities of Catalan public administrations certification entities are managed by CATCert, as certification services provider, but the whole control of the Certification Entity is held by the user community management public entity to which the Certification Entity offers its services, for this reason being termed Bound Certification Entity.

There are three types of certification entities:

1) Root certification entities

2) Level 1 bound certification entities, which issue certificates to other certification entities and to target entities. 

3) Level 2 bound certification entities, which issue certificates to target entities, which are termed subjects or certificates owners.

1.3.3.1 Root certification entities

The role of the Root Certification Entity is to issue and to manage certificates of other certification entities within the CATCert Certification Hierarchy, which are subordinated to the certification practices established in this document. 

CATCert is the only Root Certification Entity within the Certification  Entities Hierarchy of Catalan public administrations, without detriment of the existence of other root certification entities outside the hierarchy, whose certificates will be accepted after the correspondent classification and validation made by CATCert.

Due to this relationship to the Root Certification Entity the other entities are termed bound certification entities.

1.3.3.2 Level 1 Bound Certification Entity

Level 1 bound certification entities deal with a public user community certified by CATCert, which functions as certification services provider.

Level 1 bound certification entities are able to issue certificates to level 2 bound entities or directly to end-users. 

1.3.3.3 Level 2 Bound Certification Entity

Level 2 bound certification entities deal with a public user community certified by CATCert, which functions as certification services provider.

The role of level 2 bound certification entities is to issue and to manage keys and end-users certificates, which include natural persons, devices, and organizations, or to issue and manage keys and certificates to other certification entities that may be a part of the hierarchy.

1.3.4 Register entities

Register entities are legal persons, at no time natural persons, that assist certification entities in certain procedures and certain relationships with certificates requestors, subjects or owners.

There are three types of register entities:

1) Internal register entities

2) Virtual register entities

3) Associate register entities

Register entities may use a variety of register technical components, for instance:

1) Remote Register Authority

2) Local Register Authority

1.3.4.1 Internal register entities

Internal register entities appertain to class 1 personal certificates subjects units or departments that operate a technical component of the public keys infrastructure termed Local Register Authority, which  allows to identify keys owners and to produce certificates and cards for keys owners, in addition to deliver to them these elements.

CATCert may as well make use of an Internal Register Entity, to issue certificates directly to all kind of subjects, both class 1 and class 2.

The Internal Register Entity always has at its disposal a Remote Register Authority to generate certificates requests. Moreover, it is able to process requests processed in advance by organizations having a Remote Register Authority.

1.3.4.2 Virtual register entities

Virtual register entities appertain to class 1 personal certificate subjects units or departments that have delegated to CATCert or to an Associate Register Entity the identification, production and delivery of cards and certificates to keys owners.

Virtual register entities may report their pleas to CATCert or to the Associate Register Entity through written reports, safe electronic mail or through a Remote Register Authority.

1.3.4.3 Associate register entities

Associate register entities appertain to Catalan public administrations units or departments, as to other natural persons or legal persons collaborating with CATCert in the identification, production and delivery of cards and certificates to class 1 and class 2 certificates subjects keys owners.

1.3.5 Target entities

Target entities are parties, devices and organizations related to issuance, management and use of digital certificates, supporting signature, authentication and encipherment services. They are also termed certification services users or certificates users.

The following entities are CATCert certification system target entities:

1) Certificates requestors

2) Certificates subjects or owners

3) Keys owners

4) Signature and certificates verifiers

1.3.5.1 Certificates requestors

Class 1 certificates are solicited directly by the user public Administration.

Class 2 certificates are solicited by a party, in its own name or in the name of an organization.

May act as requestors:

1) The party being the future certificate subject

2) A party authorized by the future subject

3) A party authorized by the Certification Entity

Certificates requestors may use a variety of technical components to make the request, including:

1) Remote Register Authority

2) Safe electronic mail

1.3.5.2 Certificate subjects

Subjects are parties, devices, organizations and combinations of these as they are identified in the certificate.

Class 1 certificate subjects are the Catalan public administrations, for their corporate certificates.

The individual class 2 certificate subjects are natural persons, and collective class 2 certificate subjects are legal persons professionally related to Catalan public administrations.

Subject has the certificate trademark license and, in case of it being an organization and the certificate a personal one, it always works through a keys owner, properly authorized and identified in the certificate, termed keys owner.

1.3.5.3 Keys owners

Keys owners are the natural persons holding exclusively the digital signature keys of ISPC class 1 and class 2 collective certificates. They are properly authorized to this end by the subject, and they are properly identified in the certificate by their name and surname or by a pseudonym.

There are as well decipherment keys owners, in class 1 and class 2 collective EPC certificates, with the special feature that the decipherment key, as opposed to the signature key, can be retrieved by the Certification Entity and/or by the subject, in certain circumstances and in specific situations.

Personal certificates keys owners are given a user card, where encipherment and signature keys and their correlative certificates are safely stored and used.

1.3.5.4 Certificates verifiers

Verifiers are parties, devices, organizations and combinations of these that receive digital signatures and certificates and have to verify them prior to rely upon them.

1.3.6 Certification register

It is a deposit with information that can be legally called forth, especially published certificates, commercial and legal information about certification services and information about certificates status. See section 2.6 to get more on Certification Register.

1.3.7 Applicability

This section lists the applications for which each type of certificate can be used, establishing limits and preventing certain certificates applications.

1.3.7.1 Allowed applications

Certification entities certificates (CIC) are issued by the Root Certification Entity to organizations operating a Certification Entity within its hierarchy, suitable for a variety of uses depending on their class:

- Signature of CIC certificates renewal, suspension and revocation requests

- ISPC, EPC, PDC and SDC certificates issuance and signature

- Certificates revocation lists (CRL) issuance and signature 

The approved electronic signature and identification personal certificates (ISPC) are approved certificates, as stated in the article 2.g) of RDL 14/99, with the contents prescribed by the article 8 of RDL 14/99, and issued following prescriptions of article 12 of RDL 14/99.

ISPC certificates are used with safe devices of electronic signature creation (following the technical standard of the European Telecommunications Standards Institute (ETSI) TS 101 456), for which requirements of policy for certification authorities that issue approved certificates are established. 

For this reason ISPC certificates guarantee subject’s and signature private key owner’s identity, and are suitable to back up approved electronic signature; that is to say, the advanced electronic signature is based upon an approved certificate and is generated using a safe device, thus being on a level with the signature written for legal purposes, without any need for accomplishing any additional requirement, as stated in the article 3 of RDL 14/99.

ISPC certificates can be employed as well in a variety of uses, different from the generation of the approved electronic signature, among which the following can be mentioned:

- Authentication in access control systems

- Safe electronic mail signature

- Other digital signature applications

Additionally, ISPC certificates can back up a number of ways of authentication and advanced electronic signature, because they are used together with a safe device of electronic signature creation, thus safely protecting the signature private key. 

Even if this second type of advanced electronic signature cannot be on a level with the written signature, this levelling can be produced all the same by reason of an electronic signature contract or a specific legal regulation, that will establish the additional conditions required for the mentioned levelling to take place.

The personal encipherment certificates (EPC) are issued to subjects, in the case of individual certificates, or to keys owners authorized by a subject, in the case of organization certificates. They can be used exclusively to receive confidential data messages, in any format, protected through encipherment of the text of the message executed by the sender, using the subject’s public key indicated in the EPC certificate.

Key owner will use his/her private key to decipher the message.

EPC certificates guarantee subject’s identity, but do not allow messages electronic signature.

EPC certificate’s private key will be filed in such a way that, in specific circumstances, could be retrieved and made possible to access enciphered information, even without subject’s intervention, in the case of individual certificates, or without keys owner’s , in the case of organization certificates.  

Programme signature certificates (PDC) are issued to natural persons or to legal persons responsible for the edition, publishing or digital delivery of computer programme, in order to accomplish the programme signature, which will allow its instalment or remote executions.

Safe server device certificates (SDC) are issued to natural persons or legal persons responsible for the operation of safe servers through Netscape SSL or TLS system, accordingly to the RFC 2246 of the IETF, with the following uses:

- Server authentication

- Communications encipherment between client and server

1.3.7.2 Applications’ restrictions

Certificates will be employed accordingly to their own functions and established purposes and will not be employed in other functions and with other purposes. In the same way certificates will have to be employed only accordingly to the law in force, especially bearing in mind existing import and export restrictions.

The extension Key Usage is employed to establish technical restrictions to the uses that can be given to a private key correlative to a public key listed in an X.509v3 certificate. Additionally, the extension Extended Key Usage is employed to establish other restrictions to the key usage.

It is necessary to take into account that the effectiveness of the limits based upon certificates extensions depends in some cases on the operation of computer applications that have not been produced nor can be controlled by CATCert or by certification entities.

CIC certificates can only be employed in Certification Entities functions, together with a safe device of signature generation, accordingly to the requirements established in this document’s policies.

Personal and device certificates cannot be employed as CIC certificates.

The lack of the extension Basic Constraints in the personal and device certificates brings about a technical restriction to this specific usage of these certificates, with the limits displayed in this same section.

ISPC certificates must be necessarily employed with a safe device of electronic signature creation, which should meet requirements established in the article 19 of RDL 14/99 and in this document.

EPC certificates must be employed together with a device of protection of the decipherment private key, accordingly to the requirements established in this document.

PDC certificates must be employed together with a device of electronic signature creation possessing an adequate security level.

SDC certificates must be employed together with a device of protection of the decipherment private key, accordingly to the requirements established in this document.

1.3.7.3 Banned applications

Generally, certificates have not been designed as danger control supplies or for usages requiring actions with a failsafe device, as for instance the functioning of nuclear stations, navigation systems, aeronautical transmissions, weapon control systems, or against failures directly causing death, personal injuries or severe environmental damages. They are not intended for these purposes nor can their usage or resale aiming at the same end be authorized.
CIC certificates cannot be employed to sign data other than renewal, suspension or revocation pleas for CIC, ISPC, EPC, PDC, or SDC certificates, as well as certificates revocation lists (CRL). Likewise, the certificate class will delimit its usage, as stated in the correlative usage conditions.

ISPC certificates cannot be employed to sign CIC certificates issuing, renewal, suspension or revocation pleas, to sign public key certificates or certificates of attributes of any kind, nor to sign certificates revocation lists (CRL). ISPC certificates cannot be employed either to receive enciphered messages.

EPC certificates cannot be employed to generate digital signatures of any kind of data messages.

PDC certificates cannot be employed to sign CIC certificates issuing, renewal, suspension or revocation pleas, certificates of any kind, or certificate revocation lists (CRL), nor can they be employed to receive enciphered messages.

SDC certificates cannot be employed to sign CIC certificates issuing, renewal, suspension or revocation pleas, certificates of any kind, or certificate revocation lists (CRL), nor can they be employed to receive enciphered messages.

1.4 Contact details

1.4.1 Organization in charge 

CATCert – Agència Catalana de Certificació [Catalan Certification Agency]

Passatge de la Concepció, 11

08008 – Barcelona (Spain)

1.4.2 Contact 

For further information apply to:

CATCert – Agència Catalana de Certificació                 

Legal Office

Passatge de la Concepció, 11

08008 – Barcelona (Spain)

2. General dispositions

2.1 Obligations

2.1.1 Certification Entity Obligations 

The Certification Entity guarantees, under its complete responsibility, the fulfilment of all requirements established in each Certificate Policy for which it issues ISPC, EPC, SDC or PDC certificates, and which are published in the CATCert Certification Register.

The Certification Entity is the only entity responsible for the accomplishment of procedures described in its practices declaration, even when a fragment or the whole of the operations be externally engaged.

In device and personal certificates, prior to the certificate issuance and release, the Certification Entity will inform the subject of the terms and conditions related to its usage, its price – be it established – and its usage restrictions.

This requirement is accomplished by means of three instruments:

- An applicable “Certification Policy Informative Text” that may be transmitted electronically, employing media lasting in time and comprehensible vocabulary.

- An appropriate legal instrument that binds the Certification Entity to keys subjects and owners, with the regulations specified in this Certification Practices Declaration.

- A release form and a certificate acceptance and activation procedure. 

The Certification Entity binds the users of the services of verification of these services general usage requirements, and of the pertinent policy, to the certificates which are the object of this verification, with an appropriate legal instrument.

These instruments are written with a comprehensible vocabulary, and they have the following minimum contents, in addition to other regulations specified in this Certification Practices Declaration:

- Prescriptions aiming to accomplish what has been stated in the sections "Obligations", "Civil responsibility", "Financial standing" and "Interpretation and execution" of this Certification Practices Declaration.

- Applicable policy report, which has to indicate whether certificates are issued to the public or to a closed user community, and the need to use a safe device of signature creation or data messages decipherment.

- Declaration stating the accuracy of the information contained in the certificate, unless there is a notification against it on the part of the subject.

- Agreement to the publishing of the certificate in the Register and to the access and usage of it by third parties.

- If required, agreement to the storage of the information employed in the register of subject and keys owner, to the provision of the safe device of signature creation, and to the transfer of the mentioned information to third parties, in the case of end of operations of the Certification Entity with no revocation of valid certificates.

- Certificate usage restrains, included the ones stated in the section 1.3.4 of this Certification Practices Declaration. 

- Information about how to validate a certificate, which includes the requirement of checking the certificate status, and the conditions reasonably suited to rely upon, that is as well applicable when subject acts as verifier.

- Applicable responsibility restrains, included the uses the Certification Entity accepts or rejects to be accountable for.

- Filing period of certificate request information

- Audit registers filing period.

- Conflict solving applicable procedure.

- Applicable law and competent jurisdiction.

- Whether the Certification Entity has been declared in agreement to the Certification Policy and, if required, the system to which it corresponds.

- Intellectual property clauses and third parties’ rights breach.

- Personal data protection clauses: information access and publication, and prohibition of change of purpose.

Each  instrument – informative text, activation general requirements, subject agreement, issuing general requirements or usage general requirements – will have the appropriate contents, which have been mentioned before, and will use the text suitable for the purpose of the document, be it informative, legal, etc. 

As for personal certificates (ISPC and EPC), the Certification Entity identifies the certificate subject, as stated in the article 11.a) RDL 14/99 and in this Certification Practices Declaration:

- The Certification Entity verifies by itself, or by a natural person or a legal person acting on its account, the identity and any other personal information about certificates requestors, which are important for its own purpose, using any means approved by law.

- Be the certificate subject not a natural person, the Certification Entity verifies that the key owner is properly authorized by the subject.

In addition to what is stated in the section titled "Obligations", the legal instrument binding the Certification Entity to the subject is written in a comprehensible vocabulary and has the following minimum contents:

- Applicable policy report, which should indicate whether certificates are issued to the public or to a closed user community, and the usage requirements of signature creation safe device.

- If required, Certification Entity authorization or audit.

- Means through which the Certification Entity capital resources accountability is guaranteed.

In device certificates, the Certification Entity identifies the subject, which is the organization owner of the device, and the pertinent technical elements for the certificate usage.

In relation to the specific requirements for the SDC, the Certification Entity verifies the dominion name and other technical data, as the IP address, that should be included in the certificate.

2.1.2 Register Entity’s Obligations

The Certification Entity will be allowed to commission certain functions to the Register Entity, which thus is bound to fulfil them observing the same requirements as the Certification Entity.

The Register Entity will operate in its own name, but on the account of the Certification Entity.

Register Entity functions, obligations and duties will be fully stated in the correlative agreement between the Certification Entity and the Register Entity, and likewise in the supplementary legal documents, especially in the ones delivered to subjects, keys owners and verifiers.

2.1.3 Certificate subject‘s obligations

The Certification Entity compels the subject to:

- Provide accurate and complete information to the Certification Entity, in conformity with these Certification Practices Declaration requirements, especially in relation to register procedure.

- State his/her prior agreement to the issuance and delivery of a certificate.

- Observe the obligations corresponding to the legal requirements that are attributed to him/her in this Certification Practices Declaration.

- Employ the certificate as is stated in the section 1.3.4 of this Certification Practices Declaration.

- Be reasonably careful in the safekeeping of his/her private key, in order to prevent unauthorized uses, as is stated in the sections titled  "Generation and instalment of the pair of keys", "Private key protection", "Activation data" of this Certification Practices Declaration.

- Notify to the Certification Entity and to any person whom the certificate care can be committed to, without any improper delay:

1. Loss, theft or potential commitment of the private key.

2. The loss of control over the private key, due to activation data commitment (for instance the PIN code of the signature creation safe device), or to any other cause.

3. Inaccuracy or changes in the contents of the certificate, which are or could be known by the subject.

- Stop using the private key once elapsed the period of time indicated in the section titled “Other management aspects of the pair of keys”.

- Convey their specific obligations to keys owners.

- Not monitoring, manipulating or carrying out reverse engineering actions on the technical implantation of the Certification Entities Hierarchy of the Catalan public administrations without prior written authorization from CATCert.

- Not committing on purpose the security of the Certification Entities Hierarchy of the Catalan public administrations.

As for ISPC specific requirements, the Certification Entity compels the subject to:

- Employ the pair of keys exclusively in electronic signatures and accordingly to any other notified restrictions.

- Be especially careful in the safekeeping of his/her private key and of the safe device of signature creation, in order to prevent unauthorized uses.

- In the case of the subject generating his/her own keys, s/he becomes compelled to:

1. Generate his/her subject keys employing an algorithm admitted by the authorized electronic signature.

2. Create the keys within the safe device of signature creation.

3. Employ key lengths and algorithms admitted by the authorized electronic signature.

- Notify to the Certification Entity, without improper delays, the loss, modification, unauthorized use, theft or commitment of his/her safe device of signature creation.

The ISPC subject who generates digital signatures employing the private key corresponding to his/her public key listed in the certificate declares, in the corresponding legal instrument, that these electronic signatures are electronic signatures equal to written signatures, accordingly to what is stated in the article 3 of the RDL 14/99 dated September 17th.

2.1.4 Keys owners’ obligations

Certification entities set up legal controls on the subjects in order to guarantee that keys owners accept and fulfil the obligations the certificate subject transfers to them.

2.1.5 Certificates user’s obligations

The Certification Entity compels the certificates user to:

- Be independently advised about the certificate being appropriate for the use it will be given.

- Verify validity, suspension or revocation of the issued certificates, for which information about the certificates status will be employed.

- Verify every single certificate within the certificates hierarchy prior to rely on the digital signature or on any of the certificates in the hierarchy.

- Be aware of any restriction in the use of the certificate, regardless of the fact that it is included in the same certificate or in the verifier contract.

- Be aware of any preventive measure established in a contract or in any other instrument, regardless of its legal features.

- Not monitoring, manipulating or carrying out reverse engineering actions on the technical implantation of the Certification Entities Hierarchy of the Catalan public administrations without prior written authorization from CATCert  

- Not committing on purpose the security of the Certification Entities Hierarchy of the Catalan public administrations.

As for ISPC specific requirements, the user declares, in the corresponding legal instrument, that the properly verified electronic signatures are electronic signatures equal to written signatures, accordingly to what is stated in the article 3 of the RDL 14/99 dated September 17th.

2.1.6 Certification Register’s Obligations

In case of there being another organization independent from CATCert acting as Certification Register, the Certification Entity will be allowed to commit to it a number of functions, and, be it thus, the former will be bound to accomplish them, submitting to the same requirements as the Certification Entity.

The Register functions, obligations and duties will be established in detail in the correlative agreement between the Certification Entity and the Register, as well as in the supplementary legal documents, especially those delivered to subjects, keys owners and verifiers.

Were it not so, CATCert will take on all the Register functions as its own.

2.2 Civil responsibility

This section specifies the civil responsibilities of the participants in the CATCert public key infrastructure.

2.2.1 Certification Entity’s civil responsibility

The Certification Entity, in the legal instruments binding it to subjects and verifiers, establishes and rejects warranties, and establishes applicable responsibility restrictions.

All restrictions and exclusions of applicable responsibilities have their legal basis on the definition of the service: in this definition of the service there is not any responsibility restriction, but damages caused to any party and due to any cause are excluded, except for the warranties related to the service. 

For instance, if a party relies on a certificate not being allowed to do it because the certification service does not guarantees a specific signatory’s date, the Certification Entity will not take on damages, because a date not guaranteed is not included in the certification service.  

2.2.1.1 Warranties offered to subjects and verifiers

The Certification Entity guarantees to the subject at the very least:

- That there are not faults in the information included in the certificates; this faults should not be acknowledged or carried out by the Certification Entity and, if required, by the Register Certification, nor caused by the lack of due proceedings in the management of the certificate request or in its creation.

- That the certificates accomplish all the requirements established in this Certification Practices Declaration.

- That revocation and Register use services accomplish all material requirements established in the CPD.

The Certification Entity guarantees to the verifier at the very least:

- That the information included or incorporated by reference in the certificate was correct at the time of the certificate generation and verification, except the contrary being manifested.

- As for certificates published in the Register, that the certificate has been released to the subject identified in it, and that the certificate has been accepted, accordingly to the section titled “Certificate acceptance” of this CPD.

- That in the certificate request approval and in the certificate release all the material requirements established in the CPD have been accomplished.

- Celerity and security in the rendering of services, especially of revocation and register services.

In relation to the specifics requirements for the ISPC, the Certification Entity guarantees to the subject and to the verifier:

- That the certificate contains the information that has to contain an accepted certificate, accordingly to the article 8 of the RDL 14/99.

- That the Certification Entity has accomplished all the legal requirements established in the RDL 14/99 and especially in the articles 12 and 19, in relation to the release of accepted certificates and the supply of safe devices of electronic signature creation.  

- That, in case of it generating subject’s or - if required - keys owner’s private keys, its confidential nature is kept during the process, and that the keys of the ISPC, SDC and PDC certificates will never be filed by the Certification Entity.

- The legal responsibility of the Certification Entity, with the restrictions established as usage restrictions and as certificates value.

2.2.1.2 Rejection of other warranties

The certification entities in the hierarchy reject any warranty not included in the section “Civil responsibility” of legal instruments bound to subjects and verifiers, especially the warranty of adaptability for a specific purpose or the warranty of certificate trading use, warranties which  are not included in the ordinary or accepted certificates issuance service.

2.2.1.3 Responsibilities restrictions

The Certification Entity restricts its responsibility to the issuance and management of certificates and - if required - of subjects’ pairs of keys and cryptographic devices (of signature and signature verification, as well as of encipherment and decipherment) supplied by the Certification Entity.

As has been mentioned before, responsibility restrictions and warranties rejection are applicable to situations capable of causing damages that are not part of the service: principally, one must be aware that a certificate is not a legitimate bond open to any kind of action. It is necessary to understand precisely which are the certificate data to rely on and for which uses, for otherwise damages may occur of which the Certification Entity will not be answerable for, because they are not part of the service – it is, because they are situations not guaranteed.  

In addition to this, the Certification Entity, in the certificate it issues, restricts its responsibility by means of including certificate usage restrictions and value restrictions for deals for which the certificate can be employed.

2.2.1.4 Chancy case and force majeure

The Certification Entity includes clauses in the legal instruments to bind subjects and verifiers, in order to restrict its responsibility in chancy case and in case of force majeure.

2.2.2 Register Entity’s civil responsibility

The Certification Entity establishes the civil responsibility of the Register Entity in the correlative agreement.

2.2.3 Certificate subject’s civil responsibility

2.2.3.1 Warranties offered by the subject

The Certification Entity compels the subject, by means of the correlative legal instrument, to guarantee:

- That all the information in the request is correct, in case of the subject being the certificate requestor.

- That all the information supplied by the subject included in the certificate is correct at any time.

- That the certificate is exclusively employed for legal and authorized uses, accordingly to the legal instrument binding it to the Certification Entity and – if required – accordingly to its usage and value restrictions.

- That each digital signature created with the private key corresponding to the public key listed in the certificate is the subject’s digital signature, and that the certificate has been accepted and it is operative (it has not expired nor has been annulled) at the time of the signature creation.

- That the subject is an end-entity and not a Certification Entity, and that it will not employ the private key corresponding to the public key listed in the certificate to sign any certificate (or any other format of certified public key) nor CRL,  neither as Certification Entity nor in any other circumstance.

In relation to the ISPC, the Certification Entity compels the subject, by means of the correlative legal instrument, to guarantee that any unauthorized party has ever got access to the subject’s or – if required – the keys owner’s private key.

The Certification Entity compels the subject, by means of the correlative legal instrument, to guarantee that the subject is the only one accountable for the damages caused by his/her failure to keep the duty of protecting the private key, and includes the keys owner’s duty of protecting the private key.

2.2.4 Certificates user’s civil responsibility

The Certification Entity compels the verifier, by means of the correlative legal instrument, to state:

- That s/he has at his/her disposal information enough to take a conscious decision about relying or not relying on the certificate.

- That s/he is the only one accountable for relying or not relying on the information the certificate contains.

- That s/he will be the only one accountable for damages caused to any party due to the non-fulfilment of his/her obligations as verifier.

2.2.5 Certification Register’s civil responsibility

Without stipulation.

2.3 Financial standing

The demand for financial standing of the Certification Entity is related to the responsibility for damages caused by its activity, and is regulated in decline by means of the existence of clauses of immunity established with the subjects and verifiers, and with dependency relationships it maintains with its users, that is when the Certification Entity and the subject, for instance, may answer mutually in front of third users verifiers.

Financial standing is demonstrated through the Certification Entity’s economic resources, complemented with legal or voluntary insurances on the activity.

2.3.1 Indemnity clauses

2.3.1.1 Subject indemnity clause

The Certification Entity includes, in the legal instrument binding it to the subject, a clause stating that the subject commits his/herself to keep the Entity immune to any damage derived from any action or omission resulting in responsibility, damage, loss, or costs of any kind - included hypothetical legal and attorney costs - for the publishing and usage of the certificate, in case of any of the following causes taking place:

- Falsity or erroneous statement made by the certificate user.

- Certification user error in providing data of the request, if in the action or omission took place fraud or disregard in relation to the Certification Entity, the Register Entity or to any party relying on the certificate.

- Disregard in the protection of the private key, in the use of a reliable system or in the keeping of the necessary cautions in order to avoid commitment, loss, spreading, amendment or unauthorized use of the mentioned key.

- Subject using in the certificate a name (included common names, electronic address and dominion names), or other kind of information, that may violate third parties’ intellectual or industrial property rights.

2.3.1.2 Clause of verifier indemnity

The Certification Entity includes, in the legal instrument binding it to the verifier, a clause for which the verifier commits him/herself to keep the Entity immune to any damage derived from any action or omission resulting in responsibility, damage, loss, costs of any kind - included hypothetical legal and attorney costs – caused by the publishing and usage of the certificate, in case of any of the following causes taking place:

- Non-fulfilment of verifier’s obligations.

- Rash reliance in a certificate, accordingly to the circumstances.

- Lack of verification of a certificate status, in order to determine it is not suspended or revoked.

2.3.2 Dependency relationships between parties

CATCert is an autonomous institution possessing a trading nature created by the Catalonia Electronic Open Administration Consortium, and it has no dependency relationship whatsoever neither with subject public administrations nor with any certificate verifier entity, public or private, except for the mentioned Catalonia Electronic Open Administration Consortium.

2.3.3 Financial resources

The Certification Entity has at its disposal enough economic resources to maintain its operations and accomplish its obligations, just as to face the uncertainty of responsibility for damages and impairments.

Due to CATCert’s nature of public administration the existence of a civil responsibility or a bail insurance is not legally requestable. 

2.4 Interpretation and execution

This section specifies legal regulations to be implanted in the legal instruments related to the interpretation and execution of the mentioned legal instruments, which bind certification entities to subjects and verifiers.

2.4.1 Applicable law

The Certification Entity establishes, in its legal instruments bound to subjects and verifiers, that the law applicable in the giving of services, included the Certification Practices Declaration, is the following one:

- Royal Decree Law 14/1999 of September 17th, about electronic signature

- Applicable administrative legislation, included Law 30/1992 of November 26th, of legal provision of public administrations and of ordinary administrative procedure, and the rest of applicable regulations.

- In a subsidiary way, civil and trading regulations.

2.4.2 Divisibility, endurance, entire agreement and notification clauses

In class 1 certificates it is not essential to include divisibility, endurance, entire agreement and notification clauses.

The Certification Entity establishes, in its legal instruments bound to class 2 certificates subjects and verifiers, divisibility, endurance, entire agreement and notification clauses:

- By virtue of the divisibility clause the nullity of a clause will not modify the rest of clauses of the legal instrument.

- By virtue of the endurance clause a number of decrees will continue to be in force when the legal relationship that regulates the service between parties is over. To this end the Certification Entity will ensure that, at the very least the requirements included in the sections titled “Obligations”, “Civil responsibilities”, “Agreement audit” and “Confidentiality”, would continue in force when the Certification Practices Declaration and the legal instruments binding the Certification Entity to subjects and verifiers will be over. 

- By virtue of the entire agreement clause it will be understood that the legal instrument which acts as service regulator contains the total determination of the parties and every agreement between them. 

- By virtue of the notification clause the procedure through which parties mutually notify actions will be established.

2.4.3 Competent jurisdiction clause

The Certification Entity establishes, in its legal instruments bound to subjects and verifiers, a competent jurisdiction clause that indicates that the judicial adequacy is determined accordingly to what is established in the Law 29/1988 of July 13th, which is regulator of the administrative litigious jurisdiction.

2.4.4 Solving of conflicts

In class 1 certificates, the mechanism of solving of conflicts will be the administrative procedure and, after it is exhausted, the administrative litigious jurisdiction. 

The Certification Entity establishes the applicable procedures of mediation and solving of conflicts, in its legal instruments bound to class 2 certificates subjects and verifiers.

2.5 Tariffs

2.5.1 Certificates issuance or renewal tariff

CATCert will publish in the Certification Register the tariffs that – if required – could be applicable to the certificate issuance or renewal service

2.5.2 Certificates access tariff

CATCert will publish in the Certification Register the tariffs that – if required – could be applicable to the certificates access service.

2.5.3 Tariff of access to information of certificate status

CATCert will publish in the Certification Register the tariffs that – if required – could be applicable to the certificates status information service.

2.5.4 Other services tariffs 

CATCert will publish in the Certification Register the tariffs that – if required – could be applicable to the rest of certification services offered by CATCert.

2.5.5 Refund policy

Without stipulation.

2.6 Certification Publishing and Register

2.6.1 Publishing of information of the Certification Entity

The Certification Entity publishes the following information in its Certification Register:

- Revoked certificates lists and other information of certificates revocation status.

- Certification policies, and specifically certification policies informative texts.

- Certification Practices Declaration.

- Legal instruments bound to certificates verifiers.

2.6.2 Publishing frequency

The information of the Certification Entity, policies and CPD included, will be published as soon as it is available.

Modifications of policy documents and of CPD will be regulated by what is established in the section titled “Publishing and notification policy” of the correlative document.

The information of certificates revocation status is published accordingly to what is established in the section titled “Operative requirements” of this Certification Practices Declaration.

2.6.3 Access control

The Certification Entity does not restrict reading access to information established in the section titled “Certification publishing and register”, but it establishes regulations to prevent unauthorized parties from adding, modifying or erasing Register’s files, in order to protect integrity and authenticity of revocation status information.

The Certification Entity employs reliable systems in the Register, in such a way that:

- Only authorized parties could make notes and amendments.

- The information authenticity could be proved.

- Certificates could only be available for consultation in case the subject has given his/her approval to it.

- Any technical modification involving security requirements could be detected.

2.6.4 Certification Register

The Register service is available 24 hours a day, 7 days a week, and in case of default of the Certification Entity out of control system, the latter will put its effort into regaining availability of the service in the period of time stated in the section titled “Keys commitment and disaster retrieval” and in the applicable CPD.

2.7 Agreement audit

The Certification Entity periodically carries out an agreement audit to check that, as soon as it has begun to work, it fulfils all security and operation requirements essential to be included in the Hierarchy of Certification Entities of Catalan public administrations.

In addition to the agreement audit, the Certification Entity is prepared to pass other inspections, not periodic, that may prove its reliability:

- Prior to accept a new Certification Entity bound to the hierarchy, by means of the corresponding action of generation, a system definition process and the corresponding technical revision of all components is carried out.

- In case of suspecting, once the Certification Entity has been set in motion and at any time, that the mentioned Entity does not apply to some of the security requirements, or in case of a keys commitment being detected, be it suspicion or reality, or any event taking place that may mean a threat to the security or integrity of the Certification Entity, an internal audit is carried out.

2.7.1 Agreement audit frequency

The Certification Entity annually carries out an agreement audit, in addition to internal audits it may carry out accordingly to its own standards, or at any time due to suspicion of non-fulfilment of any security measure or due to a keys commitment.

2.7.2 Identification and qualification of the auditor

In case of the Certification Entity having at its disposal an internal audit department, this may take over the agreement audit.

In case of not having this department, the Certification Entity may turn to an external independent auditor who will be obliged to prove his/her experience in the field of computer security, information systems security and in PKI agreement audits. 

2.7.3 Relationship between auditor and audited entity

Agreement audits executed by third parties are carried out by an entity functionally independent from the audited Certification Entity, which must not maintain any clash of interests influencing its capacity of executing audit services.

2.7.4   List of elements subject to audit





The elements subject to audit are:

- PKI processes

- Information systems

- Process centre protection

- Documents

2.7.4  Actions to be taken on as a result of a lack of agreement

As soon as the agreement audit report has been received, the Certification Entity discusses found deficiencies with the entity that has carried out the audit and with the Certification Entity to which is directly bound in the hierarchy, and develops and executes a corrective plan that solve the mentioned deficiencies.

In case of the audited Certification Entity being incapable of developing and/or executing the mentioned plan or in case of the found deficiencies implying an immediate threat to the system security or integrity, one of the following actions is carried out:

- The Certification Entity key is revoked, as is described in the sections 4.8.2 and 4.8.3 of this Certification Practices Declaration.

- The Certification Entity service is over, as is described in the section 4.9 of this Certification Practices Declaration.

2.7.5 Processing of audit reports

The Certification Entity releases the reports of audit results to the Root Certification Entity of the Certification Entities Hierarchy of the Catalan public administrations, just as to the entity to which it is directly bound, within a period not exceeding 15 days after the audit execution.

2.8 Confidentiality

2.8.1 Confidential information

In order to offer the service, the Certification Entity needs to solicit and file a number of pieces of information, including personal information. These pieces of information are directly picked up from the encumbered, with their explicit consent or in the cases in which law allows to pick up information without the encumbered’s consent.

The Certification Entity exclusively solicits data which are essential to be able to release and keep the certificate.

The Certification Entity has at its disposal a privacy policy, accordingly to the Organic Law 15/99 of December 13th, on personal data protection, published in the Certification Register and included in the certificate release and procedure of acceptance and activation forms.

The Certification Entity does not inform nor hands over personal data, except in the cases included in the section 2.8.2, titled  “Non confidential information”, of this Certification Practices Declaration, and in the section “End of service”, in case of Certification Entity ending.

Confidential information, accordingly to the LOPD, is protected against loss, destruction, damage, forging or unauthorized or unlawful processing, accordingly to prescriptions established in the Royal Decree 994/99 of June 11th, by which security measures regulation of automatic files containing personal data is approved.

The Certification Entity maintains the confidentiality of the following information:

- In general, all information and personal data, except for those indicated in the section 2.8.2, titled “Non confidential information”, of this Certification Practices Declaration.

- Certificate requests, approved or rejected, and also any other personal information obtained in order to release and maintain certificates, except for those pieces of information indicated in the section titled “Non confidential information”.

- Private keys generated and/or stored by the Certification Entity.

- Agreements registers, complete registers and agreements audit registers included.

- Internal and external audit registers, created and/or maintained by the Certification Entity and its auditors.

- Business continuity and emergency plans.

- Security policy and plans.

- Operations documentation and any other operation plan, as for instance filing, monitoring and other similar ones.

- Any other information identified as “Confidential” or “Internal use”.

2.8.2 Non confidential information

The following information is considered non confidential, and thus it is recognized by the encumbered to the legal instrument bound to the Certification Entity:

- Certificates issued or to be issued, as well as public keys.

- The binding of the holder to a certificate issued by the Certification Entity.

- Name and surname of the certificate holder, in the case of individual certificate, or of the keys owner in the case of organization certificate, as well as any other circumstance or personal date of the holder, on the assumption that it would be significant in relation to the certificate purpose.

- Certificate subject’s electronic mail address, in the case of individual certificates, or keys owner’s, in the case of organization certificates, or the electronic mail address given by the subject, in the case of device certificates.

- Uses and economic restrictions indicated in the certificate.

- The period of validity of the certificate, as well as its issuance and expiry date.

- Certificate serial number.

The reason why the mentioned information cannot be confidential is the fact that the subject or the keys owner, with every electronic signature they generate, consign their certificate, which includes this information.

The following information will be non confidential in the case of class 1 certificates, and in the case of class 2 certificates when the subject or the keys owner, depending on the applicability, had accomplished to its publishing, accordingly to what is established in the article 15 of the RDL 14/99 and the LOPD 15/99: 

- The various status or situations of the certificate and the starting date of each of them, specifically: on its way to generation and/or release, valid, revoked, suspended or expired, and the cause that led to the status modification.

- The certificates revocation list (CRL), as well as the rest of revocation status information.

- Information contained within the Certification Register.

- Any other information not indicated in the section titled “Confidentiality” of this Certification Practices Declaration.

2.8.3 Diffusion of suspension and revocation information

Suspension and revocation information is conveyed to third parties, which are the addressees of messages and signed documents, accordingly to the legal regulations for verifiers established in this Certification Practices Declaration, by means of its publishing in the Certification Register of the Certification Entity.

Means and procedures of suspension and revocation are detailed in the section 4.4 of this Certification Practices Declaration.

2.8.4 Legal diffusion of information 

The Certification Entity spreads the confidential information in the cases legally established to this end.

Specifically, registers that guarantee the reliability of data contained in the certificate will be conveyed if it is required in order to give evidence of the certification, in the case of a legal procedure, even without the certificate subject’s consent.

The Certification Entity states these circumstances in the privacy policy established in the section titled “Confidentiality” of this practices declaration.

2.8.5 Diffusion of information on its holder request

The Certification Entity, in the privacy policy established in the section titled “Confidentiality” of this practices declaration, includes prescriptions that allow the spreading of the subject’s information and, if required, the keys owner’s information, directly to themselves or to third parties.

2.8.6 Other instances of diffusion of information

Without stipulation.

2.9 Intellectual ownership rights

2.9.1 Certificates ownership and revocation information

The Certification Entity is the only entity that has intellectual property rights on the certificates it issues.

The Certification Entity grants non exclusive license to reproduce and deliver certificates, without any cost, whenever the reproduction is entire and does not alter any element in the certificate, and whenever it is necessary in relation to digital signatures and/or encipherment systems within the limits of applicability of this practices declaration, as has been defined in the section “Community and applicability”, and accordingly to the corresponding instrument bounding the Certification Entity to the party that reproduces and/or delivers the certificate.

The mentioned regulations appear in the instruments binding the Certification Entity to subjects and verifiers.

Additionally, certificates issued by the Certification Entity contain a legal advice related to its ownership, by means of the use of the cipher “@” in the field “OU” indicator of the verifier legal instrument.

The same regulations are applicable to the use of certificates revocation information.

2.9.2 Ownership of the Certification Practices Declaration

The Certification Entity is the only entity that will have intellectual property rights on the corresponding Certification Practices Declaration.

2.9.3 Ownership of information related to names

The subject and, be it appropriate, the keys owner, retains any right related to the trademark, the product or the trading name contained in the certificate, this right being in force.

The subject is the owner of the distinguished name of the certificate, conformed by the information specified in the section 3, titled “Identification and authentication”, of this Certification Practices Declaration.

2.9.4 Keys ownership

The pairs of keys are property of the certificates subjects.

Whenever a key is split up in different parts all the parts of the key will be owned by the key owner.

3. Identification and authentication

3.1 Initial register

In this section requirements are established related to identification and authentication procedures that have to be employed during the register of bound certification entities and during subjects register, organizations and natural persons included, which has to be carried out prior to the certificates issuance and delivery. 

3.1.1 Types of names

Every certificate contains a differentiated name X.501 in the field Subject, the following components included:

- One component  Country (C=)

- One component  Common Name (CN=) 

Every type of certificate has additional components, included Organizational Unit Name and Serial Number components.

Certificates contain additional information about subject’s identity in the field Subject Alternative Name, included Email Address and Serial Number components.

3.1.1.1 Name of CIC certificates

In class 1 CIC certificates the differentiated name X.501 additionally includes Organization (O=) components and three Organizational Unit Name (OU=) components.

Values of Subject Name:

- The authenticated value of the Country component is “ES”.

- The authenticated value of the Organization component is “Agència Catalana de Certificació (NIF Q-0801176-I)”, which is who offers certification services and issues certificates.

- The authenticated value of the first Organizational Unit Name component is “Serveis Públics de Certificació ECV-1”, that indicates the type of service offered by CATCert.

- The authenticated value of the second Organizational Unit Name component is “Vegeu https://www.catcert.net/verCIC-1 (c)03”, that incorporates by reference the certificate usage requirements. These requirements have to be known by the verifiers that may use the certificate.

- The authenticated value of the third  Organizational Unit Name component is the name of the user community managing organization to which it offers services of Certification Entity identified with this certificate.

- The authenticated value of the Common Name component is the identifier of the Certification Entity, composed by the values “EC-“ and the acronym of the Certification Entity.

Values of  Subject Alternative Name:

- The authenticated value of the Email Address component is the electronic mail address of the user community managing organization to which it offers services of Certification Entity identified with this certificate.

In class 2 CIC certificate the differentiated name X.501 additionally includes the Organization (O=) components and three Organizational Unit Name (OU=) components.

Values of Subject Name:

- The authenticated value of the Country component is “ES”.

- The authenticated value of the Organization component is “Agència Catalana de Certificació (NIF Q-0801176-I)”, which is who offers certification services and issues certificates.

- The authenticated value of the first Organizational Unit Name component is “Serveis Públics de Certificació ECV-2”, that indicates the type of service offered by CATCert.

- The authenticated value of the second Organizational Unit Name component is “Vegeu https://www.catcert.net/verCIC-2 (c)03”, that incorporates by reference the certificate usage requirements. These requirements have to be known by the verifiers that may use the certificate.

- The authenticated value of the third Organizational Unit Name component is the name of the user community managing organization to which it offers services of Certification Entity identified with this certificate.

-  The authenticated value of the Common Name component is the identifier of the Certification Entity, composed by the values “EC-“ and the acronym of the Certification Entity.

Values of Subject Alternative Name:

- The authenticated value of the Email Address component is the electronic mail address of the user community managing organization to which it offers services of Certification Entity identified with this certificate.

3.1.1.2 Name of ISPC certificates

In class 1 ISPC certificates the differentiated name X.501 additionally includes the Organization (O=) components, three Organizational Unit Name (OU=) components and the Serial Number component.

Values of Subject Name:

- The authenticated value of the Country component is “ES”.

- The authenticated value of the Organization component is the legal name of the certificate subject organization.

- The authenticated value of the first Organizational Unit Name component is the name of the department or organic unit to which the keys owner is bound.

- The authenticated value of the second Organizational Unit Name component is  “Serveis Públics de Certificació ISPC-1”, that indicates the type of service offered by CATCert.

- The authenticated value of the third Organizational Unit Name component is “Vegeu https://www.catcert.net/verCPIS-1 (c)03”, that incorporates by reference the certificate usage requirements. These requirements have to be known by the verifiers that may use the certificate.

- The authenticated value of the Serial Number component is the keys owner’s Legal Identification Number.

- The authenticated value of the Common Name component is the keys owner’s name and surname.

Values of Subject Alternative Name:

- The authenticated value of the Email Address component is the keys owner’s electronic mail address.

- The authenticated value of the Serial Number component is the certificate subject’s Legal Identification Number.

In class 2 individual ISPC certificates the differentiated name X.501 additionally includes two Organizational Unit Name (OU=) components and the  Serial Number component.

Values of Subject Name:

- The authenticated value of the Country component is the subject’s country of origin.

- The authenticated value of the first Organizational Unit Name component is “Serveis Públics de Certificació ISPC-2”, that indicates the type of service offered by CATCert.

- The authenticated value of the second Organizational Unit Name component is “Vegeu https://www.catcert.net/verCPIS-2 (c)03”, that incorporates by reference the certificate usage requirements. These requirements have to be known by the verifiers that may use the certificate.

- The authenticated value of the Serial Number component is the certificate subject’s Legal Identification Number, which coincides with the keys owner’s.

- The authenticated value of the Common Name component is the certificate subject’s name and surname.

Values of Subject Alternative Name:

- The authenticated value of the Email Address component is the certificate subject’s electronic mail address.

In class 2 collective ISPC certificates the differentiated name X.501 additionally includes the Organization (O=) components, three Organizational Unit Name (OU=) components and the  Serial Number component.

Values of Subject Name:

-  The authenticated value of the Country component is the subject’s country of origin.

- The authenticated value of the Organization component is the legal name of the certificate subject organization.

- The authenticated value of the first Organizational Unit Name component is the name of the department or organic unit to which the keys owner is bound 

- The authenticated value of the second Organizational Unit Name component is “Serveis Públics de Certificació ISPC-2”, that indicates the type of service offered by CATCert.

- The authenticated value of the third Organizational Unit Name component is “Vegeu https://www.catcert.net/verCPIS-2 (c)03”, that incorporates by reference the certificate usage requirements. These requirements have to be known by the verifiers that may use the certificate.

- The authenticated value of the Serial Number component is the keys owner’s Legal Identification Number.

- The authenticated value of the Common Name component is the keys owner’s name and surname.

Values of Subject Alternative Name:

- The authenticated value of the Email Address component is the keys owner’s electronic mail address.

- The authenticated value of the Serial Number component is the certificate subject’s Legal Identification Number.

3.1.1.3 Name of EPC certificates

In class 1 EPC certificates the differentiated name X.501 additionally includes the Organization (O=) components, three Organizational Unit Name (OU=) components and the Serial Number component.

Values of Subject Name:

- The authenticated value of the Country component is “ES”.

- The authenticated value of the Organization component is the legal name of the certificate subject organization.

- The authenticated value of the first Organizational Unit Name component is the name of the department or the organic unit to which the keys owner is bound.

-  The authenticated value of the second Organizational Unit Name component is “Serveis Públics de Certificació EPC-2”, that indicates the type of service offered by CATCert.

- The authenticated value of the third Organizational Unit Name component is “Vegeu https://www.catcert.net/verCPX-1 (c)03”, that incorporates by reference the certificate usage requirements. These requirements have to be known by the verifiers that may use the certificate.

- The authenticated value of the Serial Number component is the keys owner’s Legal Identification Number.

-  The authenticated value of the Common Name component is the keys owner’s name and surname.

Values of Subject Alternative Name:

- The authenticated value of the Email Address component is the keys owner’s electronic mail address.

- The authenticated value of the Serial Number component is the certificate subject’s Legal Identification Number.

In class 2 individual EPC certificates the differentiated name X.501 additionally includes two Organizational Unit Name (OU=) components and the Serial Number component

Values of Subject Name:

- The authenticated value of the Country component is the subject’s country of origin.

- The authenticated value of the first Organizational Unit Name component is “Serveis Públics de Certificació EPC-2”, that indicates the type of service offered by CATCert.

- The authenticated value of the second Organizational Unit Name component is “Vegeu https://www.catcert.net/verCPX-2 (c)03”, that incorporates by reference the certificate usage requirements. These requirements have to be known by the verifiers that may use the certificate.

- The authenticated value of the Serial Number component is the certificate subject’s Legal Identification Number.

-  The authenticated value of the Common Name component is the certificate subject’s name and surname.

Values of Subject Alternative Name:

- The authenticated value of the Email Address component is the certificate subject’s electronic mail address.

In collective class 2 EPC certificates the differentiated name X.501 additionally includes the Organization (O=) components, three Organizational Unit Name (OU=) components and the Serial Number component.

Values of Subject Name:

- The authenticated value of the Country component is the subject’s country of origin.

- The authenticated value of the Organization component is the legal name of the certificate subject organization.

- The authenticated value of the first Organizational Unit Name component is the name of the department or organic unit to which the keys owner is bound.

- The authenticated value of the second Organizational Unit Name component is “Serveis Públics de Certificació EPC-2”, that indicates the type of service offered by CATCert.

- The authenticated value of the third Organizational Unit Name component is “Vegeu https://www.catcert.net/verCPX-2 (c)03”, that incorporates by reference the certificate usage requirements. These requirements have to be known by the verifiers that may use the certificate.

- The authenticated value of the Serial Number component is the keys owner’s Legal Identification Number.

-  The authenticated value of the Common Name component is the keys owner’s name and surname.

Values of Subject Alternative Name:

- The authenticated value of the Email Address component is the keys owner’s electronic mail address.

- The authenticated value of the Serial Number component is the certificate subject’s Legal Identification Number.

3.1.1.4 Name of PDC certificates

In  class 1 PDC certificates the differentiated name X.501 additionally includes the Organization (O=) components, three Organizational Unit Name (OU=) components and the Serial Number component.

Values of Subject Name:

- The authenticated value of the Country component is “ES”.

- The authenticated value of the Organization component is the legal name of the certification subject organization.

- The authenticated value of the first Organizational Unit Name component is the name of the department or organic unit to which the programme edit accountable person is bound.

- The authenticated value of the second Organizational Unit Name component is “Serveis Públics de Certificació PDC-1”, that indicates the type of service offered by CATCert.

- The authenticated value of the third Organizational Unit Name component is “Vegeu https://www.catcert.net/verCDP-1 (c)03”, that incorporates by reference the certificate usage requirements. These requirements have to be known by the verifiers that may use the certificate.

- The authenticated value of the Serial Number component is the Legal Identification Number of the person in charge of the programme edition.

-  The authenticated value of the Common Name component is the keys owner’s name and surname.

Values of Subject Alternative Name:

- The authenticated value of the Email Address component is the programme edit accountable person’s electronic mail address.

- The authenticated value of the Serial Number component is the certificate subject’s Legal Identification Number.

3.1.1.5 Name of SDC certificates 

In class 1 SDC certificates the differentiated name X.501 additionally includes the Organization (O=) components and three Organizational Unit Name (OU=) components.

Important advice: the possibility of including the mentioned OU components is restricted by the safe server programme. Following these restrictions, the certificate will contain the three OU components, two, one or none. The OU component that will have priority in being included in the certificate will be the indicator of the certificate usage requirements (third component).

Values of Subject Name:

- The authenticated value of the Country component is “ES”.

- The authenticated value of the Organization component is the legal name of the certificate subject organization.

- The authenticated value of the first Organizational Unit Name component is the name of the department or organic unit accountable for the safe server programme.

- The authenticated value of the second Organizational Unit Name component is “Serveis Públics de Certificació SDC-1”, that indicates the type of service offered by CATCert.

- The authenticated value of the third Organizational Unit Name component is “Vegeu https://www.catcert.net/verCDS-1 (c)03”, that incorporates by reference the certificate usage requirements. These requirements have to be known by the verifiers that may use the certificate.

- The authenticated value of the Common Name component is the Internet address (IP) or the dominion name (DNS) of the safe server that receives the certificate.

Values of Subject Alternative Name:

- The authenticated value of the Email Address component is the electronic mail address of person accountable for the safe server  (webmaster).

- The authenticated value of the Serial Number component is the certificate subject’s Legal Identification Number.

3.1.2 Meaning of names

3.1.2.1 Names of natural persons

In the individual class 2 personal certificates the name of the subject is constituted by his/her name and surname.

The name of the key owner in the class 1 and class 2 collective certificates is constituted by his/her name and surname.

3.1.2.2 Names of organizations

The names of the class 1 and class 2 collective certificates subject entities correspond to a legal name (name, trade name, trademark, commercial name, etc.) of the identified entity.

3.1.2.3 Use of  pseudonyms

Pseudonyms are never used to identify an organization.

Personal certificates, individual and organization ones, are allowed to use pseudonyms instead of the actual name of the key owner correlative to the certificate.

The pseudonym will unambiguously appear as such in the certificates.

In that case the Certification Entity will make appear the actual identity of the key owner and will keep documents vouching for it.

3.1.3 Interpretation of names’ formats

3.1.3.1 Names of natural persons

All parties’ names are written using natural language, with the common name of the party in the certificates subject organization, as has been verified by the Register Entity.

Class 1 certificates subject, whenever it is applicable, is accountable for the specification of keys owners’ names and surnames accordingly to the applicable legislation in force.

Names and surnames under no circumstance are subject to modification, only in the case of adapting them to format and length of the Common Name component they are inserted in.

3.1.3.2 Names of organizations

Names of class 1 and class 2 collective certificates subject entities are written using natural language, accordingly to entity’s name or trade name.

Name or trade name under no circumstance is subject to modification, only in the case of adapting it to format and length of the Organization component it is inserted in.

3.1.4 Names’ uniqueness

Certificates subjects’ names are  exclusive to each service of certificates generation operated by  a  Certification Entity, to  class  and type of issued certificate.

A subject name already used cannot be given to a different subject.

3.1.5 Solving of conflicts related to names

Certificates requestors cannot include in the requests names that may imply to the future subject infraction of third parties’ rights.

The Certification Entity is not in charge of stating that a certificates requestor has rights on the name that appears in a certificate request.

Likewise, it does not act as hearing officer or mediator, nor solves  by any other means any conflict related to ownership of parties’ or organizations’ names, dominion names, trademarks or trading names.

The Certification Entity reserves to itself the right  of rejecting a certificate request whenever a likely conflict of names is noticed.

3.1.5.1 Solving of conflicts related to parties’ names

In individual class 2 personal certificates, the conflicts of subjects’ names that may appear identified with their actual name are solved by means of inclusion, in the    Serial Number component of Subject Name ,of the subject’s Legal Identification Number.

In collective class 1 and class 2 personal certificates, the conflicts of keys owners’ names that may appear identified with their actual name are solved by means of inclusion, in the Serial Number component of Subject Name ,of the key owner’s Legal Identification Number or of another identifier  given by the subject.

3.1.5.2 Solving of conflicts related to organization names

In class 1 and class 2  collective certificates, the conflicts of subjects’ names are solved by means of inclusion, in the Serial Number component of Subject Alternative Name, of organization’s Legal Identification Number.

3.1.6 Processing of trademarks

See section titled “Initial register”.

3.1.7 Evidence of possession of private key

This section describes methods to be employed to prove that one actually owns the private key correlative to the public key object of certification.

The method of ownership proof of the private key is PKCS #10, another equal cryptographic proof or any other method approved by CATCert to the Certification Entities Hierarchy of the Catalan public administrations.

This requirement is not applicable whenever the pair of keys is generated by the Local Register Entity during the generation process of the subject’s safe device of signature creation.

In this case the ownership of the private key is proved by virtue of the reliable procedure of issuance and acceptance of the safe device  and the correlative certificate and pair of keys stored inside of it.

In personal certificates, it is assured that only the individual certificates subject or the organization certificates keys owner may be in possession of the signature key.

3.1.8 Authentication of the identity of an organization

3.1.8.1 Certification entities

The Root Certification Entity, prior to issuing a Bound Certification Entity certificate, authenticates the latter’s identity and other data stated in the section titled “Initial register”.

To this end, the Certification Entity employs the following methods:

1) Obtaining information about the organization from a services external provider of the same nature.

2) Verification of voucher brought by the requestor. In this case the physical presence of the representative of the future Certification Entity will be required.

3.1.8.2 Register entities

The Certification Entity, prior to issuing and delivering an operator certificate, authenticates the identity of the Register Entity for any of its components, accordingly to what is stated regarding organization certificates in the section titled “Initial register”.

To this end, the Certification Entity employs the following methods:

1) Verification of voucher brought by the requestor. In this case the physical presence of the representative of the future Certification Entity will be required; it may be obtained in the process of signature of the corresponding agreement between the Certification Entity and  the Register Entity.

 2) Obtaining information about the organization from an alike services external provider.

3.1.8.3 Certificates subjects

In class 1 certificates an authentication procedure of the organization owner of the certificate in class 1 certificates is not carried out, because it is about corporative certificates.

In class 2 certificates, the Certification Entity, prior to issuing and delivering an organization class 2 certificate, authenticates the subject’s identity and other data, stated in the section titled “Initial register” for collective certificates.

The Certification Entity will be allowed to employ register entities to carry out this task.

The Certification Entity or the Register Entity use the following methods:

1) Obtaining information about the organization from an alike services external provider, at the Certification Entity’s option, that previously must be approved by the external provider.

 2)  Verification of voucher brought by the requestor, about the following points:

a) Full legal name of the organization.

b) Legal status of the organization.

c) Legal identification number.

d) Register identification data.

In SDC certificates, in addition to a hypothetical verification of the organization accountable for the safe server, the following items are verified:

1) The existence of the server.

2) The dominion name ownership, verified in the correlative register.

3) The authorization to organize the issuance of the certificate to the server.

3.1.9 Authentication of the identity of a natural person

3.1.9.1 General procedure

The Certification Entity states number and types of documents needed to guarantee the identity of the key owner, and it is allowed to employ the following items:

1) National Identity Document.

2) Passport.

3) Any others, whenever they contain, at the very least, the following information:

a) Name and surname of the natural person.

b) Place and date of birth.

c) Legally approved identity number.

d) Other party’s attributes that should be included in the certificate.

In class 1 certificates, the information of identification of class 1 certificates keys owners is valid comparing the information of the request with the internal registers of the organization to which it belongs or with which it maintains a functional relationship, which has to verify accuracy of the information to be certified. 

Additionally, to carry out this task a corporative provider of manpower information is employed.

In class 2 certificates, the information of identification of individual certificates subjects, as well as of organization certificates keys owners, is realized by means of comparing the request information with the adduced documents, electronically or in hardware.

Likewise, notarial procedures of identification and authentication can be employed, at the Certification or Register Entity’s option.

3.1.9.2 Additional verifications for personal certificates

Generally in personal certificates direct personal presence is not required in order to obtain the certificate, but a certificate can be issued to a party employing information contained in databases.

In relation to ISPC certificates, prior to the issuance and delivery of a certificate, the Certification Entity must compare the identity of the individual certificates subject or owner by means of direct physical presence - at the time of the certificate issuance - or by means of indirect presence, using reliable databases, in case of direct physical presence having existed.

In this procedure, which may be reserved at the time of delivery and acceptance of the certificate or of the safe device of signature creation, the party’s identity validation is carried out.

In class 1 certificates, as they are corporative certificates in which the Register Entity and the subject are the same organization, it is not necessary to obtain a voucher of the bound between the key owner and the subject.

In class 2 certificates, whenever organization certificates are issued, the Certification Entity obtains a voucher of the bound between the natural person and the organization, by means of any legally admitted method.

The Certification Entity will be allowed to employ register entities to fulfil this task.

3.2 Register of ordinary renewal of certificates

Prior to renewing a certificate, the Certificate Entity verifies that the information employed to prove the identity and other data of the subject and the key owner is still valid. 

In case of modification of any subject’s or key owner’s information, the new information is accurately filed, accordingly to what is stated in the section titled “Initial register”.

3.3 Register of renewal of certificates after revocation

Prior to generating a certificate to a subject whose certificate was revoked - only in the case that the cause of the revocation had been different from the commitment of the private key - the Certification Entity verifies that the information employed to verify the subject’s and the key owner’s identity and other data is still valid. 

In case of modification of any subject’s or key owner’s information, the new information is accurately filed, accordingly to what is stated in the section titled “Initial register”.

3.4 Authentication of a revocation request

The Certification Entity authenticates requests and reports related to a certificate revocation and verifies that they come from an authorized source.

4. Operative requirements

4.1 Certificate request

Prior to the certificate issuance and delivery a certificate request takes place.

In class 1 certificates it is allowed that the future subject would manage by him/herself certificates pleas processes, verification of data, and issuance of certificates, only in case s/he fulfils the requirements and conditions stated in this Certification Practices Declaration and under the total responsibility of the Certification Entity in front of third parties. This process of self-management is capable of total or partial delegation on the Certification Entity or on associate register entities.  

This circumstance cannot take place in class 2 certificates, which are always managed, from request to delivery, by the Certification Entity or by an associate register entity. 

In case that the requestor and the future certificate subject are different entities, there is a previous authorization to carry out the request, which is legally orchestrated in the correlative agreement. 

4.1.1 Types of request

There are three types of electronic certificates requests:

- The individual request, carried out by the future  class 1 certificates subject, does not contain a public key nor is digitally signed, and is carried out through safe electronic mail or Remote Register Authority.

- Request at the request of a party with no keys generation, carried out by the future class 2 individual certificates subject or by the future class 1 or class 2 collective certificates keys owner, does not contain public key either nor is digitally signed, and is carried out through safe electronic mail or Remote Register Authority.   

- Request at the request of a party with keys generation, carried out by the future class 2 individual certificates subject or by the future class 1 or class 2 collective certificates keys owner, is carried out using PKCS#10 or a device compatible with the user’s public key and its digital signature, in order to prove the ownership of the private key, accordingly to the section 3.1.7 of this Certification Practices Declaration.

Whenever class 1 certificates requestor delegates the execution of the requests on the Certification Entity or on the Associate Register Entity, request is carried out on paper, a voucher being adduced to guarantee the data to be certified, and the electronic request is carried out proprio motu or at the request of a party, always by delegation of the future subject.

4.1.2 Previous information to the request processing

Prior to processing the request of a certificate at the request of a party, the Certification Entity or the Associate Register Entity inform the subject – in the case of individual class 2 certificates - or the keys owner – in the case of collective class 2 certificates - of the terms and conditions applicable to the certificate.

The mentioned information should be communicated using hardware, paper, or electronically, and should  be written using easily comprehensible vocabulary.

4.1.3 Procedures to carry out requests

4.1.3.1 Class 1 certificates

In class 1 certificates the Certification Entity receives certificates requests accordingly, at the very least, to one of the following instances:

1. Request carried out in the presence of the future keys owner, registered by the subject, instance where a number of circumstances take place:

- There is a document of the certificate request, either on paper or in electronic format.

- Requestor generates his/her pair of keys or commits them to be generated.

- Requestor has generated his/her pair of keys, and in such a case sends the certification public key and proves s/he owns the private key (accordingly to what is stated in the section 3.1.7).  

- Subject checks data and proceeds to the certificate issuance using the Local Register Authority at his/her disposal (see following sections of this document). 

2. Device certificates request, registered by the subject, where the Certification Entity or the Associate Register Entity only verifies request’s formal accuracy before issuing and delivering the certificate.

3. Request carried out by the subject, delegating the register on the Certification Entity or on the Associate Register Entity.

- Request may be carried out using safe electronic mail or through a Remote Register Authority. In this last case end-user’s data needed to carry out the request may come from a database of the organization or, user not appearing in this database, data are registered by hand by the requestor.

- The subject must bring about a document, either on paper or in electronic format, referred to certificates request, with a voucher  of the register data adduced to produce the certificates.

- Certificate approval and generation are executed by the Certification Entity or by the Associate Register Entity, accordingly to the following sections of this document. 

4.1.3.2 Class 2 certificates

In class 1 certificates the Certification Entity receives certificates requests accordingly, at the very least, to one of the following instances:

1. Request carried out in the presence of the future subject, in the case of individual certificates, or in that of the future keys owner, in the case of collective certificates, and in front of the Certification Entity or an Associate Register Entity, instance where a number of circumstances take place:

- There is a document of the certificate request, either on paper or in electronic format, with a voucher of data to be certified.

- Requestor generates his/her pair of keys or commits them to be generated.

- Requestor has generated his/her pair of keys, and in such a case sends the certification public key and proves s/he owns the private key (accordingly to what is stated in the section 3.1.7).  

- Subject checks data and proceeds to the certificate issuance using the Local Register Authority at his/her disposal (see following sections of this document). 

- The Certification Entity or the Associate Register Entity check data and issue the certificate using the Local Register Authority at their disposal (see following sections of this document). 

2. Request carried out by the Certification Entity or the Associate Register, instead of subject, in the case of individual certificates, or instead of subject and keys owner, in the case of collective certificates. 

In this case there is a document, either on paper or in electronic format,   

referred to certificates request made by the subject to the Certification Entity,     

with a voucher  of the register data  adduced to produce the certificates.

Request may be carried out using safe electronic mail or through a Remote Register Authority operated by the Certification Entity or by the Associate Register Entity.

Certificate approval and generation are executed by the Certification Entity or by the Associate Register Entity, accordingly to the following sections of this document

4.1.4 Request of bound certificates

Request of a ISPC certificate indicating the electronic mail address of the individual class 2 certificates subject or of the class 1 or collective class 2 certificates keys owner  automatically implies a request of a EPC certificate, under imperative of the majority implantation of the programme of safe electronic mail S/MIME, that do not allows to sign an electronic mail if the signature maker has not at his/her disposal a encipherment certificate.

4.2 Certificate issuing

Once the certificate request has been received its contents must be verified and, being them correct, certificate and card may be generated and delivered to the subject or, if required, to the owner.

4.2.1 Verification of request information

Once a certificate request has taken place, the correlative Register Entity verifies the adduced information, accordingly to the section 3.1 of this Certification Practices Declaration.

In case of the verification results not being correct, the Register Entity rejects request. On the assumption that the procedure is accurately executed the Register Entity will approve the certificate.

The Register Entity notifies to the subject the request approval or rejection.

Procedures stated in this section can be applied as well on the assumption of certificates renewal, the latter implying the issuing of a new certificate.

The Certification Entity has at its disposal controls to detect errors and problems in certificates requests, which are automatically rejected.

4.2.2 Certificate and card generation

After the certificate request has been approved, the certificate is issued, safely, and it is brought to the subject’s disposal, in the case of individual certificates, or to the keys owner’s disposal, in the case of collective certificates, for it to be accepted, accordingly to what is stated in the section 4.3.

4.2.2.1 General procedure

In the personal certificates generation procedure the Certification Entity:

- Employs a certificate generation procedure that safely binds the certificate to the register information, the certified public key included.

- On the assumption that the Certification Entity generates a pair of keys, a certificates generation procedure safely bound to the keys generation procedure is employed, and the private key is safely delivered to the subject, in the case of individual class 2 certificates, or to the keys owner, in the case of class 1 and class 2 collective certificates.

- Protects confidentiality and integrity of register data, especially if they are exchanged with the subject, in the case of individual certificates, with the keys owner, in the case of collective certificates, or with the third requestor, if required.

4.2.2.2 Identification and signature personal certificates

In ISPC certificates, the Certification Entity additionally:

- Includes information stated in the article 8 of the RDL 14/99, accordingly to what is stated in the section 7 of this Certification Practices Declaration.

- Indicates date and time when a certificate is issued.

- On the assumption that class 1 certificates subject adduces the safe device of signature creation, the Certification Entity employs a procedure of management of safe devices of signature creation that guarantees that the mentioned device is safely delivered to the subject, in the case of individual certificates, or to the keys owner, in the case of organization certificates.

- Uses systems and reliable products protected against any modification and that guarantees technical safety and, if required, cryptographic safety of the certification procedures they give support to.

- Makes sure that the certificate is issued by systems that use protection against forgery and, in case that the Certification Entity generates private keys, makes sure that those systems guarantee their confidentiality during their generation process. Keys generation is always carried out in the user card or in another safe cryptographic device, which exports the keys to the card employing a safe encipherment system.

4.2.2.3 Safe server device certificates

In SDC certificates, once the safe server certificate request has been approved, the Certification Entity or the authorized Register Entity contacts the person accountable for the certificate instalment in order to agree on the transmission method of the public key to be certified, accordingly to what is stated in the section 6.1.3.

Typically this transmission method is the safe electronic mail, signed with the ISPC certificate of the party carrying out the request.

After the request has been safely received (with its correlative public key), the certificate issuance is carried out.

4.2.3 Delivery of certificate and, if required, of card

The Register Entity:

- If it has not done it yet, guarantees the subject’s identity, in the case of individual certificates, or the keys owner’s, in the case of organization certificates, accordingly to what is stated in the sections 3.1.8 and 3.1.9 of this practices declaration.

- Notifies to the subject, in the case of individual certificates, or to the future keys owner, in the case of organization certificates, that the certificate has been created and it is available, and also how to obtain it.

- Allows the subject, in the case of individual certificates, or the future keys owner, in the case of organization certificates, to access the certificate.

 - Delivers, if required, the cryptographic device of signature, signature verification, encipherment or decipherment, with their correlative activation and device access codes, on the assumption that the device can be blocked.

- Delivers to the individual subject or to the keys owner a code to suspend the certificate by telephone.

- Delivers to the keys owner a certificate delivery form (and, if required, a cryptographic device – mentioned in the previous section - delivery form) containing the following minimum contents:

- Basic information about certificate policy and usage, specifically including information about usage conditions and applicable Certification Practices Declaration (corresponding to the “Certificates Policy Informative/Conveyance Text”, as appears in section 2.1.1).

- Information about requirement to accept and activate the certificate, accordingly to what is stated in the section 4.3 of this Certification Practices Declaration.

- Information about the certificate and the cryptographic device.

- Owner’s acknowledgement of having received the certificate and, if required, the cryptographic device, and owner’s acceptance of the mentioned elements. 

- Keys owner’s obligations.

- Keys owner’s responsibilities.

- Exclusive imputation method for the owner of the private key and of the certificate activation data and, if required, of the cryptographic device, accordingly to what is stated in sections 6.2 and 6.4 of this practices declaration.

- Information about the compulsory publishing of certificates in the Certification Register, in order to allow class 1 certificates subjects to have access to it.

- Date of the act of certificate delivery.

4.3 Acceptance of certificates

The Certification Entity requires a certificates acceptance procedure in order to guarantee that certain minimum information have been acknowledged and accepted by the certificates owners. This procedure is termed “certificates activation” and is conformed by the following elements. 

1. Conditions of usage of the certificate and the card, which must have been read before being able to activate the certificate:

- Basic information about certificate policy and usage, specifically including information about usage conditions and applicable Certification Practices Declaration

-  Information about the certificate and the cryptographic device.

-  Owner’s acknowledgement of having received the certificate and, if required, the cryptographic device, and owner’s acceptance of the mentioned elements. 

- Keys owner’s obligations.

- Keys owner’s responsibilities. 

- Exclusive imputation method for the owner of the private key and of the certificate activation data and, if required, of the cryptographic device, accordingly to what is stated in sections 6.2 and 6.4 of this practices declaration.

2. Obtaining of the individual class 2 certificates subject’s consent or the class 1 and collective class 2 certificates keys owner’s, to publish his/her certificate in the Register Certification.

3. Choice made by the individual class 2 certificates subject or by the class 1 and collective class 2 certificates keys owner, of one or more than one answer to questions containing scarcely known data, which is used to solicit certificate suspension or revocation.

4. Certificate activation, date since when the Certification Entity accepts responsibilities for the certificate usage.

4.4 Certificates suspension and revocation

4.4.1 Causes of certificates revocation

A Certification Entity may revoke a certificate for the following causes:

1. Circumstances affecting information contained in the certificate

- Modification of any of the data contained in the certificate.

- Detection of inaccuracy of any of the data contained in the certificate request.

- Detection of inaccuracy of any of the data contained in the certificate.

2. Circumstances affecting key or certificate security

- Commitment of the private key, the infrastructure or the systems of the Certification Entity that issued the certificate, whenever it affects reliability on the certificates issued since the moment this conflict took place.

- Infraction on the part of the Certification Entity of the requirements stated in the certificates managing procedures.

- Commitment or suspected commitment of the key’s security or of the subject’s certificate, in the case of individual certificates, or of the keys owner, in the case of organization certificates.

- Unauthorized access or usage on the part of a third party of the subject’s private key, in the case of individual certificates, or of the keys owner, in the case of organization certificates.

- The certificate inaccurate use on the part of the subject, in the case of individual certificates, or of the keys owner, in the case of organization certificates, or the lack of care in the private key storage.

3. Circumstances affecting the cryptographic device

- Commitment or suspected commitment of the security of the cryptographic device.

- Loss or disablement of the cryptographic device.

- Unauthorized access, on the part of a third party, to the subject’s activation data, in the case of individual certificates, or to the keys owner’s activation data, in the case of organization certificates.

4. Circumstances affecting the subject or the keys owner

- Ending of the relationship between Certification Entity and subject, in the case of individual certificates, or between Certification Entity and keys owner, in the case of organization certificates.

- Modification or extinction of the underlying legal relationship or cause that provoked the issuance of the certificate to the subject, in the case of individual certificates, or to the keys owner, in the case of organization certificates.

- Infraction on the part of the certificate requestor of the pre-established requirements to solicit the certificate.

- Infraction on the part of the subject, in the case of individual certificates, or of the keys owner, in the case of organization certificates, of his/her obligations, responsibilities and warranties stated in the corresponding legal instrument of the Certification Entity that issued the certificate.

- Subject’s supervened leave or decease, in the case of individual certificates, or keys owner’s, in the case of organization certificates.

- In the case of organization certificates, extinction of the legal person subject of the certificate or of the object of the subject’s authorization to the keys owner, or the ending of the relationship between subject and keys owner.

- Subject request of certificate revocation, verified accordingly to what is stated in the section 3.4 of this Certification Practices Declaration.

5. Other circumstances

- Suspension of digital certificate for a period of more than a hundred and twenty days.

- Ending of the Certification Entity service accordingly to what is stated in the section 4.9.1 of this Certification Practices Declaration.

In case that the entity addressee of the revocation request does not have at its disposal all the required information to state a certificate revocation but it has evidence of its commitment, it may approve its suspension. 

In this case actions that have taken place during the period of suspension are not considered valid actions, provided that the certificate is eventually revoked. Actions will be valid in the case that the suspension is raised and the certificate is again considered valid.

The legal instrument that binds the Certification Entity to the subject states that the subject must solicit the certificate revocation whenever s/he acknowledges any of the mentioned circumstances.

4.4.2 Entity competent to claim for revocation

A certificate revocation may be solicited by:

- The subject in whose name the certificate was issued, in the case of individual certificates.

- A representative authorized by the subject or by the keys owner, in the case of organization certificates.

- The Register Entity that solicited the certificate issuance.

4.4.3 Procedures of revocation request

The entity in need of a certificate revocation may solicit it to the Certification Entity or, if required, to the Register Entity that approved the certification request, adducing the following information:

- Date of the revocation request.

- Identity of the subject.

- Detailed reasons for the revocation request.

- Name and authorization of the party asking for the revocation.

- Contact information of the party asking for the revocation.

In those cases when an immediate certificate revocation is required, a phone call is made to: 

[CATCert 24x7 incidences service]

Request is authenticated by its addressee prior to its revocation, accordingly to requirements stated in the section 3.4 of this Certification Practices Declaration.

On the assumption that the addressee of the request is the Register Entity, once it is authenticated, it directly revokes the certificate or sends a request to this end to the Certification Entity.

The revocation request is processed at the time of its receiving.

Subject and, if required, keys owner are informed about the change of status of the revoked certificate.

Once it is revoked, the certificate cannot be put again into effect by anybody, not even by the Certification Entity.

4.4.4 Term for revocation request

Revocation requests are immediately send whenever the cause of revocation is acknowledged.

4.4.5 Causes of certificates suspension

The Certification Entity suspends a certificate in the following cases:

- Whenever the  subject or, if required, the owner, does not activate the certificate accordingly to the section 4.3 of this Certification Practices Declaration.

- Whenever a key commitment is suspected, until the commitment is proved. In this second case the Certification Entity makes sure that the certificate is not suspended more time than that required to prove its commitment.  

4.4.6 Entity competent to claim for suspension

A certificate revocation may be solicited by:

- The subject in whose name the certificate was issued, in the case of individual certificates.

- The subject or the keys owner, in the case of collective certificates.

- Certificate entities, register entities that issued the certificate or associate register entities.

4.4.7 Procedures of suspension request

4.4.7.1 Suspension on the part of the individual subject or the keys owner

Class 2 individual certificate subject or class 1 or collective class 2 certificate keys owner telephones to the following telephone number:

[Number of CATCert 24x7 service – call-centre]

Party authenticates his/her identity using the suspension code or answering the questions that were posed to him/her during the activation phase of the certificate.

The phone call is recorded and stored, for subsequent verification purposes.

4.4.7.2 Suspension on the part of the collective subject

Class 1 certificates subject is allowed to directly suspend certificates having the Remote or Local Register Authority component or to appear via an authorized party in front of the Certification Entity or an Associate Register Entity to solicit the suspension.     

Class 2 collective certificates subject must appear via an authorized party in front of the Certification Entity or an Associate Register Entity to solicit the suspension.     

4.4.8 Maximum time of suspension 

The maximum time of suspension is a hundred and twenty days.

4.4.9 Frequency of issuance of certificates revocation lists (CRL)

In CIC certificates the Root Certification Entity issues a CRL immediately after the revocation of a Certification Entity of the hierarchy. In any case it issues a CRL every three months.

In personal and device certificates the Certification Entity issues a CRL at the very least every 24 hours. In the CRL is indicated the intended time for the next CRL issuance, but a CRL can be issued before the time indicated, in the previous CRL.

Revoked certificates that  are going to expire  are removed from the CRL once sixty days have passed since the expiry date.

4.4.10 Obligation of examination of revoked certificates lists

Verifiers must check compulsorily the status of the certificates they wish to rely on, in the conditions stated in the legal instrument bound to the certificates verifier or user.

The status of the certificates is verified checking the more recent CRL issued by the Certification Entity that issued the certificate one wishes to rely on. 

The Certification Entity provides information to verifiers about how and where to find the corresponding CRL, by means of its web page or the Certification Register.

4.4.11 Availability of certificates status checking services

Alternatively, verifiers may consult the Certification Register of the Certification Entity by means of a web interface that is available 24 hours a day 7 days a week, whenever subjects and, if required, owners have agreed to the publishing of the certificates, except for those cases when agreement is not legally requestable.

On the assumption of failure of the systems of verification of certificates status due to causes out of the control of the Certification Entity, the latter will devote its efforts to guarantee that this service is kept out of order during the shortest period of time. 

The Certification Entity provides information to verifiers about the functioning of the certificates status information service by means of its web page or the Certification Register.      

4.4.12 Obligation of examination of certificates status checking services

Verifiers that would not use a CRL to check a certificate’s validity will be allowed to use the Register to this end, accordingly to the conditions stated in the legal instrument bound to certificates verifier or user.

4.4.13 Other means of information of certificates revocation

Without stipulation.


4.4.14 Obligation of examination of other means of information of certificates revocation

Without stipulation.

4.4.15 Special requirements in case of private key commitment

The commitment of the private key of a Certification Entity is notified, whenever possible, to each member of the Certification Entities Hierarchy of the Catalan public administrations.

4.5 Procedures of security audit

4.5.1 Types of registered events

The Certification Entity keeps register of the following events related with the security of the entity:

- Switching on and off of the systems.

- Start and end of the Certification Entity application.

- Attempts of creation, erasure, modification of users’ passwords or permits within the system.

- Changes in the keys of the Certification Entity.

- Changes in the policies of certificates issuance.

- Attempts to enter and exit the system.

- Unauthorized attempts to enter the Certification Entity network.

- Unauthorized attempts to enter into the system’s files.

- Generation of the Certification Entity keys and of the bound Certification Entities.

- Invalid attempts to read and write in a certificate and in the Certification Entity.

- Events related to the certificate’s life cycle, as request, issuance, revocation and renewal of a certificate.

- Events related to the cryptographic module’s life cycle, as receiving, instalment, activation and usage, as well as its deactivation and removal.

The Certification Entity stores the following information as well, either by hand or electronically:

- The act of keys generation and the keys management databases.

- Physical access register.

- Permanencies and changes of system configuration.

- Changes in the personnel.

- Commitment and disagreement reports.

- Registers of destruction of material containing information about keys, activation data or subject’s personal information, in the case of individual certificates, or keys owner’s personal information, in the case of organization certificates.

- Possession of activation data, for operations with the Certification Entity’s private key.

4.5.2 Frequency of processing of audit registers

Audit registers are checked once a week in order to look for suspected or unusual activities.

The processing of audit registers consists of a registers revision composed of a  verification that registers have not been modified, a brief inspection of all register entries, and a deeper investigation of any alert or irregularity. Those actions carried out due to the audit revision are documented as well. 

4.5.3 Storage period of audit registers

Audit registers are kept within the area for two months after they have been processed and from that moment they are filed accordingly to the section 4.6.2 of this Certification Practices Declaration.

4.5.4 Protection of audit registers

Register files, both those made by hand and the electronic register files, are protected from readings, modifications, erasures or any other kind of unauthorized manipulation using logic and physical access regulations. 

4.5.5 Procedures of medium copy

Incremental medium copies of audit registers are generated daily and complete copies weekly.

4.5.6 Location of audit registers stock system

Audit registers stock system is an internal system of the Certification Entity, made up of application registers, network registers, and operative system registers, in addition to data generated by hand, that are stored by authorized staff.

4.5.7 Notification of audit event to its originator 

Whenever an event is registered by the audit registers stock system, a notification is not send to the individual, the organization, the device or the application that is the cause of the mentioned event. 

It is transmitted whether the result of the action has been successful or not, but not that the action has been audited.

4.5.8 Vulnerabilities analysis

Events in the audit process are stored, in part, in order to monitor system’s vulnerabilities. 

Analysis of vulnerability are executed, checked and revised by means of an examination of these monitored events. 

These analyses must be executed daily, monthly and annually accordingly to their definition in the Audit Guide of the Certification Entity.

4.6 Information filing

The Certification Entity guarantees that all information related to certificates is stored during an appropriate period of time, accordingly to what is stated in the section 4.6.2 of this Certification Practices Declaration.

4.6.1 Types of registered events

The Certification Entity stores all the events that take place during the life cycle of a certificate, included its renewal.

The Certification Entity stores a register of the following:

- Type of document presented in the certificate request.

- Unique identification number provided by the previous document.

- Identity of the Register Entity that accepts the certificate request.

In ISPC certificates, additionally to what has been stated in the previous section, the following items are stored:

- Location of copies of certificates requests and of the agreement signed by the subject, in the case of individual certificates, or by the keys owner, in the case of organization certificates.

4.6.2 Storage period of registers 

In general the Certification Entity stores the registers specified in the section 4.6.1 of this Certification Practices Declaration for 5 years.

CIC certificates’ registers are stored indefinitely.

In the case of ISPC certificates the Certification Entity stores the registers specified in the section 4.6.1 of this Certification Practices Declaration for 15 years.

4.6.3 File protection

The Certification Entity:

- Keeps the integrity and confidentiality of the file containing data referred to the issued certificates.

- Fully and confidentially files previously mentioned data. 

- Keeps secret the subject’s register data, in the case of individual certificates, or the keys owner’s register data, in the case of organization certificates.

4.6.4 Procedures of medium copy

The Certification Entity daily generates incremental medium copies of all its electronic documents, accordingly to the section 4.6.1 of this Certification Practices Declaration.

It carries out, moreover, complete medium copies, weekly, in cases of data retrieval, accordingly to the section 4.8 of this Certification Practices Declaration.

In ISPC certificates, in addition to what has been stated previously, the Certification Entity stores documents is paper, accordingly to the section 4.6.1, somewhere out of the facilities of the Certification Entity in cases of data retrieval, accordingly to the section 4.8 of this Certification Practices Declaration.

4.6.5 Requirements of time and date seal 

The Certification Entity issues certificates and CRL with time and hour information. This information cannot be found in the shape of cryptographic time seal.

4.6.6 Location of filing system

The Certification Entity has a maintenance system of file data out of its own facilities, as is stated in the section 4.6.4 of this Certification Practices Declaration.

4.6.7 Procedures for obtaining and verification of filing information

Only staff authorized by the Certification Entity has access to file data, both in the Certification Entity facilities and in its external location.

4.7 Keys renewal

Whenever a renewal of a pair of keys is solicited, the Register Entity verifies that register data continue to be valid and, in case that any of them has changed, that must be verified, and stored if the subject agrees to it, as is specified in the section 4.1 of this Certification Practices Declaration.

4.8 Keys commitment and disaster retrieval

4.8.1 Resources, applications, or data corruption

Whenever a resources, applications or data corruption event takes place the Certification Entity must begin the required proceedings following the documents Security Plan, Emergency Plan and Audit Plan, in order to make possible for the system to return to its normal functioning status.

4.8.2 Entity’s public key revocation

In the case that a Certification Entity has to revoke its public key, it will carry out the following:

- Informing about the event by means of publishing a CRL accordingly to what is stated in the section 4.4.9 of this Certification Practices Declaration, and its corresponding report, using the Certification Register.

- Devoting all required efforts to inform all subjects to which the Certification Entity issued certificates, and verifiers who wish to rely on the certificates, of the revocation. 

- Carrying out a keys renewal, in the case that the revocation has not occurred due to the ending of the service on the part of the Certification Entity, accordingly to what is stated in the section 4.7 of this Certification Practices Declaration.

4.8.3 Entity’s private key commitment

The strategy of business continuity of the Certification Entity (also termed disasters retrieval plan) regards the commitment or the suspected commitment of the private key of the Certification Entity as a disaster. 

In case of commitment, the Certification Entity at the very least carries out the following:

- Informs all subjects and third parties about the commitment relationship.

- Indicates that information of revocation status and certificates delivered using the key of this Certification Entity are not valid anymore.

4.8.4 Disaster on facilities

The Certification Entity develops, maintains, periodically verifies and, if required, executes, an Emergency Plan in case a disaster on the facilities takes place, due to natural causes or to man’s actions. This plan shows how to restore the Information Systems services. The location of disasters retrieval systems has at its disposal security physical protections stated in the Security Plan.

Processing centres are able to restore the normal operation of the PKI in the 24 hours following the disaster, and this way, at the very least, the following actions can be carried out:

- Certificates revocation.

- Publishing of revocation information (CRL).

Disasters retrieval database used by the Processing Centre must be synchronized to the production database, within time limits specified in the Security Plan. Disasters retrieval equipments of the Processing Centre have the physical security measures specified  in the Security Plan.  

4.9 Service conclusion

The Certification Entity guarantees the minimum number of hypothetical interruptions to subjects and third parties due to suspension of Certification Entity services. Specifically, the latter guarantee a constant maintenance of the registers required to give evidence of certification for legal procedures purposes. 

Prior to concluding its services the Certification Entity will execute at the very least the following procedures:

· Informing all subjects and verifiers (the Certification Entity is not required to have any previous relationship with third parties), by way of the Certification Entity.

· Stopping any kind of authorized subcontracting acting in the name of the Certification Entity in the process of certificates issuance.

· Analysing and, if required, executing together with class 1 certificate subjects a Certificates Transfer Plan to transfer certificates to another Certification Entity.

· Revoking all the certificates not having been transferred to another Certification Entity.

· Executing the required tasks to transfer to the subject and the verifiers the obligations of maintenance of the register information and of the events register files, during their indicated respective periods of time, including the availability of the CRLs until the certificates transferred to another Certification Entity expire. 

· Dismantling the private keys of the Certification Entity or withdrawing them from use.

5. Physical security, procedures and staff controls

5.1 Physical security controls

5.1.1 Facilities location and building

The sensitive tasks performed by the Certification Entity (this is, all those related to the certificate life cycle, to generation and manipulation of Entities’ keys, to Entities certificates signature...) are carried out within a specific area exclusively devoted to Certification Entities Hierarchy operation. The only exception are those tasks taking place in the several register entities, however never implying access to keys nor to cryptographic devices of the certification entities. 

Facilities are located in the building [identify Telefónica TIC] in Barcelona. This building is owned by Telefónica de España, and a specific area is devoted exclusively to lodge the hierarchy’s equipments, which are operated under supervision and responsibility of CATCert, public certification services provider to level 1 and level 2 certification entities.

The processing centre is conformed by a  number of areas, each one having a different level of security. All of them are built with materials strong enough to prevent forced entrances without specific tools being used and compelling to waste a great amount of time and effort (something that would always be detected immediately).

5.1.2 Physical access

Physical access to certification entities’ equipments is restricted to properly accredited and previously authorized staff.

The access control system regulates permits accordingly to timetable, calendar and identity of the individual that asks for access. Identity has to be validated in front of the system by means of a double mechanism: submission of a personal element (personal magnetic card) and identification of biometric parameters (geometry of palm of the hand) in the case of registered staff, and by means of a simple mechanism (personal magnetic card) in the case of visitors, who always enter together with the registered staff.

Any access to any area of the centre is registered in a file, and is filmed by a video vigilance service.

Physical access to areas where generation and manipulation of machinery and of certification entities’ cryptographic keys take place requires participation and stay at the very least of two authorized persons.

5.1.3 Electricity and air-conditioned

The Certification Entity’s computer equipments are protected both against fluctuations and against cuts of electric supply by means of a system of stabilization and generation of their own (UPS non-stop supply systems and electricity generators with diesel oil), capable of guaranteeing extensively the supply at the very least during the time reckoned as necessary to carry out an orderly stop of the infrastructure (whenever supply is not restored).  

5.1.4 Flood contingency plan

Under the false floor there are flood detectors that allow reacting against unnoticed pipelines breakings, because the risk of flood by causes external to the building is a remote one.

5.1.5 Fire contingency plan

All the security areas in the centre (and the building as a whole as well) have a system of automatic fires detection and extinction.

Additionally, cryptographic devices that keep the access keys are protected inside a fireproof safety case.

5.1.6 Mediums storage

Storage of mediums containing sensitive or critical information (medium copies) is carried out within fireproof restricted access areas. Only staff that need it in order to fulfil its tasks and is properly authorized is allowed to access these mediums.

5.1.7 Waste processing

The removal of mediums (magnetic and paper ones) containing sensitive information is guaranteed, permanently and in such a way that guarantees its confidentiality. This action is carried out by means of irretrievable erasure of magnetic mediums or by means of their physical elimination, and in any case it is carried out by properly trained and reliable staff.

5.1.8 Medium copies outside facilities

Periodically medium copies of information systems are stored in areas physically detached from those areas where equipments are located.
5.2 Procedures controls

5.2.1 Reliable functions

In the Security Policy (and in other more specific documents) roles and profiles to be fulfilled by any of the sensitive operation functions or tasks of the Certification Entity are clearly stated.

These sensitive functions are carried out only by reliable staff (section 5.3 of this document).

Likewise, staff has at its disposal a written description of these functions and the adequate training to carry them out.

5.2.2 Number of persons per task

In sensitive tasks of entities operation, as for instance manipulation of cryptographic machinery to generate, remove or assign certification entities’ cryptographic keys, at the very least two persons are required. This is guaranteed by the characteristics of the access control system.  

5.2.3 Identification and authentication for each role

Access control systems, either in physical spaces or devices or in information systems, require a previous identification before carrying out any sensitive task, a fact that allows guaranteeing the fulfilment of reliable staff controls.

5.3 Staff controls

5.3.1 Record, skills, experience, and authorization requirements

Accordingly to the Reliable Employee Policy established in the Security Policy of the Certification Entity, functions involving security sensitive aspects are carried out only by Reliable Employees.
Before an employee is considered reliable s/he has to overcome a process of investigation of his professional and criminal record, and has to be explicitly and officially designated by the committee specifically appointed to this end.

5.3.2 Record investigation procedures

Prior to its designation as Reliable Staff by the corresponding committee, each employee gives his/her written consent and afterwards s/he submits to an investigation on the following aspects: 

- Criminal record.

- Training and education, including the degree claimed in the curriculum.

- Professional record, including the last five years, the validation of references and the verification of what has been claimed in relation to the performed tasks.

- Delinquency record (lists of non-payments, defaulters, etc.).

Candidates’ adequacy is established accordingly to conclusions reached after previous investigations, and candidates upon whom there are reasonable elements of doubt as to their reliability as employees of an Entity whose main value is the reliability offered to its users are rejected. 

However, confidentiality of data solicited in the investigation is guaranteed, and no automatic processing of personal data is carried out. 
5.3.3 Training requirements

Roles with responsibility in technical specialized fields have previous experience and training requirements, otherwise the latter is completed with specific training. In these roles the following is included:

- Security personnel.

- Systems and databases administrators.

- Staff in charge of transmissions and network infrastructures.

Specific training about certification, security, etc., that completes the basic knowledge of each field is part of the training programme that all employees with responsibility on some critical function receive. This training covers the following fields:

- Security (general and specific procedures of location).

- Operation (procedures and work tools).

- Incidents management.

5.3.4 Training updating requirements and frequency

Each time a technological change or a change in the operative tools in use takes place, staff receive required training to perform their functions in the new scenery.

5.3.5 Work rotation sequence and frequency

Without stipulation.

5.3.6 Penalties for unauthorized actions

Unauthorized actions meaning a threat to the security of the Entities Hierarchy are penalized accordingly to the regulation that establishes suspension, expulsion and even legal actions against the offender, depending on the fact’s importance and its motivation. 

5.3.7 Staff recruitment requirements 

Staff operating the processing centre of the Certification Entities Hierarchy, or that carries out responsibility tasks established in the life cycle of the issued certificates, has passed successfully the Reliable Employee Policy.

Staff carrying out concrete tasks as upkeep, instalment, repairs of equipments, programmes or components, being alien to the centre (coming from third companies), cannot be subject to this contracting policy, and they carry out their tasks under direction and direct supervision of some CATCert accountable person (Reliable Employee), who always goes with them whereas they are inside the security facilities.

5.3.8 Document supply to staff

Each employee receives written documents about specific procedures of his/her position, concerning operation related to certificates life cycle and cryptographic keys.  

Likewise, s/he has access to safety and emergency regulations.

6. Technical security controls

6.1 Generation and instalment of the pair of keys

6.1.1 Generation of the pair of keys

The pairs of keys of the certification authorities (both the Root Certification Entity and its subordinate certification entities) are generated  by cryptographic machinery FIPS 140-1 level 3, within the Certification Centre’s high security facilities, and accordingly to a specific protocol termed “Keys Ceremony”, attested and auditable.

The pairs of keys of  subjects and of operators and administrators of the register authorities are always generated in intelligent cards guaranteeing a security level equal or superior to what is established in the article 19 of the RDL 14/99, on safe devices of signature creation. The reference European regulation to evaluate the card’s quality and safety is the CEN CWA 14169, and certified cards are used accordingly to this or to other regulations equivalent to this security level.  

6.1.2 Delivery of private key to subject

Subject’s private key is delivered to him/her by means of an intelligent card guaranteeing a security level equal or superior to what is established in the article 19 of the RDL 14/99, on safe devices of signature creation. The reference European regulation to evaluate the card’s quality and safety is the CEN CWA 14169, and certified cards are used accordingly to this or to other regulations equivalent to this security level.  

This delivery can be made in hand or to a representative (which  may coincide with the certificate requestor in the name of the user), or even by distance, card and its activation data travelling by different routes.

6.1.3 Delivery of public key to certificate issuing entity

Transmission of public key to certificate issuing entity is carried out in PKCS#10 format, by way of an SSL session guaranteeing transmission authenticity and integrity, or by way of similar methods approved by CATCert. 

6.1.4 Delivery of the Certification Entity’s public key to certificate users

Issuing Entity’s certificate is stored in the intelligent card delivered to the user, thus guaranteeing its availability and authenticity.

Certificates of the whole hierarchy, even that of the Root Certification Entity, are published in the CATCert web page.

6.1.5 Keys length

Root Certification Entity’s keys are composed of 2048 bits, whereas bound certification entities’ keys, subjects’ and keys owners’ keys are composed of 1024 bits.

6.1.6 Generation of public key parameters

Without stipulation.

6.1.7 Quality checking of public key parameters

Without stipulation.

6.1.8 Generation of keys in computer applications or in machinery

The reference European regulation for safe systems of keys generation is the regulation CEN CWA 14167, part 1 and 2. In general, certified devices are used accordingly to this regulation or to any other having the same security and quality level.

Specifically, keys are currently generated in cryptographic machinery fulfilling the standard FIPS 140-1 level 3 for certification entities. 

ISPC and PDC certificates’ keys are generated inside certified cards accordingly to the reference European regulation  CEN CWA 14169 or to other regulations having an equivalent  security level. In order to generate keys in great amounts certified cryptographic machinery is used accordingly to the European regulation CEN CWA 14167, part 1 and 2, or to others having equivalent security and quality levels.

EPC certificates’ keys are generated in programme.

SDC certificates’ keys are always generated by subjects, and they can do it either in programme or in machinery.

6.1.9 Keys usage purposes

The extension KeyUsage is included in every certificate, and the corresponding private keys’ allowed usages are stated.

6.2 Private key protection

6.2.1 Standards of cryptographic modules

Currently, it is guaranteed that the certification entities’ private keys are kept as confidential and their integrity is maintained, by means of the usage of cryptographic devices following the standards FIPS 140- 1 level 3.

6.2.2 Control on the part of more than one person (n of m) of the private key

Access to certification entities’ private keys off-line will necessarily require simultaneity of three (3) out of five (5) cryptographic devices protected by an access key. The other bound Certification Entities will require simultaneity of two (2) out of five (5) possible cryptographic devices.

A specific person is accountable for each one of these devices, and s/he is the only one having knowledge of its access key.

These devices are stored within the highest security level of the certification centre, to which it is possible to access only with the personal intervention of the person accountable for the security, and are held by their owners or are stored within other safe locations. 

6.2.3 Private key register

Certification entities’ private keys are stored in fireproof areas protected by double physical access controls. Only the person accountable for the security has access to this Register.

Personal and device certificates’ private keys are not stored in the Certification Entity, be not them EPC certificates.

6.2.4 Medium copy of the private key

A medium copy of the certification entities’ private keys is stored (they are the only private keys of which a medium copy is made), as well as the required means to access to them, in a location distant and independent from its usual one.

6.2.5 Filing of the private key

It will be required to make sure that the certification entities’ private keys are kept confidential and their integrity is maintained. Specifically, they will have to be maintained and used with the protection of a cryptographic device conforming to:

a) FIPS 140-1 level 3 (or a higher one)

b) ISO 15408: EAL 4+ (or a higher one) or equivalent security criteria, accordingly to the European regulation  CEN 14167, part 1 and 2.

Whenever the signature private key would exit this type of devices, it will be bound to do it in an enciphered way and divided into pieces.

The Certification Entity’s private key will have to possess a medium copy carried out, stored and retrieved, if required, by staff subject to Staff Reliability Policy. This staff has to be explicitly authorized to these ends and has to be restricted whenever it needs to do that in the Certification Entity practices.   

Security controls to be applied to the Certification Entity’s medium copies will have to be of an equal or higher level in relation to those applied to keys currently in use.

Whenever keys are stored in a machinery module of dedicated  process, the corresponding controls will have to be supplied in order to keys never being able of exiting the device.

Copies of certificates’ private keys will not be stored except in the case of certificates of data encipherment, when these private keys will be stored in order to guarantee data retrieval. 

6.2.6 Insertion of the private key inside the cryptographic module

Private keys are directly generated inside the cryptographic modules.

Certification entities’ private keys are stored in files enciphered with fragmented keys lodged in intelligent cards (from where they cannot be removed). The mentioned cards are required to insert the private key into the cryptographic module.

6.2.7 Private key activation method

At the very least two persons are required to activate CIC certificates’ private key.

In the case of personal certificates, subject’s private key is activated by means of the insertion of the PIN in the intelligent card.

6.2.8 Private key deactivation method

In the case of personal certificates, whenever the intelligent card is removed from the reader device or the application that uses the card exits session, the PIN must be inserted again.

6.2.9 Private key destruction method

Elimination of entities’ private keys is carried out by means of the safe erasure (and physical elimination of back-up copy mediums) of the keys file.

Subjects’ private keys are eliminated by means of initialization (memories erasure) of intelligent cards, of their writing over an old key with a new one, or of the physical elimination of the card’s microchip.
6.3 Other aspects of management of the pair of keys

6.3.1 Public key filing

Without stipulation.

6.3.2 Periods of use of private and public keys

The periods of usage of the keys are those established in each case for the certificate’s duration. Once this period is over the keys cease to be valid.

As an exception, the decipherment private key can be still used even after the expiry date of the corresponding certificate.

6.4 Activation data

6.4.1 Generation and instalment of activation data

The Certification Entity provides the subject with a cryptographic card that is a safe device of signature creation. 

The activation data of the device (a secret number) are automatically generated in the Local Register Authority, thus guaranteeing their confidentiality.

6.4.2 Protection of activation data

The activation data of the cryptographic device of signature generation are delivered separately from the device, by ordinary mail and by another similar way, always following different routes and delivery methods from the ones used for the device.  

6.4.3 Other aspects of activation data

In the case of repeated erroneous insertion of activation data the card is blocked. 

At the time of delivery the Certification Entity provides  a PUK code to return card to its functional status. 

6.5 Computer security controls 

6.5.1 Specific technical requirements for computer security

Access to infrastructure’s systems is restricted to properly authorized individuals. Specifically:

· An effective administration of accounts and access levels of users (operators, administrators and any user with direct access to the system) is carried out, and the corresponding audit, access alteration or rejection is thus made possible.

· Access to information systems and applications is restricted accordingly to what is stated in the access control policy. Systems provide security controls required to implement segregation of functions identified in the Entity practices, included separation of administration functions of security systems and of operators. Specifically, the usage of programmes of system utilities is restricted and  highly controlled.

· Entity’s staff must get identified and admitted prior to the usage of critical applications related to the certificate’s life cycle.

· Any kind of sensitive action is reproduced in a file of events that allows acknowledging who is the accountable person for each action.

· Reusing of storage items (for instance erased files mediums) is carried out in a way that no traces are left of previously stored information, thus preventing disclosure of sensitive data.

· Security and monitoring systems allow fast detection, register and action in front of irregular or unauthorized attempts of access to their resources (by means of a system of hacking detection, monitoring and alarm).

· Access to public receivers of the entity’s information (for instance certificates or certificates status) requires identification for operations of data alteration or erasure. 

6.6 Technical controls of life cycle

6.6.1 Systems development controls

During phases of design and specification of requirements of components employed in the applications of CA and RA, a security requirements analysis has been carried out in order to guarantee the systems’ security.

Changes control procedures for new versions, updatings and emergency pieces of the mentioned components have been employed, accordingly to a protection profile following shared criteria, EAL4 level. 

6.6.2 Security management controls

The Certification Entity keeps an inventory of every computer asset and carries out a classification accordingly to its protection requirements and to the accomplished risks analysis.

Configuration of systems is periodically registered and audited. 

Periodical analysis of capacity requirements are carried out, as well as a non-stop monitoring of the saturation status of the storage devices, and there are procedures to guarantee enough electronic and storage capacity for informative assets. 

6.6.3 Evaluation of level of security of life cycle

Without stipulation.

6.7 Network security controls

Access to the various networks of the Certification Entity is restricted to properly authorized individuals. 

There are devices (firebreaks) that protect the internal network from external dominions accessible to third parties, and restrict access protocols to those required for the Certification Entity’s operation.

Sensitive data (as subject’s register data) are protected by means of encipherment whenever they are transmitted through non safe networks.

Local network components (as addressers) are located in safe areas, and a periodical audit on their configurations is carried out.

6.8 Engineering controls of cryptographic modules

Certification entities’ keys are generated in cryptographic devices, operated by the entity’s reliable staff in a safe area under double control. 

These devices fulfil the security cryptographic standard accordingly to the article 12 of the RDL 14/99. The reference European regulation is the CEN CWA 14167, part 1 and 2, and other equivalent security and quality certifications are accepted.

Specifically,  FIPS 140-1 level 3 is used (or others that in the future would be accepted by CATCert accordingly to improvements taking place in this field).

For the various types of certificates described, the keys generation algorithms are the ones accepted for the corresponding key usage.

Certification Entity’s signature key length is made up of 2048 bits, and it is generated with a signature algorithm appropriate to this end.

7. Certificates profiles and revoked certificates lists

7.1 Certificate profile

Certificates have the contents and the fields described in this section, at the very least including the following ones:

a. Serial number, which is a unique code in relation to the issuing individual’s distinguished name.

b. Signature algorithm, with any of the algorithms described in the section 7.1.3 of this declaration.

c. The issuing individual’s distinguished name, accordingly to the section 7.1.4 of this declaration.

d. Beginning of certificate’s validity, in World Coordinated Time, enciphered accordingly to the RFC 2459.

e. End of certificate’s validity, in World Coordinated Time, enciphered accordingly to the RFC 2459.

f. Subject’s distinguished name, accordingly to the section 7.1.4 of this declaration.

g. Subject’s public key, enciphered accordingly to the RFC 2459.

h. Signature, generated and enciphered accordingly to the RFC 2459.

Certificates agree to the following regulations:

1. RFC 2459: Internet X.509 Public Key Infrastructure - Certificate and CRL Profile, January 1999.

2. ITU-T Recommendation X.509 (1997): Information Technology – Open Systems Interconnection - The Directory: Authentication Framework, June 1997.

Additionally, SPC certificates agree to the following regulations:

1. ETSI TS 101 862 v1.2.1 (2001-06): Qualified Certificate Profile, 2001.

2. RFC 3039: Internet X.509 Public Key Infrastructure – Qualified Certificate Profile, 2001 (whenever it does not contravene TS 101 862).

SPC certificates will include the following fields:

a. Instructions to issue them as acknowledged certificates.

b. The unique identifier code of the certificate.

c. Identification of the certification services provider that issues the certificate, indicating name or trading name, address, electronic mail address and Legal Identification Number.

d. Advanced electronic signature of the certification services provider that issues the certificate.

e. The identification of the signature maker, by his/her name and surname or by means of a pseudonym unambiguously stated as such.

f. On the assumption of representation, the indication of the document stating the signature maker’s prerogatives to act in the name of the natural person or of the legal person s/he represents.  

g. Signature verification data corresponding to signature creation data being under the signature maker’s control.

h. Beginning and end of the validity period of the certificate.

i. Certificate usage restrictions, in case they are planned.

j. Restrictions of value of transactions where the certificate can be used, in case these are established. 

7.1.1 Version number

Every certificate contains a field with the version number, which indicates it is a version 3 certificate.

7.1.2 Certificate extensions

7.1.2.1 Key Usage extension

This extension indicates the usage that can be made of the public key contained in the certificate and, subsequently, the usage that can be made of the private key corresponding to this public key. 

The Certification Entity includes this extension in the certificates, accordingly to the following:

In the case of CIC certificates, this extension is marked as critical and contains the following values:

- keyCertSign (5)

- cRLSign (6)

keyCertSign is employed whenever the subject’s key is used to sign certificate.

cRLSign is employed whenever the subject’s key is used to sign certificates revocation lists.

In case of ISPC certificates, , this extension is marked as critical and contains the following value:

- digitalSignature (0)

digitalSignature is employed whenever the subject’s key is used together with a digital signature device in order to give support to security services other than  “non repudiation” (bit 1), certificates signature (bit 5) and revocation information signature (bit 6). Digital signature devices are usually employed to entirely authenticate entities and data sources.

nonRepudiation is not used, due to the Certification Entity’s decision of establishing its necessity and its meaning. 

In the case of EPC certificates, this extension is marked as critical, and contains the following value:

- keyEncipherment (2)

keyEncipherment is employed whenever the subject’s key is used to transport keys.

In the case of SDC certificates, this extension is marked as critical, and contains the following values:

- digitalSignature (0)

- keyEncipherment (2)

digitalSignature is employed whenever the subject’s key is used together with a digital signature device in order to give support to security services other than  “non repudiation” (bit 1), certificates signature (bit 5) and revocation information signature (bit 6). Digital signature devices are usually employed to entirely authenticate entities and data sources.

keyEncipherment is employed whenever the subject’s public key is used to transport keys.

7.1.2.2 Certificate Policies Extension

This extension contains a sequence with one or more than one clause of information about regulations, each one of them composed of an object identifier (OID) and optional qualifiers. These clauses of information about regulations state which are the regulations accordingly to which a specific certificate has been issued, as well as the usages for which the certificate can be employed. It is assumed that qualifiers will not change the definition of the regulations they are qualifying.

The Certification Entity includes this extension in the certificates as well as the corresponding OID, accordingly to what is stated in the sections 7.1.6 of this declaration, and also includes the regulations qualifiers established in the section 7.1.8.  

The extension is marked as non critical.

7.1.2.3 Subject Alternative Names extension

This extension allows to include new identity definitions in order to complement the differentiated name (DN) contained in the field subject.

The extension is marked as non critical and contains, at the very least, the following field:

· rfc822Name

· optionally it may contain a  DirectoryName, with a SerialNumber

rfc822Name is the certificate subject’s electronic address or, if required, the keys owner’s one.

Accordingly to the RFC 2312, programme agents who receive S/MIME version 2 mail messages - agents to which this certificate gives support – compulsorily have to attest the Email Address attribute, whenever it appears within this field.

Accordingly to the RFC 2632, applicable to S/MIME version 3, the Email Address attribute compulsorily has to appear in this extension.

The meaning of SerialNumber will be the Legal Identification Number of the class 1 or collective class 2 certificates subject entity; this is, the organization or the collective.

The extension will be processed as is stated in the RFC 2459.

7.1.2.4 Basic Constraints extension

This extension identifies the certificate subject as a Certification Authority, and identifies as well the level of the Certification Hierarchy where s/he  intervenes.

In the case of the CIC, the extension is marked as critical and contains the following fields:

1. cA = TRUE

2. pathLenConstraint =0

cA indicates whether it is a certificate of Certification Authority, whenever it has true value. 

pathLenConstraint indicates how many certification authorities may exist after the latter, prior to find an end-entity certificate.

7.1.2.5 Extended Key Usage extension

This field indicates one or more than one usages to which the subject public key containing the certificate can be employed, additionally to or instead of the usages indicated in the keyUsage extension.

In general there is no value for the Esteneu Key Usage extension.

In the case of ISPC certificates, the extension is marked as non critical and contains the following fields:

- emailProtection, that is consistent with the keyUsage extension, having the value digitalSignature indicated in the certificate.

- clientAuth, that is consistent with the keyUsage extension, having the value digitalSignature indicated in the certificate

In the case of EPC certificates, this extension is marked as non critical and contains the following field:

- emailProtection, that is consistent with the keyUsage extension, having the value keyEncipherment indicated in the certificate.

Likewise, in the SDC certificates the extension is marked as non critical and contains the following fields:

- serverAuth, that is consistent with the keyUsage extension, having the values keyEncipherment and digitalSignature.

7.1.2.6 CRL Distribution Points extension

This extension indicates how to obtain information contained in CRLs (certificates revocation lists).

The Certification Entity includes this extension in the certificates, with the location of the delivery point of the Certificates Revocation List (CRL).

This extension is marked as non critical.

7.1.2.7 Authority Key Identifier extension

This extension allows implanting a method to identify the public key corresponding to the private key employed to sign a certificate. It is employed whenever a Certification Entity has more than one pair of certificates signature keys and whenever it substitutes its keys. The identification is based upon the identifier of the key (the identifier of the key of the issuing individual’s certificate subject) instead of the serial number and the issuing individual’s name. 

The extension is marked as non critical and contains the following fields:

- keyIdentifier

- authorityCertIssuer

- authorityCertSerialNumber

keyIdentifier – Compulsory field employed to make easy the creation of certificates chains.  It contains an octet string with the key identifier. This identifier is generated by derivation of the public key employed to verify the certificate signature or by means of a method that generates unique values. 

authorityCertIssuer – optional field containing the name of the CA to which the key identified in keyIdentifier corresponds. 

authorityCertSerialNumber – Optional field, containing the certificate’s serial number of the CA to which the key identified in keyIdentifier corresponds.

The Certification Entity includes this extension in the certificate, employing one of the above mentioned methods in order to generate the identifier of the key that is based upon the Certification Entity’s public key.

7.1.2.8 Subject Key Identifier extension

This extension allows implanting a method to identify certificates containing a specific public key employed in one application. It is used whenever a subject has more than one certificate in order to identify with celerity the whole of certificates containing a specific public key. 

Identification is based upon the identifier of the key (the identifier of the key of the issuing individual’s certificate subject) instead of the serial number and the issuing individual’s name. 

 The extension is marked as non critical and has the following field:

- keyIdentifier

7.1.2.9 Qualified Certificate Statements extension

SPC certificates include, in all cases, a private extension that indicates that they are issued as accepted certificates and that this statement is carried out accordingly to the section 4.2.1 of  TS 101 862.

The Certification Entity may include in the certificates another statement about the limit of the value of the economic transactions where the certificate can be employed, case when the above mentioned statement is carried out accordingly to the section 4.2.2 of TS 101 862.

7.1.3 Algorithms object identifier

The Certification Entity is allowed to employ the following signature algorithms:

sha-1WithRSAEncryption OID = {iso (1) member-bodi (2) us (840) rsadsi (113549) pkcs (1) pkcs-1 (1) 5}{}

md 5 WithRSAEncryption OID = {iso (1) member-bodi (2) us (840) rsadsi (113549) pkcs (1) pkcs-1 (1) 4}{}

sha-1WithRSAEncryption is employed preferably to  md5WithRSAEncryption. 

Digital signatures generated by means of employing these algorithms fulfil what is established in the RFC 2459.

7.1.4 Name formats

The Certification Entity fills the certificates’ fields of names with information established in the section 3.1 of this practices declaration.

7.1.5 Name restrictions

Without stipulation.

7.1.6 Certificate policy object identifier

 The Certification Entity fills the certificate policy extension with the object identifiers established in the section 1.2 of this certification practices declaration, whenever it directly adheres to it.

In case of creating its own policy, in those cases allowed by this certificates policy, it includes the object identifier specifically defined to this end.

7.1.7 Task of the policy restrictions extension

Without stipulation.

7.1.8 Policy qualifiers’ syntax and semantics

The Certification Entity includes a policy qualifier in the certificates, with the following elements:

- SPC Pointer

- explicit Text

SPC Pointer includes a URI reference in the usage regulations or in the verifier legal instrument.

explicit Text contains a concise declaration regarding the certificate.

7.1.9 Process semantics of the critical extension of certificate policy

Without stipulation.

7.2 Profile of certificates revocation lists 

7.2.1 Version number

Without stipulation.

7.2.2 Certificates revocation list and list’s elements extensions

Without stipulation.

8. Document administration

The document and organization system of the Certification Entity guarantees the proper maintenance of the Certification Practices Declaration and of the specifications of service related to it, by means of the existence and application of the corresponding procedures.

This way the modification of service specification procedure and the publishing of service specifications procedure are established.

8.1 Change procedure

CATCert is able to modify this document, unilaterally, accordingly to the following regulations:

- Modification must be justified from a technical, legal and commercial point of view, and for this reason it will have to be guaranteed by the signature of the mentioned  persons in charge of CATCert.

- Suggested modification cannot contravene the Certification Policy established by the Root Certification Entity for the hierarchy. 

- Modification controls must be established in order to guarantee under any kind of circumstances that the resulting specifications meet the requirements that are trying to be accomplished and that have been the origin of the change.

- Implications that the change of specifications has on the user must be established, and the mentioned modifications are planned to be notified to that user.

8.2 Publishing and notification policy

Any change in the service specifications or regulations is notified to the users by the Certification Entity through the Register, but nevertheless in the main page it will be announced the existence of a new version of the Certification Practices Declaration. 

Fifteen (15) days after the publishing of the new version, the reference to the change is removed from the main page.

The previous version of the document object of the change is not removed, but it is indicated that it has been substituted by the new version.

The Certification Entity stores the old versions of the documents during a minimum period of 15 (fifteen) years, and they can be consulted by those concerned declaring a reasonable cause.

8.3 Approval procedure

Final modifications are approved by CATCert Board of Directors after verifying the fulfilment of the requirements established in the previous sections.
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