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INDEPENDENT PRACTITIONER’S ASSURANCE REPORT

To the management of Shanghai Electronic Certificate Authority Center Co., Ltd.

We have been engaged to perform a reasonable assurance engagement on the accompanying
management’s assertion of Shanghai Electronic Certificate Authority Center Co., Ltd.
(“SHECA”) for its Certification Authority - Code Signing (“CS”) operations at Shanghai, China
for the period from May 1, 2019 to April 30, 2020.

Management’s Responsibilities

SHECA’s management is responsible for its assertion, including the fairness of its
presentation, and the provision of its described services in accordance with the WebTrust
Principles and Criteria for Certification Authorities — Publicly Trusted Code Signing
Certificates — Version 1.0.1.

Our Independence and Quality Control

We have complied with the independence and other ethical requirement of the International
Code of Ethics for Professional Accountants (including International Independence
Standards) issued by the International Ethics Standards Board for Accountants, which is
founded on fundamental principles of integrity, objectivity, professional competence and due
care, confidentiality and professional behaviour.

Our firm applies International Standard on Quality Control 1 and accordingly maintains a
comprehensive system of quality control including documented policies and procedures
regarding compliance with ethical requirements, professional standards and applicable legal
and regulatory requirements.

Practitioner’s Responsibilities

It is our responsibility to express an opinion on the accompanying assertion based on our work
performed.

We conducted our work in accordance with the International Standard on Assurance
Engagements 3000 (Revised) “Assurance Engagements Other Than Audits or Reviews of
Historical Financial Information”. This standard requires that we plan and perform our work
to form the opinion.

A reasonable assurance engagement involves performing procedures to obtain sufficient
appropriate evidence whether the management assertion of SHECA is fairly stated, in all
material respects, in accordance with the WebTrust Principles and Criteria for Certification
Authorities — Publicly Trusted Code Signing Certificates — Version 1.0.1. The extent of
procedures selected depends on the practitioner’s judgment and our assessment of the
engagement risk.

PricewaterhouseCoopers, 22/F Prince's Building, Central, Hong Kong
T: +852 2289 8888, F: +852 2810 9888, www.pwchk.com
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INDEPENDENT PRACTITIONER’S ASSURANCE REPORT (CONTINUED)

Within the scope of our work we performed amongst others the following procedures: (1)
obtaining an understanding of SHECA’s CS certificate lifecycle management business
practices, including its relevant controls over the issuance, renewal, and revocation of CS
certificates, CS Signing Authority certificates, and CS Timestamp Authority certificates; (2)
selectively testing transactions executed in accordance with disclosed CS certificate lifecycle
management practices; (3) testing and evaluating the operating effectiveness of the controls;
and (4) performing such other procedures as we considered necessary in the circumstances.

The relative effectiveness and significance of specific controls at SHECA and their effect on
assessments of control risk for subscribers and relying parties are dependent on their
interaction with the controls, and other factors present at individual subscriber and relying
party locations. We have performed no procedures to evaluate the effectiveness of controls at
individual subscriber and relying party locations.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis
for our opinion.

Inherent Limitation

We draw attention to the fact that the WebTrust Principles and Criteria for Certification
Authorities — Publicly Trusted Code Signing Certificates — Version 1.0.1 includes certain
inherent limitations that can influence the reliability of the information.

For example, controls may not prevent, or detect and correct, error, fraud, unauthorised access
to systems and information, or failure to comply with internal and external policies or
requirements. Also, the projection of any conclusions based on our findings to future periods
is subject to the risk that changes may alter the validity of such conclusions.

Opinion

In our opinion, the accompanying assertion of SHECA, for the period from May 1, 2019 to
April 30, 2020, is fairly stated, in all material respects, in accordance with the WebTrust
Principles and Criteria for Certification Authorities — Publicly Trusted Code Signing
Certificates — Version 1.0.1.

Emphasis of Matter

Without modifying our conclusion, we draw attention to the fact that this report does not
include any representation as to the quality of SHECA’s services beyond those covered by the
WebTrust Principles and Criteria for Certification Authorities — Publicly Trusted Code Signing
Certificates — Version 1.0.1, nor the suitability of any of SHECA'’s services for any customer's
intended purpose.
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Other Matter

SHECA’s use of the WebTrust for Certification Authorities Seal constitutes a symbolic
representation of the contents of this report and it is not intended, nor should it be construed,
to update this report or provide any additional assurance.

Purpose and Restriction on Use

The accompanying assertion was prepared for obtaining and displaying the WebTrust Seal on
SHECA website! using the WebTrust Principles and Criteria for Certification Authorities —
Publicly Trusted Code Signing Certificates — Version 1.0.1 designed for this purpose. As a
result, the accompanying assertion of SHECA may not be suitable for another purpose. This
report is intended solely for the Management of SHECA in connection with obtaining and
displaying the WebTrust Seal on its website after submission of the report to the related
authority in connection with the WebTrust Principles and Criteria for Certification Authorities
— Publicly Trusted Code Signing Certificates — Version 1.0.1. We do not assume responsibility
towards or accept liability to any other person for the contents of this report.

ﬂvﬂw a‘l’ﬁfu]ﬂ 9 ol G%T&‘O

PricewaterhouseCoopers
Certified Public Accountants

Hong Kong, China

June 12, 2020

1 The maintenance and integrity of the SHECA website is the responsibility of the directors; the work carried out by the
assurance provider does not involve consideration of these matters and, accordingly, the assurance provider accepts no
responsiblity for any differences between the accompanying assertion by the management of SHECA on which the assurance
report was issued or the assurance report that was issued and the information presented on the website.
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Shanghai Electronic Certificate Authority Center Co.,Ltd

Shanghai Electronic Certificate Authority
Center Co.,Ltd

18" Floor,

No.1717, North Sichuan Rd, Shanghai,
China

Tel: (021) 36393199

Fax: (021) 36393200
https://www.sheca.com/

PricewaterhouseCoopers
22nd Floor

Prince’s Building
Central, Hong Kong, PRC

June 12, 2020
Dear Sirs,

Assertion of Management as to the Disclosure to Business Practices and
Controls over the Certification Authority - Code Signing Operations during the
period from May 1, 2019 through April 30, 2020

Shanghai Electronic Certificate Authority Center Co., Ltd. (“SHECA”) operates the
Certification Authority (CA) services known as its Root and Subordinate CAs ( please refer to
the appendix), and provides Code Signing (“CS”) CA services.

The management of SHECA is responsible for establishing and maintaining effective
controls over its CS CA operations, including its CS CA business practices disclosure on its
website, CS key lifecycle management controls, CS certificate lifecycle management controls
and CS Timestamp Authority certificate lifecycle management controls. These controls
contain monitoring mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and
the circumvention or overriding of controls. Accordingly, even effective controls can only
provide reasonable assurance with respect to SHECA’s Certification Authority operations.
Furthermore, because of changes in conditions, the effectiveness of controls may vary over
time.

SHECA management has assessed its disclosures of its certificate practices and controls over
its CS CA services. Based on that assessment, in SHECA management’s opinion, in providing
its CS Certification Authority (CA) services at Shanghai, China, throughout the period May 1,
2019 to April 30, 2020, SHECA has:

e disclosed its code signing (“CS”) certificate lifecycle management business practices
in its:

- UniTrust Certification Practice Statement Version 3.6.6 (https://assets-
cdn.sheca.com/documents/sheca-certification-practice-statement-en-
v3.6.6.pdf);

- UniTrust Certification Practice Statement Version 3.6.5;

- UniTrust Certification Practice Statement Version 3.6.4;

- UniTrust Certification Practice Statement Version 3.6.3; and

- UniTrust Certificate Policy Version 1.4.4 (https://assets-
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cdn.sheca.com/documents/unitrust-certificate-policy-en-vi.4.4.pdf);
- UniTrust Certificate Policy Version 1.4.3;
- UniTrust Certificate Policy Version 1.4.2;
- UniTrust Certificate Policy Version 1.4.1,
including its commitment to provide CS certificates in conformity with the
CA/Browser Forum Guidelines on the SHECA website, and provided such services
in accordance with its disclosed practices

¢ maintained effective controls to provide reasonable assurance that:
- the integrity of keys and CS certificates it manages is established and protected
throughout their lifecycles; and
- CS subscriber information is properly authenticated (for the registration
activities performed by SHECA)

e maintained effective controls to provide reasonable assurance that:
- requests for CS Timestamp Authority certificates are properly authenticated;
and
- certificates issued to CS Timestamp Authorities are not valid for a period longer
than specified by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities -
Publicly Trusted Code Signing Certificates - Version 1.0.1 (https://www.cpacanada.ca/-
/media/site/business-and-accounting-resources/docs/webtrust/wt-pcca-ptese-1-0-
1.pdf?la=en&hash=0A6677F3A7C2A7C75B94D80E2137AB89E61638C9).

G,

Mr. Cui Jingiang
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Appendix

The list of keys and certificates covered in the management’s assertion is as follow:

Key Name Key Signature Key Subject Key Certificates Certificate
y Type Algorithm Size Identifier (Thumbprint) Signed by
9BEA11C976FE014
81c48cccfseq30ff | 764C1BE56A6F914
U%g gggia] Root Key sha256RSA 4}3356 a5 oc 08 5f 8c 15 67 B5A560317ABD998 U%g gggia]
2174 o1df df 8393382E5161AA0
493C
EAA5ADS8E9A2FA9
SHECA Global .. f7 3d f9 39 a8 dg 87 92354B2FF4254BE
G3 Code Slg;mg sha256RSA 213;28 54 ac 77 8e f5 dg 95 B08A632F7F17602 U%: gl)(;lial
Signing y ee 8 35 ab 94 39 604DDED58D73D6
16D844
i C7E976AA77E9249
SHECA RSA . 7ec87ac2771c56 | 1C269840B2F1461E
Code Signing | 58718 | shassersA | 2048 | ‘g7dpacf8o7c742 | 65147A2BBISIEESY | U %ﬁal
CA G3 y 6a1b 7c 42 a8 AB63BCD86704FE
456
D43AF9B35473755 UCA
UCA I.Exte'nded 4096 dg743ae4303dod | C9684FCo6D7D8C Extended
Validation Root Key sha256RSA . f712dc 7e 5a 05 9f 1e | B7oEE5C28E773FB cq
bits Validation
Root 34 9afye114 294EB41EE7172292 R
4D24 oot
SHE<CiAd ] A392C645B9A5AD UCA
Extende .. 74 98 99 6f 6a 15 co 6A214F19DE77634
Validation S‘%‘é‘ng sha256RSA 2&‘5 06 2520 85 1caf2b | 6BC7DD6BB15818E \lf;‘ﬁf;;‘tilii
Code Signing y 316b87edazdb | 433886DAC54EE66 R
oot
CA 61852
SHECA RSA D404FAFA4BA2F4 UCA
Extended Signing 2048 8e 40 66 5f 6a a9 40 26B66CD219C6DA Extended
Validation Rey sha256RSA bits c2 bog f1 fo 4a 22 63 84F91CoFB7CB584 Validation
Code Signing 95 64 59 37 07 €5 29EC8077E2A7643 Root
CA 14D55D
81B35EFC42C7794
UniTrust 4096 3cao 61bo efda c6 7209D76B51B5E7B UniTrust
Global Root Root Key sha3zg84RSA bits e8bb2de156az2eb 122CE78348AE8C4 | Global Root
CAR1 bb b6 3d 23 23 81 525DC8D4B30289 CAR1
E5385
78919B35D1C61559
UniTrust 384 e4 53 66 b7 b7 a4 e9 5A51328A5C54608 UniTrust
Global Root Root Key | shazg84ECDSA bits d7ccci21e04acfce | 3B4D5320724A258 | Global Root
CAR2 ac 01 bc 72 be 695B991F2F61C4D CAR2
CCy
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g P AE R 0 R A F (Shanghai Electronic Certificate Authority Center Co.,
Ltd., fii#k “SHECA” ) iz& T IIERFHN, FHRARINE 4 BT GERS, HFSR
T RS P S AR H A FAE S

SHECA & B2 7 DU AR A4 i 55 i L IR A Rz, Rl PSR4k 55 0
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FERAEERT SHECA 128 (U TR SR AL G ERIE. BRAh, th TRmAsa22tl, 12
FRIAT R PT A B I 8] 17 A2 AR

SHECA & ¥ JZ S 6HIE 40k 55 B 75 AR 25 42 B IAIE IR 55 32 AT VP4l o 28 T SR P45,
SHECA ¥ 2\ A, £ 2019 4F 5 A 1 HE 2020 4F 4 A 30 Hit SHECA £ [H F gt
A 4 T IAMIEAR %5 3R], SHECA:

J ?EZEMJCE%A% E A i )RR 2D 55 B0 T

UniTrust ilf 15560 vi.4.4 (https://assets-cdn.sheca.com/documents/unitrust-
certificate-policy-cn-vi.4.4.pdf) ;

- UniTrust iF 158 v1.4.3;

- UniTrust iE 5K vi.4.2;

- UniTrust iE 558 vi.g4.1; BLK

- UniTrustif BAENE 5538 v3.6.6 Chttps://assets-
cdn.sheca.com/documents/sheca-certification-practice-statement-cn-
v3.6.6.pdf) ;

- UniTrustiE BiAEME 55 #E] v3.6.5;

- UniTrustiE FiAiEME 55 v3.6.45
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- UniTrustiE BiAiEME 5 #E] v3.6.3.
R IEIBECABIEIE (CA/Browser Forum) fAHI<HR 51 IR EURADZE LRSS, FHK
P4 R (1) 55 S B HEAH SC R 55 -

o HMAREEHINLE], PRI S EORIE:
- AR EYT SRS UE A Gy U e B DA
- S (SHECAFTHAT B MHEME) AR AT iE# 15 R .

o IHIAREEHINLG, DAFRMELLN A HERIIE
- RAEZE LB R BGIE B HRIE 2RSS Er; DLk
- ARIERE A I AR 25 25 Kk HUE T8 AN 2 EECABR 15 (CA/Browser Forum)
SO VEIERS

PLFF & WebTrust B FINIEAUISEE 4 & 1451 V1.0.1 (WebTrust Principles and Criteria for
Certification Authorities - Publicly Trusted Code Signing — Version 1.0.1)

(https://www.cpacanada.ca/-/media/site/business-and-accounting-
resources/docs/webtrust/wt-pcca-ptesc-1-0-

1.pdf?la=en&hash=0A6677F3A7C2A7C75B94D80E2137AB89E61638Cq) -
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EHAWR FHMR FHER ﬁg ] ID EHHEL WEHERE
9BEA11C976FE014
81c48cccfs5eq30ff | 764C1BE56A6F914
Ug‘: gl)(:};al Root Key sha256RSA 4}3?: a5 oc 08 5f 8c 15 67 B5A560317ABD998 U%: gl)(:};al
2174 o1 df df 8393382E5161AA0
493C
EAA5ADS8EQA2FA9
SHECA Global L. f7 3d f9 39 a8 dg 87 92354B2FF4254BE
G3 Code SBINE | shass6RSA | 208 | 54ac778efsdgos | BoSA632FsF1zoz | VoA %ﬂf‘]
Signing Y ee f8 35ab 94 39 604DDED58D73D6
16D844
i C7E976AA77E9249
SHECA RSA . 7ec87ac2771c 56 | 1C269840B2F1461E
Code Signing | S8 | shao56RSA 213;‘88 87d2aef8 07742 | 65147A2BB181EE509 Ug‘;‘ g})ﬂial
CAG3 y 6a1b 7c 42 a8 AB63BCD86704FE
456
D43AF9B35473755 UCA
UCA Extended 096 d9743ae4303dod | C9684FCo6D7DSC Extended
Validation Root Key sha256RSA 409 f712dc 7e 5a 05 9f 1e | B7OEE5C28E773FB A
bits Validation
Root 34 9af7e114 294EB41EE7172292 R
oot
4D24
SHECA A392C645B9A5AD UCA
Extended . 74 98 99 6f 6a 15 co 6A214F19DE77634
Validation Sli‘:ng sha256RSA 213;‘58 062520 851caf2b | 6BC7DD6BB15818E \];:;tlfiz‘tilfi
Code Signing Y 316b87edagdb | 433886DAC54EE66 R
CA 61852 oot
SHECA RSA D404FAFA4BA2F4 UCA
Extended Sienin 2048 8e 40 66 5f 6a ag 40 26B66CD219C6DA Extended
Validation ie 8 sha256RSA bi?s c2 bog f1 fo 4a 22 63 84F91CoFB7CB584 Validation
Code Signing y 9564 59 37 07 €5 29EC8077E2A7643 Root
CA 14D55D
81B35EFC42C7794
UniTrust 096 3cao 61bo efda c6 7209D76B51B5E7B UniTrust
Global Root Root Key sha3zg84RSA 4bi?s e8bbaode156a2eb | 122CE78348AE8C4 | Global Root
CAR1 bb b6 3d 23 23 81 525DC8D4B30289 CAR1
E5385
78919B35D1C61559
UniTrust 3 e4 5366 b7b7age9 5A51328A5C54608 UniTrust
Global Root Root Key | sha384ECDSA %itz d7ccc121e04acfee | 3B4D5320724A258 | Global Root
CAR2 ac 01bc 72 be 695B991F2F61C4D CAR2
CCy
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