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Assertion of Verizon Terremark NV 

 
15 September 2020 
 
Verizon Terremark NV (Verizon Terremark) Certification Authority has deployed a public key 
infrastructure where, as part of the key management lifecycle; a key destruction ceremony was 
conducted to destroy the key material associated with MCS VZ Cybertrust Client CA. The key 
destruction ceremony was formally documented and witnessed by internal and external audit 
representatives. 
 
Verizon Terremark‘s management has securely destroyed the private keys in support of its CA 
operations. The private keys were destroyed in accordance with procedures described in Verizon 
Terremark ’s Certificate Policy (CP) and Certification Practice Statement (CPS), and its CA Key 
Destruction script(s), which were in accordance with CA Key Destruction Criterion 4.6 of the 
WebTrust Principles and Criteria for Certification Authorities, Version 2.2. 
 
Verizon Terremark’s management established and maintained effective controls over the 
destruction of these keys. These controls were designed to provide reasonable assurance of 
adherence to the above-mentioned practices throughout the key destruction process. 
 
Verizon Terremark‘s management is responsible for establishing and maintaining procedures 
over its CA key destructions, and over the integrity and confidentiality of all security world tokens 
and access keys (including physical keys, tokens, and passwords) used in the destruction of the 
MCS VZ Cybertrust Client CA, and for the CA environment controls relevant to the destruction 
of its CA keys. 
 
Verizon Terremark ‘s management has assessed the procedures and controls for the destruction 
of the CA keys. Based on that assessment, in management’s opinion, in destroying its CA keys 
for the MCS VZ Cybertrust Client CA on 25th August 2020 at Diegem, Belgium with the identifying 
information in Appendix A: 
 
Verizon Terremark has 

• followed the CA key destruction requirements in its: 
o Certificate policy v2.13 
o Certification practice statement v5.15 

 
• included appropriate, detailed procedures and controls in its Key Destruction script(s): 

o VZ Cybertrust Client CA_Termination_Script_v1-2 
 

• maintained effective controls to provide reasonable assurance that the MCS VZ 
Cybertrust Client CA was destroyed in conformity with the procedures described in its 
Certificate Policy (CP), Certification Practices Statement (CPS), and Key Destruction 
script 

 
• performed, during the key destruction process, all procedures required by the Key 

Destruction script(s) 
 

• destroyed the MCS VZ Cybertrust Client CA in a physically secured environment as 
described in its CP/CPS 
 

• destroyed the MCS VZ Cybertrust Client CA using personnel in trusted roles under 
multiple person control and split knowledge 



 
 
in accordance with CA Key Destruction Criterion 4.6 of the WebTrust Principles and Criteria for 
Certification Authorities, Version 2.2. 
 
Verizon Terremark NV 

Culliganlaan 2E, Diegem (Belgium) 

 

 
 

Signed by: Bruce R. Biesecker 

Function: Director, Managed Security Services & Identity Management, Verizon Business 

Group 

Date: September 15, 2020  



 

 
 
 
 




