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Summary & Scope
This document describes how an AWS account owner can enable federated AWS login with Single Sign On (SSO) in their AWS account.

For instructions on how, as an AWS user, to access AWS using your federated single sign on login visit the   pageHow to login to AWS with Single Sign On

https://mana.mozilla.org/wiki/display/SECURITY/How+to+login+to+AWS+with+Single+Sign+On
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For advanced instructions and details visit the   pageAWS Federated Login Advanced Details

AWS Federated Login Account Setup
In order to enable IAM Roles in your AWS account to allow SSO users to assume them, you first have to take the one time step and create an "AWS IAM 
OIDC Identity Provider" in your AWS account. To do so either deploy this CloudFormation stack with the web UI or on the command line.

Step 1 of 4 : Deploy the AWS IAM OIDC Identity Provider in the web UI

Click this link to launch the "Quick create stack" UI to deploy the identity provider
Leave all parameters at their defaults
Scroll down and click the   checkboxI acknowledge that AWS CloudFormation might create IAM resources.
Click Create Stack
Wait for the stack to finish deploying and resolve to a state of Create Complete

If you'd like to deploy the stack using the command line or learn more about the values used in this OIDC identity provider resource, go to the Advanced 
Section

To enable users in your AWS account to access AWS resources using their federated login, you'll need to create IAM Roles that permit federated users to 
assume those roles.

Step 2 of 4 : Determine which user groups to grant access to

The first step is to determine which user groups you want to grant access to assume an IAM Role which those users will use to access resources in the 
AWS account. An easy way to find out what groups   are a member of is by logging in to  then going to your profile and you https://people.mozilla.org/
viewing the   section. You can also have your target users visit this page to find out what groups they are a member of. Alternatively you Access Groups
can see what groups you are a member of, in a machine readable format, by visiting https://sso.mozilla.com/info

For example, if you wanted to grant access to a team of Mozillians in HR and when those users viewed the list of groups they were a member of it 
revealed that they were all part of the group called   you could use   in the next steps to grant them access.team_hr team_hr

If you want to setup a new group in mozillians.org you'll want to create an "access group" not a "tag" on mozillians.org.

Alternatively, if you want to request that an LDAP group be created for you,  and request the group be created, the name of the group open a bugzilla ticket
and the members of the group.

Note : Until  is resolved, keep in mind that all Access Group names in the   section of one's profile don't show the real group name. this issue Mozillians
All Mozillians access groups must be prefixed with   so that for example a mozillians group shown as   would have an actual group mozilliansorg_ foo
name of mozilliansorg_foo

Step 3 of 4 : Create an IAM Role

Now that you know the name of the group of users you want to grant access to you can create a pair of IAM roles.

If you'd prefer to craft specific roles with our command line tool, or create your roles by hand, go to the . You can also find more details Advanced Section
on this CloudFormation template in the .Advanced Section

Click . This will create an administrative role and a read-only role.this link to launch the "Quick create stack" UI to deploy the roles
Using the group name you determined above that you wish to grant access to, in the Parameters section, fill in the   value.Group
Scroll down and click the   checkboxI acknowledge that AWS CloudFormation might create IAM resources.
Click Create Stack
Wait for the stack to finish deploying and resolve to a state of Create Complete

Test your new setup

In order to test and validate your new setup you'll need to do a few things differently than the normal  process How to login to AWS with Single Sign On
because the IAM roles have just recently been created. This is because normally IAM roles are scanned for all Mozilla AWS accounts hourly.

Force a re-scan of all IAM roles so the system picks up the roles you just created
Visit http://aws.sso.mozilla.com/?action=rebuild-group-role-map

Wait a few minutes while the scan runs and collects all federated IAM roles across all Mozilla AWS accounts
To make sure that your not using cached values from before this new scan that you just initiated, either

Run maws --no-cache
Browse to http://aws.sso.mozilla.com/?cache=false

Assuming that you are a member of the user group that you chose to grant access to the new IAM roles, confirm that the new IAM roles show up 
in the role picker. Select one and confirm you can access AWS

Step 4 of 4 : Disabling and deleting user roles

https://mana.mozilla.org/wiki/display/SECURITY/AWS+Federated+Login+Advanced+Details
https://us-west-2.console.aws.amazon.com/cloudformation/home?region=us-west-2#/stacks/create/review?templateURL=https://s3-us-west-2.amazonaws.com/public.us-west-2.infosec.mozilla.org/oidc-identity-provider/5f48b78c87d98c18b55c98a6e5c285a80d53424c/oidc_identity_provider.5f48b78c87d98c18b55c98a6e5c285a80d53424c.yml&stackName=OIDCIdentityProvider&param_Url=https%3A%2F%2Fauth.mozilla.auth0.com%2F&param_ClientIDList=N7lULzWtfVUDGymwDs0yDEq6ZcwmFazj&param_ThumbprintList=7ccc2a87e3949f20572b18482980505fa90cac3b,02faf3e291435468607857694df5e45b68851868,2b8f1b57330dbba2d07a6c51f70ee90ddab9ad8e
https://mana.mozilla.org/wiki/display/SECURITY/AWS+Federated+Login+Advanced+Details#AWSFederatedLoginAdvancedDetails-DeploytheAWSIAMOIDCIdentityProvideronthecommandline
https://mana.mozilla.org/wiki/display/SECURITY/AWS+Federated+Login+Advanced+Details#AWSFederatedLoginAdvancedDetails-DeploytheAWSIAMOIDCIdentityProvideronthecommandline
https://people.mozilla.org/
https://sso.mozilla.com/info
https://bugzilla.mozilla.org/enter_bug.cgi?product=Infrastructure%20%26%20Operations&component=Infrastructure%3A%20LDAP
https://github.com/mozilla-iam/dino-park-front-end/issues/518
https://mana.mozilla.org/wiki/display/SECURITY/AWS+Federated+Login+Advanced+Details#AWSFederatedLoginAdvancedDetails-CreatetheIAMrolewiththecommandlinetool
https://mana.mozilla.org/wiki/display/SECURITY/AWS+Federated+Login+Advanced+Details#AWSFederatedLoginAdvancedDetails-QuickcreateIAMRoledetails
https://us-west-2.console.aws.amazon.com/cloudformation/home?region=us-west-2#/stacks/create/review?templateURL=https://s3-us-west-2.amazonaws.com/public.us-west-2.infosec.mozilla.org/federated-roles/default_oidc_federated_roles.yaml&stackName=FederatedIAMRoles
https://mana.mozilla.org/wiki/display/SECURITY/How+to+login+to+AWS+with+Single+Sign+On
http://aws.sso.mozilla.com/?action=rebuild-group-role-map
http://aws.sso.mozilla.com/?cache=false
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Once your users have tested AWS Federated Login, you can begin to remove the individual accounts that are no longer needed. We recommend disabling 
accounts and their associated keys for a week prior to fully deleting them.

Disable users and their associated API keys
Open up  panel in AWSIdentity and Access Management (IAM)
For each user under Users:

Security Credentials  Console password  Manage  Disable
Security Credentials  Access keys  For each key, choose Make inactive

Wait a week to make sure that users or passwords aren't needed, and the inactive API keys don't break any code
Delete each user inside IAM, after verifying they and their API keys have not had any activity

https://console.aws.amazon.com/iam/home
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