CRL & OCSP report for (ANF Autoridad de Certificacion)

+ ANF Global

= AMF G

["ANF Autoridad de Certificacion”]

# Cerlificate details for certificale with serial number 996319061734373174

Serial number:

hex: dd3aZeB6dalcead

Int: 956319061734379174
Issued by: ANF Global Subordinate EV CA1
Public Key Algorithm: RSA
Not valid before: Gct 1, 2018 12:00:26 PM
Not valid after: Sep 30, 2021 12:00:26 PM
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Certificate Revocation List (CRL)

CRL information

Source: CRL Distribution Paoint listed in Cerfificate
Location: | bordinate

v.al
Size: 529 bytes (DER data)

Response time: 316,109023ms

This update; Cct 5, 2019 2:00:18 PM
Next update: Oct 12, 2019 2:00:18 PM
Revoked: No

Revoked certificates in CRL: 2

Relevant server response headers

Date: Oct 7, 2019 8:57:21 PM
Last Modified: Cct 5§, 2018 2:00:18 PM
Explres: Oct 12, 2018 Z:00:18 PM

Server and network information

Server Software: Apache

se is set to ‘application/pkix-crl (RFC 5280, section 42.1,13) &

CRL information

Source: CRL Distribution Paint list
Location: ht srl.ant.e
Size: 520 bytes (DER data)
Response time: 468 440201ms

This update: Cot 5, 2019 2:00:18 PM
Next update: Oct 12, 2018 2:00:18 PM
Revoked: No

Revoked certificates in CRL: 2

in Cerlifi

Relevant server response headers

Date: Oct 7, 2018 8:57:21 PM
Last Modified: Oct 5, 2019 2:00:18 PM
Expires: Oct 12, 2018 Z:00:18 PM

Server and network information

Server Software: Apache

hitp:/fwwaanf esici/ANFGlobal SubordinateEVCA1 o

hitip:fier anf es/crifANF GlobalSubordinaleEVCAT ol

dficate detully

Company registration number; GG3287510
Organization: ANF Autoridad de Certificacion
Organization unit: Cerilicado Cualificado de Servidor
Seguro SSLEV

State | Province: Barcelona

Locality: Barcelona

Country: ES

This CRL was cached at Oct 7, 2049 Bi57:21 PM,
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Online Certificate Status Protocol (OCSP)

QCSP response information

Source: OCSP server listed in Cerlficate

Location: hitpe/iocsp.anf.es/spaln/AV

Size: 2481 hyles (DER)

Response time: 317 48143ms

Signature algorithm: SHAZ66-RSA

Signature type: CA Delegated

Signed by: ANF Global Subordinate EV CA1 Responder 1295
Issued by: ANF Global Subordinate EV CA1

Signing certificate validity: Sep 5, 2019 5:04.25 PM - Jul 1, 2020 5:04:25 PM
Signing certificate algorithm: SHAZSG6-RSA

Reported statuses: 1

This update: Oct 7, 2018 8:57:21 FM

Next update: Oct 14, 2019 B:57:21 PM

Produced at: Oct 7, 2018 8:57:21 PM

Server status: Success

Status: Good

Relevant server response headers

Date: Oct 7, 2018 B:57:21 PM
Last Modified: Oct 7, 2018 8:67:21 PM
Expires: Cict 14, 2019 8:57:21 PM
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SP infermation must be updated at least every four days (Mozifla & Baseline Requirements) &
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hitp://ocsp.anf.esispainiAY (POST)

QCSP response information

Source: OCSP server listed in Certificate

Location: hitp:/iocsp.anf.es/spain/A\V

Size: 2481 bytes (DER)

Response time: 522.261151ms

Signature algorithm: SHAZS6-RSA

Signature type: CA Delegated

Signed by: ANF Global Subordinate EV CA1 Responder 1285
Issued by: ANF Global Subordinate EV CA1

Signing certificate validity: Sep 5, 2018 5:04.25 PM - Jul 1, 2020 5:04:25 PM
Signing certificate algorithm: SHAZ256-RSA

Reported statuses: 1

This update: Ot 7, 2018 8:57:21 PM

Next update: Oct 14, 2010 8:57:21 PM

Produced at: Oct 7, 2019 8:57:21 PM

Server status: Success

Status: Good

Relevant server responze headers

Date: Oct 7, 2019 8:57:21 PM
Last Modified: Oct 7, 2019 8:57:21 PM
Expires: Oct 14, 2019 8:57:21 PM

not explre before NextUpdate
ficate does contain the Extended Key Usage lor OCSP Signing
OCSP No Check & v3]

This OCSP response was cached at Oct 7, 2099 &:57:21 Pl

This L5 respanse was cache

hitp:fioosp.ant.es/spainiAV (GET)
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respanse was cached at Ot 7,

B http:/iocsp.ant.esispainiAV (UNKNOWN)

OCSP response information

Source: OCSP server listed in Certificate

Location: hitpu//ocsp.ant. es/spaln/ay

Size: 2488 bytes (DER)

Response time: 337.080415ms

Signature algorithm: SHAZEE-REA

Signature type: CA Delegated

Signed by: ANF Global Subordinate EV CA1 Responder 1295

Issued by: ANF Global Subordinate EV CA1

Signing certificate validity: Sep 5, 2019 5:04:25 PM - Jul 1, 2020 5:04:25 PM
Signing certificate algorithm: SHAZ56-RSA

Reported statuses: 1

This update: Cct 7, 2019 8:57:21 PM

Next update: Oct 14, 2018 8:57:21 PM

Produced at: Oct 7, 2019 8:57:21 PM

Server status
Status: Unknown

ANF Global Subordinate EV CA1 (cAcertificate)

# Cerlificate detalls for ANF Global Subordinate EV CA1

Serial number: Company registration number: G63287510

hex: 162081c6629b423 Organization: ANF Autoridad de Certificacion

int: 98652158333315619 Organization unit: ANF Autoridad intermedia tecnicos
Issued by: ANF Global Root CA Country: ES

Public Key Algorithm: RSA
Not valid before: Sep 5 2018 5:00:38 FM
Not valid after: Sep 2, 2029 5:00:39 PM
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Certificate Revocation List (CRL)

This was cached at Oct 3, 2015 12:19:40 P&

ffen ant es/criANF_Global_Root_CA_2036_arl.crf

CRL information

Source: CRL Distribution Foint listed in Cerificate
Location: 7l/ANF_Global _Root_CA
Size: B48 bytes (DER data)

Response time: 461,889188ms

This update: Jun 7, 2018 6:47:47 PM

Next update: Dec 4, 2018 5:47:47 PM

Revoked: Mo

Revoked certificates in CRL: 0

crl.ant

Relevant server response headers

Date: Oct 3, 2018 12:19:40 PM
Last Modifled: Jun 7. 2019 §:4T:47 PM
Expires: Dec 4, 2019 6:47:47 PM

Server and network information

Server Software: Apache
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This CAL was cached at OcL 19 1201940 PM

hiip:ivewwant es/cil/ANE_Global_Root CA_2036_arl crl

CRL information

Source: CRL Distribution Paint listed In
Location: anf_esicrif

Size: B46 bytes (DER data)

Response time: 288 B740858ms

This update: Jun 7, 2018 6:47:47 PM
Next update: Dec 4, 2019 5:47:47 PM
Revoked: Mo

Revoked certificates in CRL: 0

Relevant server response headers

Date: Oct 3, 2018 12:19:40 PM
Last Modified: Jun 7, 2019 8:4T:47 PM
Expires: Dec 4, 2018 6:47:47 PM

Server and network information

Server Software: Apache

+ Content-Type In response is set to 'application/pkix-crl (RFC 5280, section 4.2.1.13) &
 This CRL file:is DER encoted
+ Response Is al

Online Certificate Status Protocol (OCSP)

This OCSP redpanss was cached at Ock 3, 2005 12:19:40 PM

hitp:ffecsp.ant.esispainiAV (GET)

QCSP response information

Source: OUSP server listed In Certificate

Location: hitp://ocsp.anf.es/spain/A\

Slze: 2558 bytes (DER)

Response time: 322 3Z8885ms

Signature algorithm: SHAZ56-R5A

Signature type: CA Delegated

Signed by: ANF Global Root CA 2036 Responder 1273
Issued by: ANF Global Root CA

Signing certificate validity: Jul 9, 20189 5:02:28 PM - May 4, 2020 5:02:28 PM
Signing certificate algorithm: SHAZEE-RSA
Reported statuses; 1

This update: Ot 3, 2018 12:19:40 PM

Next update: Oct 10, 2018 12:18:40 PM

Produced at: Oct 3, 2018 12:15:40 PM

Server status: Success

Status: Good

Relevant server response headers

Date: Oct 3, 2019 12:19:40 PM
Last Modified: Oct 3, 2019 12:19:40 PM
Expires: Oct 10, 2018 12:18:40 PM

the value of the This
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This OCSP respanse was cached at Oct 3, 3019 12:19:40 Py

[ hitp:iocsp.ant esispainiAy (POST)

OCSP response information




Source: OCSP server listed In Certificate

Location: hitpe/jocsp.an esispaln/ay

Size: 2858 bytes (DER)

Response time: 321.31878ms

Signature algorithm: SHAZ56-RSA

Signature type: CA Delegated

Signed by: ANF Global Root CA 2036 Responder 1273
Issued by: ANF Global Root CA

Signing certificate validity: Jul 9, 2019 5:02:28 PM - May 4, 2020 5:02:28 PM
Signing certificate algorithm: SHAZEE-RSA
Reported statuses; 1

This update: Ccf 3, 2019 12:19:40 PM

Next update: Oct 10, 2018 12:19:40 PM

Produced at; Oct 3, 2018 12:18:40 PM

Relevant server response headers

Date: Oct 3, 2018 12:18:40 PM
Last Modified: Oct 3, 2018 12:18:40 PM
Expires: Oct 10, 2018 12:18:40 PM

nd the value of the This

fate field &

QCSP response information

Source: OCSP server listed In Cenlificate

Location: hitp:/focap.anf.es/spain/AV

Size: 2567 byles (DER)

Response time: 341 800279ms

Signature algorithm: SHAZS6-RSA

Signature type: CA Delegated

Signed by: ANF Global Root CA 2036 Responder 1273
Issued by: ANF Global Root CA

Signing certificate validity: Jul 9, 2018 5:02:29 PM - May 4. 2020 5:02:25 PM
Signing certificate algorithm: SHAZ56-RSA
Reported statuses: 1

This update: Oct 3, 2018 12:18:40 PM

Next update: Oct 10, 2018 12:18:40 PM

Produced at: Oct 3, 2018 12:18:40 PM

Server status: Success

Status: Unknown

ANF Global Root CA (cacertificate)

# Cerlificate details for ANF Global Root CA

Serlal number:
hex: 16495ee€18a0750
Int: 100368542780 184400
Issued by: ANF Global Rootl CA
Public Key Algorithm: RSA
Not valid before: May 20, 2016 4:08:40 PM
Not valid after: May 15, 2036 4.06:40 PM
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Thit OCSP respanse wias cached at Oct

Bl http:/iocsp.ant.esispain/AY (UNKNOWN)

113 iy certineats chamn)

Company registration number: G&3287510
Organization: ANF Autoridad de Certificacion
Organization unit: ANF Clase 1 CA
Country: ES
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Revoked certifirates can't and should not be trusted, these certificate will cause errors flke “NET: R/

CERT_REVORED" [ browsers and expose d security risk




