CRL & OCSP report for (ANF Autoridad de Certificacion)

["ANF Autoridad de Certificacion”]

# Cerlificate details for certificale with serial number 996458636203982654

Serial number:

hex: dd421d8ad4eff3e

Int: 856458636203882654
Issued by: ANF High Assurance Server CA
Public Key Algorithm: RSA
Not valid before: Gct 1, 2018 12:01:46 PM
Not valid after: Sep 30, 2021 12:01:46 PM

pes not contain any links to an LDAP server
no

icale does not contain &

al zenver i

¢ links with an unk

Certificate Revocation List (CRL)

CRL information

Source: CRL Distribution Paoint listed in Certificate
Location: v.al ANFHIghAssuranc
Size: 982 bytes (DER data)

Response time: 318.93311ms

This update: Cct 3, 2018 4.05:32 PM

Next update: Oct 10, 2019 4:09:33 PM

Revoked: No

Revoked certificates in CRL: 4

Relevant server response headers

Date: Oct 7, 2018 4:36:48 PM
Last Modified: Oct 3, 2018 4:08:33 PM
Expires: Gct 10, 2018 4:08:33 PM

Server and network information

Server Software: Apache

se is set to ‘application/pkix-crl (RFC 5280, section 42.1,13) &

CRL information

Source: CRL Distribution Paint list
Location: ht srl.ant.e
Size: 582 bytes (DER data)
Response time: 465 024656ms

This update: Cot 3, 2019 4:08:33 FM
Next update: Oct 10, 2018 4:09:33 PM
Revoked: No

Revoked certificates in CRL: 4

Relevant server response headers

Date: Oct 7, 2018 4:36:48 PM
Last Modified: Oct 3, 2019 4:00:33 PM
Expires: Oct 10, 2018 4:09:33 PM

Server and network information

Server Software: Apache

hitp:/fwwaianf esicif/ANFHighAssuranceSernverCA cr

dficate detully

Company registration number; GG3287510
Organization: ANF Autoridad de Certificacion
Organization unit: Cerilicado Cualificado de Servidor
Seguro SSLEV

State | Province: Barcelona

Locality: Barcelona

Country: ES

This CRL was cached Al Oct 7, 2019 4:36:48 PM,
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Online Certificate Status Protocol (OCSP)

QCSP response information

Source: OCSP server listed in Cerlficate

Location: hitp/iocsp.anf.es/spaln/AV

Size: 2476 hyles (DER)

Response time: 315 486495ms

Signature algorithm: SHAZ66-RSA

Signature type: CA Delegated

Signed by: ANF High Assurance Server CA Responder 1293
Issued by: ANF High Assurance Server CA

Signing certificate validity: Sep 5, 2019 6:37:.08 PM - Jul 1, 2020 6:37:08 PM
Signing certificate algorithm: SHAZSG6-RSA

Reported statuses: 1

This update: Oct 7, 2018 4:36:48 FM

Next update: Oct 14, 2019 4:36:48 PM

Produced at: Oct 7, 2018 4.36:48 PM

Server status: Success

Status: Good

Relevant server response headers

Date: Oct 7, 2018 4:36:48 PM
Last Modified: COct 7, 2018 4:36:48 PM
Expires: Oct 14, 2018 4:36:48 PM
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hitp://ocsp.anf.esispainiAY (POST)

QCSP response information

Source: OCSP server listed in Certificate

Location: hitp:/iocsp.anf.es/spain/A\V

Size: 2470 byles (DER)

Response time: 518.225707ms

Signature algorithm: SHAZS6-RSA

Signature type: CA Delegated

Signed by: ANF High Assurance Server CA Responder 1283
Issued by: ANF High Assurance Server CA

Signing certificate validity: Sep 5, 2018 6:37:08 PM - Jul 1, 2020 6:37:08 PM
Signing certificate algorithm: SHAZ256-RSA

Reported statuses: 1

This update: Gt 7, 2018 43648 PM

Next update: Oct 14, 2010 4:36:48 PM

Produced at: Oct 7, 2019 4:36:48 PM

Server status: Success

Status: Good

Relevant server responze headers

Date: Oct 7, 2019 4:36:48 PM
Last Modified: Oct 7, 2019 4:36:43 PM
Expires: Oct 14, 2019 4:36:48 PM

not explre before NextUpdate
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This OCSP response was cached at Oct 7, 2099 4:38:48 Pl

This L5 respanse was cache

hitp:fioosp.ant.es/spainiAV (GET)
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respanse was cached at Ot 7,

B http:/iocsp.ant.esispainiAV (UNKNOWN)

OCSP response information

Source: OCSP server listed in Certificate

Location: hitpu//ocsp.ant. es/spaln/Ay

Size: 2484 bytes (DER)

Response time: 333, 760176ms

Signature algorithm: SHAZEE-REA

Signature type: CA Delegated

Signed by: ANF High Assurance Server CA Responder 1293

Issued by: ANF High Assurance Server CA

Signing certificate validity: Sep 5, 2019 6:37.08 PM - Jul 1, 2020 6:37:08 PM
Signing certificate algorithm: SHAZ56-RSA

Reported statuses: 1

This update: Cct 7, 2019 4:36:48 PM

Next update: Oct 14, 2018 4:36:48 PM

Produced at: Oct 7, 2019 4.36:48 PM

Server status
Status: Unknown

ANF H!gh Assurance Server CA (ca Certificate)

# Cerlificate ¢

*talls for ANF High Assurance Se

Serial number: Company registration number: G63287510

hex: 16210358fabBae2 Organization: ANF Autoridad de Certificacion

int: 99E58064253702682 Organization unit: ANF Autoridad intermedia tecnicos
Issued by: ANF Secure Server Root CA Country: ES

Public Key Algorithm: RSA
Not valid before: Sep 5 2018 G:35:44 FM
Not valid after: Sep 2, 2029 6:35:44 PM
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Certificate Revocation List (CRL)

was cached at Oct 3, 2015 11:24:52 P

hittp: el ant es/crifANF SecureServerRootCA-a

CRL information

This

Source: CRL Distribution Foint listed in Cerificate
Location: 7l/ANFSecwr R
Size: B52 bytes (DER data)

Response time: 448 BBE343ms

This update: Sep 4, 2019 12:01:56 PM
Next update: Mar 2, 2020 12:01:56 PM
Revoked: Mo

Revoked certificates in CRL: 0

crl.ant

Relevant server response headers

Date: Oct 3, 2018 12:24.52 PM
Last Modified: Sep 4, 2019 12:01:56 PM
Expires: Mar 2, 2020 12:01:56 PM

Server and network information

Server Software: Apache

2yand the s
3




o MNENTUDOaTE IS armer e Qai@ In e EXpIres cacne Neacar

ontrol max-age not outlive Nextlp

hittp:fww.anf es/cill ANFSecureServerRootCA-arl_crl

CRL information

Source: CRL Distribution Point listed In Certificata

Location: verRootCA-ar orl
Size: B52 bytes (DER data)

Response time: 286 501084ms

This update: Sep 4, 2015 12:01:56 PM

Next update: Mar 2, 2020 12:01:66 PM

Revoked: Mo

Revoked certificates in CRL: 0

Relevant server response headers

Date: Oct 3, 2018 12:24:52 PM
Last Modified: Sep 4, 2019 12:01:56 PM
Expires: Mar 2, 2020 12:01:56 PM

Server and network information

Server Software: Apache

+ Content-Type In response is set to 'application/pkix-crl (RFC 5280, section 4.2.1.13) &
 This CRL file:is DER encoted
+ Response Is al

This CAL was cached at OcL

Online Certificate Status Protocol (OCSP)

hitp:ffecsp.ant.esispainiAV (GET)

QCSP response information

Source: OCSP server listed In Certificate

Location: hitp://ocsp.anf.es/spain/ay

Slze: 2740 bytes (DER)

Response time: 3035367 14ms

Signature algorithm: SHAZ56-R5A

Signature type: CA Delegated

Signed by: ANF Secure Server Rool CA Responder 1289
Issued by: ANF Secure Server Roaot CA

Signing certificate validity: Sep 4, 2019 12;05:36 PM - Jun 30, 2020 12:05:36 PM
Signing certificate algorithm: SHAZEE-RSA

Reported statuses; 1

This update: Oct 3, 2018 12:24:52 PM

Next update: Oct 10, 2018 12:24:52 PM

Produced at: Oct 3, 2018 12:24:52 PM

Server status: Success

Status: Good

Relevant server response headers

Date: Oct 3, 2019 12:24:52 PM
Last Modified: Oct 3, 2019 12:24:52 PM
Expires: Oct 10, 2018 12:24:52 PM

the value of the This
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[ hitp:iocsp.ant esispainiAy (POST)

This OCSP redpanse was cached at Oct 3, 2015 12: M

This OCSP respanse was cached at Oct 3, 3019 10:34:32 Py

OCSP response information




Source: OCSP server listed In Cerificate

Location: hitpe/iocsp.anl esispaln/ay

Size: 2740 byles (DER)

Response time: 302.131608ms

Signature algorithm: SHAZ56-RSA

Signature type: CA Delegated

Signed by: ANF Secure Server Rool CA Responder 1289
Issued by: ANF Secure Server Root CA

Signing certificate validity: Sep 4, 2019 12;05:36 PM - Jun 30, 2020 12:05:36 PM
Signing certificate algorithm: SHAZEE-RSA

Reported statuses; 1

This update: Cct 3, 2019 12:24.52 PM

Next update: Oct 10, 2018 12:24:52 PM

Produced at; Oct 3, 2018 12:24,52 PM

Relevant server response headers

Date: Oct 3, 2018 12:24:52 PM
Last Modified: Oct 3, 2018 12:24:52 PM
Expires: Oct 10, 2018 12:24:62 PM
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QCSP response information

Source: OCSP server listed In Certificate

Location: http://ocsp.anf.es/spain/ay

Size: 2748 byles (DER)

Response time: 304.807021ms

Signature algorithm: SHAZS6-RSA

Signature type: CA Delegated

Signed by: ANF Secure Server Root CA Responder 1289
Issued by: ANF Secure Server Root CA

Signing certificate validity: Sep 4, 2019 12:05:36 PM - Jun 30, 2020 12:05:36 PM
Signing certificate algorithm: SHAZ56-RSA

Reported statuses: 1

This update: Oct 3, 2018 12:24:52 PM

Next update: Oct 10, 2018 12:24:52 PM

Produced at; Oct 3, 2018 12:24:52 PM
Server status: Success
Status: Unknown

ANF Secure Server Root CA (ca certificate)

¥ Cerlificate detalls for ANF Sacure Server Rool CA

Serlal number:

hex: dd3e3bobeld8bhbi

Int: 996380341000553745
Issued by: ANF Secure Server Root CA
Public Key Algorithm: RSA
Not valid before: Sep 4, 2018 12:00:38 PM
Not valid after: Aug 30, 2033 12.00:38 PM
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Thit OCSP respanse wias cached at Oct

Company registration number: G&3287510
Organization: ANF Autoridad de Certificacion
Organization unit: ANF CA Raiz

Country: ES
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Bl http:/iocsp.ant.esispain/AY (UNKNOWN)
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Revoked certifirates can't and should not be trusted, these certificate will cause errors flke “NET: R/

CERT_REVORED" [ browsers and expose d security risk




