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Verizon Terremark’s Management’s Assertion - SSL 
 
Verizon Terremark NV (“Verizon Terremark”) operates the Certification Authority (CA) services known as the CAs as disclosed in 
Appendix A and provides SSL CA services. 
 
The management of Verizon Terremark is responsible for establishing and maintaining effective controls over its SSL CA 
operations, including its network and certificate security system controls, its SSL CA business practices disclosure on its 
website, SSL key lifecycle management controls, and SSL certificate lifecycle management controls. These controls contain 
monitoring mechanisms, and actions are taken to correct deficiencies identified.  
 
There are inherent limitations in any controls, including the possibility of human error, and the circumvention or overriding of 
controls. Accordingly, even effective controls can only provide reasonable assurance with respect to Verizon Terremark’s 
Certification Authority operations. Furthermore, because of changes in conditions, the effectiveness of controls may vary over 
time. 
 
Verizon Terremark management has assessed its disclosures of its certificate practices and controls over its Public Key 
Infrastructure providing Certification Authority (CA) services. Based on that assessment, in Verizon Terremark management's 
opinion, Verizon Terremark has designed and implemented controls supporting Certification Authority services (Managed 
Identity and Access Management Services) at Culliganlaan 2E, Diegem (Belgium) on the Certificate Authorities as 
enumerated in Appendix A (“Subject Matter”) as at September 13, 2019, in accordance with the WebTrust Principles and 
Criteria for Certification Authorities - SSL Baseline with Network Security, Version 2.4.1 at Appendix B (“Criteria”). 
 
Verizon Terremark 
Culliganlaan 2E, Diegem (Belgium) 
 

 
 
Signed by: Bruce R. Biesecker 
Function: Director, Managed Security Services & Identity Management, Verizon Business Group 
 
September 19, 2019  
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