Audit Attestation for

ADACOM S.A.

Reference: 240720-01-AL

Thessaloniki, July 24, 2020

To whom it may concern,

This is to confirm that QMSCERT has audited the CAs of ADACOM S.A. without critical
findings.

This present Audit Attestation Letter is registered under the unique identifier number “240720-
01-AL” and consists of 7 pages.

Kindly find here below the details accordingly.

In case of any question, please contact:

QMSCERT

90, 26th October Str.

546 27 Thessaloniki, Greece

E-Mail: ict-certification@gmscert.com
Phone: +30 2310 443041

. Digitally signed by
With best regards, Ka rani kaS Karanikas Lazaros
Date: 2020.07.24

Lazaros 12:56:09 +03'00"

Lazaros Karanikas
Managing Director

Seat Operations Contact information

90, 26™ October Str., 28, Vlasiou Gavriilidi Str. Tel. +30-2310-535-198
546 27, Thessaloniki 546 55, Thessaloniki Fax. +30-2310535-008
Greece Greece Email: info@gmscert.com

http://www.gmscert.com
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Audit Attestation — ADACOM S.A. — 240720-01-AL

Identification of the
conformity
assessment body
(CAB):

QMSCERT

26" October Str., 90
546 27 Thessaloniki

Greece

Registered under n® 042094606000

Accredited by ACCREDIA under registration 272B* for the
certification of trust services according to “EN ISO/IEC 17065:2013”
and “ETSI EN 319 403 vV2.2.2 (2015-08)".

Identification of the
trust service provider
(TSP):

ADACOM S.A.

Kreontos Str., 25

10442 Athens

Greece

Fiscal Code/VAT 099554476
Registered under 003537101000
Phone +30 2105193923

Fax +30 2105193555
info@adacom.com
www.adacom.com

Identification of the
audited Root-CA:

Symantec Class 2 Public Primary Certification Authority - G6

Distinguished CN=Symantec Class 2 Public Primary

Name Certification Authority - G6,0U=Symantec
Trust Network,O=Symantec Corporation,C=US

SHA-256 CB627D18B58AD56DDE331A30456BC65C60

fingerprint 1A4E9B18DEDCEAOBE7DAAAO7815FFO0

Applied policies | ETSI EN 319 411-1: NCP+; ETSI EN 319 411-
2: QCP-I-gscd, QCP-n-gscd

Technical -
constraints

https://services.accredia.it/ppsearch/accredia_orgmask.jsp?ID LINK=1733&area=310&PPSEARCH ORG SEARCH MASK

ORG=3761&PPSEARCH ORG SEARCH MASK SCHEMI=&PPSEARCH ORG SEARCH MASK SCHEMI ALTRI=&PPSEARCH O

DC SEARCH MASK SETTORE ACCR=&PPSEARCH ORG SEARCH MASK CITTA=&PPSEARCH ORG SEARCH MASK PROVI

NCIA=&PPSEARCH ORG SEARCH MASK REGIONE=&PPSEARCH ORG SEARCH MASK STATO=&orgtype=all&PPSEARCH

ORG_SEARCH MASK SCOPO=&PPSEARCH ORG SEARCH MASK PDFACCREDITAMENTO=&submitBtn=Cerca

This attestation is based on the template version 2.3 as of 2020-02-23, that was approved for use by

ACAB-c.

page 2 of 7 pages


mailto:info@adacom.com
http://www.adacom.com/
https://services.accredia.it/ppsearch/accredia_orgmask.jsp?ID_LINK=1733&area=310&PPSEARCH_ORG_SEARCH_MASK_ORG=3761&PPSEARCH_ORG_SEARCH_MASK_SCHEMI=&PPSEARCH_ORG_SEARCH_MASK_SCHEMI_ALTRI=&PPSEARCH_ODC_SEARCH_MASK_SETTORE_ACCR=&PPSEARCH_ORG_SEARCH_MASK_CITTA=&PPSEARCH_ORG_SEARCH_MASK_PROVINCIA=&PPSEARCH_ORG_SEARCH_MASK_REGIONE=&PPSEARCH_ORG_SEARCH_MASK_STATO=&orgtype=all&PPSEARCH_ORG_SEARCH_MASK_SCOPO=&PPSEARCH_ORG_SEARCH_MASK_PDFACCREDITAMENTO=&submitBtn=Cerca
https://services.accredia.it/ppsearch/accredia_orgmask.jsp?ID_LINK=1733&area=310&PPSEARCH_ORG_SEARCH_MASK_ORG=3761&PPSEARCH_ORG_SEARCH_MASK_SCHEMI=&PPSEARCH_ORG_SEARCH_MASK_SCHEMI_ALTRI=&PPSEARCH_ODC_SEARCH_MASK_SETTORE_ACCR=&PPSEARCH_ORG_SEARCH_MASK_CITTA=&PPSEARCH_ORG_SEARCH_MASK_PROVINCIA=&PPSEARCH_ORG_SEARCH_MASK_REGIONE=&PPSEARCH_ORG_SEARCH_MASK_STATO=&orgtype=all&PPSEARCH_ORG_SEARCH_MASK_SCOPO=&PPSEARCH_ORG_SEARCH_MASK_PDFACCREDITAMENTO=&submitBtn=Cerca
https://services.accredia.it/ppsearch/accredia_orgmask.jsp?ID_LINK=1733&area=310&PPSEARCH_ORG_SEARCH_MASK_ORG=3761&PPSEARCH_ORG_SEARCH_MASK_SCHEMI=&PPSEARCH_ORG_SEARCH_MASK_SCHEMI_ALTRI=&PPSEARCH_ODC_SEARCH_MASK_SETTORE_ACCR=&PPSEARCH_ORG_SEARCH_MASK_CITTA=&PPSEARCH_ORG_SEARCH_MASK_PROVINCIA=&PPSEARCH_ORG_SEARCH_MASK_REGIONE=&PPSEARCH_ORG_SEARCH_MASK_STATO=&orgtype=all&PPSEARCH_ORG_SEARCH_MASK_SCOPO=&PPSEARCH_ORG_SEARCH_MASK_PDFACCREDITAMENTO=&submitBtn=Cerca
https://services.accredia.it/ppsearch/accredia_orgmask.jsp?ID_LINK=1733&area=310&PPSEARCH_ORG_SEARCH_MASK_ORG=3761&PPSEARCH_ORG_SEARCH_MASK_SCHEMI=&PPSEARCH_ORG_SEARCH_MASK_SCHEMI_ALTRI=&PPSEARCH_ODC_SEARCH_MASK_SETTORE_ACCR=&PPSEARCH_ORG_SEARCH_MASK_CITTA=&PPSEARCH_ORG_SEARCH_MASK_PROVINCIA=&PPSEARCH_ORG_SEARCH_MASK_REGIONE=&PPSEARCH_ORG_SEARCH_MASK_STATO=&orgtype=all&PPSEARCH_ORG_SEARCH_MASK_SCOPO=&PPSEARCH_ORG_SEARCH_MASK_PDFACCREDITAMENTO=&submitBtn=Cerca
https://services.accredia.it/ppsearch/accredia_orgmask.jsp?ID_LINK=1733&area=310&PPSEARCH_ORG_SEARCH_MASK_ORG=3761&PPSEARCH_ORG_SEARCH_MASK_SCHEMI=&PPSEARCH_ORG_SEARCH_MASK_SCHEMI_ALTRI=&PPSEARCH_ODC_SEARCH_MASK_SETTORE_ACCR=&PPSEARCH_ORG_SEARCH_MASK_CITTA=&PPSEARCH_ORG_SEARCH_MASK_PROVINCIA=&PPSEARCH_ORG_SEARCH_MASK_REGIONE=&PPSEARCH_ORG_SEARCH_MASK_STATO=&orgtype=all&PPSEARCH_ORG_SEARCH_MASK_SCOPO=&PPSEARCH_ORG_SEARCH_MASK_PDFACCREDITAMENTO=&submitBtn=Cerca

Audit Attestation — ADACOM S.A. — 240720-01-AL

Identification of the
audited Root-CA:

VeriSign Class 1 Public Primary Certification Authority - G3

Distinguished CN=VeriSign Class 1 Public Primary

Name Certification Authority - G3,0U=(c) 1999
VeriSign\, Inc. - For authorized use
only,OU=VeriSign Trust Network,O=VeriSign\,
Inc.,C=US

SHA-256 CBB5AF185E942A2402F9EACBCOED5S5BB87

fingerprint 6EEA3C1223623D00447E4F3BA554B65

Applied policies

ETSI EN 319 411-1: LCP

Technical
constraints

Identification of the
audited Root-CA:

VeriSign Class 2 Public Primary Certification Authority - G3

Distinguished CN=VeriSign Class 2 Public Primary

Name Certification Authority - G3,0U=(c) 1999
VeriSign\, Inc. - For authorized use
only,OU=VeriSign Trust Network,O=VeriSign\,
Inc.,C=US

SHA-256 92A9D9833FE1944DB366ESBFAE7A95B648

fingerprint 0C2D6C6C2A1BEG5D4236B608FCA1BB

Applied policies

ETSI EN 319 411-1: LCP

Technical
constraints

This attestation is based on the template version 2.3 as of 2020-02-23, that was approved for use by

ACAB-c.
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Audit Attestation — ADACOM S.A. — 040620-01-AL

The audit was performed as full period of time audit at the TSP’s location in Athens, Greece.
It took place from 2020-04-06 until 2020-04-09, with complementary tasks on 2020-05-07, and
covered the period from 2019-05-08 until 2020-05-07. The audit was performed according to
the European Standards “ETSI TS 119 495 V1.2.1 (2018-11)", “ETSI EN 319 411-2, V2.2.2
(2018-04)", “ETSI EN 319 411-1, V1.2.2 (2018-04)” and “ETSI EN 319 401, V2.2.1 (2018-04)”
as well as CA/Browser Forum “Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates, version 1.6.9”, considering the requirements of the “ETSI EN
319 403, V2.2.2 (2015-08)” for the Trust Service Provider Conformity Assessment.

The audit was based on the following policy and practice statement documents of the TSP:
1. [CP] DigiCert Certificate Policy, version 5.0 dated 2020-02-06

2. [CPS] ADACOM S.A. Certification Practice Statement for Qualified certificates for
electronic signatures and electronic seals, version 5.0 dated 2020-04-01

3. [CPS] ADACOM Certification Practice Statement for non-Qualified Certificates,
version 4.0 dated 2020-04-01

The TSP named the Sub-CAs that have been issued by the aforementioned Root-CAs, that
are listed in table 1 and that been covered in this audit.

In the following areas, non-conformities have been identified throughout the audit:
Non-conformities with regards to ETSI EN 319 411-2:
6.6.1 Certificate Profile
The TSP has not explicitly documented in its CPS which certificate policy defined
in the standards it adopts as the basis for its custom policies (in order to use it
when the certificate contains only the OID of the custom policy allocated by the
TSP). [GEN-6.6.1-07]

Non-conformities with regards to ETSI EN 319 412-2:

4.2.4 Subject
The TSP shall not include its name in the subjectDN (“O” field), as it does in the
case of Class 2 certificates issued to natural persons.

All non-conformities have been closed before the issuance of this attestation.

This Audit Attestation also covers the following incidents as documented under
- Bug 1563573, DigiCert: Failure to disclose Unconstrained Intermediate within 7 Days:
https://bugzilla.mozilla.org/show bug.cqi?id=1563573
The remediation measures taken by Adacom as described on Bugzilla (see links above) have
been checked by the auditors and properly addressed the incident.

This attestation is based on the template version 2.3 as of 2020-02-23, that was approved for use by
ACAB-c.
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https://pki.adacom.com/repository/downloads/CPS/ADACOM-CPS-for-nonQC-en-V4.0.pdf
https://bugzilla.mozilla.org/show_bug.cgi?id=1563573

CA Subject Distinguished Name

SHA-256 fingerprint

CA Issuer Distinguished Name

Applied policies

EKU

CN=ADACOM CA for EU Qualified e-
Seals,2.5.4.97=VATEL-
099554476,0U=Adacom Trust
Services,OU=Class 2 Managed PKI
Individual Subscriber CA,0U=Symantec
Trust Network,0O=ADACOM S.A.,C=EL

DCESAB8S8FDDD1A3CD890E7Y
9013A3C01CB22BAFC12FE1l
DC16F9F423A36DAET747C7

CN=Symantec Class 2 Public
Primary Certification Authority -
G6,0U=Symantec Trust
Network,O=Symantec
Corporation,C=US

ETSI EN 319 411-1:
NCP+; ETSI EN 319
411-2: QCP-I-gscd

TLS Web Client
Authentication,
E-mail Protection

CN=ADACOM CA for EU Qualified e-
Signatures,2.5.4.97=VATEL-
099554476,0U=Adacom Trust
Services,OU=Class 2 Managed PKiI
Individual Subscriber CA,OU=Symantec
Trust Network,O=ADACOM S.A.,C=EL

027466AD7F9063EOOBE7612
6AB870035C20E1FCB89B324
7766C841BD5272326F

CN=Symantec Class 2 Public
Primary Certification Authority -
G6,0U=Symantec Trust
Network,0=Symantec
Corporation,C=US

ETSI EN 319 411-1:
NCP+; ETSI EN 319
411-2: QCP-n-gscd

TLS Web Client
Authentication,
E-mail Protection

CN=ADACOM Class 1 Consumer | F5F609DC0D1C442D5FA66D | CN=VeriSign Class 1 Public Primary | ETSI EN 319 411-1: | TLS Web Client
lggi\(/)idueg Subscriber CA - | 6017530270705A3369343BD | Certification Authority - G3,0U=(c) LCP Authentication,
,OU=Symantec Trust Qi ) ; A ;
Network O=ADACOM S.A..C=GR B3B9F1ABE3320231651 1999 VeriSign\, Ir?c.. For authorized E-mail Protection
use only,OU=VeriSign Trust
Network,O=VeriSign\, Inc.,C=US
CN=ADACOM Class 2 Consumer | E6F24428DBF966FC5499CF1 | CN=VeriSign Class 2 Public Primary | ETSI EN 319 411-1: | TLS Web Client
Individual Subscriber CA - | 1CADFA8COF23DBF3930C5A | Certification Authority - G3,0U=(c) LCP Authentication,
G2,0U=Symantec Trust

Network,0=ADACOM S.A.,C=GR

3DB4EF2ABC3D29AE302

1999 VeriSign\, Inc. - For authorized
use only,OU=VeriSign Trust
Network,O=VeriSign\, Inc.,C=US

E-mail Protection

CN=ADACOM CA for EU Qualified e-
Seals,2.5.4.97=VATEL-
099554476,0U=Adacom Trust
Services,OU=Class 2 Managed PKI
Individual Subscriber CA,OU=Symantec
Trust Network,O=ADACOM S.A.,C=EL
REPORTED AS INACTIVE SINCE

2018-09-21

4A0A95BB673802D69903870
7925972E4BDC215D2952C6B
4D62FF70936C5B49FB

CN=Symantec Class 2 Public
Primary Certification Authority -
G6,0U=Symantec Trust
Network,0=Symantec
Corporation,C=US

ETSI EN 319 411-1:
NCP+; ETSI EN 319
411-2: QCP-I-gscd

This attestation is based on the template version 2.3 as of 2020-02-23, that was approved for use by ACAB-c.
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6 | CN=ADACOM CA for EU Qualified e- | 214FO5BAC58E05C6BD63640 | CN=Symantec Class 2 Public ETSI EN 319 411-1: | -
Signatures,2.5.4.97=VATEL- 2CA264E80172AF6ECFO7EE | Primary Certification Authority - NCP+; ETSI EN 319

099554476,0U=Adacom Trust .
. ’ 41 2BAGAF7EDF ,OU= tec Trust 411-2: P-n-
Services,0U=Class 2 Managed PKI C6CCC6 6 3 G6,0U=Symantec Trus QCP-n-gscd
Network,0=Symantec

Individual Subscriber CA,OU=Symantec

Trust Network,0=ADACOM S.A.,C=EL Corporation,C=US
REPORTED AS INACTIVE SINCE
2018-09-24
7 | CN=KIBS Qualified Certificate Services | 5AD2C1B078DOEB3F36FB11 | CN=KIBS Verba CA,0U=VeriSign ETSI EN 319 411-1: | -
CA,OU=Class 2 Managed PKI Individual | CE22E5B872635557A85FD17 | Trust Network,0=KIBS AD NCP
Subscriber CA,OU=Terms of use at | gy)Arp51FC4BAT7747330 Skopje,C=MK?
https://ca.kibs.com.mk/repository/rpa
(c)10,0U=VeriSign Trust

Network,0=KIBS AD Skopje,C=MK
EXPIRED ON 2020-02-22, REVOKED
ON 2019-07-18, REPORTED AS
INACTIVE SINCE 2017-06-23

8 | CN=KIBS Certificate Services | BBBFEDAA4AFADO48BEB199 | CN=KIBS Verba CA,0OU=VeriSign ETSI EN 319 411-1: | -
CA,OU=Class 2 Managed PKI Individual | 4970BE7F65A60059B904B6F | Trust Network,0=KIBS AD LCP
Subscriber CA,OU=Symantec  Trust F2E28C32BE71E4B9039 Skopje,C=MK

Network,0=KIBS AD Skopje,C=MK
REVOKED ON 2019-07-18, REPORTED
AS INACTIVE SINCE 2017-06-23

Table 1: Sub-CA’s issued by the Root-CAs or its Sub-CA’s

2 Issued by: CN=VeriSign Class 2 Public Primary Certification Authority - G3,0U=(c) 1999 VeriSign\, Inc. - For authorized use only,OU=VeriSign Trust Network,0=VeriSign\,
Inc.,C=US

This attestation is based on the template version 2.3 as of 2020-02-23, that was approved for use by ACAB-c.
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Modifications record

Version

Issuing Date

Changes

Version 1

2020-07-24

Initial attestation

End of the audit attestation letter.

This attestation is based on the template version 2.3 as of 2020-02-23, that was approved for use by

ACAB-c.
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