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(Translation)

WebTrust for Certification Authorities
Independent Accountant’s Report
February 14, 2020

To Mr. Masaru Sakamoto
Product Management Department
PKI Technology Division
Technology Unit
Cybertrust Japan Co., Ltd.
KPMG AZSA LLC
Partner
Certified Public Accountant

Hiroaki Komatsu

Scope of the examination

We have examined the assertion by the management of Cybertrust Japan Co., Ltd. (the
“management's assertion”) that in providing its certification authority (CA), Cybertrust Japan
Public CA G3, services at Sapporo, Japan (the “CA services”) during the period December 11,
2018 through December 10, 2019 for its CAs as enumerated in Appendix A, Cybertrust Japan
Co., Ltd. has:

1. disclosed its Business, Key Life Cycle Management, Certificate Life Cycle Management, and
CA Environmental Control practices in its Cybertrust Japan Public CA Certification Practice
Statement Version 8.9, dated June 24, 2019 on Cybertrust Japan Co., Ltd.’s website;

2. maintained effective controls to provide reasonable assurance that:
- Cybertrust Japan Co., Ltd. provided its services in accordance with its Cybertrust Japan
Public CA Certification Practice Statement Version 8.9, dated June 24, 2019;
3. maintained effective controls to provide reasonable assurance that:

- the integrity of keys and certificates it manages was established and protected throughout
their life cycles;
- the integrity of subscriber keys and certificates it manages was established and protected

KPMG AZSA LLC, a limited liability audit corporation incorporated under
the Japanese Certified Public Accountants Law and a member firm of the
KPMG network of independent member firms affiliated with KPMG
International Cooperative (“KPMG International”), a Swiss entity.
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(Translation)

throughout their life cycles;

- the Subscriber information was properly authenticated (for the registration activities
performed by Cybertrust Japan Co., Ltd.); and

- subordinate CA certificate requests were accurate, authenticated, and approved;

4. maintained effective controls to provide reasonable assurance that:

- logical and physical access to CA systems and data was restricted to authorized individuals;

- the continuity of key and certificate management operations was maintained; and

- CA systems development, maintenance, and operations were properly authorized and
performed to maintain CA systems integrity

based on the WebTrust Principles and Criteria for Certification Authorities v2.2.

The CAs did not issue certificates during the period September 30, 2019 through December 10,
2019 and were maintained online to provide revocation status information only.

Cybertrust Japan Co., Ltd. does not escrow its CA keys, does not provide subscriber key
generation services, and does not provide certificate suspension services. Accordingly, our
procedures did not extend to controls that would address those criteria.

Management’s responsibility

Cybertrust Japan Co., Ltd.’s management is responsible for its assertion, including the fairness of
its presentation, and maintaining effective controls to provide reasonable assurance of its
described services in accordance with the WebTrust Principles and Criteria for Certification
Authorities v2.2.

Independent Accountants’ responsibility
Our responsibility is to express an opinion on management’s assertion based on our examination.

Our examination was conducted in accordance with IT Committee Practice Guidelines No.2
established by the Japanese Institute of Certified Public Accountants, and accordingly, included
(1) obtaining an understanding of Cybertrust Japan Co., Ltd.’s key and certificate lifecycle
management business practices and its controls over key and certificate integrity, over the
authenticity and confidentiality of subscriber and relying party information, over the continuity
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of key and certificate life cycle management operations, and over the development, maintenance,
and operation of systems integrity; (2) selectively testing transactions executed in accordance
with disclosed key and certificate life cycle management business practices; (3) testing and
evaluating the operating effectiveness of the controls; and (4) performing such other procedures
as we considered necessary in the circumstances.

We believe that our examination provides a reasonable basis for our opinion.

The relative effectiveness and significance of specific controls at Cybertrust Japan Co., Ltd.’s CA
services and their effect on assessments of control risk for subscribers and relying parties are
dependent on their interaction with the controls and other factors present at individual subscriber
and relying party locations. We have performed no procedures to evaluate the effectiveness of
controls at individual subscriber and relying party locations.

Limitations in controls

Because of the nature and inherent limitations of controls, Cybertrust Japan Co., Ltd.'s ability to meet the
aforementioned criteria may be affected. For example, controls may not prevent, or detect and correct, error,
fraud, unauthorized access to systems and information, or failure to comply with internal and external
policies or requirements. Also, the projection of any conclusions based on our findings to future periods is

subject to the risk that changes may alter the validity of such conclusions.

Opinion
In our opinion, during the period December 11, 2018 through December 10, 2019, the
management's assertion is fairly stated, in all material respects, based on the WebTrust Principles

and Criteria for Certification Authorities v2.2.

Emphasis
This report does not include any representation as to the quality of Cybertrust Japan Co., Ltd.'s
services beyond those covered by the WebTrust Principles and Criteria for Certification

Authorities v2.2, nor the suitability of any of Cybertrust Japan Co., Ltd.'s services for any

customer's intended purpose.

Cybertrust Japan Co., Ltd.’s use of the WebTrust for Certification Authorities Seal on Cybertrust
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(Translation)

Japan Co., Ltd.’s website constitutes a symbolic representation of the contents of this report and
it is not intended, nor should it be construed, to update this report or provide any additional
assurance.

Other matter
KPMG AZSA LLC and engagement partners have no interest in Cybertrust Japan Co., Ltd., which
should be disclosed pursuant to the provisions of the Certified Public Accountants Law of Japan.

(The above represents a translation, for convenience only, of the original report issued in the
Japanese language.)
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Assertion by Management
as to its Disclosure of its Business Practices and its
Controls Over its Certification Authority Operations During the Period December 11,
2018 through December 10, 2019

February 14, 2020

Masaru Sakamoto

Product Management Department
PKI Technology Division
Technology Unit

Cybertrust Japan Co., Ltd.

Cybertrust Japan Co., Ltd. (“Cybertrust”) provides the following certification authority (CA)
services (the “CA services”) through its CAs as enumerated in Appendix A:

* Subscriber registration

* Certificate renewal

* Certificate rekey

* Certificate issuance

» Certificate distribution

» Certificate revocation

» Certificate Validation

The management of Cybertrust is responsible for establishing and maintaining effective controls
over its CA operations, including CA business practices disclosure in its Cybertrust Japan Public
CA Certification Practice Statement Version 8.9, dated June 24, 2019 on Cybertrust’s website,

service integrity (including key and certificate life cycle management controls), and CA
environmental controls. These controls contain monitoring mechanisms, and actions are taken to
correct deficiencies identified.

Controls have inherent limitations, including the possibility of human error and the
circumvention or overriding of controls. Accordingly, even effective internal control can provide
only reasonable assurance with respect to Cybertrust's CA operations. Furthermore, because of
changes in conditions, the effectiveness of controls may vary over time.

The management of Cybertrust has assessed the controls over its CA operations. Based on that
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(Translation)
assessment, in Cybertrust’s Management’s opinion, in providing the CA services at Sapporo,

Japan, during the period December 11, 2018 through December 10, 2019, Cybertrust has:

1. disclosed its Business, Key Life Cycle Management, Certificate Life Cycle Management, and
CA Environmental Control practices in its Cybertrust Japan Public CA Certification Practice

Statement Version 8.9, dated June 24, 2019 on Cybertrust’s website;

2. maintained effective controls to provide reasonable assurance that:
- Cybertrust provided its services in accordance with its Cybertrust Japan Public CA
Certification Practice Statement Version 8.9, dated June 24, 2019;
3. maintained effective controls to provide reasonable assurance that:

- the integrity of keys and certificates it manages was established and protected throughout
their life cycles;

- the integrity of subscriber keys and certificates it manages was established and protected
throughout their life cycles;

- the Subscriber information was properly authenticated (for the registration activities
performed by Cybertrust); and

- subordinate CA certificate requests were accurate, authenticated, and approved;

4. maintained effective controls to provide reasonable assurance that:

- logical and physical access to CA systems and data was restricted to authorized
individuals;

- the continuity of key and certificate management operations was maintained; and

- CA systems development, maintenance, and operations were properly authorized and
performed to maintain CA systems integrity

based on the WebTrust Principles and Criteria for Certification Authorities v2.2 including the

following:

CA Business Practices Disclosure

CA Business Practices Management

® Certification Practice Statement Management

Service Inteqgrity

CA Key Life Cycle Management Controls
® CA Key Generation
® CA Key Storage, Backup, and Recovery
® CA Public Key Distribution
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CA Key Usage
CA Key Archival and Destruction
CA Key Compromise

CA Cryptographic Hardware Life Cycle Management

Subordinate CA Certificate Life Cycle Management Controls

® Subordinate CA Certificate Life Cycle Management

Certificate Life Cycle Management Controls

® Subscriber Registration
Certificate Renewal
Certificate Rekey
Certificate Issuance
Certificate Distribution
Certificate Revocation

Certificate Validation

CA Environmental Controls

Security Management

Asset Classification and Management
Personnel Security

Physical and Environmental Security
Operations Management

System Access Management

Systems Development and Maintenance
Business Continuity Management
Monitoring and Compliance

Audit Logging

The CAs as enumerated in Appendix A did not issue certificates during the period September
30, 2019 through December 10, 2019 and were maintained online to provide revocation status
information only.

Cybertrust does not escrow its CA keys, does not provide subscriber key generation services,
and does not provide certificate suspension services. Accordingly, our assertion did not extend
to controls that would address those criteria.
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(Translation)

(The above represents a translation, for convenience only, of the original assertion issued in the
Japanese language.)



List of CAs in Scope
® Cybertrust Japan Public CA G3

Appendix A

CA ldentifying Information for in Scope CAs
® Cybertrust Japan Public CA G3

(Translation)

No | Subject Issuer Serial | Key Key Size | Digest Not Not SKIl Fingerprint
Algorithm Algorithm | Before | After
1 CN = | CN = | 07 27 | rsaEncrypt | 2048bit shal, May 9, | June 9, | 73a8 | (SHA1)
Cybertrust | Baltimore 8728 | ion sha256 2013 2020 0853 | 17FF8923735
Japan CyberTrust 1:04:33 | 1:03:3 | 29hb8 | A980823655
Public CA | Root 1 15fb | 0488F96C53
G3 ou = 9980 | 098212543
O = | CyberTrus e5ch
Cybertrust | O = 37d8 | (SHA256)
Japan Co., | Baltimore f839 | 5EDD31887
Ltd. C=IE Tbad | B72455B409
cC=Jp 1306 | 4005273ED7
508B7175E9
2DEF395BD
1F7ADB210
079DF21
2 CN = | CN = | 07 27 | rsaEncrypt | 2048bit shal, January | June 73a8 | (SHAL)
Cybertrust | Baltimore 9ca5 | ion sha256 23, 10, 0853 | 7E41DF13E9
Japan CyberTrust 2014 2020 29b8 | A50BFA148
Public CA | Root 3:45:54 | 2:44:4 | 15fb | D0C9482BB
G3 ou = 6 9980 | 424B73D7B6
O = | CyberTrus e5c5 | DF
Cybertrust | O = 37 d8
Japan Co., | Baltimore f839 | (SHA256)
Ltd. C=IE 7ba4 | C39C3F6190
CcC=Jp 1306 | 57DD59903C
62F8BC1C86
8C668E0F45
1A79A55230
A248BE16B
E10FF
3 CN = | CN = | 07 27 | rsaEncrypt | 2048bit shal, Februar | June 73a8 | (SHAl)
Cybertrust | Baltimore a276 | ion sha256 y 28, | 10, 0853 | 421176A7C4
Japan CyberTrust 2014 2020 29b8 | EB64AT7C879
Public CA | Root 3:09:27 | 2:07:2 | 15fb | 5977ED0379
G3 ou = 9 9980 | FAEOF7495C
O = | CyberTrust e5ch
Cybertrust | O = 37d8 | (SHA256)
Japan Co., | Baltimore f839 | CFB93C1B3
Ltd. C=IE Tbad | 98F5884E69
cC=Jp 1306 | 8DCEBO2FC
4300FBFFF3
824A03B43A
89D7AES56C
C401204
4 CN = | CN = | 05 43 | rsaEncrypt | 2048bit shal, Novem | May 73a8 | (SHAL)
Cybertrust | Baltimore 40 dO0 | ion sha256 ber 15, | 10, 0853 | C05265396B
Japan CyberTrust | a2 c4 2016 2025 29b8 | 57CA49CCB
Public CA | Root cc 81 21:03:3 | 21:00: 15fb | 2B03C9ChH9
G3 ou =] 11 fa 1 00 9980 | CD76BC5D9
o = | CyberTrust | a8 37 e5c¢5 | 157
Cybertrust | O = | 7d 46 37 d8
Japan Co., | Baltimore e0 6f f839 | (SHA256)
Ltd. C=IE Tba4 | EB57F20511
cC=Jp 1306 | 3A581147E0
F1D9732827
4FB0O30EC69
EEC89CA29
7DCF55A3F

B4463C




KPMG HSEBEEA

BREE bISEEEA Telephone 03 3266 7500
HRBFEREZAFA1E 25 Fax 03 3266 7600
HISstUA2—EIL T162-8551 Internet http://www.kpmg.com/jp/azsa

period of time

WL L 7-BEEEIE AN DFRIEF D7~ D WebTrust FRAEHEE

20202 A 14 H
P A R— kT 2 MRS
e ss
PKT RS
AL 74 N SV AV i
WA B B

BT & SEAEEA %ﬂ!(
N—h~F— AFEFE e fﬁ

WMEEAYE NI, REER D729 D WebTrust DO MFEYE v2. 2 (the WebTrust Principles and Criteria
for Certification Authorities v2.2) IZH-3W\W T, 20184F 12 A 11 A225 201945 12 A 10 H
ECTOHMITIBNT, kARSI A N— b7 2 MERSHEOREER (LLF TCA] &
9,) Cybertrust Japan EV CA G2 (AL#Z) ¥ —t 2 (LAF TCAH—E 2] Lo ,) Dtz
DWTREH SN TREEOFLIRE ) IOV THRIEEIT 72, 0¥, Uik CA X, 201949 A
30 H25 2019 4E 12 A 10 H £ TOHMIZHB T, MAFEAEZRITLTE LT, iEHENL
TG D I AR L Tz,

PEEE OFLREFEIC X E, A 3= 7 2 MRASHIL CA —E R ZHONWT, FilFHEEE
i LT,

L Y ANRN= T2 PRSI, CABERT DR A, #OT A 7H A 7 VEPLLGEHE
DIA T HA 7 NVEIRKROCABREE DN DRSS & A "— TR MRASHDO Y =7
YA F T [Cybertrust Japan EV CA Certification Practice Statement (EVCEEGIF/EiEH
BiFE) Version 4.2 (2019426 H24 HYGET) | I THI/R LT,

2. YA NR—=1FT A MERESHIT, FRRISOW THEI R RAE 2 #2432 B 2072 N il % e
FEL T,

Y A=~ T2 MERXEHD [Cybertrust Japan EV CA Certification Practice
Statement (EVCEREE/EIE ML) Version 4.2 (201946 H 24 AcksE]) | (ZHEHLL
PR ERt LTz b,

3. VA NR— KT A MERSHIT, FRUIZOWTE IR 72 RGE 2 $2 147 2 2h 72 NS &
FFL Wiz,

PAN—= TR MRASHENERT 28 LFENEDA T 7V T 4 BHEL S, £D

KPMG AZSA LLC, a limited liability audit corporation incorporated under
the Japanese Certified Public Accountants Law and a member firm of the
KPMG network of independent member firms affiliated with KPMG
International Cooperative (“KPMG International”), a Swiss entity.


http://www.kpmg.com/jp/azsa
http://www.webtrust.org/principles-and-criteria/item83172.aspx
http://www.webtrust.org/principles-and-criteria/item83172.aspx
https://www.cybertrust.ne.jp/ssl/repository/index.html
https://www.cybertrust.ne.jp/ssl/repository/index.html
https://www.cybertrust.ne.jp/ssl/repository/index.html
https://www.cybertrust.ne.jp/ssl/repository/index.html

KPMG

TATHA 7NV EZBLTRESNTWZ &,
P A N— T2 MERSHEDE T DIMAEZH L MAETEHZEDO A 7 7V T 4 g
NI, EDTATHA I N EBE L TRES TN &
A OIEBIL, A 3= b T R MERSHEAT O BEEF O, BWUICRIES
TWkez b,
TAICADGERERGE X, T, BBAES, ARIhTWeZ &,
4. HA = h T A MEREAET, TRRICHOW TABRA 2R RAE 23203 5 A 20 72 N EBHTH % e
FFL Tz,
CAV AT I ET =2 ~OimBR, MENT 7 & A%, AR S @A ICHIR ST
7=z &,
g LFEEOEHICET 2 EH OISR S T2 &y
CAVAT LDA T 7 VT 4 MR D720, CAVAT LOBRFE, AR5 & ONEH
AR I, FEfSnTWieZ &,

PAN— TR MRS HIE, CADGZ FFEE T, IMAE#E O A5l & OREA F 0O —Rpfs 1L
—E R L2y, 6o T, SEABEADOTFRIL, T b OMUEC B 5 NERHTHI 2 & A
TR,

ALIREF TR 2 R D BT

P AN— T2 MEASHOREEZ DOEMRIL. RELRDZOHOD WebTrust OHHE v2. 2 [THKS
WT, CA —ERORMIN TR FICTHHE SN BVITINTVWD Z & OGHEIRIEZ 247
BT DR 2R L, B EL R L REFR O E L EICERT S 2 L
W25,

W FERH OEA

BEAENOFMIL, YEEEANOEM L7 RISV TREF OFLIREITX L Ciiim i
WETHZLITH D,

VEAIEANORGEL, | TEBSFEBIRHE 25 [Trust ¥ — B R T4R 2 FEBHEE (PRIWE) )
WL TS, (DA RN— T2 MRS O LEFEHED T A 7 A 7 VEHO LY
AAFEG RO EFEREFEDA 7 77U T 4 IMAFE LEFHEIGHMOGEGE & B AT ROGE, #t & 5L
HEDT A 7 A 7 VEBIARDIEBH OGN, AT LA T 70T 1 OBZE, R, KOGE
AT 2NEmHl 2B L, (2) A 13— b T 2 MERSHPFR LTcgE L FERED T A 74
AT NVEBOE PR AEBIH > TEBINZEBG| Z2REICL D 72 L, (3) NERHEH 0 H
WIOFIEZT A b, FHl L, (4) YEEAEIEADRGITIS U TRE EFRD T2 E OO Fii x5

3


http://www.webtrust.org/principles-and-criteria/item83172.aspx

KPMG

ML7=Z L EFHEALTND,

VEEAIENL, BREORER & L TRz Mt 2720 O GBI 2457 Ll L T 2

P A= T X MRASHD CA —E R &é%m@ﬁ%%ﬁ@mﬁmﬁﬁﬁé&égﬁ\
B OIMAFE LASHEE O NERHEH] ) R 7 OFHBIZ S 2 5 8T, 1% 5 OPNEHEHI~OMHEEIER. &
OME % DIMAE EAZHE OFTESPTIZB W THEN L £ OMOBERITEF L TWD, HEEAEAN
ERIOIAZE LAZHEE OFES N 31T 2 W O F 22 M3 5 72 O Ffie & Ffi L
TUNRUY,

PN il D B
PNEBRE B OMEE P A ORR D72, ISR BEICE G T 2720 DOW A S— F T 2 hME
RSt ORENNTE L KT T ATRetER & 5, Fl 21X, WEHHNZ LV IRB UIRE, VAT L%
BEHA~DORAGROT 7 A N RUOIMEEDO R U =B RO BSFIER 2B 1k, R, E1E
THIENTERNI ENDH D, X YEAEANDORAFHIZES S fEmo bfeke T+ 5 2
I, BERETHZLIZLY, ZORMOZUEELRI VAT RD D,

=80

WEEAT R AT, B E DR EN, FREFR DT D WebTrust DHYE v2. 2 [2FE-SW\ T, 2018 4
12H 11 H25 201945 12 A 10 HETOHBIZBWT, 2 TOEER SICBWTHEHEICE RS
NTWAELDERD S,

R I

Z OEFEREEIT, BREER D725 O WebTrust OFIUE v2. 2 NxfHR & LTV D#EPHAZ B T, W
AN—= T2 MEASHD CA P —ERADMEIZ OV T bR a®mET 56D TIER, X,
W R DR O BT 2 BT %A N— kT 2 MERSHEO CA h— B2 D@ AHEIZ DV
THALFEmERET D2 HDTIHRV,

B A 3= F T A MEREAED Web 4 b EOFRRER D7D WebTrust ¥ — L OEHIZ, 2D
TRAEME HEONE & LA E mbfwéw\u@%ﬂﬁmawﬁﬁﬂi£M%@%ﬂ%ﬁ&
THZEEZEM LD TIERLS, Z2OX D RFRAZ T & TIER,

FlE=EIfR
Yq A= b TR MRS L MERE A UTA— F P — s OfICiE, ARSFHEEOEIC
HEUCREET NS FIERRIT 0,

DS


http://www.webtrust.org/principles-and-criteria/item83172.aspx
http://www.webtrust.org/principles-and-criteria/item83172.aspx

G

cybertrust

W E 2 DR E
2020 422 A 14 A

A e kTR PR ATE

PP\T‘]A_M '1-\| |

7 A Py -s - ./ ; A Lo RER

Wk, HERACEIE SRR (LT TCAl w9, ) ZEU T, RO (FLIg) o —re =&
(LLF TCA—EX] Lo, ) LT D,

NG D X555

RIERAE O B

AR SE D AR AR

AR E D RAT

RIEB R OO Bl ik

REBE DK

AERE DA

WH-ORREF L, YHDOWebH 1 FTABI L TW5 [Cybertrust Japan EV CA Certification Practice
Statement (EVCERE/ZIEBIFL) Version 4.2 (20194E6 24 HLET) | ITBIFBCAL VR A EBE DR,
P—CADA T 7Y T 4 BELFEHEDT A 7 A 7 VERE G, ) KOCARRKONEHH % &1 4t
DCADEIZHDONWT, A7 NEHEHI Z ML L, MR 2 2 & ICEER® 5, ZhbONERHITE=42 1
VT OHMAEGTEY BB SN RMGEAEIET 272D OITEIRI O,

PRI 1TRRE S OB HE I O RSO ER 2 ST @A ORAN D 5, L7eddi> T, ARh7RPNEHH &
WX EH, YtEo CA DEHIZ OV TABEMNRRIAEZIRMT 2 O T LR, I 512, RIOEIZ &

0 PRI O EIXRER] & & BB T DG ERH D,

Lo EEIL, BrEOCAOEANI S 2 NEHLHl 2 7/l L7z, £ ORI RS < iR EHE OB R T
IE. YiX, FEEREO O DOWebTrust DI HEV2. 2 (the WebTrust Principles and Criteria for
Certification Authorities v2.2) |Z¥ELL T, 20185F-12H 11 HH5H20194F12H 10 H £ TOHMIZRB VT,
CAV—EZ DML LT, TROFHEAEM L=, 2B, Hi%CAIX. 20194F9H 30 H 7> 5H20194212 10H
FTOHMHENCEBNT, MAFTEHEZRIT L TE LT, EHEORDERO AR L Tz,

1. BHOCANRFERTIES KA, BOTA TV A IV NVEBLEFAED T A 79 A 7 VEF K OCABREE DK
FEHEI D FEEE . BHDOWebW A MZEIT S [Cybertrust Japan EV CA Certification Practice
Statement (EVCEREFJEEHHEIFE) Version 4.2 (20194E6H 24 HikET) | W CTRAR L TU=,



https://www.cybertrust.ne.jp/ssl/repository/index.html
https://www.cybertrust.ne.jp/ssl/repository/index.html
http://www.webtrust.org/principles-and-criteria/item83172.aspx
https://www.cybertrust.ne.jp/ssl/repository/index.html
https://www.cybertrust.ne.jp/ssl/repository/index.html

2.

3.

G

cybertrust

TREIZOWTE B ZRRAE & PR UL 2 B 20 2 PNERRE il & HEFF L Cuhiz,
MHI%, [Cybertrust Japan EV CA Certification Practice Statement (EVCERGE/miEHHER)

Version 4.2 (20196 24 HKET) | ICHEMLL TH—E R &L Tz Z &,

TR DWW TH B R RAE & 1R U 2 A2 2 PERHE I A AR L T,
BHNERT LG LM EOAL T T VT A BENLEIN, ZDOTAT7HA 7 NV EB L TRESN
TWeZ &,
YHNEETHMAZREIMAEEAEDA T 7 VT A DHENLSIL, DT A 7 A 7 VR
CCR#ESN TN D &,
IR DIERIZ. BT O BEREBE OO, BWEUNSRRES LTV Z &,
TOLCADGEREHGE X, EfET, JiES L, ARSI TV &,

TR OWTH B R ORGE & 1R 2 A 2D 22 P HE I 2 A Hr L Tz,
CAV AT L& T —H ~OmB), MM T 7 &A%, ABESNEEACHRER Tz Z &,
L AEAEOFEIICET 2 EA O SERF STV Z &,
CAV AT DDA T 7 VT 4 R 5720, CAY AT LOBFE, 5T M O 2381 &R &
. Effp STz &,

Mo NVERL U 7= ZREEJR D 72 8D D WebTrust OELVE v2. 2 121%, L FREEN5,

CAE PR AEBEDBT
CADE Y R AEKEH
RGEJREA B (CPS) & B

Y —2ROAL T T VT 4
CABEZ A 7 A o VA BR O PN
CASE D ik,
CAEDORA ML —, Ry T v 7 LHEIR
CAZN BREED B s
CABE il VA
CASEE D PR A7 B UM 2
CASE D fE bRk,
CADKEFA/N— R =27 T A 7% A 7 VOEH

FAICADFEAE T A 73 A 7 VEFONERFLHE
TAICAGERAE S A 791 7 LT

AEHE T A 7Y A 7 VEF O PN



https://www.cybertrust.ne.jp/ssl/repository/index.html
https://www.cybertrust.ne.jp/ssl/repository/index.html
http://www.webtrust.org/principles-and-criteria/item83172.aspx

(

cybertrust

I D %5 §%
AR T D B
AEHEOFA R
AER B D RAT
AEAE O R
AERAE D %D
AEAEOFA

CABREE 0D N HE il
XU T7 R
ERED S LA B
ANEDODEX=2VT 4
MR - REEREX 2 T o
T E
VAT LT 7R EH
TAT LB L IRST
B YR A ke o 4 B
E=H Y T LT
A v 7 ORS

WAL, CAO#EZ FLE T, MAZEHOER L OGEAED —FHE L —E X AL L7220, fiEo
T, o ECIE, 200 ORMEICEIET 2 NEHH 25 A TR,



8k A

k42 CA
® Cybertrust Japan EV CA G2

%G CA DFEH
zZ ¥ % o * * f il A
7 17 Y | | Ff %l %l 7 i
v # 7 T A 7 b2t ] v
el JV v A v HES S b
V4 & = A = D D V4
k 22 U U £ & N
A A f T
2 2 3}%
=
il
1 CN = | CN = | 0400 | rsaEncr | 2048bit shal, 20124F 20194F12 9143 | (SHA1)
Cybertrust Cybertrust 0000 | yption sha256 | 11H9H HI9H 05 ec | B5SD17FE3B
Japan EV | Global Root | 0001 17:00:00 | 17:00:00 b4 6a | DCO3F80B7
CAG2 O = | 3aeb 15 4f | A81FFCB63
(0] = | Cybertrust, 37 ed dc el | FCB583226
Cybertrust Inc 9e ee 86 | 8ABD
Japan Co,, 56 5¢
Ltd. 11d0 | (SHA256)
C=JP 2a2b | 8917FCCC5
8d 5f | 0424C56C98
5BCOB352F
53BOCC9A8
E4B7763242
EA988C9D1
CDO0527F0
9 CN = | CN = | 04 00 | rsaEncr | 2048bit shal, 201441 | 20194 12 | 9143 | (SHAL)
Cybertrust Cybertrust 00 00 | yption sha256 | H 8 H | H 10 H | 05ec | 15C936ADC
Japan EV | Global Root | 00 01 17:00:00 | 17:00:00 b4 6a | AOLCA4CF3
CAG2 O = | 4372 15 4f | 1FOFC1137F
0 = | Cybertrust, 03 34 dcel | A60C110EB
Cybertrust Inc 9a ee 86 | FD7
Japan Co., 56 5¢
Ltd. 11d0 | (SHA256)
C=JP 2a2b | BD45B252C
8d 5f | 72F3D6D9%4
A57BD6F73
1541297628
80396E7441
7TACF51257
932969C6
3 CN = | CN = | 04 00 | rsaEncr | 2048bit shal, 201442 | 20194 12 | 9143 | (SHAL)
Cybertrust Cybertrust 00 00 | yption sha256 | H 26 H | H 10 H | 05ec | 9902D1D15
Japan EV | Global Root | 00 01 17:00:00 | 17:00:00 b4 6a | C5A162881
CAG2 O = | 44 6Ge 15 4f | 2C2E23A38
0 = | Cybertrust, 19 52 dc el | 4C2BB4E1D
Cybertrust Inc e6 ee 86 | A370
Japan Co,, 56 5¢
Ltd. 11d0 | (SHA256)
C=JP 2a2b | 87D9130F0
8d 5f | DB2627814
E486AF7FE
1954C1FE4
E3CBFA193
DOF66AA11
57CC9EE08
[




CN =
Cybertrust
Japan EV
CAG2

(0] =
Cybertrust
Japan Co.,
Ltd.

c=Jp

CN =
Cybertrust
Global Root
(0] =
Cybertrust,
Inc

Oa al
58 96
a4 di
af 80
0d al
69 Oe
f4 a3
af b4

rsaEncr
yption

2048bit

shal,
sha256

20174E7
H 18 H
21:19:28

2021 4 12
A 14 H
21:00:00

9143
05 ec
b4 6a
15 4f
dc el
ee 86
56 5¢
11d0
2a2b
8d 5f

(SHAL)
E3D9D219C
4ED513669
FSEF3FA15
ABDE1278F
2927

(SHA256)
400E5E8524
F355987985
76312E75A5
45140A4E4
B7314C1C8
C53FD7ECS
20E77B5

IV



KPMG AZSA LLC Telephone +81 (3) 3266 7500
AZSA Center Building Fax +81 (3) 3266 7600
1-2, Tsukudo-cho, Shinjuku—ku Internet http://www.kpmg.com/jp/azsa

Tokyo 162-8551, Japan
period of time

(Translation)
WebTrust for Certification Authorities

Independent Accountant’s Report
February 14, 2020

To Mr. Masaru Sakamoto
Product Management Department
PKI Technology Division
Technology Unit
Cybertrust Japan Co., Ltd.
KPMG AZSA LLC
Partner
Certified Public Accountant

Hiroaki Komatsu

Scope of the examination

We have examined the assertion by the management of Cybertrust Japan Co., Ltd. (the
“management's assertion”) that in providing its certification authority (CA), Cybertrust Japan EV
CA G2, services at Sapporo, Japan (the “CA services”) during the period December 11, 2018
through December 10, 2019 for its CAs as enumerated in Appendix A, Cybertrust Japan Co., Ltd.
has:

1. disclosed its Business, Key Life Cycle Management, Certificate Life Cycle Management, and
CA Environmental Control practices in its Cybertrust Japan EV CA Certification Practice
Statement Version 4.2, dated June 24, 2019, on Cybertrust Japan Co., Ltd.’s website;

2. maintained effective controls to provide reasonable assurance that:

- Cybertrust Japan Co., Ltd. provided its services in accordance with its Cybertrust Japan EV
CA Certification Practice Statement Version 4.2, dated June 24, 2019;
3. maintained effective controls to provide reasonable assurance that:

- the integrity of keys and certificates it manages was established and protected throughout
their life cycles;

- the integrity of subscriber keys and certificates it manages was established and protected
throughout their life cycles;

KPMG AZSA LLC, a limited liability audit corporation incorporated under
the Japanese Certified Public Accountants Law and a member firm of the
KPMG network of independent member firms affiliated with KPMG
International Cooperative (“KPMG International”), a Swiss entity.
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(Translation)

- the Subscriber information was properly authenticated (for the registration activities
performed by Cybertrust Japan Co., Ltd.); and

- subordinate CA certificate requests were accurate, authenticated, and approved;

4. maintained effective controls to provide reasonable assurance that:

- logical and physical access to CA systems and data was restricted to authorized individuals;

- the continuity of key and certificate management operations was maintained; and

- CA systems development, maintenance, and operations were properly authorized and
performed to maintain CA systems integrity

based on the WebTrust Principles and Criteria for Certification Authorities v2.2.

The CAs did not issue certificates during the period September 30, 2019 through December 10,
2019 and were maintained online to provide revocation status information only.

Cybertrust Japan Co., Ltd. does not escrow its CA keys, does not provide subscriber key
generation services, and does not provide certificate suspension services. Accordingly, our
procedures did not extend to controls that would address those criteria.

Management’s responsibility

Cybertrust Japan Co., Ltd.’s management is responsible for its assertion, including the fairness of
its presentation, and maintaining effective controls to provide reasonable assurance of its
described services in accordance with the WebTrust Principles and Criteria for Certification
Authorities v2.2.

Independent Accountants’ responsibility
Our responsibility is to express an opinion on management’s assertion based on our examination.

Our examination was conducted in accordance with IT Committee Practice Guidelines No.2
established by the Japanese Institute of Certified Public Accountants, and accordingly, included
(1) obtaining an understanding of Cybertrust Japan Co., Ltd.’s key and certificate lifecycle
management business practices and its controls over key and certificate integrity, over the
authenticity and confidentiality of subscriber and relying party information, over the continuity
of key and certificate life cycle management operations, and over the development, maintenance,
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(Translation)

and operation of systems integrity; (2) selectively testing transactions executed in accordance
with disclosed key and certificate life cycle management business practices; (3) testing and
evaluating the operating effectiveness of the controls; and (4) performing such other procedures
as we considered necessary in the circumstances.

We believe that our examination provides a reasonable basis for our opinion.

The relative effectiveness and significance of specific controls at Cybertrust Japan Co., Ltd.’s CA
services and their effect on assessments of control risk for subscribers and relying parties are
dependent on their interaction with the controls and other factors present at individual subscriber
and relying party locations. We have performed no procedures to evaluate the effectiveness of
controls at individual subscriber and relying party locations.

Limitations in controls

Because of the nature and inherent limitations of controls, Cybertrust Japan Co., Ltd.'s ability to meet the
aforementioned criteria may be affected. For example, controls may not prevent, or detect and correct, error,
fraud, unauthorized access to systems and information, or failure to comply with internal and external
policies or requirements. Also, the projection of any conclusions based on our findings to future periods is

subject to the risk that changes may alter the validity of such conclusions.

Opinion
In our opinion, during the period December 11, 2018 through December 10, 2019, the
management's assertion is fairly stated, in all material respects, based on the WebTrust Principles

and Criteria for Certification Authorities v2.2.

Emphasis
This report does not include any representation as to the quality of Cybertrust Japan Co., Ltd.'s
services beyond those covered by the WebTrust Principles and Criteria for Certification

Authorities v2.2, nor the suitability of any of Cybertrust Japan Co., Ltd.'s services for any

customer's intended purpose.

Cybertrust Japan Co., Ltd.’s use of the WebTrust for Certification Authorities Seal on Cybertrust
Japan Co., Ltd.’s website constitutes a symbolic representation of the contents of this report and
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(Translation)

it is not intended, nor should it be construed, to update this report or provide any additional

assurance.

Other matter
KPMG AZSA LLC and engagement partners have no interest in Cybertrust Japan Co., Ltd., which
should be disclosed pursuant to the provisions of the Certified Public Accountants Law of Japan.

(The above represents a translation, for convenience only, of the original report issued in the

Japanese language.)
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Assertion by Management
as to its Disclosure of its Business Practices and its

Controls Over its Certification Authority Operations During the Period December 11,
2018 through December 10, 2019

February 14, 2020

Masaru Sakamoto

Product Management Department
PKI Technology Division
Technology Unit

Cybertrust Japan Co., Ltd.

Cybertrust Japan Co., Ltd. (“Cybertrust”) provides the following certification authority (CA)
services (the “CA services”) through its CAs as enumerated in Appendix A:

* Subscriber registration

* Certificate renewal

* Certificate rekey

* Certificate issuance

» Certificate distribution

» Certificate revocation

» Certificate Validation

The management of Cybertrust is responsible for establishing and maintaining effective controls
over its CA operations, including CA business practices disclosure in its Cybertrust Japan EV

CA Certification Practice Statement Version 4.2, dated June 24, 2019 on Cybertrust’s website,

service integrity (including key and certificate life cycle management controls), and CA
environmental controls. These controls contain monitoring mechanisms, and actions are taken to
correct deficiencies identified.

Controls have inherent limitations, including the possibility of human error and the
circumvention or overriding of controls. Accordingly, even effective internal control can provide
only reasonable assurance with respect to Cybertrust's CA operations. Furthermore, because of
changes in conditions, the effectiveness of controls may vary over time.
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(Translation)
The management of Cybertrust has assessed the controls over its CA operations. Based on that

assessment, in Cybertrust’s Management’s opinion, in providing the CA services at Sapporo,
Japan, during the period December 11, 2018 through December 10, 2019, Cybertrust has:

1. disclosed its Business, Key Life Cycle Management, Certificate Life Cycle Management, and
CA Environmental Control practices in its Cybertrust Japan EV CA Certification Practice

Statement Version 4.2, dated June 24, 2019 on Cybertrust’s website

2. maintained effective controls to provide reasonable assurance that:
- Cybertrust provided its services in accordance with its Cybertrust Japan EV CA
Certification Practice Statement Version 4.2, dated June 24, 2019
3. maintained effective controls to provide reasonable assurance that:

- the integrity of keys and certificates it manages was established and protected throughout
their life cycles;

- the integrity of subscriber keys and certificates it manages was established and protected
throughout their life cycles;

- the Subscriber information was properly authenticated (for the registration activities
performed by Cybertrust); and

- subordinate CA certificate requests were accurate, authenticated, and approved

4. maintained effective controls to provide reasonable assurance that:

- logical and physical access to CA systems and data was restricted to authorized
individuals;

- the continuity of key and certificate management operations was maintained; and

- CA systems development, maintenance, and operations were properly authorized and
performed to maintain CA systems integrity

based on the WebTrust Principles and Criteria for Certification Authorities v2.2 including the

following:

CA Business Practices Disclosure

CA Business Practices Management

® Certification Practice Statement Management

Service Inteqgrity

CA Key Life Cycle Management Controls
® CA Key Generation
® CA Key Storage, Backup, and Recovery



https://www.cybertrust.ne.jp/ssl/repository/index.html
https://www.cybertrust.ne.jp/ssl/repository/index.html
https://www.cybertrust.ne.jp/ssl/repository/index.html
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http://www.webtrust.org/principles-and-criteria/item83172.aspx

cyb Strust
(Translation)
CA Public Key Distribution
CA Key Usage
CA Key Archival and Destruction
CA Key Compromise

CA Cryptographic Hardware Life Cycle Management

Subordinate CA Certificate Life Cycle Management Controls

® Subordinate CA Certificate Life Cycle Management

Certificate Life Cycle Management Controls

® Subscriber Registration
Certificate Renewal
Certificate Rekey
Certificate Issuance
Certificate Distribution
Certificate Revocation

Certificate Validation

CA Environmental Controls

Security Management

Asset Classification and Management
Personnel Security

Physical and Environmental Security
Operations Management

System Access Management

Systems Development and Maintenance
Business Continuity Management
Monitoring and Compliance

Audit Logging

The CAs as enumerated in Appendix A did not issue certificates during the period September
30, 2019 through December 10, 2019 and were maintained online to provide revocation status
information only.

Cybertrust does not escrow its CA keys, does not provide subscriber key generation services,
and does not provide certificate suspension services. Accordingly, our assertion did not extend



cybertrust
(Translation)
to controls that would address those criteria.

(The above represents a translation, for convenience only, of the original assertion issued in the
Japanese language.)



List of CAs in Scope

® Cybertrust Japan EV CA G2

Appendix A

(Translation)

CA ldentifying Information for in Scope CAs
No | Subject Issuer Serial | Key Key Size | Digest Not Not SKIl Fingerprint
Algorithm Algorithm | Before | After
1 CN = | CN = | 0400 | rsaEncrypt | 2048bit shal, Novem | Decem | 9143 | (SHAL)
Cybertrust | Cybertrust | 0000 | ion sha256 ber 9, | ber 9, | 05ec | B5SD17FE3
Japan EV | Global 00 01 2012 2019 b4 6a | BDCO3F80
CAG2 Root 3ae5 17:00:0 | 17:00:0 | 154f | B7A81FFC
(0] =0 = | 37ed 0 0 dcel | B63FCB58
Cybertrust | Cybertrust, | 9e ee 86 | 32268ABD
Japan Co., | Inc 56 5¢
Ltd. 11d0 | (SHA256)
cC=Jp 2a2b | 8917FCCC
8d 5f | 50424C56C
985BC0B35
2F53B0CC
9ABE4B776
3242EA988
C9D1CD05
27F0
2 CN = | CN = | 04 00 | rsaEncrypt | 2048bit shal, January | Decem | 9143 | (SHA1)
Cybertrust | Cybertrust 00 00 | ion sha256 8, 2014 | ber 10, | 05ec | 15C936AD
Japan EV | Global 00 01 17:00:0 | 2019 b4 6a | CA01CA4C
CAG2 Root 43 72 0 17:00:0 | 154f | F31FOFC11
0 =|0 =] 0334 0 dcel | 37FA60C11
Cybertrust | Cybertrust, | 9a ee 86 | OEBFD7
Japan Co., | Inc 56 5¢
Ltd. 11d0 | (SHA256)
c=Jp 2a2b | BD45B252
8d 5f | C72F3D6D
94A57BD6
F73154129
762880396
E74417AC
F51257932
969C6
3 CN = | CN = | 04 00 | rsaEncrypt | 2048bit shal, Februar | Decem | 9143 | (SHAL)
Cybertrust | Cybertrust | 00 00 | ion sha256 y 26, | ber 10, | 05ec | 9902D1D15
Japan EV | Global 00 01 2014 2019 b4 6a | C5A162881
CAG2 Root 44 6e 17:00:0 | 17:00:0 | 154f | 2C2E23A38
(0] =0 =] 19 52 0 0 dcel | 4C2BB4E1
Cybertrust | Cybertrust, | e6 ee 86 | DA370
Japan Co., | Inc 56 5¢
Ltd. 11d0 | (SHA256)
cC=Jp 2a2b | 87D9130F0
8d 5f | DB2627814
E486AFT7F
E1954C1FE
4E3CBFA1
93D0OF66A
A1157CC9
EE08C
4 CN = | CN = | Oa al | rsaEncrypt | 2048bit shal, July 13, | Decem | 9143 | (SHA1)
Cybertrust | Cybertrust 58 96 | ion sha256 2017 ber 14, | 05ec | E3D9D219
Japan EV | Global a4 di 21:19:2 | 2021 b4 6a | C4ED51366
CAG2 Root af 80 8 21:00:0 | 154f | 9F5EF3FAl
0 =|0 =] 0d al 0 dcel | 5A8DE127
Cybertrust | Cybertrust, | 69 Oe ee 86 | 8F2927
Japan Co., | Inc f4 a3 56 5¢
Ltd. af b4 11d0 | (SHA256)
cC=Jp 2a2b | 400E5E852
8d 5f | 4F3559879
8576312E7




(Translation)

5A545140A
4E4B7314C
1C8C53FD
TEC820E77
B5




