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1 CN = | CN = | 04 00 | rsaEncr | (2048bit) | shal, 2012411 | 20194212 9143 | (SHA)
Cybertrust | Cybertrust | 00 00 | yption sha256 | gop A9H 05ec | b5 dl 7f e3
Japan EV | Global 00 01 17:00:00 | 17:00:00 b4 6a | bd cO 3f 80
CAG2 Root 3a e5 154f | b7 a8 1f fc
0] =|0 =137 ed dcel | b6 3f cb 58
Cybertrust | Cybertrust, | 9e ee 86 | 32268ahd
Japan Co., | Inc 56 5¢
Ltd. 11d0 | (SHA256)
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Japan EV | Global 00 01 17:00:00 17:00:00 b4 6a | ca 01 ca 4c
CAG2 Root 43 72 154f | f3 1f Of cl1
0] =|0 = 10334 dcel | 13 7f a6 Oc
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Japan Co., | Inc 56 5¢
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3 CN = | CN = | 04 00 | rsaEncr | (2048bit) | shal, 2014452 | 2019412 9143 | (SHA)
Cybertrust | Cybertrust | 00 00 | yption sha256 | Ho6H A10H 05ec | 9902 d1dl
Japan EV | Global 00 01 17:00:00 | 17:00:00 b4 6a | 5c 5a 16 28
CAG2 Root 44 6e 154f | 81 2c 2e 23
0] =|0 =119 52 dcel | a384c2hbb
Cybertrust | Cybertrust, | e6 ee86 | 4elda370
Japan Co., | Inc 56 5¢
Ltd. 11d0 | (SHA256)
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(Translation)

WebTrust-EV for Certification Authorities
Independent Accountants’ Report
February 13, 2018

To Mr. Masaru Sakamoto
Senior Manager
Product Management Department
Technology Unit
Certificate Authority & Security Technical Division
Cybertrust Japan Co., Ltd.
KPMG AZSALLC
Partner
Certified Public Accountant
Hiroaki Komatsu

Scope of the examination

We have examined the assertion by the management of Cybertrust Japan Co., Ltd. (the
“management's assertion”) that in providing its Cybertust Extended Validation certification
authority (CA) services as the Cybertrust Japan EV CA G2 services at Sapporo, Japan (the
“EV-CA service”) during the period December 11, 2016 through December 10, 2017 for its
CAs as enumerated in Appendix A, Cybertrust Japan Co., Ltd. has:

1. disclosed its EV certificate life cycle management practices and procedures in its
Extended Validation Certificate Certification Practice Statement Version 3.7,
dated October 19, 2017 on Cybertrust Japan Co., Ltd.’s website, including its
commitment to provide EV Certificates in conformity with the applicable
CA/Browser Forum Guidelines, and provided such services in accordance with
its disclosed practices;

2. maintained effective controls to provide reasonable assurance that:

- EV Subscriber information was properly collected, authenticated (for the
registration activities performed by Cybertrust Japan Co., Ltd.) and verified,
and

- the integrity of keys and EV certificates it manages was established and
protected throughout their life cycles

based on the WebTrust Principles and Criteria for Certification Authorities — Extended
Validation SSL v1.4.5.

Management’s responsibility

Cybertrust Japan Co., Ltd.’s management is responsible for its assertion, including the
fairness of its presentation, and maintaining effective controls to provide reasonable assurance
of its described services in accordance with the WebTrust Principles and Criteria for
Certification Authorities — Extended Validation SSL v1.4.5.

Independent Accountants’ responsibility

Our responsibility is to express an opinion on management’s assertion based on our
examination. Our examination was conducted in accordance with IT Committee Practice
Guidelines No.2 established by the Japanese Institute of Certified Public Accountants and,

KPMG AZSA LLC, a limited liability audit corporation incorporated
under the Japanese Certified Public Accountants Law and a member
firm of the KPMG network of independent member firms affiliated
with KPMG International Cooperative (“KPMG International”), a
Swiss entity.
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accordingly, included (1) obtaining an understanding of Cybertrust Japan Co., Ltd.’s key and
EV certificate lifecycle management business practices and its controls over key and EV
certificate integrity, over the authenticity of subscriber information; (2) selectively testing
transactions executed in accordance with disclosed key and EV certificate life cycle
management business practices; (3) testing and evaluating the operating effectiveness of the
controls; and (4) performing such other procedures as we considered necessary in the
circumstances.

We believe that our examination provides a reasonable basis for our opinion.

The relative effectiveness and significance of specific controls at Cybertrust Japan Co., Ltd.’s
EV-CA service and their effect on assessments of control risk for subscribers and relying
parties are dependent on their interaction with the controls, and other factors present at
individual subscriber and relying party locations. We have performed no procedures to
evaluate the effectiveness of controls at individual subscriber and relying party locations.

Limitations in controls

Because of the nature and inherent limitations of controls, Cybertrust Japan Co., Ltd.'s
ability to meet the aforementioned criteria may be affected. For example, controls
may not prevent, or detect and correct, error, fraud, unauthorized access to systems
and information, or failure to comply with internal and external policies or
requirements. Also, the projection of any conclusions based on our findings to future
periods is subject to the risk that changes may alter the validity of such conclusions.

Opinion

In our opinion, for the period December 11, 2016 through December 10, 2017, the
management's assertion is fairly stated, in all material respects, based on the WebTrust
Principles and Criteria for Certification Authorities — Extended Validation SSL v1.4.5.

Emphasis

This report does not include any representation as to the quality of Cybertrust Japan Co.,
Ltd.'s certification services beyond those covered by the WebTrust Principles and Criteria for
Certification Authorities — Extended Validation SSL v1.4.5, nor the suitability of any of
Cybertrust Japan Co., Ltd.'s services for any customer's intended purpose.

Cybertrust Japan Co., Ltd.’s use of the WebTrust for Certification Authorities — Extended
Validation SSL Seal on Cybertrust Japan Co., Ltd.’s website constitutes a symbolic
representation of the contents of this report and it is not intended, nor should it be construed,
to update this report or provide any additional assurance.

Other matter

KPMG AZSA LLC and engagement partners have no interest in Cybertrust Japan Co., Ltd.,
which should be disclosed pursuant to the provisions of the Certified Public Accountants Law
of Japan.

(The above represents a translation, for convenience only, of the original report issued in the
Japanese language.)
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Assertion by Management
as to its Disclosure of its Business Practices and its Controls
Over its Extended Validation Certification Authority Operations
during the period from December 11, 2016 through December 10, 2017

February 13, 2018

Masaru Sakamoto

Senior Manager

Product Management Department

Technology Unit

Certificate Authority & Security Technical Division
Cybertrust Japan Co., Ltd.

Cybertrust Japan Co., Ltd. (“Cybertrust”) operates its Extended Validation (“EV”)
certification authority (CA) services as the Cybertrust Japan EV CA G2 (Sapporo, Japan)
services (the “EV-CA services”) through its CAs as enumerated in Appendix A.

The management of Cybertrust is responsible for establishing and maintaining effective
controls over its EV-CA services operations, including its EV-CA business practices
disclosure on its website, key lifecycle management controls, and EV certificate lifecycle
management controls. These controls contain monitoring mechanisms, and actions are taken
to correct deficiencies identified.

Controls have inherent limitations, including the possibility of human error and the
circumvention or overriding of controls. Accordingly, even effective internal control can
provide only reasonable assurance with respect to Cybertrust's EV-CA services operations.
Furthermore, because of changes in conditions, the effectiveness of controls may vary over
time.

The management of Cybertrust has assessed the disclosure of its certificate practices and its
controls over its EV- CA service. Based on that assessment, in Cybertrust Management’s
opinion, in providing its EV-CA services at Sapporo, Japan during the period December 11,
2016 through December 10, 2017, Cybertrust has:

3. disclosed its EV certificate life cycle management practices and procedures in its
Extended Validation Certificate Certification Practice Statement Version 3.7,
dated October 19, 2017 on Cybertrust’s website, including its commitment to
provide EV Certificates in conformity with the CA/Browser Forum Guidelines,
and provided such services in accordance with its disclosed practices;

4. maintained effective controls to provide reasonable assurance that:

- EV Subscriber information was properly collected, authenticated (for the
registration activities performed by Cybertrust) and verified; and

- the integrity of keys and EV certificates it manages was established and
protected throughout their life cycles

based on the WebTrust Principles and Criteria for Certification Authorities — Extended
Validation SSL v1.4.5.

(The above represents a translation, for convenience only, of the original assertion issued in
the Japanese language.)
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List of CAs in Scope

® Cybertrust Japan EV CA G2

Appendix A

CA ldentifying Information for in Scope CAs

(Translation)

No | Subject Issuer Serial | Key Key Size | Digest Not Not SKIl Fingerprint
Algorithm Algorithm | Before | After
1 CN= CN= 0400 | rsaEncrypt | (2048bit) | shal, Nov 9 Dec 9 9143 | (SHA1)
Cybertrust | Cybertrust | 0000 | ion sha256 17:00:0 | 17:00:0 | 05ec | b5d17fe3
Japan EV Global 0001 02012 | 02019 | b46a | bdcO3f80
CA G2 Root 3aeb 154f | b7 a8 1f fc
o= o= 37ed dcel | b63fcb58
Cybertrust | Cybertrust, | 9e ee86 | 32268ahd
Japan Co., | Inc 56 5¢
Ltd. 11d0 | (SHA256)
c=Jp 2a2b | 89:17:FC:C
8d 5f | C:50:42:4C:
56:C9:85:B
C:0B:35:2F:
53:B0:CC:9
A8BE:4B:77
163:24:2E:A
9:88:C9:D1:
CD:05:27:F
0
2 CN= CN= 0400 | rsaEncrypt | (2048bit) | shal, Jan 8 Dec 10 | 9143 | (SHAL)
Cybertrust | Cybertrust | 0000 | ion sha256 17:00:0 | 17:00:0 | 05ec | 15c9 36 ad
Japan EV Global 0001 02014 | 02019 | b46a | caOlca4dc
CAG2 Root 4372 154f | f31f0fcl
o= o= 0334 dcel | 137fa60c
Cybertrust | Cybertrust, | 9a ee 86 11 Oe bf d7
Japan Co., | Inc 56 5¢
Ltd. 11d0 | (SHA256)
c=Jp 2a2b | BD:45:B2:5
8d5f | 2:C7:2F:3D
:6D:94:A5:
7B:D6:F7:3
1:54:12:97:
62:88:03:96
E7:44:17:A
C:F5:12:57:
93:29:69:C6
3 CN= CN= 0400 | rsaEncrypt | (2048bit) | shal, Feb 26 Dec 10 | 9143 | (SHAL)
Cybertrust | Cybertrust 0000 | ion sha256 17:00:0 | 17:00:0 | O5ec | 9902d1d1
Japan EV Global 0001 02014 | 02019 | b46a | 5c5al628
CAG2 Root 44 6e 154f | 812c2e23
o= o= 1952 dcel | a384c2bb
Cybertrust | Cybertrust, | e6 ee86 | 4e1da370
Japan Co., | Inc 56 5¢
Ltd. 11d0 | (SHA256)
c=Jp 2a2b | 87:D9:13:0
8d 5f | F:0D:B2:62
[78:14:E4:8
6:AF:7F:E1
:95:4C:1FE
4:E3:CB:FA
:19:3D:0F:6
6:AA:11:57:
CC:9E:E0:8
C
4 CN= CN= Oaal | rsaEncrypt | (2048bit) | shal, Jul 13 Dec 14 | 9143 | (SHAL)
Cybertrust | Cybertrust 5896 | ion sha256 21:19:2 | 21:00:0 | 05ec | e3d9d219
Japan EV Global ad dl 82017 | 02021 | b46a | c4ed5136
CAG2 Root af 80 154f | 69 f5ef 3f
o= o= 0d al dcel | alb5a8del
Cybertrust | Cybertrust, | 69 Oe ee 86 | 278f2927
Japan Co., | Inc f4 a3 56 5¢
Ltd. af b4 11d0 | (SHA256)
c=Jp 2a2b | 40:0E:5E:8
8d 5f | 5:24:F3:55:
98:79:85:76
:31:2E:75:A
5:45:14:0A:

4E:4B:73:1




(Translation)
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