
 

Valencia, October 30th, 2018 

 

Independent Assurance Report 

 

To the management of AC Camerfirma SA. (“Camerfirma”): 

 

Scope 

We have been engaged, in a reasonable assurance engagement, to report on 

Camerfirma management’s assertion that for its Certification Authority (CA) 

operations at Avila and Madrid, SPAIN, as of October 30th, 2018 for its CAs 

enumerated in Appendix 1, Camerfirma has: 

• disclosed its extended validation SSL (“EV SSL”) certificate lifecycle 

management business practices in its: 

▪ Camerfirma CPS eIDAS v1.2.9 [oct-18] 

▪ Camerfirma CPS v3.3.4 [oct-18] 

▪ PC Chambers of Commerce Root v1.0.1 [aug-18] 

▪ PC Camerfirma For Websites v2.1 [mar-18] 

▪ PC Camerfirma Express Corporate Server v1.1.2 [sep-18]  

▪ PC Camerfirma Corporate Server EV v1.0.2 [sep-18] 

including its commitment to provide EV SSL certificates in conformity with 

the CA/Browser Forum Guidelines on the Camerfirma website, and 

provided such services in accordance with its disclosed practices 

 

• suitably designed, and placed into operation, controls to provide 

reasonable assurance that: 

▪ the integrity of keys and EV SSL certificates it manages is 

established and protected throughout their lifecycles; and 

▪ EV SSL subscriber information is properly authenticated (for the 

registration activities performed by Camerfirma) 

in accordance with the WebTrust Principles and Criteria for Certification 

Authorities – Extended Validation SSL v1.6.2. 

Certification authority’s responsibilities 

Camerfirma’s management is responsible for its assertion, including the fairness 

of its presentation, and the provision of its described services in accordance with 

the WebTrust Principles and Criteria for Certification Authorities – Extended 

Validation SSL v1.6.2 

https://www.camerfirma.com/publico/DocumentosWeb/politicas/CAMERFIRMA_CPS_EIDAS_EN_1.2.9.pdf
https://www.camerfirma.com/publico/DocumentosWeb/politicas/CAMERFIRMA_CPS_EN_3.3.4.pdf
https://www.camerfirma.com/publico/DocumentosWeb/politicas/PC_Chambers_of_Commerce_Root-1.0.1.pdf
https://www.camerfirma.com/publico/DocumentosWeb/politicas/PC_Camerfirma_For_Websites_2.1.pdf
https://www.camerfirma.com/publico/DocumentosWeb/politicas/PC_Camerfirma_Express_Corporate_Server_1.1.2.pdf
https://www.camerfirma.com/publico/DocumentosWeb/politicas/PC_Camerfirma_Corporate_Server_EV_1.0.2.pdf
http://www.webtrust.org/principles-and-criteria/docs/item85117.pdf
http://www.webtrust.org/principles-and-criteria/docs/item85117.pdf


 

Our independence and quality control 

We have complied with the independence and other ethical requirements of the 

Code of Ethics for Professional Accountants issued by the International Ethics 

Standards Board for Accountants, which is founded on fundamental principles of 

integrity, objectivity, professional competence and due care, confidentiality and 

professional behavior. 

Auren applies International Standard on Quality Control 1, and accordingly 

maintains a comprehensive system of quality control including documented 

policies and procedures regarding compliance with ethical requirements, 

professional standards and applicable legal and regulatory requirements. 

Auditor’s responsibilities 

Our responsibility is to express an opinion on management’s assertion based on 

our procedures. We conducted our procedures in accordance with International 

Standard on Assurance Engagements 3000, Assurance Engagements Other than 

Audits or Reviews of Historical Financial Information, issued by the International 

Auditing and Assurance Standards Board. This standard requires that we plan 

and perform our procedures to obtain reasonable assurance about whether, in all 

material respects, management’s assertion is fairly stated, and, accordingly, 

included: 

(1) obtaining an understanding of Camerfirma’s EV SSL certificate lifecycle 

management business practices including its relevant controls over the 

issuance, renewal, and revocation of EV SSL certificates; 

(2) selectively testing transactions executed in accordance with disclosed EV 

SSL certificate lifecycle management practices; 

(3) testing and evaluating the operating effectiveness of the controls; and 

(4) performing such other procedures as we considered necessary in the 

circumstances. 

We did not perform procedures to determine the operating effectiveness of 

controls for any period. Accordingly, we express no opinion on the operating 

effectiveness of any aspects of Camerfirma’s controls, individually or in the 

aggregate.  

We believe that the evidence we have obtained is sufficient and appropriate to 

provide a basis for our opinion. 

Suitability of controls  

The suitability of the design of the controls at Camerfirma and their effect on 

assessments of control risk for subscribers and relying parties are dependent on 

their interaction with the controls, and other factors present at individual 

subscriber and relying party locations. We have performed no procedures to 

evaluate the suitability of the design of the controls at individual subscriber and 

relying party locations 



 

Inherent limitations 

Because of the nature and inherent limitations of controls, Camerfirma’s ability 

to meet the aforementioned criteria may be affected. For example, controls may 

not prevent, or detect and correct, error, fraud, unauthorized access to systems 

and information, or failure to comply with internal and external policies or 

requirements. Also, the projection of any conclusions based on our findings to 

future periods is subject to the risk that changes may alter the validity of such 

conclusions. 

Opinion 

In our opinion, as of October 30th, 2018, Camerfirma management’s assertion, 

as referred to above, is fairly stated, in all material respects, in accordance with 

the WebTrust Principles and Criteria for Certification Authorities – Extended 

Validation SSL v1.6.2 

This report does not include any representation as to the quality of Camerfirma’s 

services beyond those covered by the WebTrust Principles and Criteria for 

Certification Authorities – Extended Validation SSL v1.6.2, nor the suitability of 

any of Camerfirma’s services for any customer's intended purpose. 

 

 

F. Mondragon, Auditor 

auren 
Valencia, SPAIN 

October 30th, 2018 

 

 

  



 

APPENDIX 1 List of CAs in Scope 

Root CAs 

1 - CHAMBERS OF COMMERCE ROOT – 2016 

2 - GLOBAL CHAMBERSIGN ROOT – 2016 

3 - Chambers of Commerce Root – 2008 

4 - Global Chambersign Root – 2008 

5 - Chambers of Commerce Root 

6 - Global Chambersign Root 

OV SSL Issuing CAs 

1.3 - AC CAMERFIRMA FOR WEBSITES – 2016 

3.2 - Camerfirma Corporate Server II – 2015 

3.3 - Camerfirma AAPP II – 2014 

5.2 - AC Camerfirma Express Corporate Server v3 

5.3 - AC CAMERFIRMA AAPP 

EV SSL Issuing CAs 
1.3 - AC CAMERFIRMA FOR WEBSITES – 2016 

2.1.3 - AC CAMERFIRMA GLOBAL FOR WEBSITES – 2016 

3.2 - Camerfirma Corporate Server II – 2015 

3.3 - Camerfirma AAPP II – 2014 

Non-EV Code Signing Issuing CAs 
1.4 - AC CAMERFIRMA CODESIGN – 2016 

Secure Email (S/MIME) CAs 
1.1 - AC CAMERFIRMA FOR LEGAL PERSONS – 2016 

1.2 - AC CAMERFIRMA FOR NATURAL PERSONS – 2016 

2.1.1 - AC CAMERFIRMA GLOBAL FOR NATURAL PERSONS – 2016 

2.1.2 - AC CAMERFIRMA GLOBAL FOR LEGAL PERSONS – 2016 

3.3 - Camerfirma AAPP II – 2014 

4.1.1 - RACER – 2009 

5.1 - AC Camerfirma Certificados Camerales 

5.3 - AC CAMERFIRMA AAPP 

6.1.1 – RACER 

Document Signing CAs 
1.1 - AC CAMERFIRMA FOR LEGAL PERSONS – 2016 

1.2 - AC CAMERFIRMA FOR NATURAL PERSONS – 2016 

2.1.1 - AC CAMERFIRMA GLOBAL FOR NATURAL PERSONS – 2016 

2.1.2 - AC CAMERFIRMA GLOBAL FOR LEGAL PERSONS – 2016 

3.3 - Camerfirma AAPP II – 2014 

4.1.1 - RACER – 2009 

5.1 - AC Camerfirma Certificados Camerales 

5.3 - AC CAMERFIRMA AAPP 

6.1.1 – RACER 

Timestamp CAs 
1.5 - AC CAMERFIRMA TSA – 2016 

3.5 - Camerfirma TSA II - 2014 

Other CAs 
2.1 - AC CAMERFIRMA – 2016 

4.1 - AC Camerfirma – 2009 

6.1 - AC Camerfirma 

Legacy Inactive CAs 
3.1 - Camerfirma Certificados Camerales – 2009 (revoked 

01/29/2018) 

3.4 - Camerfirma TSA – 2009 (revoked 01/29/2018) 

5.4 - AC Camerfirma TSA (revoked 12/04/2017) 

5.5 - AC Camerfirma Codesign v2 (revoked 11/27/2017) 

 

 



 

CA Identifying Information for in Scope CAs 

CA# Subject Issuer serialNumber Key Type Sig Algorithm notBefore NotAfter SKI SHA256 Fingerprint 

1 CN=CHAMBERS OF COMMERCE ROOT – 

2016, O=AC CAMERFIRMA S.A, 

C=ES 

CN=CHAMBERS OF COMMERCE ROOT – 

2016, O=AC CAMERFIRMA S.A, C=ES 

349A2DA18206B2B3 rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

April 14 

093548 2016 

GMT 

April 08 

093548 2040 

GMT 

9E2E654F3E57F5AB7D96C68

BDFB3356D4AE89E8B 

04F1BEC36951BC1454A904CE32890C5DA3CDE1356B7900F6E62DFA2041EBAD51 

1.1 CN=AC CAMERFIRMA FOR LEGAL 

PERSONS – 2016, O=AC 

CAMERFIRMA S.A., C=ES 

CN=CHAMBERS OF COMMERCE ROOT – 

2016, O=AC CAMERFIRMA S.A, C=ES 

54B16EE111245A42 rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

April 14 

103307 2016 

GMT 

March 09 

103307 2040 

GMT 

C3278593D72F96C51BAC763

3D986A24A7D681442 

3A8066266D28BD28CCD0F564C8FBC1219B4FFAE403E01E5039D30F2400F0EB09 

1.2 CN = AC CAMERFIRMA FOR NATURAL 

PERSONS – 2016, O=AC 

CAMERFIRMA S.A., C=ES 

CN=CHAMBERS OF COMMERCE ROOT – 

2016, O=AC CAMERFIRMA S.A, C=ES 

51514CB44FA454F5 rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

April 14 

104809 2016 

GMT 

March 09 

104809 2040 

GMT 

70B8F824C751CACE2280920

8C9C0682FC1475851 

EEDD457AF1353D76F48E7C6123F39140E5F9A069CA51B43EEA8615C9CEC0D4BB 

1.3 CN=AC CAMERFIRMA FOR WEBSITES 

- 2016, O=AC CAMERFIRMA S.A., 

C=ES 

CN=CHAMBERS OF COMMERCE ROOT – 

2016, O=AC CAMERFIRMA S.A, C=ES 

23CDF491B343480B rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

Apr 18 

174354 2016 

GMT 

March 13 

174354 2040 

GMT 

EC95333B71C0D2B19C58230

B3641BC549E2C921D 

937D7D5D0B7FB7DB039399BC0B670CC203C7AB4E332FAE453CC38EC188DDEA2B 

1.4 CN=AC CAMERFIRMA CODESIGN – 

2016, O=AC CAMERFIRMA S.A., 

C=ES 

CN=CHAMBERS OF COMMERCE ROOT – 

2016, O=AC CAMERFIRMA S.A, C=ES 

454A8B11B4E135F2 rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

Apr 14 

101754 2016 

GMT 

March 09 

101754 2040 

GMT 

A7254A064EE5609040E49E7

2259885EA3CDFFA92 

4908F2337567BE505C26CC01A7F07C4B802132A095B2BAEEEE6DE20883088A56 

1.5 CN=AC CAMERFIRMA TSA – 2016, 

O=AC CAMERFIRMA S.A., C=ES 

CN=CHAMBERS OF COMMERCE ROOT – 

2016, O=AC CAMERFIRMA S.A, C=ES 

15B7A58A54FF0282 rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

Apr 14 

124209 2016 

GMT 

March 09 

121209 2040 

GMT 

1E6DB5C63FEF92555E37FAD

BFD10AABAD93B4E2C 

BAAE2C6338857D50200F6F73DD45E65AA2D895BED4675B6E396B7222E018A9B8 

CA# Subject Issuer serialNumber Key Type Sig Algorithm notBefore NotAfter SKI SHA256 Fingerprint 

2 CN=GLOBAL CHAMBERSIGN ROOT - 

2016, O=AC CAMERFIRMA S.A, C=ES 

CN=GLOBAL CHAMBERSIGN ROOT - 

2016, O=AC CAMERFIRMA S.A, C=ES 

2DD22E5030A65E13 rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

Apr 14 

095006 2016 

GMT 

Apr 08 095006 

2040 GMT 

E89BCD7E86629B7A4D8C009

73985CF1C7890703A 

C1D80CE474A51128B77E794A98AA2D62A0225DA3F419E5C7ED73DFBF660E7109 

2.1 CN=AC CAMERFIRMA – 2016, O=AC 

CAMERFIRMA S.A., C=ES 

CN=GLOBAL CHAMBERSIGN ROOT - 

2016, O=AC CAMERFIRMA S.A, C=ES 

1108715A574BA44D rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

Apr 14 

132349 2016 

GMT 

March 09 

132349 2040 

GMT 

D28497444DD988EE7C25BF5

280B329489B8B1884 

371C57982CF543FBF9041EDC348A2E0ACDCDE4B6EC25EC242BAC84F01DAB181C 

2.1.1 CN=AC CAMERFIRMA GLOBAL FOR 

NATURAL PERSONS – 2016 

CN=AC CAMERFIRMA – 2016, O=AC 

CAMERFIRMA S.A., C=ES 

11087A21EF4A8102 rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

Apr 14 

171334 2016 

GMT 

Feb 08 171334 

2040 GMT 

4E3656A858CE1B8385604CD

41BA1DF723DAF7B5F 

EF411C837AC3304185E53913FE369BF8FF6598C2A52BDB1B6E2DEAB5DCC7F06F 

2.1.2 CN=AC CAMERFIRMA GLOBAL FOR 

LEGAL PERSONS – 2016, O=AC 

CAMERFIRMA S.A, C=ES 

CN=AC CAMERFIRMA – 2016, O=AC 

CAMERFIRMA S.A., C=ES 

3487D16B4118D1A2 rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

Apr 14 

165836 2016 

GMT 

Feb 08 165836 

2040 GMT 

8021DF71F1EFD46BDA3386D

10FBEC5DD654C845E 

4D20C951E134893BC5901BFAF8E240A5BE7D00596DD31C40429252F2E04F8B46 

2.1.3 CN = AC CAMERFIRMA GLOBAL FOR 

WEBSITES – 2016, O=AC CAMERFIRMA 

S.A, C=ES 

CN=AC CAMERFIRMA – 2016, O=AC 

CAMERFIRMA S.A., C=ES 

2EE38417DD54AF32 rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

Apr 18 

175756 2016 

GMT 

Feb 12 175756 

2040 GMT 

F435D1DAFDFEA41106C62C3

CC2FF9CFA89910F6A 

99BDA6792DCAED7145BF9B7F466831051821AEF03216971176241AFC2123AB84 

 



 

CA# Subject Issuer serialNumber Key Type Sig Algorithm notBefore NotAfter SKI SHA256 Fingerprint 

3 CN=Chambers of Commerce Root – 

2008, O=AC Camerfirma S.A., 

C=ES 

CN=Chambers of Commerce Root – 

2008, O=AC Camerfirma S.A., C=ES 

00A3DA427EA4B1AEDA rsaEncryption 

- 4096 bit 

sha1WithRSAEncrypt

ion 

August 01 

142950 2008 

GMT 

July 31 142950 

2038 GMT 

F924AC0FB2B5F879C0FA608

81BC4D94D029E1719 

063E4AFAC491DFD332F3089B8542E94617D893D7FE944E10A7937EE29D9693C0 

3.1 CN=Camerfirma Certificados 

Camerales – 2009, O=AC 

Camerfirma S.A., C=ES 

CN=Chambers of Commerce Root – 

2008, O=AC Camerfirma S.A., C=ES 

02 rsaEncryption 

- 4096 bit 

sha1WithRSAEncrypt

ion 

March 16 

194020 2009 

GMT 

March 14 

194020 2019 

GMT 

1EC45A8A846F119058B3E20

9D716E6EAC324E68D 

2F2B32E78FC69D2FFC645EB6068E074E749774495FDC251093B0EEE04EFAFD17 

3.2 CN = Camerfirma Corporate 

Server II – 2015, O=AC 

Camerfirma S.A., C=ES 

CN=Chambers of Commerce Root – 

2008, O=AC Camerfirma S.A., C=ES 

621FF31C489BA136 rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

January 15 

112116 2015 

GMT 

December 15 

112116 2037 

GMT 

63E9F0F056006865B0216C0

E5CD719089D083465 

66EAE2709B54CDD1693177B1332FF036CDD0F723DB3039ED311555A6CBF5FF3E 

3.3 CN=Camerfirma AAPP II – 2014, 

O=AC Camerfirma S.A., C=EU 

CN=Chambers of Commerce Root – 

2008, O=AC Camerfirma S.A., C=ES 

1548D054B8A842BA rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

Dec 16 

135901 2017 

GMT 

Dec 15 135901 

2037 GMT 

5DA155A4DC4AAC8311F9AA3

8E5F7684AFE15154C 

7239D2F770FAFF3B1CF8BE2A05EC03EDEAAC053B554F90D36921155BA8051981 

3.4 CN=Camerfirma TSA – 2009, O=AC 

Camerfirma S.A., C=ES 

CN=Chambers of Commerce Root – 

2008, O=AC Camerfirma S.A., C=ES 

05 rsaEncryption 

- 4096 bit 

sha1WithRSAEncrypt

ion 

March 16 

194526 2009 

GMT 

March 14 

194526 2019 

GMT 

0E314D5DE9E1C25C5BBCF52

B05BAAF470D16ABDC 

4C2512B5DBC0D354C7214250B8256D4BFB608941969B8D89C4215021E0B2B905 

3.5 CN=Camerfirma TSA II - 2014, 

O=AC Camerfirma S.A., C=ES 

CN=Chambers of Commerce Root – 

2008, O=AC Camerfirma S.A., C=ES 

25A454BC34551238 rsaEncryption 

- 4096 bit 

sha256WithRSAEncry

ption 

Dec 16 

164533 2014 

GMT 

Dec 15 164533 

2037 GMT 

17C540BC2AF845B8AB33BFF

86F496CF617CAB7D4 

65695D500117FD7270F1027ED121F05942670075461D337EEEC7F6A5B757A47A 

 

CA# Subject Issuer serialNumber Key Type Sig Algorithm notBefore NotAfter SKI SHA256 Fingerprint 

4 CN=Global Chambersign Root – 

2008, O=AC Camerfirma S.A., 

C=ES 

CN=Global Chambersign Root – 

2008, O=AC Camerfirma S.A., C=ES 

00C9CDD3E9D57D23CE rsaEncryption 

- 4096 bit 

sha1WithRSAEncrypt

ion 

Aug 01 

143140 2008 

GMT 

July 31 143140 

2038 GMT 

B909CA9C1EDBD36C3A6BAEE

D54F15B9306352E5E 

136335439334A7698016A0D324DE72284E079D7B5220BB8FBD747816EEBEBACA 

4.1 CN=AC Camerfirma – 2009, O=AC 

Camerfirma S.A., C=ES 

CN=Global Chambersign Root – 

2008, O=AC Camerfirma S.A., C=ES 

02 rsaEncryption 

- 4096 bit 

sha1WithRSAEncrypt

ion 

March 16 

191625 2009 

GMT 

March 11 

191625 2029 

GMT 

C8000FFCC652FC9FDB3B642

E32B96E2E71F36579 

B68D5D9B4EA635957C0C3215C20D35B2217B69E349C7A304C4F97F20C4081F88 

4.1.1 CN=RACER – 2009, O=AC 

Camerfirma S.A., C=ES 

CN=AC Camerfirma – 2009, O=AC 

Camerfirma S.A., C=ES 

03 rsaEncryption 

- 4096 bit 

sha1WithRSAEncrypt

ion 

March 25 

124709 2009 

GMT 

March 23 

124709 2019 

GMT 

AC16D710D16F75F6848868E

644251172CAB31B80 

47CFDEE37609725CFF037B56A071C43AA05869A84428A5D861FF92B9450292AA 

 



 

CA# Subject Issuer serialNumber Key Type Sig Algorithm notBefore NotAfter SKI SHA256 Fingerprint 

5 CN = Chambers of Commerce 

Root, O=AC Camerfirma SA CIF 

A82743287, C=EU 

CN = Chambers of Commerce Root, 

O=AC Camerfirma SA CIF A82743287, 

C=EU 

00 rsaEncryption 

- 2048 bit 

sha1WithRSAEncrypt

ion 

Sep 30 

181343 2003 

GMT 

Sep 30 181344 

2037 GMT 

E394F5B14DE9DBA1295B578

B4D760676E1D1A28A 

0C258A12A5674AEF25F28BA7DCFAECEEA348E541E6F5CC4EE63B71B361606AC3 

5.1 CN=AC Camerfirma Certificados 

Camerales, O=AC Camerfirma SA, 

C=ES 

CN = Chambers of Commerce Root, 

O=AC Camerfirma SA CIF A82743287, 

C=EU 

05 rsaEncryption 

- 2048 bit 

sha1WithRSAEncrypt

ion 

Feb 09 

174247 2004 

GMT 

Feb 09 174247 

2034 GMT 

B61F4E9D1C68912E377260E

1468F5AA52A3131B9 

C7D84381E11F7C5746771AF5B050DC51FC6FDAD6F6F35BB53A3DE913822EA09E 

5.2 CN=AC Camerfirma Express 

Corporate Server v3, O=AC 

Camerfirma SA, C=ES 

CN = Chambers of Commerce Root, 

O=AC Camerfirma SA CIF A82743287, 

C=EU 

0A rsaEncryption 

- 2048 bit 

sha1WithRSAEncrypt

ion 

Jan 20 

121812 2009 

GMT 

Jan 18 121812 

2019 GMT 

0A4AC0CA9812EF9759DDF7A

4AFB014A439AEAE4A 

F3A9741B867238875E0A3B5598A3BC911D87563AC6EA47CEF85032FF948BEA31 

5.3 CN=AC CAMERFIRMA AAPP, O=AC 

Camerfirma SA, C=ES 

CN = Chambers of Commerce Root, 

O=AC Camerfirma SA CIF A82743287, 

C=EU 

0D rsaEncryption 

- 2048 bit 

sha1WithRSAEncrypt

ion 

Feb 23 

104637 2010 

GMT 

Feb 20 104637 

2022 GMT 

E54650E843A0B2F71CE4B6F

FD8000420F71FA40B 

8390E70357E9B573CA3DD29DBDDC237ECAF936782CA3389C7943FBC2B7FAA0B6 

5.4 CN=AC Camerfirma TSA CA, O=AC 

Camerfirma SA, C=ES 

CN = Chambers of Commerce Root, 

O=AC Camerfirma SA CIF A82743287, 

C=EU 

12 rsaEncryption 

- 2048 bit 

sha1WithRSAEncrypt

ion 

May 19 

092050 2005 

GMT 

May 20 092050 

2035 GMT 

BFFA7EAEB99DAA656972C63

2168DE0102EA59B22 

BEA3BCAC537113187D05BD3924408F60005D8508DFF48328BC06E79A14B8E49A 

5.5 CN=AC Camerfirma Codesign v2, 

O=AC Camerfirma SA, C=ES 

CN = Chambers of Commerce Root, 

O=AC Camerfirma SA CIF A82743287, 

C=EU 

0C rsaEncryption 

- 2048 bit 

sha1WithRSAEncrypt

ion 

Jan 20 

122019 2009 

GMT 

Jan 18 122019 

2019 GMT 

691A9472A0D196FF3D562AD

8FE2B4718159DB0EE 

9BC4F171FF9AA224F00C799E80490E31010E3475A08FE64DC9A9C4192EB0C0B1 

CA# Subject Issuer serialNumber Key Type Sig Algorithm notBefore NotAfter SKI SHA256 Fingerprint 

6 CN=Global Chambersign Root, 

O=AC Camerfirma SA CIF 

A82743287, C=EU 

CN=Global Chambersign Root, O=AC 

Camerfirma SA CIF A82743287, C=EU 

00 rsaEncryption 

- 2048 bit 

sha1WithRSAEncrypt

ion 

Sep 30 

181418 2003 

GMT 

Sep 30 181418 

2037 GMT 

439C369FB09E304DC6CE5FA

D10ABE503A5FAA914 

EF3CB417FC8EBF6F97876C9E4ECE39DE1EA5FE649141D1028B7D11C0B2298CED 

6.1 CN=AC Camerfirma, O=AC 

Camerfirma SA, C=ES 

CN=Global Chambersign Root, O=AC 

Camerfirma SA CIF A82743287, C=EU 

02 rsaEncryption 

- 2048 bit 

sha1WithRSAEncrypt

ion 

Nov 14 

154908 2003 

GMT 

Nov 14 154908 

2033 GMT 

70C195FA5DA516BE62E8A47

DE3D4645FC4E13E9D 

EF3D7112DD3C3C46A3DC4D2E012921EAD83EFC915CA6DE3ACE72F391375BF06A 

6.1.1 CN=RACER, O=AC Camerfirma SA, 

C=ES 

CN=AC Camerfirma, O=AC Camerfirma 

SA, C=ES 

01 rsaEncryption 

- 2048 bit 

sha1WithRSAEncrypt

ion 

Dec 04 

192641 2003 

GMT 

Dec 04 192641 

2023 GMT 

BEBC08D42EBA004C80DC266

7B4A5D8DDC34A1AF9 

F1712177935DBA40BDBD99C5F753319CF6293549B7284741E43916AD3BFBDD75 

 

 

 



AC CAMERFIRMA MANAGEMENT’S ASSERTION 
30th October 2018 

AC Camerfirma, S.A. (“Camerfirma”) operates the Certification Authority (CA) services 
listed in Annex I and provides Extended Validation (“EV”) SSL CA services. 

There are inherent limitations in any controls, including the possibility of human error, 
and the circumvention or overriding of controls. Accordingly, controls placed into 
operation can only provide reasonable assurance with respect to Camerfirma’s CA 
operations. 

Camerfirma management has assessed its disclosures of its certificate practices and 
controls over its EV SSL CA services. Based on that assessment, in Camerfirma 
management’s opinion, in providing its EV SSL CA services for the Root and Subordinate 
CA’s listed in Annex I at its offices in Avila, Spain, as of October 30th, 2018, Camerfirma 
has: 

• disclosed its EV SSL certificate lifecycle management business practices in its: 

o Camerfirma CPS eIDAS v1.2.9 [oct-18] 

o Camerfirma CPS v3.3.4 [oct-18] 

o PC Chambers of Commerce Root v1.0.1 [aug-18] 

o PC Camerfirma For Websites v2.1 [mar-18] 

o PC Camerfirma Express Corporate Server v1.1.2 [sep-18]  

• including its commitment to provide EV SSL certificates in conformity with the 
CA/Browser Forum Requirements on the Camerfirma website, and provided such 
services in accordance with its disclosed practices. 

• suitably designed, and placed into operation, controls to provide reasonable assurance 
that: 

o the integrity of keys and EV SSL certificates it manages is established and 
protected throughout their lifecycles; and 

o EV SSL subscriber information is properly authenticated (for the registration 
activities performed by Camerfirma); and 

o Each issue identified as a qualification in the prior period's audit statement 
disclosed at https://bugzilla.mozilla.org/attachment.cgi?id=8995931 has been 
fixed 

• suitably designed, and placed into operation, controls to provide reasonable assurance 
that: 

o logical and physical access to CA systems and data is restricted to authorized 
individuals; 

o the continuity of key and certificate management operations is maintained; and 

o CA systems development, maintenance, and operations are properly authorized 
and performed to maintain CA systems integrity  

in accordance with the WebTrust for Certification Authorities – Extended Validation – SSL 
v1.6.2  

 

https://www.camerfirma.com/publico/DocumentosWeb/politicas/CAMERFIRMA_CPS_EIDAS_EN_1.2.9.pdf
https://www.camerfirma.com/publico/DocumentosWeb/politicas/CAMERFIRMA_CPS_EN_3.3.4.pdf
https://www.camerfirma.com/publico/DocumentosWeb/politicas/PC_Chambers_of_Commerce_Root-1.0.1.pdf
https://www.camerfirma.com/publico/DocumentosWeb/politicas/PC_Camerfirma_For_Websites_2.1.pdf
https://www.camerfirma.com/publico/DocumentosWeb/politicas/PC_Camerfirma_Express_Corporate_Server_1.1.2.pdf


 

Alfonso Carcasona García 

Chief Executive Officer 

AC Camerfirma, S.A. 

 



ANNEX I – In-Scope CAs 

 

Root Cas 

1-1 ‘Chambers of Commerce Root’ 

2-1 ‘Chambers of Commerce Root – 2008’ 

3-1 ‘CHAMBERS OF COMMERCE ROOT – 2016’ 

4-1 ‘Global Chambersign Root’ 

5-1 ‘Global Chambersign Root – 2008’ 

6-1 ‘GLOBAL CHAMBERSIGN ROOT – 2016’ 

OV SSL Issuing CAs 

3-5 'AC CAMERFIRMA FOR WEBSITES - 2016' 

2-3 'Camerfirma Corporate Server II - 2015' 

2-2 'Camerfirma AAPP II - 2014' 

1-4 'AC Camerfirma Express Corporate Server v3' 

1-3 'AC CAMERFIRMA AAPP' 

EV SSL Issuing CAs 

3-5 'AC CAMERFIRMA FOR WEBSITES - 2016' 

6-5 'AC CAMERFIRMA GLOBAL FOR WEBSITES – 2016' 

2-3 'Camerfirma Corporate Server II - 2015' 

2-2 'Camerfirma AAPP II - 2014' 

Non-EV Code Signing Issuing CAs 

3-2 'AC CAMERFIRMA CODESIGN - 2016' 

Secure Email (S/MIME) CAs 

1-2 'AC Camerfirma Certificados Camerales' 

1-3 'AC CAMERFIRMA AAPP' 

2-2 'Camerfirma AAPP II - 2014' 

3-3 'AC CAMERFIRMA FOR LEGAL PERSONS - 2016' 

3-4 'AC CAMERFIRMA FOR NATURAL PERSONS - 2016' 

4-3 'RACER' 

5-3 'RACER - 2009' 

6-3 'AC CAMERFIRMA GLOBAL FOR LEGAL PERSONS - 2016' 

6-4 'AC CAMERFIRMA GLOBAL FOR NATURAL PERSONS - 2016' 

Document Signing CAs 

1-2 'AC Camerfirma Certificados Camerales' 

1-3 'AC CAMERFIRMA AAPP' 

2-2 'Camerfirma AAPP II - 2014' 

3-3 'AC CAMERFIRMA FOR LEGAL PERSONS - 2016' 

3-4 'AC CAMERFIRMA FOR NATURAL PERSONS - 2016' 

4-3 'RACER' 

5-3 'RACER - 2009' 

6-3 'AC CAMERFIRMA GLOBAL FOR LEGAL PERSONS - 2016' 

6-4 'AC CAMERFIRMA GLOBAL FOR NATURAL PERSONS - 2016' 

Timestamp CAs 

2-5 'Camerfirma TSA II - 2014' 



3-6 'AC CAMERFIRMA TSA – 2016' 

Other CAs 

4-2 'AC Camerfirma' 

5-2 'AC Camerfirma – 2009' 

6-2 'AC CAMERFIRMA – 2016' 



CA 
# 

Cert 
# 

Subject Issuer Serial Key Algorithm Key Size 
Digest 
Algorithm 

Not Before Not After SKI SHA256 Fingerprint 

1 1 C=EU, O=AC Camerfirma SA CIF 
A82743287, 
OU=http://www.chambersign.org, 
CN=Chambers of Commerce Root 

C=EU, O=AC Camerfirma SA CIF A82743287, 
OU=http://www.chambersign.org, 
CN=Chambers of Commerce Root 

0 rsaEncryption (2048 bit) sha1WithRSAE
ncryption 

Sep 30 
16:13:43 
2003 GMT 

Sep 30 
16:13:44 
2037 GMT 

E3:94:F5:B1:4D:E9:DB
:A1:29:5B:57:8B:4D:7
6:06:76:E1:D1:A2:8A 

0C258A12A5674AEF25F28BA
7DCFAECEEA348E541E6F5CC
4EE63B71B361606AC3 

1 2 C=ES/emailAddress=ac_camerfirma_cc
@camerfirma.com, L=Madrid (see 
current address at 
www.camerfirma.com/address)/serial
Number=A82743287, O=AC 
Camerfirma SA, CN=AC Camerfirma 
Certificados Camerales 

C=EU, O=AC Camerfirma SA CIF A82743287, 
OU=http://www.chambersign.org, 
CN=Chambers of Commerce Root 

5 rsaEncryption (2048 bit) sha1WithRSAE
ncryption 

Feb 9 
15:42:47 
2004 GMT 

Feb 9 
15:42:47 
2034 GMT 

B6:1F:4E:9D:1C:68:91
:2E:37:72:60:E1:46:8F
:5A:A5:2A:31:31:B9 

C7D84381E11F7C5746771AF5
B050DC51FC6FDAD6F6F35BB
53A3DE913822EA09E 

1 3 C=ES, O=AC CAMERFIRMA S.A., 
L=MADRID (Ver en 
https://www.camerfirma.com/address)
, OU=AC 
CAMERFIRMA/serialNumber=A827432
87, CN=AC CAMERFIRMA AAPP 

C=EU, O=AC Camerfirma SA CIF A82743287, 
OU=http://www.chambersign.org, 
CN=Chambers of Commerce Root 

D rsaEncryption (2048 bit) sha1WithRSAE
ncryption 

Feb 23 
08:46:37 
2010 GMT 

Feb 20 
08:46:37 
2022 GMT 

E5:46:50:E8:43:A0:B2
:F7:1C:E4:B6:FF:D8:00
:04:20:F7:1F:A4:0B 

8390E70357E9B573CA3DD29
DBDDC237ECAF936782CA338
9C7943FBC2B7FAA0B6 

1 4 C=ES/emailAddress=info@camerfirma.
com, L=Madrid (see current address at 
www.camerfirma.com/address)/serial
Number=A82743287, 
OU=http://www.camerfirma.com, 
O=AC Camerfirma SA, CN=AC 
Camerfirma Express Corporate Server 
v3 

C=EU, O=AC Camerfirma SA CIF A82743287, 
OU=http://www.chambersign.org, 
CN=Chambers of Commerce Root 

A rsaEncryption (2048 bit) sha1WithRSAE
ncryption 

Jan 20 
10:18:12 
2009 GMT 

Jan 18 
10:18:12 
2019 GMT 

0A:4A:C0:CA:98:12:EF
:97:59:DD:F7:A4:AF:B
0:14:A4:39:AE:AE:4A 

F3A9741B867238875E0A3B5
598A3BC911D87563AC6EA47
CEF85032FF948BEA31 

2 1 C=EU, L=Madrid (see current address at 
www.camerfirma.com/address)/serial
Number=A82743287, O=AC 
Camerfirma S.A., CN=Chambers of 
Commerce Root - 2008 

C=EU, L=Madrid (see current address at 
www.camerfirma.com/address)/serialNumber=
A82743287, O=AC Camerfirma S.A., 
CN=Chambers of Commerce Root - 2008 

A3DA42
7EA4B1

AEDA 

rsaEncryption (4096 bit) sha1WithRSAE
ncryption 

Aug 1 
12:29:50 
2008 GMT 

Jul 31 
12:29:50 
2038 GMT 

F9:24:AC:0F:B2:B5:F8
:79:C0:FA:60:88:1B:C
4:D9:4D:02:9E:17:19 

063E4AFAC491DFD332F3089
B8542E94617D893D7FE944E
10A7937EE29D9693C0 



2 2 C=ES, OU=AC CAMERFIRMA, O=AC 
Camerfirma 
S.A./serialNumber=A82743287, 
L=Madrid (see current address at 
https://www.camerfirma.com/address)
, CN=Camerfirma AAPP II - 2014 

C=EU, L=Madrid (see current address at 
www.camerfirma.com/address)/serialNumber=
A82743287, O=AC Camerfirma S.A., 
CN=Chambers of Commerce Root - 2008 

1548D0
54B8A8

42BA 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Dec 16 
11:59:01 
2014 GMT 

Dec 15 
11:59:01 
2037 GMT 

5D:A1:55:A4:DC:4A:A
C:83:11:F9:AA:38:E5:
F7:68:4A:FE:15:15:4C 

7239D2F770FAFF3B1CF8BE2A
05EC03EDEAAC053B554F90D
36921155BA8051981 

2 3 C=ES, OU=AC CAMERFIRMA, O=AC 
Camerfirma 
S.A./serialNumber=A82743287, 
L=Madrid (see current address at 
https://www.camerfirma.com/address)
, CN=Camerfirma Corporate Server II - 
2015 

C=EU, L=Madrid (see current address at 
www.camerfirma.com/address)/serialNumber=
A82743287, O=AC Camerfirma S.A., 
CN=Chambers of Commerce Root - 2008 

621FF31
C489BA

136 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Jan 15 
09:21:16 
2015 GMT 

Dec 15 
09:21:16 
2037 GMT 

63:E9:F0:F0:56:00:68:
65:B0:21:6C:0E:5C:D7
:19:08:9D:08:34:65 

66EAE2709B54CDD1693177B
1332FF036CDD0F723DB3039
ED311555A6CBF5FF3E 

2 4 C=ES, OU=AC CAMERFIRMA, O=AC 
Camerfirma 
S.A./serialNumber=A82743287, 
L=Madrid (see current address at 
https://www.camerfirma.com/address)
, CN=Camerfirma TSA II - 2014 

C=EU, L=Madrid (see current address at 
www.camerfirma.com/address)/serialNumber=
A82743287, O=AC Camerfirma S.A., 
CN=Chambers of Commerce Root - 2008 

25A454
BC3455

1238 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Dec 16 
16:45:33 
2014 GMT 

Dec 15 
16:45:33 
2037 GMT 

17:C5:40:BC:2A:F8:45
:B8:AB:33:BF:F8:6F:4
9:6C:F6:17:CA:B7:D4 

65695D500117FD7270F1027E
D121F05942670075461D337
EEEC7F6A5B757A47A 

3 1 C=ES, ST=MADRID, L=MADRID, OU=see 
current address at 
www.camerfirma.com/address, 
OU=CHAMBERS OF COMMERCE ROOT - 
2016, serialNumber=A82743287, 
2.5.4.97=VATES-A82743287, O=AC 
CAMERFIRMA S.A., CN=CHAMBERS OF 
COMMERCE ROOT - 2016 

C=ES, ST=MADRID, L=MADRID, OU=see current 
address at www.camerfirma.com/address, 
OU=CHAMBERS OF COMMERCE ROOT - 2016, 
serialNumber=A82743287, 2.5.4.97=VATES-
A82743287, O=AC CAMERFIRMA S.A., 
CN=CHAMBERS OF COMMERCE ROOT - 2016 

349A2D
A18206

B2B3 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Apr 14 
07:35:48 
2016 GMT 

Apr 8 
07:35:48 
2040 GMT 

9E:2E:65:4F:3E:57:F5:
AB:7D:96:C6:8B:DF:B
3:35:6D:4A:E8:9E:8B 

04F1BEC36951BC1454A904C
E32890C5DA3CDE1356B7900
F6E62DFA2041EBAD51 

3 2 C=ES, ST=MADRID, L=MADRID, OU=see 
current address at 
https://www.camerfirma.com/address, 
OU=AC CAMERFIRMA CODESIGN - 
2016, serialNumber=A82743287, 
2.5.4.97=VATES-A82743287, O=AC 
CAMERFIRMA S.A., CN=AC 
CAMERFIRMA CODESIGN - 2016 

C=ES, ST=MADRID, L=MADRID, OU=see current 
address at www.camerfirma.com/address, 
OU=CHAMBERS OF COMMERCE ROOT - 2016, 
serialNumber=A82743287, 2.5.4.97=VATES-
A82743287, O=AC CAMERFIRMA S.A., 
CN=CHAMBERS OF COMMERCE ROOT - 2016 

454A8B
11B4E1

35F2 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Apr 14 
08:17:54 
2016 GMT 

Mar 9 
08:17:54 
2040 GMT 

A7:25:4A:06:4E:E5:60
:90:40:E4:9E:72:25:98
:85:EA:3C:DF:FA:92 

4908F2337567BE505C26CC01
A7F07C4B802132A095B2BAE
EEE6DE20883088A56 



3 3 C=ES, L=MADRID, ST=MADRID, OU=see 
current address at 
https://www.camerfirma.com/address, 
OU=AC CAMERFIRMA FOR LEGAL 
PERSONS - 2016, 
serialNumber=A82743287, 
2.5.4.97=VATES-A82743287, O=AC 
CAMERFIRMA S.A., CN=AC 
CAMERFIRMA FOR LEGAL PERSONS - 
2016 

C=ES, ST=MADRID, L=MADRID, OU=see current 
address at www.camerfirma.com/address, 
OU=CHAMBERS OF COMMERCE ROOT - 2016, 
serialNumber=A82743287, 2.5.4.97=VATES-
A82743287, O=AC CAMERFIRMA S.A., 
CN=CHAMBERS OF COMMERCE ROOT - 2016 

54B16EE
111245

A42 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Apr 14 
08:33:07 
2016 GMT 

Mar 9 
08:33:07 
2040 GMT 

C3:27:85:93:D7:2F:96
:C5:1B:AC:76:33:D9:8
6:A2:4A:7D:68:14:42 

3A8066266D28BD28CCD0F56
4C8FBC1219B4FFAE403E01E5
039D30F2400F0EB09 

3 4 C=ES, L=MADRID, ST=MADRID, OU=see 
current address at 
https://www.camerfirma.com/address, 
OU=AC CAMERFIRMA FOR NATURAL 
PERSONS - 2016, 
serialNumber=A82743287, 
2.5.4.97=VATES-A82743287, O=AC 
CAMERFIRMA S.A., CN=AC 
CAMERFIRMA FOR NATURAL PERSONS 
- 2016 

C=ES, ST=MADRID, L=MADRID, OU=see current 
address at www.camerfirma.com/address, 
OU=CHAMBERS OF COMMERCE ROOT - 2016, 
serialNumber=A82743287, 2.5.4.97=VATES-
A82743287, O=AC CAMERFIRMA S.A., 
CN=CHAMBERS OF COMMERCE ROOT - 2016 

51514C
B44FA4

54F5 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Apr 14 
08:48:09 
2016 GMT 

Mar 9 
08:48:09 
2040 GMT 

70:B8:F8:24:C7:51:CA
:CE:22:80:92:08:C9:C
0:68:2F:C1:47:58:51 

EEDD457AF1353D76F48E7C6
123F39140E5F9A069CA51B43
EEA8615C9CEC0D4BB 

3 5 C=ES, ST=MADRID, L=MADRID, OU=see 
current address at 
https://www.camerfirma.com/address, 
OU=AC CAMERFIRMA FOR WEBSITES - 
2016, serialNumber=A82743287, 
2.5.4.97=VATES-A82743287, O=AC 
CAMERFIRMA S.A., CN=AC 
CAMERFIRMA FOR WEBSITES - 2016 

C=ES, ST=MADRID, L=MADRID, OU=see current 
address at www.camerfirma.com/address, 
OU=CHAMBERS OF COMMERCE ROOT - 2016, 
serialNumber=A82743287, 2.5.4.97=VATES-
A82743287, O=AC CAMERFIRMA S.A., 
CN=CHAMBERS OF COMMERCE ROOT - 2016 

23CDF4
91B343

480B 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Apr 18 
15:43:54 
2016 GMT 

Mar 13 
15:43:54 
2040 GMT 

EC:95:33:3B:71:C0:D2
:B1:9C:58:23:0B:36:4
1:BC:54:9E:2C:92:1D 

937D7D5D0B7FB7DB039399B
C0B670CC203C7AB4E332FAE
453CC38EC188DDEA2B 

3 6 C=ES, ST=MADRID, L=MADRID, OU=see 
current address at 
https://www.camerfirma.com/address, 
OU=AC CAMERFIRMA TSA - 2016, 
serialNumber=A82743287, 
2.5.4.97=VATES-A82743287, O=AC 
CAMERFIRMA S.A., CN=AC 
CAMERFIRMA TSA - 2016 

C=ES, ST=MADRID, L=MADRID, OU=see current 
address at www.camerfirma.com/address, 
OU=CHAMBERS OF COMMERCE ROOT - 2016, 
serialNumber=A82743287, 2.5.4.97=VATES-
A82743287, O=AC CAMERFIRMA S.A., 
CN=CHAMBERS OF COMMERCE ROOT - 2016 

15B7A5
8A54FF0

282 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Apr 14 
10:42:09 
2016 GMT 

Mar 9 
10:42:09 
2040 GMT 

1E:6D:B5:C6:3F:EF:92
:55:5E:37:FA:DB:FD:1
0:AA:BA:D9:3B:4E:2C 

BAAE2C6338857D50200F6F7
3DD45E65AA2D895BED4675B
6E396B7222E018A9B8 



4 1 C=EU, O=AC Camerfirma SA CIF 
A82743287, 
OU=http://www.chambersign.org, 
CN=Global Chambersign Root 

C=EU, O=AC Camerfirma SA CIF A82743287, 
OU=http://www.chambersign.org, CN=Global 
Chambersign Root 

0 rsaEncryption (2048 bit) sha1WithRSAE
ncryption 

Sep 30 
16:14:18 
2003 GMT 

Sep 30 
16:14:18 
2037 GMT 

43:9C:36:9F:B0:9E:30:
4D:C6:CE:5F:AD:10:A
B:E5:03:A5:FA:A9:14 

EF3CB417FC8EBF6F97876C9E
4ECE39DE1EA5FE649141D10
28B7D11C0B2298CED 

4 2 C=ES/emailAddress=ac_camerfirma@c
amerfirma.com/serialNumber=A82743
287, L=Madrid (see current address at 
www.camerfirma.com/address), O=AC 
Camerfirma SA, CN=AC Camerfirma 

C=EU, O=AC Camerfirma SA CIF A82743287, 
OU=http://www.chambersign.org, CN=Global 
Chambersign Root 

2 rsaEncryption (2048 bit) sha1WithRSAE
ncryption 

Nov 14 
13:49:08 
2003 GMT 

Nov 14 
13:49:08 
2033 GMT 

70:C1:95:FA:5D:A5:16
:BE:62:E8:A4:7D:E3:D
4:64:5F:C4:E1:3E:9D 

EF3D7112DD3C3C46A3DC4D2
E012921EAD83EFC915CA6DE
3ACE72F391375BF06A 

4 3 C=ES/emailAddress=caracer@camerfir
ma.com, L=Madrid (see current 
address at 
www.camerfirma.com/address)/serial
Number=A82743287, O=AC 
Camerfirma SA, CN=RACER 

C=ES/emailAddress=ac_camerfirma@camerfir
ma.com/serialNumber=A82743287, L=Madrid 
(see current address at 
www.camerfirma.com/address), O=AC 
Camerfirma SA, CN=AC Camerfirma 

1 rsaEncryption (2048 bit) sha1WithRSAE
ncryption 

Dec 4 
17:26:41 
2003 GMT 

Dec 4 
17:26:41 
2023 GMT 

BE:BC:08:D4:2E:BA:00
:4C:80:DC:26:67:B4:A
5:D8:DD:C3:4A:1A:F9 

F1712177935DBA40BDBD99C
5F753319CF6293549B728474
1E43916AD3BFBDD75 

5 1 C=EU, L=Madrid (see current address at 
www.camerfirma.com/address)/serial
Number=A82743287, O=AC 
Camerfirma S.A., CN=Global 
Chambersign Root - 2008 

C=EU, L=Madrid (see current address at 
www.camerfirma.com/address)/serialNumber=
A82743287, O=AC Camerfirma S.A., CN=Global 
Chambersign Root - 2008 

C9CDD3
E9D57D

23CE 

rsaEncryption (4096 bit) sha1WithRSAE
ncryption 

Aug 1 
12:31:40 
2008 GMT 

Jul 31 
12:31:40 
2038 GMT 

B9:09:CA:9C:1E:DB:D
3:6C:3A:6B:AE:ED:54:
F1:5B:93:06:35:2E:5E 

136335439334A7698016A0D
324DE72284E079D7B5220BB
8FBD747816EEBEBACA 

5 2 C=ES, O=AC Camerfirma S.A., 
serialNumber=A82743287, L=Madrid 
(see current address at 
https://www.camerfirma.com/address)
, CN=AC Camerfirma - 2009 

C=EU, L=Madrid (see current address at 
www.camerfirma.com/address)/serialNumber=
A82743287, O=AC Camerfirma S.A., CN=Global 
Chambersign Root - 2008 

2 rsaEncryption (4096 bit) sha1WithRSAE
ncryption 

Mar 16 
17:16:25 
2009 GMT 

Mar 11 
17:16:25 
2029 GMT 

C8:00:0F:FC:C6:52:FC:
9F:DB:3B:64:2E:32:B9
:6E:2E:71:F3:65:79 

B68D5D9B4EA635957C0C321
5C20D35B2217B69E349C7A3
04C4F97F20C4081F88 

5 3 C=ES, O=AC Camerfirma S.A., 
serialNumber=A82743287, L=Madrid 
(see current address at 
https://www.camerfirma.com/address)
, CN=RACER - 2009 

C=ES, O=AC Camerfirma S.A., 
serialNumber=A82743287, L=Madrid (see 
current address at 
https://www.camerfirma.com/address), CN=AC 
Camerfirma - 2009 

3 rsaEncryption (4096 bit) sha1WithRSAE
ncryption 

Mar 25 
10:47:09 
2009 GMT 

Mar 23 
10:47:09 
2019 GMT 

AC:16:D7:10:D1:6F:75
:F6:84:88:68:E6:44:25
:11:72:CA:B3:1B:80 

47CFDEE37609725CFF037B56
A071C43AA05869A84428A5D
861FF92B9450292AA 



6 1 C=ES, ST=MADRID, L=MADRID, OU=see 
current address at 
www.camerfirma.com/address, 
OU=GLOBAL CHAMBERSIGN ROOT - 
2016, serialNumber=A82743287, 
2.5.4.97=VATES-A82743287, O=AC 
CAMERFIRMA S.A., CN=GLOBAL 
CHAMBERSIGN ROOT - 2016 

C=ES, ST=MADRID, L=MADRID, OU=see current 
address at www.camerfirma.com/address, 
OU=GLOBAL CHAMBERSIGN ROOT - 2016, 
serialNumber=A82743287, 2.5.4.97=VATES-
A82743287, O=AC CAMERFIRMA S.A., 
CN=GLOBAL CHAMBERSIGN ROOT - 2016 

2DD22E
5030A6

5E13 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Apr 14 
07:50:06 
2016 GMT 

Apr 8 
07:50:06 
2040 GMT 

E8:9B:CD:7E:86:62:9B
:7A:4D:8C:00:97:39:8
5:CF:1C:78:90:70:3A 

C1D80CE474A51128B77E794
A98AA2D62A0225DA3F419E5
C7ED73DFBF660E7109 

6 2 C=ES, ST=MADRID, L=MADRID, OU=see 
current address at 
https://www.camerfirma.com/address, 
OU=AC CAMERFIRMA - 2016, 
serialNumber=A82743287, 
2.5.4.97=VATES-A82743287, O=AC 
CAMERFIRMA S.A., CN=AC 
CAMERFIRMA - 2016 

C=ES, ST=MADRID, L=MADRID, OU=see current 
address at www.camerfirma.com/address, 
OU=GLOBAL CHAMBERSIGN ROOT - 2016, 
serialNumber=A82743287, 2.5.4.97=VATES-
A82743287, O=AC CAMERFIRMA S.A., 
CN=GLOBAL CHAMBERSIGN ROOT - 2016 

1108715
A574BA

44D 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Apr 14 
11:23:49 
2016 GMT 

Mar 9 
11:23:49 
2040 GMT 

D2:84:97:44:4D:D9:8
8:EE:7C:25:BF:52:80:B
3:29:48:9B:8B:18:84 

371C57982CF543FBF9041EDC
348A2E0ACDCDE4B6EC25EC2
42BAC84F01DAB181C 

6 3 C=ES, ST=MADRID, L=MADRID, OU=see 
current address at 
https://www.camerfirma.com/address, 
OU=AC CAMERFIRMA GLOBAL FOR 
LEGAL PERSONS - 2016, 
serialNumber=A82743287, 
2.5.4.97=VATES-A82743287, O=AC 
CAMERFIRMA S.A., CN=AC 
CAMERFIRMA GLOBAL FOR LEGAL 
PERSONS - 2016 

C=ES, ST=MADRID, L=MADRID, OU=see current 
address at 
https://www.camerfirma.com/address, OU=AC 
CAMERFIRMA - 2016, 
serialNumber=A82743287, 2.5.4.97=VATES-
A82743287, O=AC CAMERFIRMA S.A., CN=AC 
CAMERFIRMA - 2016 

3487D1
6B4118

D1A2 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Apr 14 
14:58:36 
2016 GMT 

Feb 8 
14:58:36 
2040 GMT 

80:21:DF:71:F1:EF:D4
:6B:DA:33:86:D1:0F:B
E:C5:DD:65:4C:84:5E 

4D20C951E134893BC5901BF
AF8E240A5BE7D00596DD31C
40429252F2E04F8B46 

6 4 C=ES, ST=MADRID, L=MADRID, OU=see 
current address at 
https://www.camerfirma.com/address, 
OU=AC CAMERFIRMA GLOBAL FOR 
NATURAL PERSONS - 2016, 
serialNumber=A82743287, 
2.5.4.97=VATES-A82743287, O=AC 
CAMERFIRMA S.A., CN=AC 
CAMERFIRMA GLOBAL FOR NATURAL 
PERSONS - 2016 

C=ES, ST=MADRID, L=MADRID, OU=see current 
address at 
https://www.camerfirma.com/address, OU=AC 
CAMERFIRMA - 2016, 
serialNumber=A82743287, 2.5.4.97=VATES-
A82743287, O=AC CAMERFIRMA S.A., CN=AC 
CAMERFIRMA - 2016 

11087A
21EF4A

8102 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Apr 14 
15:13:34 
2016 GMT 

Feb 8 
15:13:34 
2040 GMT 

4E:36:56:A8:58:CE:1B
:83:85:60:4C:D4:1B:A
1:DF:72:3D:AF:7B:5F 

EF411C837AC3304185E53913
FE369BF8FF6598C2A52BDB1
B6E2DEAB5DCC7F06F 



6 5 C=ES, ST=MADRID, L=MADRID, OU=see 
current address at 
https://www.camerfirma.com/address, 
OU=AC CAMERFIRMA GLOBAL FOR 
WEBSITES - 2016, 
serialNumber=A82743287, 
2.5.4.97=VATES-A82743287, O=AC 
CAMERFIRMA S.A., CN=AC 
CAMERFIRMA GLOBAL FOR WEBSITES - 
2016 

C=ES, ST=MADRID, L=MADRID, OU=see current 
address at 
https://www.camerfirma.com/address, OU=AC 
CAMERFIRMA - 2016, 
serialNumber=A82743287, 2.5.4.97=VATES-
A82743287, O=AC CAMERFIRMA S.A., CN=AC 
CAMERFIRMA - 2016 

2EE3841
7DD54A

F32 

rsaEncryption (4096 bit) sha256WithRS
AEncryption 

Apr 18 
15:57:56 
2016 GMT 

Feb 12 
15:57:56 
2040 GMT 

F4:35:D1:DA:FD:FE:A
4:11:06:C6:2C:3C:C2:
FF:9C:FA:89:91:0F:6A 

99BDA6792DCAED7145BF9B7
F466831051821AEF03216971
176241AFC2123AB84 
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