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320     <emItem blockID="i660" id="youplayer@addons.mozilla.org">

675     <emItem blockID="i656" id="hdv@vovcacik.addons.mozilla.org">

C:\ServerInstalls\SeaMonkey\2.58

official\seamonkey-2.58a1.en-US.win32.installer\core\extensions\{e2fda1a4-762b-4020-b5ad-a41df1933103}\module

s\calExtract.jsm   (53,00 KB,  13.03.2018 10:25:15)

52         cal.WARN("Your installed Lightning only includes a single locale, extracting event info from other
languages is likely inaccurate. You can install Lightning from addons.mozilla.org manually for multiple locale
support.");

C:\ServerInstalls\SeaMonkey\2.58 official\seamonkey-2.58a1.en-US.win32.installer\core\xul.dll   (64.384,00 KB, 
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]mozLz40checkStartupModificationsbootstrappedenableShimslastModifiedTimethemeinstall.rdfmanifest.json
currentModifiedTimeaddonStartup.json.lz4extensions.defaultProviders.enabledMOZ_RELEASE_ASSERT(xp
 c::IsInAutomation())ÊÖ1 ) Iâ1 ·1 ²1 ˆ“°  }
privacy.resistFingerprinting.block_mozAddonManagerxpinstall.enableddiscovery.addons.mozilla.orgextensi
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C:\ServerInstalls\SeaMonkey\2.58 official\seamonkey-2.58a1.en-US.win32.installer\core\omni.ja   (46.806,00 KB, 
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9020             <DT><A HREF="https://addons.mozilla.org/en-US/seamonkey/">SeaMonkey Add-ons</a>

9021             <DT><A HREF="https://addons.mozilla.org/en-US/seamonkey/themes">SeaMonkey Themes</a>

9022             <DT><A HREF="https://addons.mozilla.org/en-US/seamonkey/dictionaries">Spell Checking
Dictionaries</a>

9023             <DT><A HREF="https://addons.mozilla.org/en-US/seamonkey/plugins">Plugins for SeaMonkey</a>

345390 extensions.getMoreThemesURL=https://addons.mozilla.org/%LOCALE%/%APP%/complete-themes/

345391 extensions.getPersonasURL=https://addons.mozilla.org/%LOCALE%/%APP%/themes/?sort=up-and-comin
g

345392 spellchecker.dictionaries.download.url=https://addons.mozilla.org/%LOCALE%/%APP%/dictionaries

353254   <a href="https://addons.mozilla.org">addons.mozilla.org</a> (AMO) into the

353265   <a href="https://addons.mozilla.org/seamonkey/addon/amo-browsing-for-seamonkey/">

353267   information and links onto the Add-on pages at addons.mozilla.org. If the

397554 <a href="https://addons.mozilla.org/seamonkey/">Mozilla Add-ons</a>.'>

398409 <!ENTITY search.placeholder2                  "Search on addons.mozilla.org">

455800 const WEBAPI_INSTALL_HOSTS = ["addons.mozilla.org", "testpilot.firefox.com"];

485588         dependencies.add(`${api}@experiments.addons.mozilla.org`);

488152     let addonId = `${apiName}@experiments.addons.mozilla.org`;

696520          document.location = "https://addons.mozilla.org/addon/7685";

702074 href="https://addons.mozilla.org/en-US/firefox/addon/gÃ¶rans-hemmasnickrade-ordli/">Swedish
dictionary</a>

783438                  oncommand="openUILinkIn('https://addons.mozilla.org/firefox/collections/mozilla/webdeveloper/',
'tab');"/>

848441 href="https://addons.mozilla.org/en-US/firefox/addon/gÃ¶rans-hemmasnickrade-ordli/">Swedish
dictionary</a>

868276             `https://addons.mozilla.org/find-replacement/?guid=${this.mAddon.id}`;

1115131       window.openUILinkIn("https://addons.mozilla.org/firefox/collections/mozilla/webdeveloper/", "tab");

1476959 pref("browser.search.searchEnginesURL", "https://addons.mozilla.org/%LOCALE%/%APP%/search/?atype
=4");

1477448 pref("extensions.update.url", "https://versioncheck.addons.mozilla.org/update/VersionCheck.php?reqVersio
n=%REQ_VERSION%&id=%ITEM_ID%&version=%ITEM_VERSION%&maxAppVersion=%ITEM_MAXAPPV
ERSION%&status=%ITEM_STATUS%&appID=%APP_ID%&appVersion=%APP_VERSION%&appOS=%AP
P_OS%&appABI=%APP_ABI%&locale=%APP_LOCALE%&currentAppVersion=%CURRENT_APP_VERSIO
N%&updateType=%UPDATE_TYPE%&compatMode=%COMPATIBILITY_MODE%");

1477470 pref("extensions.getAddons.get.url", "https://services.addons.mozilla.org/%LOCALE%/%APP%/api/%API_V
ERSION%/search/guid:%IDS%?src=seamonkey&appOS=%OS%&appVersion=%VERSION%");

1477471 pref("extensions.getAddons.getWithPerformance.url", "https://services.addons.mozilla.org/%LOCALE%/%A
PP%/api/%API_VERSION%/search/guid:%IDS%?src=seamonkey&appOS=%OS%&appVersion=%VERSION
%&tMain=%TIME_MAIN%&tFirstPaint=%TIME_FIRST_PAINT%&tSessionRestored=%TIME_SESSION_RES
TORED%");

1477472 pref("extensions.getAddons.link.url", "https://addons.mozilla.org/%LOCALE%/%APP%/");

1477473 pref("extensions.getAddons.recommended.url", "https://services.addons.mozilla.org/%LOCALE%/%APP%/a
pi/%API_VERSION%/list/recommended/all/%MAX_RESULTS%/%OS%/%VERSION%?src=seamonkey");
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1477474 pref("extensions.getAddons.search.browseURL", "https://addons.mozilla.org/%LOCALE%/%APP%/search?
q=%TERMS%");

1477475 pref("extensions.getAddons.search.url", "https://services.addons.mozilla.org/%LOCALE%/%APP%/api/%AP
I_VERSION%/search/%TERMS%/all/%MAX_RESULTS%/%OS%/%VERSION%/%COMPATIBILITY_MODE
%?src=seamonkey");

1477476 pref("extensions.webservice.discoverURL", "https://services.addons.mozilla.org/%LOCALE%/%APP%/disco
very/pane/%VERSION%/%OS%");

1482425 pref("extensions.webextensions.restrictedDomains",
"accounts-static.cdn.mozilla.net,accounts.firefox.com,addons.cdn.mozilla.net,addons.mozilla.org,api.accoun
ts.firefox.com,content.cdn.mozilla.net,content.cdn.mozilla.net,discovery.addons.mozilla.org,input.mozilla.org
,install.mozilla.org,oauth.accounts.firefox.com,profile.accounts.firefox.com,support.mozilla.org,sync.services.
mozilla.com,testpilot.firefox.com");

1483508 origin install 1 https://addons.mozilla.org

1483512 !<f–ÚYB B
defaults/blocklists/addons.json{"data":[{"guid":"ext@alibonus.com","blockID":"i1524","enabled":true,"last_mo
dified":1485301116629,"details":{"who":"All Firefox users who have these versions
installed.","created":"2017-01-24T22:45:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1333471","
name":"Alibonus 1.20.9 and lower","why":"Versions 1.20.9 and lower of this add-on contain critical security
issues."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"1.20.9","severity":1}],"prefs":[
],"id":"a015d5a4-9184-95db-0c74-9262af2332fa","schema":1485297431051},{"guid":"{a0d7ccb3-214d-498b-b
4aa-0e8fda9a7bf7}","blockID":"i1523","enabled":true,"last_modified":1485297214072,"details":{"who":"All
Firefox users who have these versions of the Web of Trust add-on
installed.","created":"2017-01-24T22:01:08Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1314332","
name":"Web of Trust 20170120 and lower","why":"Versions 20170120 and lower of the Web of Trust add-on
send excessive user data to its service, which has been reportedly shared with third parties without sufficient
sanitization. These versions are also affected by a vulnerability that could lead to unwanted remote code
execution."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"20170120","severity":1}],"
prefs":[],"id":"2224c139-9b98-0900-61c1-04031de11ad3","schema":1485295513652},{"guid":"/^(ciscowebexst
art1@cisco\\.com|ciscowebexstart_test@cisco\\.com|ciscowebexstart@cisco\\.com|ciscowebexgpc@cisco\\.c
om)$/","blockID":"i1522","enabled":true,"last_modified":1485215014902,"details":{"who":"All Firefox users
who have any Cisco WebEx add-ons
installed.","created":"2017-01-23T22:55:58Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1333225","
name":"Cisco WebEx add-ons","why":"A critical security vulnerability has been discovered in Cisco WebEx
add-ons that enable malicious websites to execute code on the user's
system."},"versionRange":[{"targetApplication":[],"minVersion":"1.0.0","maxVersion":"1.0.1","severity":1}],"pref
s":[],"id":"30368779-1d3b-490a-0a34-253085af7754","schema":1485212610474},{"guid":"{de71f09a-3342-48c
5-95c1-4b0f17567554}","blockID":"i1493","enabled":true,"last_modified":1484867614757,"details":{"who":"All
users who have this add-on
installed.","created":"2017-01-12T22:17:59Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1329654","
name":"Search for Firefox Convertor (malware)","why":"This is a malicious add-on that is installed using a
fake name. It changes search and homepage
settings."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"1.3.9","severity":3}],"prefs":[
],"id":"d6ec9f54-9945-088e-ba68-40117eaba24e","schema":1484335370642},{"guid":"googlotim@gmail.com"
,"blockID":"i1492","enabled":true,"last_modified":1483646608603,"details":{"who":"All users who have
Savogram version 1.3.2 installed. Version 1.3.1 doesn't have this problem and can be installed from the <a
href=\"https://addons.mozilla.org/addon/savogram/\">add-on page</a>. Note that this is an older version, so
affected users won't be automatically updated to it. New versions should correct this problem if they become
available.","created":"2017-01-05T19:58:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1328594","
name":"Savogram 1.3.2","why":"Version 1.3.2 of this add-on loads remote code and performs DOM injection
in an unsafe
manner."},"versionRange":[{"targetApplication":[],"minVersion":"1.3.2","maxVersion":"1.3.2","severity":1}],"pre
fs":[],"id":"0756ed76-7bc7-ec1e-aba5-3a9fac2107ba","schema":1483389810787},{"guid":"support@update-fir
efox.com","blockID":"i21","enabled":true,"last_modified":1483389809169,"details":{"who":"All users of the
add-on in all Mozilla
applications.","created":"2011-01-31T16:23:48Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=629717
","name":"Browser Update (spyware)","why":"This add-on is adware/spyware masquerading as a Firefox
update
mechanism."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[]

Page 3 of 53



,"id":"dfb06be8-3594-28e4-d163-17e27119f15d","schema":1483387107003},{"guid":"{2224e955-00e9-4613-a
844-ce69fccaae91}","blockID":"i7","enabled":true,"last_modified":1483389809147,"details":{"who":"All users
of Internet Saving Optimizer for all Mozilla
applications.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=512406
","name":"Internet Saving Optimizer (extension)","why":"This add-on causes a high volume of Firefox crashes
and is considered
malware."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"b9efb796-97c2-6434-d28f-acc83436f8e5","schema":1483387107003},{"guid":"supportaccessplugin@gma
il.com","blockID":"i43","enabled":true,"last_modified":1483389809124,"details":{"who":"All users with Firefox
Access Plugin
installed","created":"2011-10-11T11:24:05Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=693673","na
me":"Firefox Access Plugin (spyware)","why":"This add-on is spyware that reports all visited websites to a
third party with no user
value."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
1ed230a4-e174-262a-55ab-0c33f93a2529","schema":1483387107003},{"guid":"{8CE11043-9A15-4207-A565
-0C94C42D590D}","blockID":"i10","enabled":true,"last_modified":1483389809102,"details":{"who":"All users
of this add-on in all Mozilla
applications.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=541302
","name":"Internal security options editor (malware)","why":"This add-on secretly hijacks all search results in
most major search engines and masks as a security
add-on."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id"
:"e2e0ac09-6d68-75f5-2424-140f51904876","schema":1483387107003},{"guid":"youtube@youtube2.com","bl
ockID":"i47","enabled":true,"last_modified":1483389809079,"details":{"who":"All users with any version of
Free Cheesecake Factory installed on any Mozilla
product.","created":"2011-12-22T13:11:36Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=713050","na
me":"Free Cheesecake Factory (malware)","why":"This add-on hijacks your Facebook
account."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id
":"85f5c1db-433b-bee3-2a3b-325165cacc6e","schema":1483387107003},{"guid":"admin@youtubespeedup.c
om","blockID":"i48","enabled":true,"last_modified":1483389809057,"details":{"who":"All users with any version
of Youtube Speed UP! installed on any Mozilla
product.","created":"2011-12-29T19:48:06Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=714221","na
me":"Youtube Speed UP! (malware)","why":"This add-on hijacks your Facebook
account."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id
":"a93922c4-8a8a-5230-8f76-76fecb0653b6","schema":1483387107003},{"guid":"{E8E88AB0-7182-11DF-904
E-6045E0D72085}","blockID":"i13","enabled":true,"last_modified":1483389809035,"details":{"who":"All users
of this add-on for all Mozilla
applications.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=578085
","name":"Mozilla Sniffer (malware)","why":"This add-on intercepts website login credentials and is malware.
For more information, please <a
href=\"http://blog.mozilla.com/addons/2010/07/13/add-on-security-announcement/\">read our security
announcement</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],
"prefs":[],"id":"ebbd6de9-fc8a-3e5b-2a07-232bee589c7c","schema":1483387107003},{"guid":"sigma@labs.m
ozilla","blockID":"i44","enabled":true,"last_modified":1483389809012,"details":{"who":"All users of Lab Kit in
all versions of
Firefox.","created":"2011-10-11T11:51:34Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=690819","na
me":"Mozilla Labs: Lab Kit","why":"The Lab Kit add-on has been retired due to compatibility issues with
Firefox 7 and future Firefox browser releases. You can still install Mozilla Labs add-ons <a href=\"https://addo

ns.mozilla.org/en-US/firefox/user/5133025/\">individually</a>.\r\n\r\nFor more information, please read <a
href=\"http://mozillalabs.com/blog/2011/10/lab-kit-is-retiring/\">this
announcement</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],
"prefs":[],"id":"d614e9cd-220f-3a19-287b-57e122f8c4b5","schema":1483387107003},{"guid":"/^(jid0-S9kkzfTv
EmC985BVmf8ZOzA5nLM@jetpack|jid1-qps14pkDB6UDvA@jetpack|jid1-Tsr09YnAqIWL0Q@jetpack|shole
@ats.ext|{38a64ef0-7181-11e3-981f-0800200c9a66}|eochoa@ualberta.ca)$/","blockID":"i1424","enabled":tru
e,"last_modified":1483378113482,"details":{"who":"All users who have any of the affected versions
installed.","created":"2016-12-21T17:22:12Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1325060","
name":"Various vulnerable add-on versions","why":"A security vulnerability was discovered in old versions of
the Add-ons SDK, which is exposed by certain old versions of add-ons. In the case of some add-ons that
haven't been updated for a long time, all versions are being
blocked."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id
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":"0699488d-2a19-6735-809e-f229849fe00b","schema":1483376308298},{"guid":"pink@rosaplugin.info","bloc
kID":"i84","enabled":true,"last_modified":1482945810971,"details":{"who":"All Firefox users who have this
add-on
installed","created":"2012-04-09T10:13:51Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=743484","na
me":"Facebook Rosa (malware)","why":"Add-on acts like malware and performs user actions on Facebook
without their
consent."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id
":"66ad8de9-311d-076c-7356-87fde6d30d8f","schema":1482945809444},{"guid":"videoplugin@player.com","
blockID":"i90","enabled":true,"last_modified":1482945810949,"details":{"who":"All Firefox users who have
installed this
add-on.","created":"2012-05-07T08:58:30Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=752483","na
me":"FlashPlayer 11 (malware)","why":"This add-on is malware disguised as a Flash Player update. It can
hijack Google searches and Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"d25943f1-39ef-b9ec-ab77-baeef3498365","schema":1482945809444},{"guid":"youtb3@youtb3.com","bloc
kID":"i60","enabled":true,"last_modified":1482945810927,"details":{"who":"All Firefox users who have this
extension
installed.","created":"2012-02-02T16:38:41Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=723753","n
ame":"Video extension (malware)","why":"Malicious extension installed under false
pretenses."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"cae3093f-a7b3-5352-a264-01dbfbf347ce","schema":1482945809444},{"guid":"{8f42fb8b-b6f6-45de-81c0-
d6d39f54f971}","blockID":"i82","enabled":true,"last_modified":1482945810904,"details":{"who":"All Firefox
users who have installed this
add-on.","created":"2012-04-09T10:04:28Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=743012","na
me":"Face Plus (malware)","why":"This add-on maliciously manipulates Facebook and is installed under false
pretenses."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"09319ab3-55e7-fec1-44e0-84067d014b9b","schema":1482945809444},{"guid":"cloudmask@cloudmask.c
om","blockID":"i1233","enabled":true,"last_modified":1482945810881,"details":{"who":"Any user who has
version 2.0.788, or earlier,
installed.","created":"2016-06-17T14:31:57Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1280431","
name":"CloudMask","why":"These versions of the add-on (before 2.0.788) execute code from a website in a
privileged local browser context, potentially allowing dangerous, unreviewed, actions to affect the user's
computer.  This is fixed in later
versions."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"2.0.788","severity":1}],"pref
s":[],"id":"2a8b40c7-a1d2-29f4-b7d7-ccfc5066bae1","schema":1482945809444},{"guid":"{95ff02bc-ffc6-45f0-a
5c8-619b8226a9de}","blockID":"i105","enabled":true,"last_modified":1482945810858,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2012-06-08T14:34:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=763065","n
ame":"Eklenti D\u00fcnyas\u0131 (malware)","why":"This is a malicious add-on that inserts scripts into
Facebook and hijacks the user's
session.\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],
"id":"afbbc08d-2414-f51e-fdb8-74c0a2d90323","schema":1482945809444},{"guid":"{fa277cfc-1d75-4949-a1f9
-4ac8e41b2dfd}","blockID":"i77","enabled":true,"last_modified":1482945810835,"details":{"who":"All Firefox
users who have installed this
add-on.","created":"2012-03-22T14:39:08Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=738419","na
me":"Adobe Flash (malware)","why":"This add-on is malware that is installed under false pretenses as an
Adobe
plugin."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
81753a93-382d-5f9d-a4ca-8a21b679ebb1","schema":1482945809444},{"guid":"youtube@youtube3.com","blo
ckID":"i57","enabled":true,"last_modified":1482945810811,"details":{"who":"All Firefox users that have
installed this
add-on.","created":"2012-01-31T13:54:20Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=722823","na
me":"Divx 2012 Plugin (malware)","why":"Malware installed on false
pretenses."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"4a93a0eb-a513-7272-6199-bc4d6228ff50","schema":1482945809444},{"guid":"{392e123b-b691-4a5e-b5
2f-c4c1027e749c}","blockID":"i109","enabled":true,"last_modified":1482945810788,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2012-06-29T13:20:22Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=769781","n
ame":"Zaman Tuneline Hay\u0131r! (malware)","why":"This add-on pretends to be developed by Facebook
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and injects scripts that manipulate users' Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"b9a805aa-cae7-58d6-5a53-2af4442e4cf6","schema":1482945809444},{"guid":"msntoolbar@msn.com","bl
ockID":"i18","enabled":true,"last_modified":1482945810764,"details":{"who":"Users of Bing Bar 6.0 and older
for all versions of
Firefox.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=599971","na
me":"Bing Bar","why":"This add-on has security issues and was blocked at Microsoft's request. For more
information, please see <a href=\"http://support.microsoft.com/kb/2430460\">this
article</a>."},"versionRange":[{"targetApplication":[],"minVersion":"
0","maxVersion":"6.*","severity":1}],"prefs":[],"id":"9b2f2039-b997-8993-d6dc-d881bc1ca7a1","schema":1482
945809444},{"guid":"yasd@youasdr3.com","blockID":"i104","enabled":true,"last_modified":1482945810740,"d
etails":{"who":"All Firefox users who have this add-on
installed.","created":"2012-06-08T14:33:31Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=763065","n
ame":"Play Now (malware)","why":"This is a malicious add-on that inserts scripts into Facebook and hijacks
the user's
session.\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],
"id":"8a352dff-d09d-1e78-7feb-45dec7ace5a5","schema":1482945809444},{"guid":"fdm_ffext@freedownload
manager.org","blockID":"i2","enabled":true,"last_modified":1482945810393,"details":{"who":"Users of Firefox
3 and later with versions 1.0 through 1.3.1 of Free Download
Manager","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=408445","n
ame":"Free Download Manager","why":"This add-on causes a high volume of
crashes."},"versionRange":[{"targetApplication":[{"minVersion":"3.0a1","guid":"{ec8030f7-c20a-464f-9b0e-13a
3a9e97384}","maxVersion":"*"}],"minVersion":"1.0","maxVersion":"1.3.1","severity":1}],"prefs":[],"id":"fc46f8e7-
0489-b90f-a373-d93109479ca5","schema":1482945809444},{"guid":"flash@adobe.com","blockID":"i56","enab
led":true,"last_modified":1482945810371,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2012-01-30T15:41:51Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=722526","n
ame":"Adobe Flash Update (malware)","why":"This add-on poses as an Adobe Flash update and injects
malicious scripts into web pages. It hides itself in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"696db959-fb0b-8aa4-928e-65f157cdd77a","schema":1482945809444},{"guid":"youtubeer@youtuber.com"
,"blockID":"i66","enabled":true,"last_modified":1482945810348,"details":{"who":"All Firefox users who have
installed this
add-on.","created":"2012-02-13T15:44:20Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=726787","na
me":"Plug VDS (malware)","why":"Add-on behaves maliciously, and is installed under false
pretenses."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"0878ce4e-b476-ffa3-0e06-21a65b7917a1","schema":1482945809444},{"guid":"{B13721C7-F507-4982-B2
E5-502A71474FED}","blockID":"i8","enabled":true,"last_modified":1482945810326,"details":{"who":"Users of
all versions of the original Skype Toolbar in all versions of
Firefox.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=627278","na
me":"Original Skype Toolbar","why":"This add-on causes a high volume of Firefox crashes and introduces
severe performance issues. Please <a
href=\"http://www.skype.com/intl/en/get-skype/on-your-computer/click-and-call/\">update to the latest
version</a>. For more information, please <a
href=\"http://blog.mozilla.com/addons/2011/01/20/blocking-the-skype-toolbar-in-firefox/\">read our
announcement</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],
"prefs":[],"id":"5a320611-59a3-0eee-bb30-9052be870e00","schema":1482945809444},{"guid":"yslow@yahoo-
inc.com","blockID":"i11","enabled":true,"last_modified":1482945810303,"details":{"who":"Users of YSlow
version 2.0.5 for Firefox 3.5.7 and
later.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=542686","name
":"YSlow","why":"This add-on causes a high volume of Firefox crashes and other stability issues. Users
should <a href=\"https://addons.mozilla.org/firefox/addon/yslow/\">update to the latest
version</a>."},"versionRange":[{"targetApplication":[{"minVersion":"3.5.7","guid":"{ec8030f7-c20a-464f-9b0e-
13a3a9e97384}","maxVersion":"*"}],"minVersion":"2.0.5","maxVersion":"2.0.5","severity":1}],"prefs":[],"id":"a9b
34e8f-45ce-9217-b791-98e094c26352","schema":1482945809444},{"guid":"youtube@youtuber.com","blockI
D":"i63","enabled":true,"last_modified":1482945810281,"details":{"who":"All Firefox users who have installed
this
add-on.","created":"2012-02-06T15:39:38Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=724691","na
me":"Mozilla Essentials (malware)","why":"Installs under false pretenses and delivers
malware."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
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d":"18216e6f-9d70-816f-4d4c-63861f43ff3c","schema":1482945809444},{"guid":"flash@adobee.com","blockI
D":"i83","enabled":true,"last_modified":1482945810259,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2012-04-09T10:08:22Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=743497","n
ame":"FlashPlayer 11 (malware)","why":"This add-on is malware installed under false
pretenses."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"09bb4661-331c-f7ba-865b-9e085dc437af","schema":1482945809444},{"guid":"youtube@2youtube.com",
"blockID":"i71","enabled":true,"last_modified":1482945810236,"details":{"who":"All Firefox users who have
installed this
add-on.","created":"2012-02-27T10:23:23Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=730399","na
me":"YouTube

1483512  extension (malware)","why":"Extension is malware, installed under false
pretenses."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"5d389c1f-b3a0-b06f-6ffb-d1e8aa055e3c","schema":1482945809444},{"guid":"webmaster@buzzzzvideos.
info","blockID":"i58","enabled":true,"last_modified":1482945810213,"details":{"who":"All Firefox users who
have installed this
add-on.","created":"2012-01-31T14:51:06Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=722844","na
me":"Buzz Video (malware)","why":"Malware add-on that is installed under false
pretenses."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"f7aab105-e2c2-42f5-d9be-280eb9c0c8f7","schema":1482945809444},{"guid":"play5@vide04flash.com","
blockID":"i92","enabled":true,"last_modified":1482945810191,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2012-05-15T13:27:22Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=755443","n
ame":"Lastest Flash PLayer (malware)","why":"This add-on impersonates a Flash Player update (poorly), and
inserts malicious scripts into
Facebook."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"7190860e-fc1f-cd9f-5d25-778e1e9043b2","schema":1482945809444},{"guid":"support3_en@adobe122.c
om","blockID":"i97","enabled":true,"last_modified":1482945810168,"details":{"who":"All Firefox users who
have installed this
add-on.","created":"2012-05-28T13:42:54Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=759164","na
me":"FlashPlayer 11 (malware)","why":"This add-on is malware disguised as the Flash Player
plugin."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
decf93a1-2bb0-148c-a1a6-10b3757b554b","schema":1482945809444},{"guid":"a1g0a9g219d@a1.com","bloc
kID":"i73","enabled":true,"last_modified":1482945810146,"details":{"who":"All Firefox users who have installed
this
add-on.","created":"2012-03-15T15:03:04Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=736275","na
me":"Flash Player (malware)","why":"This add-on is malware disguised as Flash Player. It steals user cookies
and sends them to a remote
location."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id
":"6dd66b43-897d-874a-2227-54e240b8520f","schema":1482945809444},{"guid":"ghostviewer@youtube2.co
m","blockID":"i59","enabled":true,"last_modified":1482945810123,"details":{"who":"All Firefox users who have
installed this
add-on.","created":"2012-02-02T16:32:15Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=723683","na
me":"Ghost Viewer (malware)","why":"Malicious add-on that automatically posts to
Facebook."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"06dfe833-8c3d-90ee-3aa8-37c3c28f7c56","schema":1482945809444},{"guid":"{46551EC9-40F0-4e47-8E
18-8E5CF550CFB8}","blockID":"i19","enabled":true,"last_modified":1482945810101,"details":{"who":"Users of
Stylish version 1.1b1 for
Firefox.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=621660","na
me":"Stylish","why":"Version 1.1b1 of this add-on causes compatibility issues with Firefox. Users should
update to the latest
version."},"versionRange":[{"targetApplication":[],"minVersion":"1.1b1","maxVersion":"1.1b1","severity":1}],"pr
efs":[],"id":"aaea37e1-ff86-4565-8bd5-55a6bf942791","schema":1482945809444},{"guid":"kdrgun@gmail.com
","blockID":"i103","enabled":true,"last_modified":1482945810078,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2012-06-08T14:32:51Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=763065","n
ame":"Timeline Kapat (malware)","why":"This is a malicious add-on that inserts scripts into Facebook and
hijacks the user's
session."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id
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":"a9a46ab2-2f56-1046-201c-5faa3435e248","schema":1482945809444},{"guid":"youtube2@youtube2.com","
blockID":"i67","enabled":true,"last_modified":1482945810055,"details":{"who":"All Firefox users who have
installed this
add-on.","created":"2012-02-18T09:10:30Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=728476","na
me":"Youtube Online (malware)","why":"This add-on is malware, installed under false
pretenses."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"14650ece-295b-a667-f9bc-a3d973e2228c","schema":1482945809444},{"guid":"masterfiler@gmail.com","
blockID":"i12","enabled":true,"last_modified":1482945810032,"details":{"who":"All users of this add-on for all
Mozilla
applications.","created":"2010-02-05T15:01:27Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=542081
","name":"Master File (malware)","why":"This add-on is malware and attempts to install a Trojan on the user's
computer."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"a256d79d-5af8-92e9-a29d-350adf822efe","schema":1482945809444},{"guid":"{847b3a00-7ab1-11d4-8f0
2-006008948af5}","blockID":"i9","enabled":true,"last_modified":1482945810003,"details":{"who":"Users of
Enigmail versions older than 0.97a for Thunderbird 3 and
later.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=531047","name
":"Enigmail","why":"This add-on causes a high volume of crashes and other stability issues. Users should <a
href=\"https://addons.mozilla.org/en-US/thunderbird/addon/enigmail/\">update
Enigmail</a>."},"versionRange":[{"targetApplication":[{"minVersion":"3.0pre","guid":"{3550f703-e582-4d05-9a
08-453d09bdfdc6}","maxVersion":"*"}],"minVersion":"0","maxVersion":"0.97a","severity":1}],"prefs":[],"id":"115f
46b6-059d-202a-4373-2ca79b096347","schema":1482945809444},{"guid":"mozilla_cc@internetdownloadma
nager.com","blockID":"i14","enabled":true,"last_modified":1482945809979,"details":{"who":"Users of Firefox 4
and later with Internet Download Manager version 6.9.8 and
older.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=578443","nam
e":"Internet Download Manager","why":"This add-on causes a high volume of crashes and has other stability
issues."},"versionRange":[{"targetApplication":[{"minVersion":"3.7a1pre","guid":"{ec8030f7-c20a-464f-9b0e-1
3a3a9e97384}","maxVersion":"*"}],"minVersion":"0","maxVersion":"6.9.8","severity":1}],"prefs":[],"id":"773ffcfb-
75d1-081d-7431-ebe3fa5dbb44","schema":1482945809444},{"guid":"admin@youtubeplayer.com","blockID":"i
51","enabled":true,"last_modified":1482945809957,"details":{"who":"All Firefox users with this extension
installed.","created":"2012-01-18T14:34:55Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=717165","n
ame":"Youtube player (malware)","why":"This add-on is malware, doing nothing more than inserting
advertisements into websites through
iframes."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id"
:"16b2ce94-88db-0d79-33fc-a93070ceb509","schema":1482945809444},{"guid":"personas@christopher.bear
d","blockID":"i15","enabled":true,"last_modified":1482945809934,"details":{"who":"All users of Personas Plus
1.6 in all versions of
Firefox.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=590978","na
me":"Personas Plus","why":"This version of Personas Plus is incompatible with certain Firefox functionality
and other add-ons. Users should upgrade to the latest
version."},"versionRange":[{"targetApplication":[{"minVersion":"3.6","guid":"{ec8030f7-c20a-464f-9b0e-13a3a
9e97384}","maxVersion":"3.6.*"}],"minVersion":"1.6","maxVersion":"1.6","severity":1}],"prefs":[],"id":"e36479c6
-ca00-48d4-4fd9-ec677fd032da","schema":1482945809444},{"guid":"youtubeee@youtuber3.com","blockID":"i
96","enabled":true,"last_modified":1482945809912,"details":{"who":"All Firefox users who have installed this
add-on.","created":"2012-05-25T09:26:47Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=758503","na
me":"Divx 2012 Plugins (malware)","why":"This is a malicious add-on that is disguised as a DivX
plugin."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
f01be9cb-5cf2-774a-a4d7-e210a24db5b9","schema":1482945809444},{"guid":"{3252b9ae-c69a-4eaf-9502-dc
9c1f6c009e}","blockID":"i17","enabled":true,"last_modified":1482945809886,"details":{"who":"Users of version
2.2 of this add-on in all versions of
Firefox.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=599971","na
me":"Default Manager (Microsoft)","why":"This add-on has security issues and was blocked at Microsoft's
request. For more information, please see <a href=\"http://support.microsoft.com/kb/2430460\">this
article</a>."},"versionRange":[{"targetApplication":[],"minVersion":"2.2","maxVersion":"2.2","severity":1}],"pref
s":[],"id":"38be28ac-2e30-37fa-4332-852a55fafb43","schema":1482945809444},{"guid":"{68b8676b-99a5-46d
1-b390-22411d8bcd61}","blockID":"i93","enabled":true,"last_modified":1482945809863,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2012-05-16T10:44:42Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=755635","n
ame":"Zaman T\u00fcnelini Kald\u0131r! (malware)","why":"This is a malicious add-on that post content on
Facebook accounts and steals user
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data."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"7
33aff15-9b1f-ec04-288f-b78a55165a1c","schema":1482945809444},{"guid":"applebeegifts@mozilla.doslash.
org","blockID":"i54","enabled":true,"last_modified":1482945809840,"details":{"who":"All Firefox users that
install this
add-on.","created":"2012-01-26T16:17:49Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=721562","na
me":"Applebees Gift Card (malware)","why":"Add-on is malware installed under false
pretenses."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"1372c8ab-5452-745a-461a-aa78e3e12c4b","schema":1482945809444},{"guid":"activity@facebook.com",
"blockID":"i65","enabled":true,"last_modified":1482945809437,"details":{"who":"All Firefox users who have
installed this
add-on.","created":"2012-02-13T15:41:02Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=726803","na
me":"Facebook extension (malware)","why":"Add-on behaves maliciously and poses as an official Facebook
add-on."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id"
:"79ad1c9b-0828-7823-4574-dd1cdd46c3d6","schema":1482945112982},{"guid":"jid0-EcdqvFOgWLKHNJPu
qAnawlykCGZ@jetpack","blockID":"i62","enabled":true,"last_modified":1482945809415,"details":{"who":"All
Firefox users who have installed this
add-on.","created":"2012-02-06T14:46:33Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=724650","na
me":"YouTube extension (malware)","why":"Add-on is installed under false pretenses and delivers
malware."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"5ae1e642-b53c-54c0-19e7-5562cfdac3a3","schema":1482945112982},{"guid":"{B7082FAA-CB62-4872-9
106-E42DD88EDE45}","blockID":"i25","enabled":true,"last_modified":1482945809393,"details":{"who":"Users
of McAfee SiteAdvisor below version 3.3.1 for Firefox 4.\r\n\r\nUsers of McAfee SiteAdvisor 3.3.1 and below
for Firefox 5 and
higher.","created":"2011-03-14T15:53:07Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=637542","na
me":"McAfee SiteAdvisor","why":"This add-on causes a high volume of crashes and is incompatible with
certain versions of
Firefox."},"versionRange":[{"targetApplication":[{"minVersion":"3.7a1","guid":"{ec8030f7-c20a-464f-9b0e-13a3
a9e97384}","maxVersion":"*"}],"minVersion":"0.1","maxVersion":"3.3.0.*","severity":1}],"prefs":[],"id":"c950501
b-1f08-2ab2-d817-7c664c0d16fe","schema":1482945112982},{"guid":"{B7082FAA-CB62-4872-9106-E42DD8
8EDE45}","blockID":"i38","enabled":true,"last_modified":1482945809371,"details":{"who":"Users of McAfee
SiteAdvisor below version 3.3.1 for Firefox 4.\r\n\r\nUsers of McAfee SiteAdvisor 3.3.1 and below for Firefox
5 and
higher.","created":"2011-05-27T13:55:02Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=660111","na
me":"McAfee SiteAdvisor","why":"This add-on causes a high volume of crashes and is incompatible with
certain versions of
Firefox."},"versionRange":[{"targetApplication":[{"minVersion":"5.0a1","guid":"{ec8030f7-c20a-464f-9b0e-13a3
a9e97384}","maxVersion":"*"}],"minVersion":"3.3.1","maxVersion":"*","severity":1}],"prefs":[],"id":"f11de388-45
11-8d06-1414-95d3b2b122c5","schema":1482945112982},{"guid":"{3f963a5b-e555-4543-90e2-c3908898db7
1}","blockID":"i6","enabled":true,"last_modified":1482945809348,"details":{"who":"Users of AVG SafeSearch
version 8.5 and older for all Mozilla
applications.","created":"2009-06-17T13:12:12Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=527135
","name":"AVG SafeSearch","why":"This add-on causes a high volume of crashes and causes other stability
issues."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"8.5","severity":1}],"prefs":[],"i
d":"0d6f7d4c-bf5d-538f-1ded-ea4c6b775617","schema":1482945112982},{"guid":"langpack-vi-VN@firefox.mo
zilla.org","blockID":"i3","enabled":true,"last_modified":1482945809326,"details":{"who":"Users of Vietnamese
Language Pack version 2.0 for all Mozilla
applications.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=432406
","name":"Vietnamese Language Pack","why":"Corrupted files. For more information, please see <a
href=\"http://blog.mozilla.com/security/2008/05/07/compromised-file-in-vietnamese-language-pack-for-firefox-
2/\">this blog
post</a>."},"versionRange":[{"targetApplication":[],"minVersion":"2.0","maxVersion":"2.0","severity":1}],"prefs"
:[],"id":"51d4b581-d21c-20a1-6147-b17c3adc7867","schema":1482945112982},{"guid":"youtube@youtube7.c
om","blockID":"i55","enabled":true,"last_modified":1482945809304,"details":{"who":"All Firefox users with this
add-on
installed.","created":"2012-01-27T09:39:31Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=721646","n
ame":"Plugin Video (malware)","why":"This is malware posing as video
software."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"08ceedf5-c7c1-f54f-db0c-02f01f0e319a","schema":1482945112982},{"guid":"crossriderapp3924@crossrid
er.com","blockID":"i76","enabled":true,"last_modified":1482945809279,"details":{"who":"All Firefox users who
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have installed this
add-on.","created":"2012-03-22T10:38:47Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=738282","na
me":"Fblixx (malware)","why":"This add-on compromises Facebook privacy and security and spams friends
lists without user
intervention."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[
],"id":"39d0a019-62fb-837b-1f1f-6831e56442b5","schema":1482945112982},{"guid":"{45147e67-4020-47e2-8
f7a-55464fb535aa}","blockID":"i86","enabled":true,"last_modified":1482945809255,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2012-04-25T16:33:21Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=748993","n
ame":"Mukemmel Face+","why":"This add-on injects scripts into Facebook and performs malicious
activity."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"960443f9-cf48-0b71-1ff2-b8c34a3411ea","schema":1482945112982},{"guid":"{4B3803EA-5230-4DC3-A7FC-
33638F3D3542}","blockID":"i4","enabled":true,"last_modified":1482945809232,"details":{"who":"Users of
Firefox 3 and later with version 1.2 of Crawler
Toolbar","created":"2008-07-08T10:23:31Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=441649","na
me":"Crawler Toolbar","why":"This add-on causes a high volume of
crashes."},"versionRange":[{"targetApplication":[{"minVersion":"3.0a1","guid":"{ec8030f7-c20a-464f-9b0e-13a
3a9e97384}","maxVersion":"*"}],"minVersion":"1.2","maxVersion":"1.2","severity":1}],"prefs":[],"id":"a9818d53-
3a6a-8673-04dd-2a16f5644215","schema":1482945112982},{"guid":"flashupdate@adobe.com","blockID":"i68
","enabled":true,"last_modified":1482945809208,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2012-02-21T13:55:10Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=722526","n
ame":"Flash Update (malware)","why":"Add-on is malware, installed under false
pretenses."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"1ba5b46e-790d-5af2-9580-a5f1e6e65522","schema":1482945112982},{"guid":"plugin@youtubeplayer.co
m","blockID":"i127","enabled":true,"last_modified":1482945809185,"details":{"who":"All users who have this
add-on
installed.","created":"2012-08-16T13:03:10Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=783356","n
ame":"Youtube Facebook Player (malware)","why":"This add-on tries to pass as a YouTube player and runs
malicious scripts on
webpages."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],
"id":"17a8bece-e2df-a55d-8a72-95faff028b83","schema":1482945112982},{"guid":"GifBlock@facebook.com",
"blockID":"i79","enabled":true,"last_modified":1482945809162,"details":{"who":"All Firefox users who have
installed this
extension.","created":"2012-03-27T10:53:33Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=739482","
name":"Facebook Essentials (malware)","why":"This extension is malicious and is installed under false
pretenses."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"728451e8-1273-d887-37e9-5712b1cc3bff","schema":1482945112982},{"guid":"ff-ext@youtube","blockID":
"i52","enabled":true,"last_modified":1482945809138,"details":{"who":"All Firefox users that have this add-on
installed.","created":"2012-01-19T08:26:35Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=719296","n
ame":"Youtube player (malware)","why":"This add-on poses as a YouTube player while posting spam into
Facebook
account."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id
":"cd2dd72a-dd52-6752-a0cd-a4b312fd0b65","schema":1482945112982},{"guid":"ShopperReports@Shopper
Reports.com","blockID":"i22","enabled":true,"last_modified":1482945809115,"details":{"who":"Users of
Shopper Reports version 3.1.22.0 in Firefox 4 and
later.","created":"2011-02-09T17:03:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=630191","name
":"Shopper Reports","why":"This add-on causes a high volume of Firefox
crashes."},"versionRange":[{"targetApplication":[],"minVersion":"3.1.22.0","maxVersion":"3.1.22.0","severity":1
}],"prefs":[],"id":"f26b049c-d856-750f-f050-996e6bec7cbb","schema":1482945112982},{"guid":"{27182e60-b5f
3-411c-b545-b44205977502}","blockID":"i16","enabled":true,"last_modified":1482945809092,"details":{"who":
"Users of version 1.0 of this add-on in all versions of
Firefox.","created":"2011-03-31T16:28:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=599971","na
me":"Search Helper Extension (Microsoft)","why":"This add-on has security issues and was blocked at
Microsoft's request. For more information, please see <a
href=\"http://support.microsoft.com/kb/2430460\">this
article</a>."},"versionRange":[{"targetApplication":[],"minVersion":"1.0","maxVersion":"1.0","severity":1}],"pref
s":[],"id":"2655f230-11f3-fe4c-7c3d-757d37d5f9a5","schema":1482945112982},{"guid":"{841468a1-d7f4-4bd3-
84e6-bb0f13a06c64}","blockID":"i46","enabled":true,"last_modified":1482945809069,"details":{"who":"Users
of all versions of Nectar Search Toolbar in Firefox
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9.","created":"2011-12-20T11:38:17Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=712369","name":"
Nectar Search Toolbar","why":"This add-on causes crashes and other stability issues in
Firefox."},"versionRange":[{"targetApplication":[{"minVersion":"9.0a1","guid":"{ec8030f7-c20a-464f-9b0e-13a3
a9e97384}","maxVersion":"9.0"}],"minVersion":"0.1","maxVersion":"*","severity":1}],"prefs":[],"id":"b660dabd-0
dc0-a55c-4b86-416080b345d9","schema":1482945112982},{"guid":"support@daemon-tools.cc","blockID":"i5"
,"enabled":true,"last_m

1483512  repeatedly, and change settings without user consent, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"4387ad94-8500-d74d-68e3-20564
a9aac9e","schema":1480349193877},{"guid":"{28387537-e3f9-4ed7-860c-11e69af4a8a0}","blockID":"i40","en
abled":true,"last_modified":1480349214002,"details":{"who":"Users of MediaBar versions 4.3.1.00 and below
in all versions of
Firefox.","created":"2011-07-19T10:19:41Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=665775","na
me":"MediaBar (2)","why":"This add-on causes a high volume of crashes and is incompatible with certain
versions of
Firefox."},"versionRange":[{"targetApplication":[],"minVersion":"0.1","maxVersion":"4.3.1.00","severity":1}],"pre
fs":[],"id":"ff95664b-93e4-aa73-ac20-5ffb7c87d8b7","schema":1480349193877},{"guid":"{41e5ef7a-171d-4ab5
-8351-951c65a29908}","blockID":"i784","enabled":true,"last_modified":1480349213962,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2014-11-14T14:37:56Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"HelpSiteExpert","why":"This add-on is silently installed into users' systems. It uses very unsafe
practices to load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"0c05a0bb-30b4-979e-33a7-9f3955eba17d","schema":1480349193877},{"guid":"/^({2d7886a0-85bb-
4bf2-b684-ba92b4b21d23}|{2fab2e94-d6f9-42de-8839-3510cef6424b}|{c02397f7-75b0-446e-a8fa-6ef70cfbf1
2b}|{8b337819-d1e8-48d3-8178-168ae8c99c36}|firefox@neurowise.info|firefox@allgenius.info)$/","blockID":"i
762","enabled":true,"last_modified":1480349213913,"details":{"who":"All Firefox users who have this add-on
installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-10-17T16:58:10Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1082599","
name":"SaveSense, neurowise, allgenius","why":"These add-ons are silently installed into users' systems, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"c5439f55-ace5-ad73-1270-017c0ba7b2ce","schema":1480349193877},{"guid":"{462be121-2b54-42
18-bf00-b9bf8135b23f}","blockID":"i226","enabled":true,"last_modified":1480349213879,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2012-11-29T16:27:36Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=812303","n
ame":"WhiteSmoke","why":"This add-on is silently side-installed by other software, and doesn't do much more
than changing the users' settings, without reverting them on
removal."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id
":"994c6084-e864-0e4e-ac91-455083ee46c7","schema":1480349193877},{"guid":"firefox@browsefox.com","b
lockID":"i546","enabled":true,"last_modified":1480349213853,"details":{"who":"All Firefox users who have this
add-on installed. If you want to continue using it, it can be enabled in the Add-ons
Manager.","created":"2014-01-30T12:26:57Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=936244","n
ame":"BrowseFox","why":"This add-on is silently installed, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"407d8c84-8939-cd28-b284-9b680e529bf6","schema":1480349193877},{"guid":"{6926c7f7-6006-42d
1-b046-eba1b3010315}","blockID":"i382","enabled":true,"last_modified":1480349213825,"details":{"who":"All
Firefox users who have this add-on installed. Those who wish to continue using it can enable it again in the
Add-ons
Manager.","created":"2013-06-25T12:05:34Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=844956","n
ame":"appbario7","why":"This add-on is silently installed, bypassing the Firefox opt-in screen and violating our
<a href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"2367bd94-2bdd-c615-de89-023ba071a443","schema":1480349193877},{"guid":"faststartff@gmail.c
om","blockID":"i866","enabled":true,"last_modified":1480349213799,"details":{"who":"All users who have this
add-on installed. Users who wish to continue using the add-on can enable it in the Add-ons
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Manager.","created":"2015-02-26T13:12:47Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1131217","
name":"Fast Start","why":"This add-on is silently installed into users' systems, in violation of our <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"9e730bca-c7d1-da82-64f6-c74de216cb7d","schema":1480349193877},{"guid":"05dd836e-2cbd-420
4-9ff3-2f8a8665967d@a8876730-fb0c-4057-a2fc-f9c09d438e81.com","blockID":"i468","enabled":true,"last_m
odified":1480349213774,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2013-11-07T14:43:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=935135","n
ame":"Trojan.DownLoader9.50268 (malware)","why":"This add-on appears to be part of a <a
href=\"https://www.drwebhk.com/en/virus_techinfo/Trojan.DownLoader9.50268.html\">Trojan software</a>
package."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"2fd53d9b-7096-f1fb-fbcb-2b40a6193894","schema":1480349193877},{"guid":"jid1-0xtMKhXFEs4jIg@jetpa
ck","blockID":"i586","enabled":true,"last_modified":1480349213717,"details":{"who":"All Firefox users who
have this add-on
installed.","created":"2014-06-03T15:50:19Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1011286","
name":"ep (malware)","why":"This add-on appears to be malware installed without user
consent."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id
":"50ca2179-83ab-1817-163d-39ed2a9fbd28","schema":1480349193877},{"guid":"/^({16e193c8-1706-40bf-b6
f3-91403a9a22be}|{284fed43-2e13-4afe-8aeb-50827d510e20}|{5e3cc5d8-ed11-4bed-bc47-35b4c4bc1033}|{
7429e64a-1fd4-4112-a186-2b5630816b91}|{8c9980d7-0f09-4459-9197-99b3e559660c}|{8f1d9545-0bb9-458
3-bb3c-5e1ac1e2920c})$/","blockID":"i517","enabled":true,"last_modified":1480349213344,"details":{"who":"A
ll Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2013-12-20T12:54:33Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947509","n
ame":"Re-markit","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by silently installing the add-on, and using multiple add-on
IDs."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"e8
8a28ab-5569-f06d-b0e2-15c51bb2a4b7","schema":1480349193877},{"guid":"safebrowse@safebrowse.co","b
lockID":"i782","enabled":true,"last_modified":1480349213319,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2014-11-12T14:20:44Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1097696","
name":"SafeBrowse","why":"This add-on loads scripts with malicious code that appears intended to steal
usernames, passwords, and other private
information."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[]
,"id":"edd81c91-383b-f041-d8f6-d0b9a90230bd","schema":1480349193877},{"guid":"{af95cc15-3b9b-45ae-8d
9b-98d08eda3111}","blockID":"i492","enabled":true,"last_modified":1480349213294,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2013-12-02T12:45:06Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=945126","n
ame":"Facebook (malware)","why":"This is a malicious Firefox extension that uses a deceptive name and
hijacks users' Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"7064e9e2-fba4-7b57-86d7-6f4afbf6f560","schema":1480349193877},{"guid":"{84a93d51-b7a9-431e-8ff8-
d60e5d7f5df1}","blockID":"i744","enabled":true,"last_modified":1480349213264,"details":{"who":"All Firefox
users who have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-10-17T15:47:06Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1080817","
name":"Spigot Shopping Assistant","why":"This add-on appears to be silently installed into users' systems,
and changes settings without consent, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"dbc7ef8b-2c48-5dae-73a0-f87288c669f0","schema":1480349193877},{"guid":"{C3949AC2-4B17-43
ee-B4F1-D26B9D42404D}","blockID":"i918","enabled":true,"last_modified":1480349213231,"details":{"who":"
All Firefox users who have this add-on installed in Firefox 39 and
above.\r\n","created":"2015-06-02T09:58:16Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1170633",
"name":"RealPlayer Browser Record Plugin","why":"Certain versions of this extension are causing startup
crashes in Firefox 39 and
above.\r\n"},"versionRange":[{"targetApplication":[{"minVersion":"39.0a1","guid":"{ec8030f7-c20a-464f-9b0e-1
3a3a9e97384}","maxVersion":"*"}],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"7f2a68f3-aa8
a-ae41-1e48-d1f8f63d53c7","schema":1480349193877},{"guid":"831778-poidjao88DASfsAnindsd@jetpack","
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blockID":"i972","enabled":true,"last_modified":1480349213194,"details":{"who":"All users who have this
add-on
installed.","created":"2015-08-04T15:18:03Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1190962","
name":"Video patch (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"39471221-6926-e11b-175a-b28424d49bf6","schema":1480349193877},{"guid":"lbmsrvfvxcblvpane@lpaez
hjez.org","blockID":"i342","enabled":true,"last_modified":1480349213128,"details":{"who":"All Firefox users
who have this add-on
installed.","created":"2013-05-06T16:18:14Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=863385","n
ame":"RapidFinda","why":"This add-on is silently installed, violating our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on Guidelines</a>. It also
appears to install itself both locally and globally, producing a confusing uninstall
experience."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],
"id":"98fb4536-07a4-d03a-f7c5-945acecc8203","schema":1480349193877},{"guid":"{babb9931-ad56-444c-b9
35-38bffe18ad26}","blockID":"i499","enabled":true,"last_modified":1480349213100,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-12-04T15:22:02Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=946086","n
ame":"Facebook Credits (malware)","why":"This is a malicious Firefox extension that uses a deceptive name
and hijacks users' Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"be1d19fa-1662-322a-13e6-5fa5474f33a7","schema":1480349193877},{"guid":"{18d5a8fe-5428-485b-968f
-b97b05a92b54}","blockID":"i802","enabled":true,"last_modified":1480349213074,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2014-12-15T10:52:49Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1080839","
name":"Astromenda Search Addon","why":"This add-on is silently installed and is considered malware, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"bc846147-cdc1-141f-5846-b705c
48bd6ed","schema":1480349193877},{"guid":"{b6ef1336-69bb-45b6-8cba-e578fc0e4433}","blockID":"i780","e
nabled":true,"last_modified":1480349213024,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2014-11-12T14:00:47Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"Power-SW","why":"This add-on is silently installed into users' systems. It uses very unsafe practices
to load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"3b080157-2900-d071-60fe-52b0aa376cf0","schema":1480349193877},{"guid":"info@wxdownloadm
anager.com","blockID":"i196","enabled":true,"last_modified":1480349212999,"details":{"who":"All Firefox
users who have these add-ons
installed.","created":"2012-11-05T09:24:13Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=806451","n
ame":"Codec (malware)","why":"These are malicious add-ons that are distributed with a trojan and negatively
affect web
browsing."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"b62597d0-d2cb-d597-7358-5143a1d13658","schema":1480349193877},{"guid":"{C3949AC2-4B17-43ee-
B4F1-D26B9D42404D}","blockID":"i111","enabled":true,"last_modified":1480349212971,"details":{"who":"All
Firefox users on Windows who have the RealPlayer Browser Record extension
installed.","created":"2012-07-10T15:28:16Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=771802","n
ame":"RealPlayer Browser Record Plugin","why":"The RealPlayer Browser Record extension is causing
significant problems on Flash video sites like YouTube. This block automatically disables the add-on, but
users can re-enable it from the Add-ons Manager if necessary.\r\n\r\nThis block shouldn't disable any other
RealPlayer plugins, so watching RealPlayer content on the web should be unaffected.\r\n\r\nIf you still have
problems playing videos on YouTube or elsewhere, please visit our <a
href=\"http://support.mozilla.com/\">support site</a> for
help."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"15.0.5","severity":1}],"prefs":[],"
os":"WINNT","id":"d3f96257-7635-555f-ef48-34d426322992","schema":1480349193877},{"guid":"l@AdLJ7uz.
net","blockID":"i728","enabled":true,"last_modified":1480349212911,"details":{"who":"All Firefox users who
have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-10-16T16:34:54Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1076771","
name":"GGoSavee","why":"This add-on is silently installed and changes user settings without consent, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
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Guidelines</a>"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage"],"id":"e6bfa340-7d8a-1627-5cdf-40c0c4982e9d","schema":1480349193877},{
"guid":"{6b2a75c8-6e2e-4267-b955-43e25b54e575}","blockID":"i698","enabled":true,"last_modified":1480349
212871,"details":{"who":"All Firefox users who have this add-on installed. Users who wish to continue using it
can enable it in the Add-ons
Manager.","created":"2014-08-21T15:46:31Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1052611","
name":"BrowserShield","why":"This add-on is silently installed into users' systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"492e4e43-f89f-da58-9c09-d99528ee9ca9","schema":1480349193877},{"guid":"/^({65f9f6b7-2dae-46
fc-bfaf-f88e4af1beca}|{9ed31f84-c8b3-4926-b950-dff74047ff79}|{0134af61-7a0c-4649-aeca-90d776060cb3}|{
02edb56b-9b33-435b-b7df-b2843273a694}|{da51d4f6-3e7e-4ef8-b400-9198e0874606}|{b24577db-155e-407
7-bb37-3fdd3c302bb5})$/","blockID":"i525","enabled":true,"last_modified":1480349212839,"details":{"who":"Al
l Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2013-12-20T14:11:14Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=949566","n
ame":"KeyBar add-on","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by making changes that can't be easily reverted and using multiple
IDs."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"78
562d79-9a64-c259-fb63-ce24e29bb141","schema":1480349193877},{"guid":"adsremoval@adsremoval.net","
blockID":"i560","enabled":true,"last_modified":1480349212798,"details":{"who":"All Firefox users who have
this add-on installed. If you wish to continue using this add-on, you can enable it in the Add-ons
Manager.","created":"2014-02-27T09:57:31Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=962793","n
ame":"Ad Removal","why":"This add-on is silently installed and changes various user settings, in violation of
the <a href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"4d150ad4-dc22-9790-07a9-36e0a23f857f","schema":1480349193877},{"guid":"firefoxaddon@youtub
eenhancer.com","blockID":"i445","enabled":true,"last_modified":1480349212747,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-09-04T16:53:37Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=911966","n
ame":"YouTube Enhancer Plus (malware)","why":"This is a malicious add-on that imitates a popular video
downloader extension, and attempts to hijack Facebook accounts. The add-on available in the add-ons site
is safe to
use."},"versionRange":[{"targetApplication":[],"minVersion":"208.7.0","maxVersion":"208.7.0","severity":3}],"pr
efs":[],"id":"41d75d3f-a57e-d5ad-b95b-22f5fa010b4e","schema":1480349193877},{"guid":"suchpony@suchpo
ny.de","blockID":"i1264","enabled":true,"last_modified":1480349212719,"details":{"who":"All users who have
version 1.6.7 or less of this add-on
installed.","created":"2016-08-24T10:48:13Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1251911","
name":"Suchpony (pre 1.6.8)","why":"Old versions of this add-on contained code from YouTube Unblocker,
which was <a href=\"https://addons.mozilla.org/firefox/blocked/i1129\">originally blocked</a> due to
malicious activity.  Version 1.6.8 is now
okay."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"1.6.7","severity":3}],"prefs":[],"i
d":"1bbf00f3-53b5-3777-43c7-0a0b11f9c433","schema":1480349193877},{"guid":"{336D0C35-8A85-403a-B9
D2-65C292C39087}","blockID":"i224","enabled":true,"last_modified":1480349212655,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2012-11-29T16:22:49Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=812292","n
ame":"IB Updater","why":"This add-on is side-installed with other software, and blocks setting reversions
attempted by users who want to recover their settings after they are hijacked by other
add-ons."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id
":"c87666e6-ec9a-2f1e-ad03-a722d2fa2a25","schema":1480349193877},{"guid":"G4Ce4@w.net","blockID":"i
718","enabled":true,"last_modified":1480349212277,"details":{"who":"All

1483512  Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2014-10-02T12:21:22Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1076771","
name":"YoutUbeAdBlaocke","why":"This add-on is silently installed into users' systems and changes settings
without consent, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
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s":["browser.startup.homepage"],"id":"3e1e9322-93e9-4ce1-41f5-46ad4ef1471b","schema":1480349193877},{
"guid":"extension@Fast_Free_Converter.com","blockID":"i533","enabled":true,"last_modified":148034921224
7,"details":{"who":"All Firefox users who have this add-on installed. Users who wish to continue using it can
enable it in the Add-ons
Manager.","created":"2013-12-20T15:04:18Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=949597","n
ame":"FastFreeConverter","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by silently installing
it."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"726f
5645-c0bf-66dc-a97a-d072b46e63e7","schema":1480349193877},{"guid":"@stopad","blockID":"i1266","enabl
ed":true,"last_modified":1480349212214,"details":{"who":"Users who have version 0.0.4 and earlier of the
add-on
installed.","created":"2016-08-30T12:24:20Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1298780","
name":"Stop Ads Addon","why":"Stop Ads sends each visited url to a third party server which is not necessary
for the add-on to work or disclosed in a privacy policy or user opt-in.  Versions 0.0.4 and earlier are
affected."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"0.0.4","severity":1}],"prefs":[
],"id":"3d1893dd-2092-d1f7-03f3-9629b7d7139e","schema":1480349193877},{"guid":"703db0db-5fe9-44b6-9f
53-c6a91a0ad5bd@7314bc82-969e-4d2a-921b-e5edd0b02cf1.com","blockID":"i519","enabled":true,"last_mo
dified":1480349212183,"details":{"who":"All Firefox users who have this add-on installed. Users who wish to
continue using it can enable it in the Add-ons
Manager.","created":"2013-12-20T12:57:27Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947509","n
ame":"Re-markit","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by silently installing the add-on, and using multiple add-on
IDs."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"a2
7d0f9f-7708-3d5f-82e1-e3f29e6098a0","schema":1480349193877},{"guid":"imbaty@taringamp3.com","blockI
D":"i662","enabled":true,"last_modified":1480349212157,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2014-07-10T15:39:44Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1036757","
name":"Taringa MP3 / Adobe Flash","why":"This is a malicious add-on that attempts to hide itself by
impersonating the Adobe Flash
plugin."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
f43859d4-46b7-c028-4738-d40a73ddad7b","schema":1480349193877},{"guid":"{13c9f1f9-2322-4d5c-81df-6d
4bf8476ba4}","blockID":"i348","enabled":true,"last_modified":1480349212102,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-05-08T15:55:57Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=867359","n
ame":"mywebsearch","why":"This add-on is silently installed, violating our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on Guidelines</a>. It also
fails to revert settings changes on removal.\r\n\r\nUsers who wish to continue using this add-on can enable it
in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"372cf3df-0810-85d8-b5d7-faffff309a11","schema":1480349193877},{"guid":"{a6e67e6f-8615-4fe0-a599-3
4a73fc3fba5}","blockID":"i346","enabled":true,"last_modified":1480349212077,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-05-06T17:06:06Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=867333","n
ame":"Startnow","why":"This add-on is silently installed, violating our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on Guidelines</a>. Also, it
doesn't reset its settings changes on uninstall.\r\n\r\nUsers who wish to continue using this add-on can
enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"1caf911c-ff2f-b0f6-0d32-29ef74be81bb","schema":1480349193877},{"guid":"garg_sms@yahoo.in","blockI
D":"i652","enabled":true,"last_modified":1480349212044,"details":{"who":"All Firefox users who have this
version of the add-on
installed.","created":"2014-07-10T15:17:38Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1036757","
name":"Save My YouTube Day!, version 67.9","why":"Certain versions of the Save My YouTube Day!
extension weren't developed by the original developer, and are likely malicious in nature. This violates the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on Guidelines</a> for reusing
an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"67.9","maxVersion":"67.9","severity":3}],"prefs":[],"i
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d":"e50c0189-a7cd-774d-702b-62eade1bf18e","schema":1480349193877},{"guid":"9518042e-7ad6-4dac-b37
7-056e28d00c8f@f1cc0a13-4df1-4d66-938f-088db8838882.com","blockID":"i308","enabled":true,"last_modifi
ed":1480349212020,"details":{"who":"All Firefox users who have this add-on installed. Users who wish to
continue using this add-on can enable it in the Add-ons
Manager.","created":"2013-02-28T13:48:32Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=846455","n
ame":"Solid Savings","why":"This add-on is silently installed, bypassing our third-party opt-in screen, in
violation of our <a href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"df25ee07-74d4-ccd9-dbbe-7eb053015144","schema":1480349193877},{"guid":"jufa098j-LKooapd9j
asJ9jliJsd@jetpack","blockID":"i1000","enabled":true,"last_modified":1480349211979,"details":{"who":"All
users who have this add-on
installed.","created":"2015-09-07T14:00:20Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1201163","
name":"Secure Video (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"c3a98025-0f4e-3bb4-b475-97329e7b1426","schema":1480349193877},{"guid":"{46eddf51-a4f6-4476-8d6
c-31c5187b2a2f}","blockID":"i750","enabled":true,"last_modified":1480349211953,"details":{"who":"All Firefox
users who have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-10-17T16:17:47Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=963788","n
ame":"Slick Savings","why":"This add-on is silently installed into users' systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"9b4ef650-e1ad-d55f-c420-4f26dbb4139c","schema":1480349193877},{"guid":"{DAC3F861-B30D-40
dd-9166-F4E75327FAC7}","blockID":"i924","enabled":true,"last_modified":1480349211896,"details":{"who":"A
ll Firefox users who have this add-on installed in Firefox 39 and
above.\r\n","created":"2015-06-09T15:28:17Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1173154",
"name":"RealPlayer Browser Record Plugin","why":"Certain versions of this extension are causing startup
crashes in Firefox 39 and
above.\r\n"},"versionRange":[{"targetApplication":[{"minVersion":"39.0a1","guid":"{ec8030f7-c20a-464f-9b0e-1
3a3a9e97384}","maxVersion":"*"}],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"be57998b-9e
4d-1040-e6bb-ed9de056338d","schema":1480349193877},{"guid":"JMLv@njMaHh.org","blockID":"i790","ena
bled":true,"last_modified":1480349211841,"details":{"who":"All users who have this add-on
installed.","created":"2014-11-24T14:14:47Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1103516","
name":"YouttubeAdBlocke","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"070d5747-137d-8500-8713-cfc6437558a3","schema":1480349193877},{"guid":"istart_ffnt@gmail.com","bl
ockID":"i888","enabled":true,"last_modified":1480349211785,"details":{"who":"All Firefox users who have this
add-on installed. Users who wish to continue using this add-on can enable it in the Add-on
Manager.","created":"2015-04-10T16:27:47Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1152553","
name":"Istart","why":"This add-on appears to be malware, being silently installed and hijacking user settings,
in violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"32fad759-38d9-dad9-2295-e44cc
6887040","schema":1480349193877},{"guid":"gystqfr@ylgga.com","blockID":"i449","enabled":true,"last_modif
ied":1480349211748,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2013-09-13T16:19:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=912742","n
ame":"Define Ext","why":"This add-on doesn't follow our <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>. It is installed bypassing the Firefox opt-in screen, and manipulates settings without reverting
them on removal. Users who wish to continue using this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"8fe8f509-c530-777b-dccf-d10d58ae78cf","schema":1480349193877},{"guid":"e9d197d59f2f45f382b1aa5c
14d82@8706aaed9b904554b5cb7984e9.com","blockID":"i844","enabled":true,"last_modified":148034921171
3,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2015-02-06T15:01:47Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1128324","
name":"Sense","why":"This add-on is silently installed and attempts to change user settings like the home
page and default search, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"f8f8695c-a356-a1d6-9291-502b37
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7c63c2","schema":1480349193877},{"guid":"{184AA5E6-741D-464a-820E-94B3ABC2F3B4}","blockID":"i968"
,"enabled":true,"last_modified":1480349211687,"details":{"who":"All users who have this add-on
installed.","created":"2015-08-04T09:41:27Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1164243","
name":"Java String Helper (malware)","why":"This is a malicious add-on that poses as a Java
extension."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"fac1d2cb-eed7-fcef-5d5a-43c556371bd7","schema":1480349193877},{"guid":"7d51fb17-b199-4d8f-894e-
decaff4fc36a@a298838b-7f50-4c7c-9277-df6abbd42a0c.com","blockID":"i455","enabled":true,"last_modified"
:1480349211660,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2013-09-25T10:28:36Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=919792","n
ame":"Video Console (malware)","why":"This is a malicious extension that hijacks Facebook accounts and
posts spam to the users'
friends."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"dd4d2e17-4ce6-36b0-3035-93e9cc5846d4","schema":1480349193877},{"guid":"prositez@prz.com","blockID
":"i764","enabled":true,"last_modified":1480349211628,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2014-10-29T16:43:15Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"ProfSitez","why":"This add-on is silently installed into users' systems. It uses very unsafe practices to
load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"684ad4fd-2cbd-ce2a-34cd-bc66b20ac8af","schema":1480349193877},{"guid":"/^toolbar[0-9]*@findw
ide\\.com$/","blockID":"i874","enabled":true,"last_modified":1480349211601,"details":{"who":"All users who
have this add-on installed. Users who wish to continue using the add-on can enable it in the Add-ons
Manager.","created":"2015-03-04T14:54:10Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1082758","
name":"FindWide Toolbars","why":"This add-on is silently installed into users' systems, in violation of our <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>.\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"
prefs":["browser.startup.homepage","browser.search.defaultenginename"],"id":"a317ad9f-af4d-e086-4afd-cd5
eead1ed62","schema":1480349193877},{"guid":"{25D77636-38B1-1260-887C-2D4AFA92D6A4}","blockID":"i
536","enabled":true,"last_modified":1480349211555,"details":{"who":"All Firefox users who have this
extension
installed.","created":"2014-01-13T10:36:05Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=959279","n
ame":"Microsoft DirectInput Object (malware)","why":"This is a malicious extension that is installed alongside
a trojan. It hijacks searches on selected
sites."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"c
d174588-940e-f5b3-12ea-896c957bd4b3","schema":1480349193877},{"guid":"fdm_ffext@freedownloadmana
ger.org","blockID":"i216","enabled":true,"last_modified":1480349211163,"details":{"who":"All Firefox users
who have installed version 1.5.7.5 of the Free Download Manager
extension.","created":"2012-11-27T12:47:51Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=789700","
name":"Free Download Manager","why":"Version 1.5.7.5 of the Free Download Manager extension is causing
frequent crashes in recent versions of Firefox. Version 1.5.7.6 corrects this problem, but it is currently not
available on addons.mozilla.org. We recommend all users to update to the new version once it becomes
available."},"versionRange":[{"targetApplication":[],"minVersion":"1.5.7.5","maxVersion":"1.5.7.5","severity":1}]
,"prefs":[],"id":"736417a2-6161-9973-991a-aff566314733","schema":1480349193877},{"guid":"{badea1ae-72e
d-4f6a-8c37-4db9a4ac7bc9}","blockID":"i543","enabled":true,"last_modified":1480349211119,"details":{"who":
"All Firefox users who have this add-on installed. If you wish to continue using this add-on, you can enable it
in the Add-ons
Manager.","created":"2014-01-28T14:28:18Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=963809","n
ame":"Address Bar Search","why":"This add-on is apparently malware that is silently installed into users'
systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"8c1dd68e-7df6-0c37-2f41-107745a7be54","schema":1480349193877},{"guid":"addon@gemaoff","bl
ockID":"i1230","enabled":true,"last_modified":1480349211044,"details":{"who":"All users who have this
add-on
installed.","created":"2016-06-08T16:15:11Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1251911","
name":"YouTube Unblocker (addon@gemaoff)","why":"These add-ons are copies of YouTube Unblocker,
which was <a href=\"https://addons.mozilla.org/firefox/blocked/i1129\">originally blocked</a> due to
malicious
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activity."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"6bc49e9f-322f-9952-15a6-0a723a61c2d9","schema":1480349193877},{"guid":"{d87d56b2-1379-49f4-b081-a
f2850c79d8e}","blockID":"i726","enabled":true,"last_modified":1480349211007,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2014-10-13T16:01:03Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1080835","
name":"Website Xplorer Lite","why":"This add-on is silently installed into users' systems. It uses very unsafe
practices to load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"7b0895b4-dd4f-1c91-f4e3-31afdbdf3178","schema":1480349193877},{"guid":"OKitSpace@OKitSpa
ce.es","blockID":"i469","enabled":true,"last_modified":1480349210982,"details":{"who":"All Firefox users who
have this add-on
installed.","created":"2013-11-07T15:35:01Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=935779","n
ame":"Installer bundle (malware)","why":"This add-on is part of a malicious Firefox installer
bundle."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"6a11aa68-0dae-5524-cc96-a5053a31c466","schema":1480349193877},{"guid":"{c96d1ae6-c4cf-4984-b110-f
5f561b33b5a}","blockID":"i808","enabled":true,"last_modified":1480349210956,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2014-12-19T09:36:52Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"Better Web","why":"This add-on is silently installed into users' systems. It uses very unsafe practices
to load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"0413d46b-8205-d9e0-65df-4caa3e6355c4","schema":1480349193877},{"guid":"lightningnewtab@g
mail.com","blockID":"i554","enabled":true,"last_modified":1480349210931,"details":{"who":"All Firefox users
who have this add-on installed. If you wish to continue using this add-on, it can be enabled in the Add-ons
Manager.","created":"2014-02-19T15:28:24Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=974041","n
ame":"Lightning SpeedDial","why":"This add-on is silently installed in Firefox and includes a companion
extension that also performs malicious
actions."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id"
:"875513e1-e6b1-a383-2ec5-eb4deb87eafc","schema":1480349193877},{"guid":"/^ext@bettersurfplus/","bloc
kID":"i506","enabled":true,"last_modified":1480349210905,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2013-12-10T15:10:31Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=939254","n
ame":"BetterSurf (malware)","why":"This add-on appears to be malware and is installed silently in violation of
the <a href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"b4da06d2-a0fd-09b6-aadb-7e3b29c3be3a","schema":1480349193877},{"guid":"thefoxonlybetter@q
uicksaver","blockID":"i706","enabled":true,"last_modified":1480349210859,"details":{"who":"All Firefox users
who have any of these versions of the add-on
installed.","created":"2014-08-27T14:50:32Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1053469","
name":"The

1483512  Fox, Only Better (malicious versions)","why":"Certain versions of The Fox, Only Better weren't developed by
the original developer, and are likely malicious in nature. This violates the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on Guidelines</a> for reusing
an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"1.6.160","maxVersion":"1.6.160","severity":3}],"pref
s":[],"id":"bb2b2114-f8e7-511d-04dc-abc8366712cc","schema":1480349193877},{"guid":"CortonExt@ext.com
","blockID":"i336","enabled":true,"last_modified":1480349210805,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2013-04-22T16:10:17Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=864551","n
ame":"CortonExt","why":"This add-on is reported to be installed without user consent, with a non-descriptive
name, and ties a number of browser features to Amazon URLs, probably monetizing on affiliate
codes."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"
a5bdd05d-eb4c-ce34-9909-a677b4322384","schema":1480349193877},{"guid":"1chtw@facebook.com","bloc
kID":"i430","enabled":true,"last_modified":1480349210773,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2013-08-05T16:42:24Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=901770","n
ame":" Mozilla Service Pack (malware)","why":"This is a malicious add-on that uses a deceptive name and
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hijacks social
networks."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"bf1e31c7-ba50-1075-29ae-47368ac1d6de","schema":1480349193877},{"guid":"lrcsTube@hansanddeta.c
om","blockID":"i344","enabled":true,"last_modified":1480349210718,"details":{"who":"All Firefox users who
have this add-on
installed.","created":"2013-05-06T16:44:04Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=866944","n
ame":"LyricsTube","why":"This add-on is silently installed, violating our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on
Guidelines</a>.\r\n\r\nUsers who wish to continue using this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"424b9f39-d028-b1fb-d011-d8ffbbd20fe9","schema":1480349193877},{"guid":"{341f4dac-1966-47ff-aacf-0c
e175f1498a}","blockID":"i356","enabled":true,"last_modified":1480349210665,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-05-23T14:45:35Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=868129","n
ame":"MyFreeGames","why":"This add-on is silently installed, violating our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on
Guidelines</a>.\r\n\r\nUsers who wish to continue using this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"560e08b1-3471-ad34-8ca9-463f5ca5328c","schema":1480349193877},{"guid":"/^({d6e79525-4524-4707-
9b97-1d70df8e7e59}|{ddb4644d-1a37-4e6d-8b6e-8e35e2a8ea6c}|{e55007f4-80c5-418e-ac33-10c4d60db01
e}|{e77d8ca6-3a60-4ae9-8461-53b22fa3125b}|{e89a62b7-248e-492f-9715-43bf8c507a2f}|{5ce3e0cb-aa83-4
5cb-a7da-a2684f05b8f3})$/","blockID":"i518","enabled":true,"last_modified":1480349210606,"details":{"who":"
All Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2013-12-20T12:56:17Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947509","n
ame":"Re-markit","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by silently installing the add-on, and using multiple add-on
IDs."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"14
5b0f22-501e-39eb-371e-ec8342a5add9","schema":1480349193877},{"guid":"{72b98dbc-939a-4e0e-b5a9-9fd
bf75963ef}","blockID":"i772","enabled":true,"last_modified":1480349210536,"details":{"who":"All Firefox users
who have this add-on
installed.","created":"2014-10-31T16:15:26Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"SitezExpert","why":"This add-on is silently installed into users' systems. It uses very unsafe practices
to load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"386cb2c9-e674-ce2e-345f-d30a785f90c5","schema":1480349193877},{"guid":"hha8771ui3-Fo9j9h7
aH98jsdfa8sda@jetpack","blockID":"i970","enabled":true,"last_modified":1480349210477,"details":{"who":"All
users who have this add-on
installed.","created":"2015-08-04T15:15:07Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1190963","
name":"Video fix (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"3ca577d8-3685-4ba9-363b-5b2d8d8dd608","schema":1480349193877},{"guid":"{7e8a1050-cf67-4575-92
df-dcc60e7d952d}","blockID":"i478","enabled":true,"last_modified":1480349210416,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2013-11-08T15:42:28Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=935796","n
ame":"SweetPacks","why":"This add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>. Users who wish to continue using this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"1519eb45-fcaa-b531-490d-fe366490ed45","schema":1480349193877},{"guid":"/^({66b103a7-d772-4fcd-a
ce4-16f79a9056e0}|{6926c7f7-6006-42d1-b046-eba1b3010315}|{72cabc40-64b2-46ed-8648-26d831761150}
|{73ee2cf2-7b76-4c49-b659-c3d8cf30825d}|{ca6446a5-73d5-4c35-8aa1-c71dc1024a18}|{5373a31d-9410-45
e2-b299-4f61428f0be4})$/","blockID":"i521","enabled":true,"last_modified":1480349210351,"details":{"who":"A
ll Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2013-12-20T13:14:29Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947485","n
ame":"appbario7","why":"The installer that includes this add-on violates the <a
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href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by being silently installed and using multiple add-on
IDs."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"98
3cb7fe-e0b4-6a2e-f174-d2670876b2cd","schema":1480349193877},{"guid":"{dd6b651f-dfb9-4142-b0bd-0991
2ad22674}","blockID":"i400","enabled":true,"last_modified":1480349210301,"details":{"who":"All Firefox users
who have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2013-06-25T15:16:01Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=835678","n
ame":"Searchqu","why":"This group of add-ons is silently installed, bypassing our install opt-in screen. This
violates our <a href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"975d2126-f727-f5b9-ca01-b83345b80c56","schema":1480349193877},{"guid":"25p@9eAkaLq.net","
blockID":"i730","enabled":true,"last_modified":1480349210275,"details":{"who":"All Firefox users who have
this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-10-16T16:35:35Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1076771","
name":"YYOutoubeAdBlocke","why":"This add-on is silently installed and changes user settings without
consent, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"p
refs":["browser.startup.homepage"],"id":"5a0c5818-693f-43ae-f85a-c6928d9c2cc4","schema":1480349193877
},{"guid":"thunder@xunlei.com","blockID":"i568","enabled":true,"last_modified":1480349210242,"details":{"wh
o":"All Firefox users who have versions 2.0.6 or lower of the Thunder add-on installed on Mac
OS.","created":"2014-03-28T15:48:38Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=988490","name":
"Thunder, 2.0.6 and lower","why":"Versions 2.0.6 and lower of the Thunder add-on are causing startup
crashes on Mac
OS."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"2.0.6","severity":1}],"prefs":[],"os
":"Darwin","id":"cee484f6-2d5d-f708-88be-cd12d825a79a","schema":1480349193877},{"guid":"tmbepff@trend
micro.com","blockID":"i1222","enabled":true,"last_modified":1480349209818,"details":{"who":"All users of this
add-on. If you wish to continue using it, you can enable it in the Add-ons
Manager.","created":"2016-05-24T12:10:34Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1275245","
name":"Trend Micro BEP 9.1.0.1035 and lower","why":"Add-on  is causing a high-frequency crash in
Firefox"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"9.1.0.1035","severity":1}],"pre
fs":[],"id":"8045c799-486a-927c-b972-b9da1c2dab2f","schema":1480349193877},{"guid":"pricepeep@getpric
epeep.com","blockID":"i220","enabled":true,"last_modified":1480349209794,"details":{"who":"All Firefox users
who have Pricepeed below 2.1.0.20
installed.","created":"2012-11-29T16:18:26Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=811433","n
ame":"PricePeep","why":"Versions older than 2.1.0.20 of the PricePeep add-on were silently side-installed
with other software, injecting advertisements in Firefox. Versions 2.1.0.20 and above don't have the install
problems are not
blocked."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"2.1.0.19.99","severity":1}],"
prefs":[],"id":"227b9a8d-c18d-239c-135e-d79e614fe392","schema":1480349193877},{"guid":"ytd@mybrowser
bar.com","blockID":"i360","enabled":true,"last_modified":1480349209770,"details":{"who":"All Firefox users
who have this add-on installed. Users who want to enable the add-on again can do so in the Add-ons
Manager
tab.","created":"2013-06-06T12:29:13Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=845969","name":
"YouTube Downloader","why":"The installer that includes this add-on performs Firefox settings changes
separately from the add-on install, making it very difficult to opt-out to these
changes."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"63669524-93fe-4823-95ba-37cf6cbd4914","schema":1480349193877},{"guid":"hoverst@facebook.com","
blockID":"i498","enabled":true,"last_modified":1480349209745,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2013-12-04T15:17:58Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=946029","n
ame":"Adobe Flash Player (malware)","why":"This is a malicious Firefox extension that uses a deceptive
name and hijacks users' Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"2b25ba3e-45db-0e6c-965a-3acda1a44117","schema":1480349193877},{"guid":"toolbar@ask.com","blockI
D":"i606","enabled":true,"last_modified":1480349209713,"details":{"who":"All Firefox users who have these
versions of the Ask Toolbar installed. Users who wish to continue using it can enable it in the Add-ons
Manager.\r\n","created":"2014-06-12T14:20:07Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=102471
9","name":"Ask Toolbar (old Avira Security Toolbar bundle)","why":"Certain old versions of the Ask Toolbar
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are causing problems to users when trying to open new tabs. Using more recent versions of the Ask Toolbar
should also fix this
problem.\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"3.15.13","maxVersion":"3.15.13.*","severit
y":1}],"prefs":[],"id":"c3d88e22-386a-da3b-8aba-3cb526e08053","schema":1480349193877},{"guid":"advance@
windowsclient.com","blockID":"i508","enabled":true,"last_modified":1480349209674,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2013-12-16T10:15:01Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=950773","n
ame":"Microsoft .NET Framework Assistant (malware)","why":"This is not the <a href=\"https://addons.mozill

a.org/addon/microsoft-net-framework-assist/\">Microsoft .NET Framework Assistant</a> created and
distributed by Microsoft. It is a malicious extension that is distributed under the same name to trick users into
installing it, and turns users into a botnet that conducts SQL injection attacks on visited
websites."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"e5d30a74-732e-c3fa-f13b-097ee28d4b27","schema":1480349193877},{"guid":"{5eeb83d0-96ea-4249-942
c-beead6847053}","blockID":"i756","enabled":true,"last_modified":1480349209625,"details":{"who":"All Firefox
users who have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-10-17T16:30:30Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1080846","
name":"SmarterPower","why":"This add-on is silently installed into users' systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"e101dbc0-190c-f6d8-e168-0c1380581cc9","schema":1480349193877},{"guid":"/^({7e8a1050-cf67-4
575-92df-dcc60e7d952d}|{b3420a9c-a397-4409-b90d-bcf22da1a08a}|{eca6641f-2176-42ba-bdbe-f3e327f8e
0af}|{707dca12-3f99-4d94-afea-06dcc0ae0108}|{aea20431-87fc-40be-bc5b-18066fe2819c}|{30ee6676-1ba6-
455a-a7e8-298fa863a546})$/","blockID":"i523","enabled":true,"last_modified":1480349209559,"details":{"who
":"All Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2013-12-20T13:42:15Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947481","n
ame":"SweetPacks","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by making changes that can't be easily
reverted."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id
":"a3a6bc8e-46a1-b3d5-1b20-58b90ba099c3","schema":1480349193877},{"guid":"{e0352044-1439-48ba-99b
6-b05ed1a4d2de}","blockID":"i710","enabled":true,"last_modified":1480349209491,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2014-09-30T15:28:14Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"Site Counselor","why":"This add-on is silently installed into users' systems. It uses very unsafe
practices to load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"b8fedf07-dcaf-f0e3-b42b-32db75c4c304","schema":1480349193877},{"guid":"{bee6eb20-01e0-ebd1
-da83-080329fb9a3a}","blockID":"i642","enabled":true,"last_modified":1480349209443,"details":{"who":"All
Firefox users who have this version of the add-on
installed.","created":"2014-07-10T15:02:26Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1036757","
name":"Flash and Video Download, between 40.10.1 and 44.10.1","why":"Certain versions of the Flash and
Video Download extension weren't developed by the original developer, and are likely malicious in nature.
This violates the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> for reusing an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"40.10.1","maxVersion":"44.10.1","severity":3}],"pref
s":[],"id":"16db0c85-02ec-4f7c-24a3-a504fbce902d","schema":1480349193877},{"guid":"addlyrics@addlyrics.
net","blockID":"i426","enabled":true,"last_modified":1480349209383,"details":{"who":"All Firefox users who
have this add-on
installed.","created":"2013-07-09T15:25:30Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=891605","n
ame":"Add Lyrics","why":"This add-on is silently installed, violating our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on
Guidelines</a>.\r\n\r\nUsers who wish to continue using this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"81678e9e-ebf0-47d6-e409-085c25e67c7e","schema":1480349193877},{"guid":"{7b1bf0b6-a1b9-42b0-b75
d-252036438bdc}","blockID":"i638","enabled":true,"last_modified":1480349209260,"details":{"who":"All Firefox
users who have this version of the add-on
installed.","created":"2014-07-08T16:07:56Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1036137","
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name":"YouTube High Definition 27.8 and 27.9","why":"Versions 27.8 and 27.9 of the YouTube High
Definition extension weren't developed by the original developer, and are likely malicious in nature. It violates
the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on Guidelines</a> for
reusing an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"27.8","maxVersion":"27.9","severity":3}],"prefs":[],"i
d":"ffdc8ba0-d548-dc5b-d2fd-79a20837124b","schema":1480349193877},{"guid":"toolbar@ask.com","blockID
":"i610","enabled":true,"last_modified":1480349209128,"details":{"who":"All Firefox users who have these
versions of the Ask Toolbar installed. Users who wish to continue using it can enable it in the Add-ons
Manager.\r\n","created":"2014-06-12T14:21:47Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=102471
9","name":"Ask Toolbar (old Avira Security Toolbar bundle)","why":"Certain old versions of the Ask Toolbar
are causing problems to users when trying to open new tabs. Using more recent versions of the Ask Toolbar
should also fix this
problem.\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"3.15.22","maxVersion":"3.15.22.*","severit
y":1}],"prefs":[],"id":"935dfec3-d017-5660-db5b-94ae7cea6e5f","schema":1480349193877},{"guid":"info@allpr
emiumplay.info","blockID":"i163","enabled":true,"last_modified":1480349209076,"details":{"who":"All Firefox
users who have these add-ons
installed.","created":"2012-10-29T16:40:07Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=806451","n
ame":"Codec-C (malware)","why":"These are malicious add-ons that are distributed with a trojan and
negatively affect web
browsing."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"6afbf9b8-ae3a-6a48-0f6c-7a3e065ec043","schema":1480349193877},{"guid":"now.msn.com@services.m
ozilla.org","blockID":"i490","enabled":true,"last_modified":1480349209021,"details":{"who":"All Firefox users
who have this add-on
installed.","created":"2013-11-27T08:06:04Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=926378","n
ame":"MSNNow (discontinued social provider)","why":"As part of their ongoing work to fine-tune their editorial
mix, msnNOW has decided that msnNOW will stop publishing on Dec. 3, 2013. Rather than having a single
home for trending content, they will continue integrating that material throughout all MSN channels. A big
thank you to everyone who followed msnNOW stories using the Firefox
sidebar"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"de7d699d-016d-d973-5e39-52568de6ffde","schema":1480349193877},{"guid":"fftoolbar2014@etech.com","b
lockID":"i858","enabled":true,"last_modified":1480349208988,"details":{"who":"All Firefox users who have this
add-on installed.","created":"2015-02-11T15:32:36Z","bug":"h

1483512 ttps://bugzilla.mozilla.org/show_bug.cgi?id=1131078","name":"FF Toolbar","why":"This add-on is silently
installed and changes users' settings, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"6877bf40-9e45-7017-4dac-14d09
e7f0ef6","schema":1480349193877},{"guid":"mbrnovone@facebook.com","blockID":"i477","enabled":true,"last
_modified":1480349208962,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2013-11-08T15:35:51Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=936249","n
ame":"Mozilla Security Service (malware)","why":"This add-on is malware that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"758c2503-766d-a2f5-4c58-7cea93acfe05","schema":1480349193877},{"guid":"{739df940-c5ee-4bab-9d7
e-270894ae687a}","blockID":"i530","enabled":true,"last_modified":1480349208933,"details":{"who":"All Firefox
users who have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2013-12-20T14:49:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=949558","n
ame":"WhiteSmoke New","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by making changes that can't be easily
reverted."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id
":"f8097aa6-3009-6dfc-59df-353ba6b1142b","schema":1480349193877},{"guid":"{ec8030f7-c20a-464f-9b0e-1
3a3a9e97384}","blockID":"i115","enabled":true,"last_modified":1480349208904,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2012-08-01T13:53:00Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=779014","n
ame":"Adobe Flash Player (malware)","why":"This extension is malware that is installed under false
pretenses, and it conducts attacks against certain video
websites."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"aef9312d-5f2e-a44d-464d-6113394148e3","schema":1480349193877},{"guid":"g99hiaoekjoasiijdkoleabsy
278djasi@jetpack","blockID":"i1022","enabled":true,"last_modified":1480349208877,"details":{"who":"All users
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who have this add-on
installed.","created":"2015-09-28T15:23:08Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1208708","
name":"WatchIt (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"25e057ea-f500-67df-d078-ec3f37f99036","schema":1480349193877},{"guid":"firefoxaddon@youtubeenha
ncer.com","blockID":"i636","enabled":true,"last_modified":1480349208851,"details":{"who":"All Firefox users
who have this version of the add-on
installed.","created":"2014-07-08T15:58:12Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1033120","
name":"YoutubeEnhancer - Firefox","why":"Version 199.7.0 of the YoutubeEnhancer extension isn't
developed by the original developer, and is likely malicious in nature. It violates the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on Guidelines</a> for reusing
an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"199.7.0","maxVersion":"199.7.0","severity":3}],"pref
s":[],"id":"204a074b-da87-2784-f15b-43a9ea9a6b36","schema":1480349193877},{"guid":"extacylife@a.com","
blockID":"i505","enabled":true,"last_modified":1480349208823,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2013-12-09T15:08:51Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947741","n
ame":"Facebook Haber (malware)","why":"This is a malicious extension that hijacks users' Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"5acadb8d-d3be-e0e0-4656-9107f9de0ea9","schema":1480349193877},{"guid":"{746505DC-0E21-4667-9
7F8-72EA6BCF5EEF}","blockID":"i842","enabled":true,"last_modified":1480349208766,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2015-02-06T14:45:57Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1128325","
name":"Shopper-Pro","why":"This add-on is silently installed into users' systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"5f19c5fb-1c78-cbd6-8a03-1678efb54cbc","schema":1480349193877},{"guid":"{51c77233-c0ad-4220
-8388-47c11c18b355}","blockID":"i580","enabled":true,"last_modified":1480349208691,"details":{"who":"All
Firefox users who have this add-on installed. If you wish to continue using this add-on, it can be enabled in
the Add-ons
Manager.","created":"2014-04-30T13:55:35Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1004132","
name":"Browser Utility","why":"This add-on is silently installed into Firefox, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"0.1.9999999","sever
ity":1}],"prefs":[],"id":"daa2c60a-5009-2c65-a432-161d50bef481","schema":1480349193877},{"guid":"{a2bfe61
2-4cf5-48ea-907c-f3fb25bc9d6b}","blockID":"i712","enabled":true,"last_modified":1480349208027,"details":{"
who":"All Firefox users who have this add-on
installed.","created":"2014-09-30T15:28:22Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"Website Xplorer","why":"This add-on is silently installed into users' systems. It uses very unsafe
practices to load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"13450534-93d7-f2a2-7f0a-e4e3948c4dc1","schema":1480349193877},{"guid":"ScorpionSaver@jetp
ack","blockID":"i539","enabled":true,"last_modified":1480349207972,"details":{"who":"All Firefox users who
have this add-on installed. If you wish to continue using this add-on, you can enable it in the Add-ons
Manager.","created":"2014-01-28T14:00:30Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=963826","n
ame":"ScorpionSaver","why":"This add-on is being silently installed, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"3499c968-6e8b-37f1-5f6e-2384807c2a6d","schema":1480349193877},{"guid":"unblocker20@unbloc
ker.yt","blockID":"i1212","enabled":true,"last_modified":1480349207912,"details":{"who":"All users who have
this add-on
installed.","created":"2016-05-05T18:13:29Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1251911","
name":"YouTube Unblocker 2.0","why":"This add-on is a copy of YouTube Unblocker, which was <a
href=\"https://addons.mozilla.org/firefox/blocked/i1129\">originally blocked</a> due to malicious
activity."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"2.0.0","severity":3}],"prefs":[]
,"id":"57785030-909f-e985-2a82-8bd057781227","schema":1480349193877},{"guid":"{D19CA586-DD6C-4a0
a-96F8-14644F340D60}","blockID":"i42","enabled":true,"last_modified":1480349207877,"details":{"who":"User
s of McAfee ScriptScan versions 14.4.0 and below for all versions of Firefox and
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SeaMonkey.","created":"2011-10-03T09:38:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=690184"
,"name":"McAfee ScriptScan","why":"This add-on causes a high volume of
crashes."},"versionRange":[{"targetApplication":[],"minVersion":"0.1","maxVersion":"14.4.0","severity":1}],"pref
s":[],"id":"1d35ac9d-49df-23cf-51f5-f3c228ad0dc9","schema":1480349193877},{"guid":"gjhrjenrengoe@jfdnkw
elfwkm.com","blockID":"i1042","enabled":true,"last_modified":1480349207840,"details":{"who":"All users who
have this add-on
installed.","created":"2015-10-07T13:12:54Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1212174","
name":"Avant Player (malware)","why":"This is a malicious add-on that takes over Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"d6453893-becc-7617-2050-0db284e0e0db","schema":1480349193877},{"guid":"/^(@9338379C-DD5C-4A
45-9A36-9733DC806FAE|9338379C-DD5C-4A45-9A36-9733DC806FAE|@EBC7B466-8A28-4061-81B5-10A
CC05FFE53|@bd6a97c0-4b18-40ed-bce7-3b7d3309e3c4222|@bd6a97c0-4b18-40ed-bce7-3b7d3309e3c4|
@b2d6a97c0-4b18-40ed-bce7-3b7d3309e3c4222)$/","blockID":"i1079","enabled":true,"last_modified":148034
9207815,"details":{"who":"All Firefox users who have these add-ons
installed.","created":"2016-01-18T12:32:32Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1240597","
name":"Default SearchProtected (malware)","why":"These add-ons are malicious, manipulating registry and
search settings for
users."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
ddc5237e-42e4-1bf1-54d3-a5e5799dd828","schema":1480349193877},{"guid":"{33e0daa6-3af3-d8b5-6752-1
0e949c61516}","blockID":"i282","enabled":true,"last_modified":1480349207789,"details":{"who":"All Firefox
users who have this add-on installed. Users who wish to continue using this add-on can enable it in the
Add-ons
Manager.","created":"2013-02-15T12:19:26Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=835683","n
ame":"Complitly","why":"This add-on violates our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">add-on guidelines</a>,
bypassing the third party opt-in
screen."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"1.1.999","severity":1}],"prefs"
:[],"id":"1f94bc8d-9d5f-c8f5-45c0-ad1f6e147c71","schema":1480349193877},{"guid":"toolbar@ask.com","bloc
kID":"i608","enabled":true,"last_modified":1480349207761,"details":{"who":"All Firefox users who have these
versions of the Ask Toolbar installed. Users who wish to continue using it can enable it in the Add-ons
Manager.\r\n","created":"2014-06-12T14:20:57Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=102471
9","name":"Ask Toolbar (old Avira Security Toolbar bundle)","why":"Certain old versions of the Ask Toolbar
are causing problems to users when trying to open new tabs. Using more recent versions of the Ask Toolbar
should also fix this
problem.\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"3.15.18","maxVersion":"3.15.20.*","severit
y":1}],"prefs":[],"id":"e7d50ff2-5948-d571-6711-37908ccb863f","schema":1480349193877},{"guid":"chiang@pr
ogrammer.net","blockID":"i340","enabled":true,"last_modified":1480349207736,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-04-30T07:44:09Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=867156","n
ame":"Cache Manager (malware)","why":"This is a malicious add-on that logs keyboard input and sends it to
a remote
server."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"d50d0434-78e4-faa7-ce2a-9b0a8bb5120e","schema":1480349193877},{"guid":"{63eb5ed4-e1b3-47ec-a253-
f8462f205350}","blockID":"i786","enabled":true,"last_modified":1480349207705,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2014-11-18T12:33:13Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"FF-Plugin","why":"This add-on is silently installed into users' systems. It uses very unsafe practices to
load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"ca4558a2-8ce4-3ca0-3d29-63019f680c8c","schema":1480349193877},{"guid":"jid1-4vUehhSALFNq
Cw@jetpack","blockID":"i634","enabled":true,"last_modified":1480349207680,"details":{"who":"All Firefox
users who have this version of the add-on
installed.","created":"2014-07-04T14:13:57Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1033002","
name":"YouTube Plus Plus 99.7","why":"Version 99.7 of the YouTube Plus Plus extension isn't developed by
the original developer, and is likely malicious in nature. It violates the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on Guidelines</a> for reusing
an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"99.7","maxVersion":"99.7","severity":3}],"prefs":[],"i
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d":"a6d017cb-e33f-2239-4e42-ab4e7cfb19fe","schema":1480349193877},{"guid":"{aab02ab1-33cf-4dfa-8a9f-f
4e60e976d27}","blockID":"i820","enabled":true,"last_modified":1480349207654,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2015-01-13T09:27:49Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"Incredible Web","why":"This add-on is silently installed into users' systems without their consent, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"847ecc6e-1bc1-f7ff-e1d5-a76e6b8447d2","schema":1480349193877},{"guid":"torntv@torntv.com","b
lockID":"i320","enabled":true,"last_modified":1480349207608,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2013-03-20T16:35:24Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=845610","n
ame":"TornTV","why":"This add-on doesn't follow our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on Guidelines</a>,
bypassing our third party install opt-in screen. Users who wish to continue using this extension can enable it
in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"cdd492b8-8101-74a9-5760-52ff709fd445","schema":1480349193877},{"guid":"crossriderapp12555@cros
srider.com","blockID":"i674","enabled":true,"last_modified":1480349207561,"details":{"who":"All Firefox users
who have this add-on installed. Users who wish to continue using this add-on can enable it in the Add-ons
Manager.","created":"2014-07-22T16:26:19Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=877836","n
ame":"JollyWallet","why":"The add-on is silently installed, in violation of our <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"d4467e20-0f71-f0e0-8cd6-40c82b6c7379","schema":1480349193877},{"guid":"pluggets@gmail.com
","blockID":"i435","enabled":true,"last_modified":1480349207535,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2013-08-09T13:12:14Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=903544","n
ame":"Facebook Pluggets Plugin (malware)","why":"This add-on is malware that hijacks users' Facebook
accounts and posts spam on their behalf.
"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"3a63f
d92-9290-02fb-a2e8-bc1b4424201a","schema":1480349193877},{"guid":"344141-fasf9jas08hasoiesj9ia8ws
@jetpack","blockID":"i1038","enabled":true,"last_modified":1480349207485,"details":{"who":"All users who
have this add-on
installed.","created":"2015-10-05T16:42:09Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1211169","
name":"Video Plugin (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"f7986b7b-9b5a-d372-8147-8b4bd6f5a29b","schema":1480349193877},{"guid":"/^brasilescape.*\\@facebo
ok\\.com$//","blockID":"i485","enabled":true,"last_modified":1480349207424,"details":{"who":"All Firefox users
who have this add-on
installed.","created":"2013-11-14T15:57:03Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=938835","n
ame":"Facebook Video Pack (malware)","why":"This add-on is malware that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"17a2bf85-b44a-4745-1b48-8be0c151d697","schema":1480349193877},{"guid":"meOYKQEbBBjH5Ml91z0
p9Aosgus8P55bjTa4KPfl@jetpack","blockID":"i998","enabled":true,"last_modified":1480349207370,"details":{
"who":"All users who have this add-on
installed.","created":"2015-09-07T13:54:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1201164","
name":"Smooth Player (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"30c3e511-9e8d-15ee-0867-d61047e56515","schema":1480349193877},{"guid":"{8dc5c42e-9204-2a64-8b
97-fa94ff8a241f}","blockID":"i770","enabled":true,"last_modified":1480349207320,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2014-10-30T14:52:52Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1088726","
name":"Astrmenda Search","why":"This add-on is silently installed and is considered malware, in violation of
the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"8a9c7702-0349-70d6-e64e-3a666
ab084c6","schema":1480349193877},{"guid":"savingsslider@mybrowserbar.com","blockID":"i752","enabled":t
rue,"last_modified":1480349207290,"details":{"who":"All Firefox users who have this add-on installed. Users
who wish to continue using it can enable it in the Add-ons
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Manager.","created":"2014-10-17T16:18:12Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=963788","n
ame":"Slick Savings","why":"This add-on is silently installed into users' systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"9b1faf30-5725-7847-d993-b5cdaabc9829","schema":1480349193877},{"guid":"youtubeunblocker__w
eb@unblocker.yt","blockID":"i1129","enabled":true,"last_modified":1480349207262,"details":{"who":"All users
who have this add-on
installed.","created":"2016-03-01T21:20:05Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1251911","
name":"YouTube Unblocker","why":"The add-on has a mechanism that updates certain configuration files
from the developer\u2019s website. This mechanism has a vulnerability that is being exploited through this
website (unblocker.yt) to change security settings in Firefox and install malicious
add-ons."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id
":"aa246b36-0a80-81e3-2129-4847e872d5fe","schema":1480349193877},{"guid":"toolbar@ask.com","blockID
":"i612","enabled":true,"last_modified":1480349206818,"details":{"who":"All Firefox users who have these
versions of the Ask Toolbar installed. Users who wish to continue using it can enable it in the Add-ons
Manager.\r\n","created":"2014-06-12T14:23:00Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=102471
9","name":"Ask Toolbar (old Avira Security Toolbar bundle)","why":"Certain old versions of the Ask Toolbar
are causing problems to users when trying to open new tabs. Using more recent versions of the Ask Toolbar
should also fix this
problem.\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"3.15.24","maxVersion":"3.15.24.*","severit
y":1}],"prefs":[],"id":"e0ff9df4-60e4-dbd0-8018-57f395e6610a","schema":1480349193877},{"guid":"{1e4ea5fc-
09e5-4f45-a43b-c048304899fc}","blockID":"i812","enabled":true,"last_modified":1480349206784,"details":{"w
ho":"All

1483512  Firefox users who have this add-on
installed.","created":"2015-01-06T13:22:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"Great Finder","why":"This add-on is silently installed into users' systems. It uses very unsafe practices
to load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"1ea40b9f-2423-a2fd-a5e9-4ec1df2715f4","schema":1480349193877},{"guid":"psid-vhvxQHMZBOzU
ZA@jetpack","blockID":"i70","enabled":true,"last_modified":1480349206758,"details":{"who":"All Firefox users
who have installed this
add-on.","created":"2012-02-23T13:44:41Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=730059","na
me":"PublishSync (malware)","why":"Add-on spams Facebook accounts and blocks Facebook
warnings."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"f1528b02-7cef-0e80-f747-8bbf1f0f2f06","schema":1480349193877},{"guid":"{B18B1E5C-4D81-11E1-9C0
0-AFEB4824019B}","blockID":"i447","enabled":true,"last_modified":1480349206733,"details":{"who":"All
Firefox users who have this add-on installed. The add-on can be enabled again in the Add-ons
Manager.","created":"2013-09-06T16:00:19Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=788838","n
ame":"My Smart Tabs","why":"This add-on is installed silently, in violation of our <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"40332fae-0444-a141-ade9-8d9e50370f56","schema":1480349193877},{"guid":"crossriderapp8812@
crossrider.com","blockID":"i314","enabled":true,"last_modified":1480349206708,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-03-06T14:14:51Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=835665","n
ame":"Coupon Companion","why":"This add-on doesn't follow our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on Guidelines</a>,
bypassing our third party install opt-in screen. Users who wish to continue using this extension can enable it
in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"06c07e28-0a34-e5ee-e724-491a2f6ce586","schema":1480349193877},{"guid":"/^(ffxtlbr@mixidj\\.com|{c0
c2693d-2ee8-47b4-9df7-b67a0ee31988}|{67097627-fd8e-4f6b-af4b-ecb65e50112e}|{f6f0f973-a4a3-48cf-9a7
a-b7a69c30d71a}|{a3d0e35f-f1da-4ccb-ae77-e9d27777e68d}|{1122b43d-30ee-403f-9bfa-3cc99b0caddd})$/",
"blockID":"i540","enabled":true,"last_modified":1480349206678,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2014-01-28T14:07:56Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=963819","n
ame":"MixiDJ (malware)","why":"This add-on has been repeatedly blocked before and keeps showing up with
new add-on IDs, in violation of the <a
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href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"4c03ddda-bb3f-f097-0a7b-b7b77b050584","schema":1480349193877},{"guid":"hansin@topvest.id","
blockID":"i836","enabled":true,"last_modified":1480349206628,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2015-02-06T14:17:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1130406","
name":"Inside News (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"0945a657-f28d-a02c-01b2-5115b3f90d7a","schema":1480349193877},{"guid":"lfind@nijadsoft.net","blockI
D":"i358","enabled":true,"last_modified":1480349206603,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2013-05-24T14:09:47Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=874131","n
ame":"Lyrics Finder","why":"This add-on is silently installed, violating our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on
Guidelines</a>.\r\n\r\nUsers who wish to continue using this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"2307f11c-6216-0dbf-a464-b2921055ce2b","schema":1480349193877},{"guid":"plugin@getwebcake.com",
"blockID":"i484","enabled":true,"last_modified":1480349206578,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2013-11-14T09:55:24Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=938264","n
ame":"WebCake","why":"This add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> and is broadly considered to be malware. Users who wish to continue using this add-on can
enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"2865addd-da1c-20c4-742f-6a2270da2e78","schema":1480349193877},{"guid":"{c0c2693d-2ee8-47b4-9df
7-b67a0ee31988}","blockID":"i354","enabled":true,"last_modified":1480349206525,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-05-23T14:31:21Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=837838","n
ame":"Mixi DJ","why":"This add-on is silently installed, violating our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on
Guidelines</a>.\r\n\r\nUsers who wish to continue using this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"03a745c3-0ee7-e262-ba31-62d4f78ddb62","schema":1480349193877},{"guid":"/^({7316e43a-3ebd-4bb4-
95c1-9caf6756c97f}|{0cc09160-108c-4759-bab1-5c12c216e005}|{ef03e721-f564-4333-a331-d4062cee6f2b}|{
465fcfbb-47a4-4866-a5d5-d12f9a77da00}|{7557724b-30a9-42a4-98eb-77fcb0fd1be3}|{b7c7d4b0-7a84-4b73-
a7ef-48ef59a52c3b})$/","blockID":"i520","enabled":true,"last_modified":1480349206491,"details":{"who":"All
Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2013-12-20T13:11:46Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947485","n
ame":"appbario7","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by being silently installed and using multiple add-on
IDs."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"e3
901c48-9c06-fecb-87d3-efffd9940c22","schema":1480349193877},{"guid":"{354dbb0a-71d5-4e9f-9c02-6c88b
9d387ba}","blockID":"i538","enabled":true,"last_modified":1480349206465,"details":{"who":"All Firefox users
who have this add-on
installed.","created":"2014-01-27T10:13:17Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=964081","n
ame":"Show Mask ON (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"aad90253-8921-b5df-3658-45a70d75f3d7","schema":1480349193877},{"guid":"{8E9E3331-D360-4f87-88
03-52DE43566502}","blockID":"i461","enabled":true,"last_modified":1480349206437,"details":{"who":"All
Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2013-10-17T16:10:51Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=906071","n
ame":"Updater By SweetPacks","why":"This is a companion add-on for the SweetPacks Toolbar which is <a
href=\"https://addons.mozilla.org/firefox/blocked/i392\">blocked</a> due to guideline
violations."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"ae8cca6e-4258-545f-9a69-3d908264a701","schema":1480349193877},{"guid":"info@bflix.info","blockID":"
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i172","enabled":true,"last_modified":1480349206384,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2012-10-30T13:39:22Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=806802","n
ame":"Bflix (malware)","why":"These are malicious add-ons that are distributed with a trojan and negatively
affect web
browsing."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"7a9062f4-218d-51d2-9b8c-b282e6eada4f","schema":1480349193877},{"guid":"{dff137ae-1ffd-11e3-8277-
b8ac6f996f26}","blockID":"i450","enabled":true,"last_modified":1480349206312,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-09-18T16:19:34Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=917861","n
ame":"Addons Engine (malware)","why":"This is add-on is malware that silently redirects popular search
queries to a third
party."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
8e583fe4-1c09-9bea-2473-faecf3260685","schema":1480349193877},{"guid":"12x3q@3244516.com","blockI
D":"i493","enabled":true,"last_modified":1480349206286,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2013-12-02T12:49:36Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=939254","n
ame":"BetterSurf (malware)","why":"This add-on appears to be malware and is installed silently in violation of
the <a href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"af2a9e74-3753-9ff1-d899-5d1e79ed3dce","schema":1480349193877},{"guid":"{20AD702C-661E-45
34-8CE9-BA4EC9AD6ECC}","blockID":"i626","enabled":true,"last_modified":1480349206261,"details":{"who":
"All Firefox users who have this add-on
installed.","created":"2014-06-19T15:16:38Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1027886","
name":"V-Bates","why":"This add-on is probably silently installed, and is causing significant stability issues for
users, in violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"9b9ccabe-8f9a-e3d1-a689-1aefba1f33b6","schema":1480349193877},{"guid":"{c5e48979-bd7f-4cf7-
9b73-2482a67a4f37}","blockID":"i736","enabled":true,"last_modified":1480349206231,"details":{"who":"All
Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2014-10-17T15:22:41Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1080842","
name":"ClearThink","why":"This add-on is silently installed into users' systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"6e8b3e4f-2f59-cde3-e6d2-5bc6e216c506","schema":1480349193877},{"guid":"{41339ee8-61ed-489
d-b049-01e41fd5d7e0}","blockID":"i810","enabled":true,"last_modified":1480349206165,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2014-12-23T10:32:26Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"FireWeb","why":"This add-on is silently installed into users' systems. It uses very unsafe practices to
load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"a35f2ca6-aec4-c01d-170e-650258ebcd2c","schema":1480349193877},{"guid":"jid0-l9BxpNUhx1UUg
RfKigWzSfrZqAc@jetpack","blockID":"i640","enabled":true,"last_modified":1480349206133,"details":{"who":"
All Firefox users who have this add-on
installed.","created":"2014-07-09T14:35:40Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1036640","
name":"Bitcoin Mining Software","why":"This add-on attempts to gather private user data and send it to a
remote location. It doesn't appear to be very effective at it, but its malicious nature is
undeniable."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[]
,"id":"8fe3c35e-1a6f-a89a-fa96-81bda3b71db1","schema":1480349193877},{"guid":"{845cab51-d8d2-472f-8b
d9-2b44642d97c2}","blockID":"i460","enabled":true,"last_modified":1480349205746,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2013-10-17T15:50:38Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=927456","n
ame":"Vafmusic9","why":"This add-on is silently installed and handles users' settings, violating some of the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>. Users who wish to continue using this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"8538ccb4-3b71-9858-3f6d-c0fff7af58b0","schema":1480349193877},{"guid":"SpecialSavings@SpecialSav
ings.com","blockID":"i676","enabled":true,"last_modified":1480349205688,"details":{"who":"All Firefox users
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who have this add-on installed. Users who wish to continue using this add-on can enable it in the Add-ons
Manager.","created":"2014-07-22T16:31:56Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=881511","n
ame":"SpecialSavings","why":"This is add-on is generally considered to be unwanted and is probably silently
installed, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"5e921810-fc3a-0729-6749-47e38ad10a22","schema":1480349193877},{"guid":"afurladvisor@ancho
rfree.com","blockID":"i434","enabled":true,"last_modified":1480349205645,"details":{"who":"All Firefox users
who have this add-on
installed.","created":"2013-08-09T11:26:11Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=844945","n
ame":"Hotspot Shield Helper","why":"This add-on bypasses the external install opt in screen in Firefox,
violating the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>. Users who wish to continue using this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"083585eb-d7e7-e228-5fbf-bf35c52044e4","schema":1480349193877},{"guid":"addonhack@mozilla.kewis.
ch","blockID":"i994","enabled":true,"last_modified":1480349205584,"details":{"who":"All users who have this
add-on
installed.","created":"2015-09-01T15:32:36Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1200848","
name":"Addon Hack","why":"This add-on is a proof of concept of malicious behavior in an add-on. In itself it
doesn't cause any harm, but it still needs to be blocked for security
reasons."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id
":"81f75571-ca2a-0e50-a925-daf2037ce63c","schema":1480349193877},{"guid":"info@thebflix.com","blockID
":"i174","enabled":true,"last_modified":1480349205526,"details":{"who":"All Firefox users who have these
add-ons
installed.","created":"2012-10-30T13:40:31Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=806802","n
ame":"Bflix (malware)","why":"These are malicious add-ons that are distributed with a trojan and negatively
affect web
browsing."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"811a61d4-9435-133e-6262-fb72486c36b0","schema":1480349193877},{"guid":"{EEE6C361-6118-11DC-9
C72-001320C79847}","blockID":"i392","enabled":true,"last_modified":1480349205455,"details":{"who":"All
Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2013-06-25T12:38:45Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=881447","n
ame":"SweetPacks Toolbar","why":"This add-on changes search settings without user interaction, and fails to
reset them after it is removed. This violates our <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"c1dc6607-4c0a-4031-9f14-70ef1ae1edcb","schema":1480349193877},{"guid":"/^(4cb61367-efbf-4aa
1-8e3a-7f776c9d5763@cdece6e9-b2ef-40a9-b178-291da9870c59\\.com|0efc9c38-1ec7-49ed-8915-53a48b6
b7600@e7f17679-2a42-4659-83c5-7ba961fdf75a\\.com|6be3335b-ef79-4b0b-a0ba-b87afbc6f4ad@6bbb4d2
e-e33e-4fa5-9b37-934f4fb50182\\.com)$/","blockID":"i531","enabled":true,"last_modified":1480349205287,"d
etails":{"who":"All Firefox users who have this add-on installed. Users who wish to continue using it can
enable it in the Add-ons
Manager.","created":"2013-12-20T15:01:22Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=949672","n
ame":"Feven","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by making changes that can't be easily reverted and using multiple
IDs."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"46
aa79a9-d329-f713-d4f2-07d31fe7071e","schema":1480349193877},{"guid":"afext@anchorfree.com","blockID"
:"i466","enabled":true,"last_modified":1480349205108,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2013-11-07T13:32:41Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=933988","n
ame":"Hotspot Shield Extension","why":"This add-on doesn't respect user choice, violating the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>. Users who wish to continue using this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"8176f879-bd73-5468-e908-2d7cfc115ac2","schema":1480349193877},{"guid":"{FCE04E1F-9378-4f39-96F
6-5689A9159E45}","blockID":"i920","enabled":true,"last_modified":1480349204978,"details":{"who":"All
Firefox users who have this add-on installed in Firefox 39 and
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above.\r\n","created":"2015-06-09T15:26:47Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1173154",
"name":"RealPlayer Browser Record Plugin","why":"Certain versions of this extension are causing startup
crashes in Firefox 39 and
above.\r\n"},"versionRange":[{"targetApplication":[{"minVersion":"39.0a1","guid":"{ec8030f7-c20a-464f-9b0e-1
3a3a9e97384}","maxVersion":"*"}],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"eb191ff0-20f
4-6e04-4344-d880af4faf51","schema":1480349193877},{"guid":"{9CE11043-9A15-4207-A565-0C94C42D590
D}","blockID":"i503","enabled":true,"last_modified":1480349204951,"details":{"who":"All Firefox users who
have this add-on
installed.","created":"2013-12-06T11:58:38Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947384","n
ame":"XUL Cache (malware)","why":"This is a malicious extension that uses a deceptive name to stay in
users'
systems."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id
":"dcdae267-8d3a-5671-dff2-f960febbbb20","schema":1480349193877},{"guid":"/^[a-z0-9]+@foxysecure[a-z0
-9]*\\.com$/","blockID":"i766","enabled":true,"last_modified":1480349204925,"details":{"who":"All Firefox users
who have this add-on installed. Users who wish to continue using this add-on can enable it in the Add-ons
Manager.","created":"2014-10-30T14:22:18Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1088615","
name":"Fox Sec 7","why":"This add-on is silently installed into users'

1483512  systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"503fbd7c-04cd-65f3-9d0e-3ecf427b4a8f","schema":1480349193877},{"guid":"/^(jid1-W4CLFIRExuk
JIFW@jetpack|jid1-W4CLFIRExukJIFW@jetpack_1|jid1-W3CLwrP[a-z]+@jetpack)$/","blockID":"i1078","ena
bled":true,"last_modified":1480349204899,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2016-01-18T10:31:51Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1240561","
name":"Adobe Flash Player (malware)","why":"This is a malicious extension that tries to pass itself for the
Adobe Flash Player and hides itself in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"b026fe67-ec77-a240-2fa1-e78f581a6fe4","schema":1480349193877},{"guid":"{0153E448-190B-4987-BDE
1-F256CADA672F}","blockID":"i914","enabled":true,"last_modified":1480349204871,"details":{"who":"All
Firefox users who have this add-on installed in Firefox 39 and
above.","created":"2015-06-02T09:56:58Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1170633","na
me":"RealPlayer Browser Record Plugin","why":"Certain versions of this extension are causing startup
crashes in Firefox 39 and
above."},"versionRange":[{"targetApplication":[{"minVersion":"39.0a1","guid":"{ec8030f7-c20a-464f-9b0e-13a
3a9e97384}","maxVersion":"*"}],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"2bfe0d89-e458-
9d0e-f944-ddeaf8c4db6c","schema":1480349193877},{"guid":"{77beece6-3997-403a-92fa-0055bfcf88e5}","bl
ockID":"i452","enabled":true,"last_modified":1480349204844,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2013-09-18T16:34:58Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=916966","n
ame":"Entrusted11","why":"This add-on doesn't follow our <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>, manipulating settings without reverting them on removal. Users who wish to continue using
this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"d348f91f-caeb-a803-dfd9-fd5d285aa0fa","schema":1480349193877},{"guid":"dealcabby@jetpack","blockI
D":"i222","enabled":true,"last_modified":1480349204818,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2012-11-29T16:20:24Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=811435","n
ame":"DealCabby","why":"This add-on is silently side-installed with other software, injecting advertisements in
Firefox."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":
"6585f0bd-4f66-71e8-c565-d9762c5c084a","schema":1480349193877},{"guid":"{3c9a72a0-b849-40f3-8c84-2
19109c27554}","blockID":"i510","enabled":true,"last_modified":1480349204778,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-12-17T14:27:13Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=951301","n
ame":"Facebook Haber (malware)","why":"This add-on is malware that hijacks users' Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"7cfa3d0b-0ab2-5e3a-8143-1031c180e32f","schema":1480349193877},{"guid":"{4ED1F68A-5463-4931-93
84-8FFF5ED91D92}","blockID":"i1245","enabled":true,"last_modified":1480349204748,"details":{"who":"All
users who have McAfee SiteAdvisor lower than 4.0. \r\n\r\nTo resolve this issue, users will need to uninstall
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McAfee SiteAdvisor/WebAdvisor, reboot the computer, and then reinstall McAfee SiteAdvisor/WebAdvisor.
\r\n\r\nFor detailed instructions, please refer to the <a
href=\"https://service.mcafee.com/webcenter/portal/cp/home/articleview?locale=en-CA&articleId=TS102554\"
>McAfee support knowledge
base</a>.","created":"2016-07-14T21:24:02Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1286368",
"name":"McAfee SiteAdvisor lower than 4.0","why":"Old versions of McAfee SiteAdvisor cause startup crashes
starting with Firefox 48.0
beta."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"3.9.9","severity":1}],"prefs":[],"i
d":"d727d8c5-3329-c98a-7c7e-38b0813ca516","schema":1480349193877},{"guid":"{2aab351c-ad56-444c-b9
35-38bffe18ad26}","blockID":"i500","enabled":true,"last_modified":1480349204716,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-12-04T15:29:44Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=946087","n
ame":"Adobe Photo (malware)","why":"This is a malicious Firefox extension that uses a deceptive name and
hijacks users' Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"f7a76d34-ddcd-155e-9fae-5967bd796041","schema":1480349193877},{"guid":"jid1-4P0kohSJxU1qGg@je
tpack","blockID":"i488","enabled":true,"last_modified":1480349204668,"details":{"who":"All Firefox users who
have version 1.2.50 of the Hola extension. Updating to the latest version should remove the
block.","created":"2013-11-25T12:14:57Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=942935","nam
e":"Hola, version 1.2.50","why":"Version 1.2.50 of the Hola extension is causing frequent crashes in Firefox.
All users are strongly recommended to update to the latest version, which shouldn't have this
problem."},"versionRange":[{"targetApplication":[],"minVersion":"1.2.50","maxVersion":"1.2.50","severity":1}],"
prefs":[],"id":"5c7f1635-b39d-4278-5f95-9042399c776e","schema":1480349193877},{"guid":"{0A92F062-6AC
6-8180-5881-B6E0C0DC2CC5}","blockID":"i864","enabled":true,"last_modified":1480349204612,"details":{"w
ho":"All users who have this add-on installed. Users who wish to continue using the add-on can enable it in
the Add-ons
Manager.","created":"2015-02-26T12:56:19Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1131220","
name":"BlockAndSurf","why":"This add-on is silently installed into users' systems and makes unwanted
settings changes, in violation of our <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"acb16d1c-6274-93a3-7c1c-7ed36
ede64a9","schema":1480349193877},{"guid":"jid0-Y6TVIzs0r7r4xkOogmJPNAGFGBw@jetpack","blockID":"i3
22","enabled":true,"last_modified":1480349204532,"details":{"who":"All users who have this add-on
installed.","created":"2013-03-22T14:39:40Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=847018","n
ame":"Flash Player (malware)","why":"This extension is malware, installed pretending to be the Flash Player
plugin."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
54df22cd-19ce-a7f0-63cc-ffe3113748b9","schema":1480349193877},{"guid":"trackerbird@bustany.org","bloc
kID":"i986","enabled":true,"last_modified":1480349204041,"details":{"who":"All Thunderbird users who have
this version of the add-on installed on Thunderbird 38.0a2 and
above.","created":"2015-08-17T15:56:04Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1189264","na
me":"trackerbird 1.2.6","why":"This add-on is causing consistent crashes on Thunderbird 38.0a2 and
above."},"versionRange":[{"targetApplication":[{"minVersion":"38.0a2","guid":"{3550f703-e582-4d05-9a08-453
d09bdfdc6}","maxVersion":"*"}],"minVersion":"1.2.6","maxVersion":"1.2.6","severity":1}],"prefs":[],"id":"bb1c699
e-8790-4528-0b6d-4f83b7a3152d","schema":1480349193877},{"guid":"{0134af61-7a0c-4649-aeca-90d77606
0cb3}","blockID":"i448","enabled":true,"last_modified":1480349203968,"details":{"who":"All Firefox users who
have this add-on
installed.","created":"2013-09-13T16:15:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=912746","n
ame":"KeyBar add-on","why":"This add-on doesn't follow our Add-on Guidelines. It manipulates settings
without reverting them on removal. Users who wish to continue using this add-on can enable it in the
Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"cf428416-4974-8bb4-7928-c0cb2cfe7957","schema":1480349193877},{"guid":"/^(firefox@vebergreat\\.net|
EFGLQA@78ETGYN-0W7FN789T87\\.COM)$/","blockID":"i564","enabled":true,"last_modified":14803492039
02,"details":{"who":"All Firefox users who have these add-ons installed. If you wish to continue using these
add-ons, you can enable them in the Add-ons
Manager.","created":"2014-03-05T13:02:57Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=974104","n
ame":"veberGreat and vis (Free Driver Scout bundle)","why":"These add-ons are silently installed by the Free
Driver Scout installer, in violation of our <a
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href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"487538f1-698e-147e-6395-986759ceed7e","schema":1480349193877},{"guid":"69ffxtbr@PackageT
racer_69.com","blockID":"i882","enabled":true,"last_modified":1480349203836,"details":{"who":"All Firefox
users who have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2015-04-10T16:18:35Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1153001","
name":"PackageTracer","why":"This add-on appears to be malware, hijacking user's settings, in violation of
the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"0d37b4e0-3c60-fdad-dd8c-59baff
6eae87","schema":1480349193877},{"guid":"{ACAA314B-EEBA-48e4-AD47-84E31C44796C}","blockID":"i49
6","enabled":true,"last_modified":1480349203779,"details":{"who":"All Firefox users who have this add-on
installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2013-12-03T16:07:59Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=945530","n
ame":"DVDVideoSoft Menu","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by making settings changes that can't be easily
reverted."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id
":"70d2c912-8d04-8065-56d6-d793b13d5f67","schema":1480349193877},{"guid":"jid1-4vUehhSALFNqCw@j
etpack","blockID":"i632","enabled":true,"last_modified":1480349203658,"details":{"who":"All Firefox users who
have this version of the add-on
installed.","created":"2014-07-01T13:16:55Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1033002","
name":"YouTube Plus Plus 100.7","why":"Version 100.7 of the YouTube Plus Plus extension isn't developed
by the original developer, and is likely malicious in nature. It violates the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on Guidelines</a> for reusing
an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"100.7","maxVersion":"100.7","severity":3}],"prefs":[]
,"id":"8bef6026-6697-99cd-7c1f-812877c4211d","schema":1480349193877},{"guid":"{a9bb9fa0-4122-4c75-bd
9a-bc27db3f9155}","blockID":"i404","enabled":true,"last_modified":1480349203633,"details":{"who":"All
Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2013-06-25T15:16:43Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=835678","n
ame":"Searchqu","why":"This group of add-ons is silently installed, bypassing our install opt-in screen. This
violates our <a href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"fb7a1dc7-16a0-4f70-8289-4df494e0d0fa","schema":1480349193877},{"guid":"P2@D.edu","blockID":
"i850","enabled":true,"last_modified":1480349203605,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2015-02-09T15:29:21Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1128269","
name":"unIsaless","why":"This add-on is silently installed and performs unwanted actions, in violation of the
<a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"49536a29-fc7e-9fd0-f415-e15ac090fa56","schema":1480349193877},{"guid":"linksicle@linksicle.co
m","blockID":"i472","enabled":true,"last_modified":1480349203581,"details":{"who":"All Firefox users who
have this add-on
installed.","created":"2013-11-07T15:38:38Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=935779","n
ame":"Installer bundle (malware)","why":"This add-on is part of a malicious Firefox installer
bundle."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"9b5b15b3-6da7-cb7c-3c44-30b4fe079d52","schema":1480349193877},{"guid":"{377e5d4d-77e5-476a-8716-
7e70a9272da0}","blockID":"i398","enabled":true,"last_modified":1480349203519,"details":{"who":"All Firefox
users who have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2013-06-25T15:15:46Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=835678","n
ame":"Searchqu","why":"This group of add-ons is silently installed, bypassing our install opt-in screen. This
violates our <a href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"ea94df32-2a85-23da-43f7-3fc5714530ec","schema":1480349193877},{"guid":"{4933189D-C7F7-4C6
E-834B-A29F087BFD23}","blockID":"i437","enabled":true,"last_modified":1480349203486,"details":{"who":"All
Firefox
users.","created":"2013-08-09T15:14:27Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=900695","nam
e":"Win32.SMSWebalta (malware)","why":"This add-on is widely reported to be
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malware."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"cbef1357-d6bc-c8d3-7a82-44af6b1c390f","schema":1480349193877},{"guid":"{ADFA33FD-16F5-4355-85
04-DF4D664CFE10}","blockID":"i306","enabled":true,"last_modified":1480349203460,"details":{"who":"All
Firefox users who have this add-on installed. Users who wish to continue using this add-on can enable it in
the Add-ons
Manager.","created":"2013-02-28T12:56:48Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=844972","n
ame":"Nation Toolbar","why":"This add-on is silently installed, bypassing our third-party opt-in screen, in
violation of our <a href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on
Guidelines</a>. It's also possible that it changes user settings without their
consent."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id
":"017fd151-37ca-4646-4763-1d303fb918fa","schema":1480349193877},{"guid":"detgdp@gmail.com","blockI
D":"i884","enabled":true,"last_modified":1480349203433,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2015-04-10T16:21:34Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1152614","
name":"Security Protection (malware)","why":"This add-on appears to be malware, hijacking user settings, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"1b5cc88e-499d-2a47-d793-982d4
c05e6ee","schema":1480349193877},{"guid":"/^(67314b39-24e6-4f05-99f3-3f88c7cddd17@6c5fa560-13a3-4
d42-8e90-53d9930111f9\\.com|ffxtlbr@visualbee\\.com|{7aeae561-714b-45f6-ace3-4a8aed6e227b}|{7093ee0
4-f2e4-4637-a667-0f730797b3a0}|{53c4024f-5a2e-4f2a-b33e-e8784d730938})$/","blockID":"i514","enabled":t
rue,"last_modified":1480349203408,"details":{"who":"All Firefox users who have this add-on installed. Users
who wish to continue using it can enable it in the Add-ons
Manager.","created":"2013-12-20T12:25:50Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947473","n
ame":"VisualBee Toolbar","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by using multiple add-on IDs and making unwanted settings
changes."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"5f91eee1-7303-3f97-dfe6-1e897a156c7f","schema":1480349193877},{"guid":"FXqG@xeeR.net","blockID"
:"i720","enabled":true,"last_modified":1480349203341,"details":{"who":"All Firefox users who have this add-on
installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-10-02T12:23:01Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1076771","
name":"GoSSave","why":"This add-on is silently installed into users' systems and changes settings without
consent, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage"],"id":"8ebbc061-a4ff-b75b-ec42-eb17c42a2956","schema":1480349193877},{
"guid":"{87934c42-161d-45bc-8cef-ef18abe2a30c}","blockID":"i547","enabled":true,"last_modified":14803492
03310,"details":{"who":"All Firefox users who have this add-on installed. If you wish to continue using it, it can
be enabled in the Add-ons
Manager.","created":"2014-01-30T12:42:01Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=798621","n
ame":"Ad-Aware Security Toolbar","why":"This add-on is silently installed and makes various unwanted
changes, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"3.7.9999999999","s
everity":1}],"prefs":[],"id":"bcfbc502-24c2-4699-7435-e4837118f05a","schema":1480349193877},{"guid":"kallo
w@facebook.com","blockID":"i495","enabled":true,"last_modified":1480349203247,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2013-12-02T15:09:42Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=945426","n
ame":"Facebook Security Service (malware)","why":"This is a malicious Firefox extension that uses a
deceptive name and hijacks users' Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"1a2c37a9-e7cc-2d03-2043-098d36b8aca2","schema":1480349193877},{"guid":"support@lastpass.com","
blockID":"i1261","enabled":true,"last_modified":1480349203208,"details":{"who":"All users who install affected
versions of this add-on - beta versions 4.0 to 4.1.20a from addons.mozilla.org or
lastpass.com.","created":"2016-07-29T14:17:31Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=12899
07","name":"LastPass addon","why":"LastPass have announced there are security issues that would allow a
malicious website to perform some actions (e.g. deleting passwords) without the user's knowledge.  Beta
versions 4.0 to 4.1.20a of their add-on that were available from addons.mozilla.org are affected and
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Lastpass also distributed these versions direct from their
website."},"versionRange":[{"targetApplication":[],"minVersion":"4.0.0a","maxVersion":"4.1.20a","severity":1}],"
prefs":[],"id":"ffe94023-b4aa-87ac-962c-5beabe34b1a0","schema":1480349193877},{"guid":"008abed2-b43a-
46c9-9a5b-a771c87b82da@1ad61d53-2bdc-4484-a26b-b888ecae1906.com","blockID":"i528","enabled":true,
"last_modified":1480349203131,"details":{"who":"All Firefox users who have this add-on

1483512  installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2013-12-20T14:40:58Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=949565","n
ame":"weDownload Manager Pro","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by being silently
installed."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id
":"da46065f-1c68-78f7-80fc-8ae07b5df68d","schema":1480349193877},{"guid":"{25dd52dc-89a8-469d-9e8f-8
d483095d1e8}","blockID":"i714","enabled":true,"last_modified":1480349203066,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2014-10-01T15:36:06Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"Web Counselor","why":"This add-on is silently installed into users' systems. It uses very unsafe
practices to load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"e46c31ad-0ab3-e48a-47aa-9fa91b675fda","schema":1480349193877},{"guid":"{B1FC07E1-E05B-4
567-8891-E63FBE545BA8}","blockID":"i926","enabled":true,"last_modified":1480349202708,"details":{"who":"
All Firefox users who have this add-on installed in Firefox 39 and
above.\r\n","created":"2015-06-09T15:28:46Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1173154",
"name":"RealPlayer Browser Record Plugin","why":"Certain versions of this extension are causing startup
crashes in Firefox 39 and
above.\r\n"},"versionRange":[{"targetApplication":[{"minVersion":"39.0a1","guid":"{ec8030f7-c20a-464f-9b0e-1
3a3a9e97384}","maxVersion":"*"}],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"09868783-26
1a-ac24-059d-fc772218c1ba","schema":1480349193877},{"guid":"/^(torntv@torntv\\.com|trtv3@trtv\\.com|torn
tv2@torntv\\.com|e2fd07a6-e282-4f2e-8965-85565fcb6384@b69158e6-3c3b-476c-9d98-ae5838c5b707\\.co
m)$/","blockID":"i529","enabled":true,"last_modified":1480349202677,"details":{"who":"All Firefox users who
have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2013-12-20T14:46:03Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=949559","n
ame":"TornTV","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by being silently
installed."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id
":"040e5ec2-ea34-816a-f99f-93296ce845e8","schema":1480349193877},{"guid":"249911bc-d1bd-4d66-8c17-
df533609e6d8@c76f3de9-939e-4922-b73c-5d7a3139375d.com","blockID":"i532","enabled":true,"last_modifie
d":1480349202631,"details":{"who":"All Firefox users who have this add-on installed. Users who wish to
continue using it can enable it in the Add-ons
Manager.","created":"2013-12-20T15:02:01Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=949672","n
ame":"Feven","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by making changes that can't be easily reverted and using multiple
IDs."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"d3
2b850d-82d5-b63d-087c-fb2041b2c232","schema":1480349193877},{"guid":"thefoxonlybetter@quicksaver","
blockID":"i704","enabled":true,"last_modified":1480349202588,"details":{"who":"All Firefox users who have
any of these versions of the add-on
installed.","created":"2014-08-27T14:49:02Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1053469","
name":"The Fox, Only Better (malicious versions)","why":"Certain versions of The Fox, Only Better weren't
developed by the original developer, and are likely malicious in nature. This violates the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on Guidelines</a> for reusing
an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"0.*","severity":3}],"prefs":[],"id":"79
ea6621-b414-17a4-4872-bfc4af7fd428","schema":1480349193877},{"guid":"{B40794A0-7477-4335-95C5-8CB
9BBC5C4A5}","blockID":"i429","enabled":true,"last_modified":1480349202541,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-07-30T14:31:17Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=899178","n
ame":"Video Player 1.3 (malware)","why":"This add-on is malware that spreads spam through
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Facebook."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"
id":"d98b2b76-4082-3387-ae33-971d973fa278","schema":1480349193877},{"guid":"firefoxaddon@youtubeen
hancer.com","blockID":"i648","enabled":true,"last_modified":1480349202462,"details":{"who":"All Firefox
users who have this version of the add-on
installed.","created":"2014-07-10T15:12:48Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1036757","
name":"YouTube Enhancer Plus, versions between 199.7.0 and 208.7.0","why":"Certain versions of the
YouTube Enhancer Plus extension weren't developed by the original developer, and are likely malicious in
nature. This violates the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> for reusing an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"199.7.0","maxVersion":"208.7.0","severity":3}],"pref
s":[],"id":"7e64d7fc-ff16-8687-dbd1-bc4c7dfc5097","schema":1480349193877},{"guid":"addon@defaulttab.co
m","blockID":"i362","enabled":true,"last_modified":1480349202429,"details":{"who":"All users who have this
add-on installed. Users who wish to enable it again can do so in the Add-ons Manager
tab.","created":"2013-06-06T12:57:29Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=863387","name":
"Default Tab","why":"Old versions of this add-on had been silently installed into users' systems, without
showing the opt-in install page that is built into
Firefox."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"1.4.4","severity":1}],"prefs":[],
"id":"df3fe753-5bae-bfb4-022b-6b6bfc534937","schema":1480349193877},{"guid":"{7D4F1959-3F72-49d5-8E
59-F02F8AA6815D}","blockID":"i394","enabled":true,"last_modified":1480349202341,"details":{"who":"All
Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2013-06-25T12:40:41Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=881447","n
ame":"Updater By SweetPacks","why":"This is a companion add-on for the SweetPacks Toolbar which <a
href=\"https://addons.mozilla.org/en-US/firefox/blocked/i392\">is blocked</a> due to guideline
violations."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"851c2b8e-ea19-3a63-eac5-f931a8da5d6e","schema":1480349193877},{"guid":"g@uzcERQ6ko.net","bloc
kID":"i776","enabled":true,"last_modified":1480349202307,"details":{"who":"All Firefox users who have this
add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-10-31T16:23:36Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1076771","
name":"GoSave","why":"This add-on is silently installed and changes user settings without consent, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"ee1e1a44-b51b-9f12-819d-64c3e
515a147","schema":1480349193877},{"guid":"ffxtlbr@incredibar.com","blockID":"i318","enabled":true,"last_m
odified":1480349202280,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2013-03-20T14:40:32Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=812264","n
ame":"IncrediBar","why":"This add-on doesn't follow our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on Guidelines</a>,
bypassing our third party install opt-in screen. Users who wish to continue using this extension can enable it
in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"9e84b07c-84d5-c932-85f2-589713d7e380","schema":1480349193877},{"guid":"M1uwW0@47z8gRpK8sU
LXXLivB.com","blockID":"i870","enabled":true,"last_modified":1480349202252,"details":{"who":"All users who
have this add-on
installed.","created":"2015-03-04T14:34:08Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1131159","
name":"Flash Player 11 (malware)","why":"This is a malicious add-on that goes by the the name \"Flash
Player
11\"."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"7
1d961b2-37d1-d393-76f5-3afeef57e749","schema":1480349193877},{"guid":"jid1-qj0w91o64N7Eeg@jetpack
","blockID":"i650","enabled":true,"last_modified":1480349202186,"details":{"who":"All Firefox users who have
this version of the add-on
installed.","created":"2014-07-10T15:14:26Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1036757","
name":"YouTube ALL HTML5, versions between 39.5.1 and 47.0.4","why":"Certain versions of the YouTube
ALL HTML5 extension weren't developed by the original developer, and are likely malicious in nature. This
violates the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> for reusing an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"39.5.1","maxVersion":"47.0.4","severity":3}],"prefs":
[],"id":"b30b1f7a-2a30-a6cd-fc20-6c9cb23c7198","schema":1480349193877},{"guid":"4zffxtbr-bs@VideoDow
nloadConverter_4z.com","blockID":"i507","enabled":true,"last_modified":1480349202156,"details":{"who":"All
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Firefox users who have this add-on
installed.","created":"2013-12-12T15:37:23Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=949266","n
ame":"VideoDownloadConverter","why":"Certain versions of this add-on contains an executable that is
flagged by multiple tools as malware. Newer versions no longer use
it."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"5.75.3.25126","severity":1}],"prefs"
:[],"id":"0a0f106a-ecc6-c537-1818-b36934943e91","schema":1480349193877},{"guid":"hdv@vovcacik.addon

s.mozilla.org","blockID":"i656","enabled":true,"last_modified":1480349202125,"details":{"who":"All Firefox
users who have this version of the add-on
installed.","created":"2014-07-10T15:22:59Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1036757","
name":"High Definition Video, version 102.0","why":"Certain versions of the High Definition Video extension
weren't developed by the original developer, and are likely malicious in nature. This violates the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on Guidelines</a> for reusing
an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"102.0","maxVersion":"102.0","severity":3}],"prefs":[]
,"id":"972249b2-bba8-b508-2ead-c336631135ac","schema":1480349193877},{"guid":"@video_downloader_pr
o","blockID":"i1265","enabled":true,"last_modified":1480349202099,"details":{"who":"Users of versions of
1.2.1 to 1.2.5
inclusive.","created":"2016-08-26T18:26:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1298335","
name":"Video Downloader Pro","why":"Versions 1.2.1 to 1.2.5 of Video Downloader Pro included code that
violated our polices - affected versions send every visited url to a remote server without the user's consent. 
Versions older than 1.2.1 and more recent than 1.2.5 are
okay."},"versionRange":[{"targetApplication":[],"minVersion":"1.2.1","maxVersion":"1.2.5","severity":1}],"prefs":
[],"id":"ff9c8def-7d50-66b4-d42a-f9a4b04bd224","schema":1480349193877},{"guid":"contato@facefollow.net",
"blockID":"i509","enabled":true,"last_modified":1480349202067,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2013-12-16T16:15:15Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=950846","n
ame":"Face follow","why":"This add-on spams users' Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"56f15747-af8c-342c-6877-a41eeacded84","schema":1480349193877},{"guid":"wecarereminder@bryan","
blockID":"i666","enabled":true,"last_modified":1480349202039,"details":{"who":"All Firefox users who have
this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-07-10T16:18:36Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=818614","n
ame":"We-Care Reminder","why":"This add-on is being silently installed by various software packages, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"51e0ead7-144c-c1f4-32f2-25fc5fcde870","schema":1480349193877},{"guid":"/^({83a8ce1b-683c-47
84-b86d-9eb601b59f38}|{ef1feedd-d8da-4930-96f1-0a1a598375c6}|{79ff1aae-701f-4ca5-aea3-74b3eac6f01b
}|{8a184644-a171-4b05-bc9a-28d75ffc9505}|{bc09c55d-0375-4dcc-836e-0e3c8addfbda}|{cef81415-2059-4dd
5-9829-1aef3cf27f4f})$/","blockID":"i526","enabled":true,"last_modified":1480349202010,"details":{"who":"All
Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2013-12-20T14:12:31Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=949566","n
ame":"KeyBar add-on","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by making changes that can't be easily reverted and uses multiple
IDs."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"9d
fa4e92-bbf2-66d1-59a9-51402d1d226c","schema":1480349193877},{"guid":"{d9284e50-81fc-11da-a72b-080
0200c9a66}","blockID":"i806","enabled":true,"last_modified":1480349201976,"details":{"who":"All Firefox
users who have this add-on installed. Users who wish to continue using it can enable the add-on in the
Add-on
Manager.","created":"2014-12-16T08:35:41Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1106948","
name":"Yoono","why":"Starting with Firefox 34, current versions of the Yoono add-on cause all tabs to appear
blank."},"versionRange":[{"targetApplication":[{"minVersion":"34.0a1","guid":"{ec8030f7-c20a-464f-9b0e-13a3
a9e97384}","maxVersion":"*"}],"minVersion":"0","maxVersion":"7.7.34","severity":1}],"prefs":[],"id":"ccdceb04-3
083-012f-9d9f-aac85f10b494","schema":1480349193877},{"guid":"{f2548724-373f-45fe-be6a-3a85e87b7711}
","blockID":"i768","enabled":true,"last_modified":1480349201854,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2014-10-30T14:52:09Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1088726","
name":"Astro New Tab","why":"This add-on is silently installed and is considered malware, in violation of the
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<a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"8510e9e2-c7d8-90d0-a2ff-eb0929
3acc6e","schema":1480349193877},{"guid":"KSqOiTeSJEDZtTGuvc18PdPmYodROmYzfpoyiCr2@jetpack","
blockID":"i1032","enabled":true,"last_modified":1480349201504,"details":{"who":"All users who have this
add-on
installed.","created":"2015-10-05T16:22:58Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1211172","
name":"Video Player (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"3d9188ac-235f-773a-52a2-261b3ea9c03c","schema":1480349193877},{"guid":"{849ded12-59e9-4dae-8f8
6-918b70d213dc}","blockID":"i708","enabled":true,"last_modified":1480349201453,"details":{"who":"All Firefox
users who have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-09-02T16:29:08Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1047102","
name":"Astromenda New Tab","why":"This add-on is silently installed and changes homepage and search
settings without the user's consent, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"a319bfee-464f-1c33-61ad-738c52
842fbd","schema":1480349193877},{"guid":"grjkntbhr@hgergerherg.com","blockID":"i1018","enabled":true,"la
st_modified":1480349201425,"details":{"who":"All users who have this add-on
installed.","created":"2015-09-24T16:04:53Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1208196","
name":"GreenPlayer (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"9c47d940-bdd9-729f-e32e-1774d87f24b5","schema":1480349193877},{"guid":"quick_start@gmail.com","
blockID":"i588","enabled":true,"last_modified":1480349201398,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2014-06-03T15:53:15Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1011316","
name":"Quick Start (malware)","why":"This add-on appears to be malware that is installed without user
consent."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id
":"2affbebe-8776-3edb-28b9-237cb8b85f97","schema":1480349193877},{"guid":"/^(matchersite(pro(srcs?)?)?
\\@matchersite(pro(srcs?)?)?\\.com)|((pro)?sitematcher(_srcs?|pro|site|sitesrc|-generic)?\\@(pro)?sitematche
r(_srcs?|pro|site|sitesrc|-generic)?\\.com)$/","blockID":"i668","enabled":true,"last_modified":1480349201372,"
details":{"who":"All Firefox users who have any of these add-ons installed. User who wish to continue using
these add-ons can enable them in the Add-ons
Manager.","created":"2014-07-17T14:35:14Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1039892","
name":"Site Matcher","why":"This is a group of add-ons that are being distributed under multiple different IDs
and likely being silently installed, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"52e1a2de-ab35-be27-4810-334f681ccc4a","schema":1480349193877},{"guid":"{EEF73632-A085-4f
d3-A778-ECD82C8CB297}","blockID":"i165","enabled":true,"last_modified":1480349201262,"details":{"who":"
All Firefox users who have these add-ons
installed.","created":"2012-10-29T16:41:06Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=806451","n
ame":"Codec-M (malware)","why":"These are malicious add-ons that are distributed with a trojan and
negatively affect web
browsing."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"e5ecd02a-20ee-749b-d5cf-3d74d1173a1f","schema":1480349193877},{"guid":"firefox-extension@mozilla.
org","blockID":"i688","enabled":true,"last_modified":1480349201235,"details":{"who":"All Firefox users who
have this add-on
installed.","created":"2014-08-06T17:13:00Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1049533","
name":"FinFisher (malware)","why":"This is a malicious add-on that hides itself under the name Java_plugin,
among
others."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"98aca74a-69c7-9960-cccc-096a4a4adc6c","schema":1480349193877},{"guid":"jid1-vW9nopuIAJiRHw@jetp
ack","blockID":"i570","enabled":true,"last_modif

1483512  many Firefox users. Note that this is not the same <a href=\"https://addons.mozilla.org/firefox/addon/browse
rprotect/\">BrowserProtect extension</a> that is listed on our add-ons site. That one is safe to
use."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"b4
0a60d3-b9eb-09eb-bb02-d50b27aaac9f","schema":1480349193877},{"guid":"trtv3@trtv.com","blockID":"i465"
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,"enabled":true,"last_modified":1480349199560,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2013-11-01T15:21:49Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=845610","n
ame":"TornTV","why":"This add-on doesn't follow our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on Guidelines</a>,
bypassing our third party install opt-in screen. Users who wish to continue using this extension can enable it
in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"3d4d8a33-2eff-2556-c699-9be0841a8cd4","schema":1480349193877},{"guid":"youtube@downloader.yt","
blockID":"i1231","enabled":true,"last_modified":1480349199528,"details":{"who":"All users who have this
add-on
installed.","created":"2016-06-09T14:50:27Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1278932","
name":"YouTube downloader","why":"The add-on has a mechanism that updates certain configuration files
from the developer\u2019s website. This mechanism has a vulnerability that can being exploited through this
website (downloader.yt) to change security settings in Firefox and/or install malicious add-ons.
\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"85
14eaee-850c-e27a-a058-8badeeafc26e","schema":1480349193877},{"guid":"low_quality_flash@pie2k.com","
blockID":"i658","enabled":true,"last_modified":1480349199504,"details":{"who":"All Firefox users who have
this version of the add-on
installed.","created":"2014-07-10T15:27:51Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1036757","
name":"Low Quality Flash, versions between 46.2 and 47.1","why":"Certain versions of the Low Quality Flash
extension weren't developed by the original developer, and are likely malicious in nature. This violates the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on Guidelines</a> for reusing
an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"46.2","maxVersion":"47.1","severity":3}],"prefs":[],"i
d":"b869fae6-c18c-0d39-59a2-603814656404","schema":1480349193877},{"guid":"{d2cf9842-af95-48cd-b87
3-bfbb48cd7f5e}","blockID":"i439","enabled":true,"last_modified":1480349199478,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-08-09T16:08:18Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=902569","n
ame":"Mixi DJ V45","why":"This is another instance of the <a href=\"https://addons.mozilla.org/en-US/firefox/
blocked/i354\">previously blocked</a> Mixi DJ add-on, which doesn't follow our <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>. If you wish to continue using it, it can be enabled in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"e81c31fc-265e-61b9-d4c1-0e2f31f1652e","schema":1480349193877},{"guid":"/^({b95faac1-a3d7-4d69-89
43-ddd5a487d966}|{ecce0073-a837-45a2-95b9-600420505f7e}|{2713b394-286f-4d7c-89ea-4174eeab9f5a}|{
da7a20cf-bef4-4342-ad78-0240fdf87055})$/","blockID":"i624","enabled":true,"last_modified":1480349199446,
"details":{"who":"All Firefox users who have this add-on installed. Users who wish to continue using this
add-on can enable it in the Add-ons
Manager.","created":"2014-06-18T13:50:38Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947482","n
ame":"WiseConvert","why":"This add-on is known to change user settings without their consent, is distributed
under multiple add-on IDs, and is also correlated with reports of tab functions being broken in Firefox, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>.\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"
prefs":[],"id":"ed57d7a6-5996-c7da-8e07-1ad125183e84","schema":1480349193877},{"guid":"{f894a29a-f065
-40c3-bb19-da6057778493}","blockID":"i742","enabled":true,"last_modified":1480349199083,"details":{"who":
"All Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2014-10-17T15:46:59Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1080817","
name":"Spigot Shopping Assistant","why":"This add-on appears to be silently installed into users' systems,
and changes settings without consent, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"39d8334e-4b7c-4336-2d90-e6aa2d783967","schema":1480349193877},{"guid":"plugin@analytic-s.c
om","blockID":"i467","enabled":true,"last_modified":1480349199026,"details":{"who":"All Firefox users who
have this add-on
installed.","created":"2013-11-07T14:08:48Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=935797","n
ame":"Analytics","why":"This add-on bypasses the external install opt in screen in Firefox, violating the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>. Users who wish to continue using this add-on can enable it in the Add-ons
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Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"ffbed3f3-e5c9-bc6c-7530-f68f47b7efd6","schema":1480349193877},{"guid":"{C4A4F5A0-4B89-4392-AFAC
-D58010E349AF}","blockID":"i678","enabled":true,"last_modified":1480349198947,"details":{"who":"All Firefox
users who have this add-on installed. If you wish to continue using it, you can enable it in the Add-ons
Manager.","created":"2014-07-23T14:12:23Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=895668","n
ame":"DataMngr","why":"This add-on is generally silently installed, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"151021fc-ce4e-a734-e075-4ece19610f64","schema":1480349193877},{"guid":"HxLVJK1ioigz9WEWo
8QgCs3evE7uW6LEExAniBGG@jetpack","blockID":"i1036","enabled":true,"last_modified":1480349198894,"d
etails":{"who":"All users who have this add-on
installed.","created":"2015-10-05T16:37:08Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1211170","
name":"Mega Player (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"32e34b41-a73c-72d4-c96c-136917ad1d4d","schema":1480349193877},{"guid":"{6af08a71-380e-42dd-93
12-0111d2bc0630}","blockID":"i822","enabled":true,"last_modified":1480349198826,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2015-01-27T09:50:40Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1126353","
name":"{6af08a71-380e-42dd-9312-0111d2bc0630} (malware)","why":"This add-on appears to be malware,
hiding itself in the Add-ons Manager, and keeping track of certain user
actions."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id"
:"96d0c12b-a6cf-4539-c1cf-a1c75c14ff24","schema":1480349193877},{"guid":"colmer@yopmail.com","blockI
D":"i550","enabled":true,"last_modified":1480349198744,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2014-02-06T15:49:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=968445","n
ame":"Video Plugin Facebook (malware)","why":"This add-on is malware that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"c394d10b-384e-cbd0-f357-9c521715c373","schema":1480349193877},{"guid":"fplayer@adobe.flash","blo
ckID":"i444","enabled":true,"last_modified":1480349198667,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2013-08-26T14:49:48Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=909433","n
ame":"Flash Player (malware)","why":"This add-on is malware disguised as the Flash Player
plugin."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
c6557989-1b59-72a9-da25-b816c4a4c723","schema":1480349193877},{"guid":"ascsurfingprotection@iobit.c
om","blockID":"i740","enabled":true,"last_modified":1480349198637,"details":{"who":"All Firefox users who
have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-10-17T15:39:59Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=963776","n
ame":"Advanced SystemCare Surfing Protection","why":"This add-on is silently installed into users' systems,
in violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"4405f99d-c9b7-c496-1b45-268163ce29b7","schema":1480349193877},{"guid":"{6E19037A-12E3-42
95-8915-ED48BC341614}","blockID":"i24","enabled":true,"last_modified":1480349198606,"details":{"who":"Us
ers of RelevantKnowledge version 1.3.328.4 and older in Firefox 4 and
later.","created":"2011-03-02T17:42:56Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=615518","name
":"comScore RelevantKnowledge","why":"This add-on causes a high volume of Firefox
crashes."},"versionRange":[{"targetApplication":[{"minVersion":"3.7a1pre","guid":"{ec8030f7-c20a-464f-9b0e-
13a3a9e97384}","maxVersion":"*"}],"minVersion":"0.1","maxVersion":"1.3.328.4","severity":1}],"prefs":[],"id":"7
c189c5e-f95b-0aef-e9e3-8e879336503b","schema":1480349193877},{"guid":"crossriderapp4926@crossrider.
com","blockID":"i91","enabled":true,"last_modified":1480349198547,"details":{"who":"All Firefox users who
have installed this
add-on.","created":"2012-05-14T14:16:43Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=754648","na
me":"Remove My Timeline (malware)","why":"Versions of this add-on prior to 0.81.44 automatically post
message to users' walls and hide them from their view. Version 0.81.44 corrects
this."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"0.81.43","severity":1}],"prefs":[],"
id":"5ee3e72e-96fb-c150-fc50-dd581e960963","schema":1480349193877},{"guid":"/^(93abedcf-8e3a-4d02-b7
61-d1441e437c09@243f129d-aee2-42c2-bcd1-48858e1c22fd\\.com|9acfc440-ac2d-417a-a64c-f6f14653b71
2@09f9a966-9258-4b12-af32-da29bdcc28c5\\.com|58ad0086-1cfb-48bb-8ad2-33a8905572bc@5715d2be-6
9b9-4930-8f7e-64bdeb961cfd\\.com)$/","blockID":"i544","enabled":true,"last_modified":1480349198510,"detai
ls":{"who":"All Firefox users who have this add-on installed. If you wish to continue using it, it can be enabled
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in the Add-ons
Manager.","created":"2014-01-30T11:51:19Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=949596","n
ame":"SuperLyrics","why":"This add-on is in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on Guidelines</a>, using
multiple add-on IDs and potentially doing other unwanted
activities."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"d8d25967-9814-3b65-0787-a0525c16e11e","schema":1480349193877},{"guid":"wHO@W9.net","blockID"
:"i980","enabled":true,"last_modified":1480349198483,"details":{"who":"All users who have this add-on
installed.","created":"2015-08-11T11:20:01Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1192468","
name":"BestSavEFOrYoU (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"4beb917f-68f2-1f91-beed-dff6d83006f8","schema":1480349193877},{"guid":"frhegnejkgner@grhjgewfewf.
com","blockID":"i1040","enabled":true,"last_modified":1480349198458,"details":{"who":"All users who have
this add-on
installed.","created":"2015-10-07T13:03:37Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1212451","
name":"Async Codec (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"fb6ab4ce-5517-bd68-2cf7-a93a109a528a","schema":1480349193877},{"guid":"firefox@luckyleap.net","blo
ckID":"i471","enabled":true,"last_modified":1480349198433,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2013-11-07T15:38:33Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=935779","n
ame":"Installer bundle (malware)","why":"This add-on is part of a malicious Firefox installer
bundle."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"3a9e04c7-5e64-6297-8442-2816915aad77","schema":1480349193877},{"guid":"auto-plugin-checker@jetpac
k","blockID":"i1210","enabled":true,"last_modified":1480349198401,"details":{"who":"All users of this add-on.
If you wish to continue using it, you can enable it in the Add-ons
Manager.","created":"2016-05-04T16:25:27Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1270175","
name":"auto-plugin-checker","why":"This add-on reports every visited URL to a third party without disclosing it
to the
user."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"3
e202419-5318-2025-b579-c828af24a06e","schema":1480349193877},{"guid":"lugcla21@gmail.com","blockID
":"i432","enabled":true,"last_modified":1480349198372,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2013-08-06T13:16:22Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=902072","n
ame":"FB Color Changer (malware)","why":"This add-on includes malicious code that spams users' Facebook
accounts with unwanted
messages."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],
"id":"b6943f35-9429-1f8e-bf8e-fe37979fe183","schema":1480349193877},{"guid":"{99079a25-328f-4bd4-be0
4-00955acaa0a7}","blockID":"i402","enabled":true,"last_modified":1480349198341,"details":{"who":"All Firefox
users who have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2013-06-25T15:16:17Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=835678","n
ame":"Searchqu","why":"This group of add-ons is silently installed, bypassing our install opt-in screen. This
violates our <a href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"16008331-8b47-57c8-a6f7-989914d1cb8a","schema":1480349193877},{"guid":"{81b13b5d-fba1-49f
d-9a6b-189483ac548a}","blockID":"i473","enabled":true,"last_modified":1480349198317,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2013-11-07T15:38:43Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=935779","n
ame":"Installer bundle (malware)","why":"This add-on is part of a malicious Firefox installer
bundle."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"76debc7b-b875-6da4-4342-1243cbe437f6","schema":1480349193877},{"guid":"{e935dd68-f90d-46a6-b89e-
c4657534b353}","blockID":"i732","enabled":true,"last_modified":1480349198260,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2014-10-16T16:38:24Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"Sites Pro","why":"This add-on is silently installed into users' systems. It uses very unsafe practices to
load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"97fdc235-ac1a-9f20-1b4a-17c2f0d89ad1","schema":1480349193877},{"guid":"{32da2f20-827d-40aa
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-a3b4-2fc4a294352e}","blockID":"i748","enabled":true,"last_modified":1480349198223,"details":{"who":"All
Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2014-10-17T16:02:20Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=963787","n
ame":"Start Page","why":"This add-on is silently installed into users' systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"6c980c8e-4a3c-7912-4a3a-80add457575a","schema":1480349193877},{"guid":"chinaescapeone@f
acebook.com","blockID":"i431","enabled":true,"last_modified":1480349198192,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-08-05T16:43:24Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=901770","n
ame":"F-Secure Security Pack (malware)","why":"This is a malicious add-on that uses a deceptive name and
hijacks social
networks."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"fbd89a9d-9c98-8481-e4cf-93e327ca8be1","schema":1480349193877},{"guid":"{cc6cc772-f121-49e0-b1f0-
c26583cb0c5e}","blockID":"i716","enabled":true,"last_modified":1480349198148,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2014-10-02T12:12:34Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"Website Counselor","why":"This add-on is silently installed into users' systems. It uses very unsafe
practices to load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"debcd28c-884b-ca42-d983-6fabf91034dd","schema":1480349193877},{"guid":"{906000a4-88d9-4d5
2-b209-7a772970d91f}","blockID":"i474","enabled":true,"last_modified":1480349197744,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2013-11-07T15:38:48Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=935779","n
ame":"Installer bundle (malware)","why":"This add-on is part of a malicious Firefox installer
bundle."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"326d05b9-ace7-67c6-b094-aad926c185a5","schema":1480349193877},{"guid":"{A34CAF42-A3E3-11E5-945
F-18C31D5D46B0}","blockID":"i1227","enabled":true,"last_modified":1480349197699,"details":{"who":"All
users of this add-on. If you wish to continue using it, you can enable it in the Add-ons
Manager.","created":"2016-05-31T15:45:53Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1274995","
name":"Mococheck WAP browser","why":"This add-on downgrades the security of all iframes from https to
http and changes important Firefox security
preferences."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[
"security.csp.enable","security.fileuri.strict_origin_policy","security.mixed_content.block_active_content"],"id":"
2230a5ce-a8f8-a20a-7974-3b960a03aba9","schema":1480349193877},{"guid":"{AB2CE124-6272-4b12-94A9
-7303C7397BD1}","blockID":"i20","enabled":true,"last_modified":1480349197667,"details":{"who":"Users of
Skype extension versions below 5.2.0.7165 for all versions of
Firefox.","created":"2011-01-20T18:39:25Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=627278","na
me":"Skype extension","why":"This add-on causes a high volume of Firefox crashes and introduces severe
performance issues. Please <a

1483512  href=\"http://www.skype.com/intl/en/get-skype/on-your-computer/click-and-call/\">update to the latest
version</a>. For more information, please <a
href=\"http://blog.mozilla.com/addons/2011/01/20/blocking-the-skype-toolbar-in-firefox/\">read our
announcement</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0.1","maxVersion":"5.2.0.7164","s
everity":1}],"prefs":[],"id":"60e16015-1803-197a-3241-484aa961d18f","schema":1480349193877},{"guid":"f668
2b47-e12f-400b-9bc0-43b3ccae69d1@39d6f481-b198-4349-9ebe-9a93a86f9267.com","blockID":"i682","ena
bled":true,"last_modified":1480349197636,"details":{"who":"All Firefox users who have this add-on installed.
Users who wish to continue using this add-on can enable it in the Add-ons
Manager.","created":"2014-08-04T16:07:20Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1043017","
name":"enformation","why":"This add-on is being silently installed, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"a7ae65cd-0869-67e8-02f8-6d22c56a83d4","schema":1480349193877},{"guid":"rally_toolbar_ff@bull
etmedia.com","blockID":"i537","enabled":true,"last_modified":1480349197604,"details":{"who":"All Firefox
users who have this extension installed. If you want to continue using it, you can enable it in the Add-ons
Manager.","created":"2014-01-23T15:51:48Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=950267","n
ame":"Rally Toolbar","why":"The installer that includes this add-on violates the <a
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href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by silently installing
it."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"4ac6
eb63-b51a-3296-5b02-bae77f424032","schema":1480349193877},{"guid":"x77IjS@xU.net","blockID":"i774","
enabled":true,"last_modified":1480349197578,"details":{"who":"All Firefox users who have this add-on
installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-10-31T16:22:53Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1076771","
name":"YoutubeAdBlocke","why":"This add-on is silently installed and changes user settings without consent,
in violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"p
refs":["browser.startup.homepage","browser.search.defaultenginename"],"id":"4771da14-bcf2-19b1-3d71-bc6
1a1c7d457","schema":1480349193877},{"guid":"{49c53dce-afa0-49a1-a08b-2eb8e8444128}","blockID":"i441"
,"enabled":true,"last_modified":1480349197550,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2013-08-09T16:58:50Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=844985","n
ame":"ytbyclick","why":"This add-on is silently installed, violating our <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>. Users who wish to continue using this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"5f08d720-58c2-6acb-78ad-7af45c82c90b","schema":1480349193877},{"guid":"searchengine@gmail.com"
,"blockID":"i886","enabled":true,"last_modified":1480349197525,"details":{"who":"All Firefox users who have
this add-on installed. Users who wish to continue using this add-on can enable it in the Add-on
Manager.","created":"2015-04-10T16:25:21Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1152555","
name":"Search Enginer","why":"This add-on appears to be malware, being silently installed and hijacking user
settings, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"46de4f6e-2b29-7334-ebbb-e0048f
114f7b","schema":1480349193877},{"guid":"{bb7b7a60-f574-47c2-8a0b-4c56f2da9802}","blockID":"i754","en
abled":true,"last_modified":1480349197500,"details":{"who":"All Firefox users who have this add-on installed.
Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-10-17T16:27:32Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1080850","
name":"AdvanceElite","why":"This add-on is silently installed into users' systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"f222ceb2-9b69-89d1-8dce-042d8131a12e","schema":1480349193877},{"guid":"/^(test3@test.org|te
st2@test.org|test@test.org|support@mozilla.org)$/","blockID":"i1119","enabled":true,"last_modified":1480349
197468,"details":{"who":"All users who have these add-ons
installed.","created":"2016-01-25T13:31:43Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1242721","
name":"test.org add-ons (malware)","why":"These add-ons are malicious, or at least attempts at being
malicious, using misleading names and including risky
code."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"a
fd2a0d7-b050-44c9-4e45-b63696d9b22f","schema":1480349193877},{"guid":"/^((34qEOefiyYtRJT@IM5Muna
vn\\.com)|(Mro5Fm1Qgrmq7B@ByrE69VQfZvZdeg\\.com)|(KtoY3KGxrCe5ie@yITPUzbBtsHWeCdPmGe\\.co
m)|(9NgIdLK5Dq4ZMwmRo6zk@FNt2GCCLGyUuOD\\.com)|(NNux7bWWW@RBWyXdnl6VGls3WAwi\\.com
)|(E3wI2n@PEHTuuNVu\\.com)|(2d3VuWrG6JHBXbQdbr@3BmSnQL\\.com))$/","blockID":"i324","enabled":tr
ue,"last_modified":1480349197432,"details":{"who":"All users who have this add-on
installed.","created":"2013-03-22T14:48:00Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=841791","n
ame":"Flash Player (malware)","why":"This extension is malware, installed pretending to be the Flash Player
plugin."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
5be3a399-af3e-644e-369d-628273b3fdc2","schema":1480349193877},{"guid":"axtara__web@axtara.com","bl
ockID":"i1263","enabled":true,"last_modified":1480349197404,"details":{"who":"All users who have version
1.1.1 or less of this add-on
installed.","created":"2016-08-17T16:47:06Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1251911","
name":"AXTARA Search (pre 1.1.2)","why":"Old versions of this add-on contained code from YouTube
Unblocker, which was <a href=\"https://addons.mozilla.org/firefox/blocked/i1129\">originally blocked</a>
due to malicious activity.  Version 1.1.2 is now
okay."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"1.1.1","severity":3}],"prefs":[],"i
d":"c58be1c9-3d63-a948-219f-e3225e1eec8e","schema":1480349193877},{"guid":"{8f894ed3-0bf2-498e-a10
3-27ef6e88899f}","blockID":"i792","enabled":true,"last_modified":1480349197368,"details":{"who":"All Firefox
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users who have this add-on
installed.","created":"2014-11-26T13:49:30Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"ExtraW","why":"This add-on is silently installed into users' systems. It uses very unsafe practices to
load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"bebc9e15-59a1-581d-0163-329d7414edff","schema":1480349193877},{"guid":"profsites@pr.com","
blockID":"i734","enabled":true,"last_modified":1480349197341,"details":{"who":"All Firefox users who have
this add-on
installed.\r\n","created":"2014-10-16T16:39:26Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=107381
0","name":"ProfSites","why":"This add-on is silently installed into users' systems. It uses very unsafe practices
to load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"0d6d84d7-0b3f-c5ab-57cc-6b66b0775a23","schema":1480349193877},{"guid":"{872b5b88-9db5-43
10-bdd0-ac189557e5f5}","blockID":"i497","enabled":true,"last_modified":1480349197240,"details":{"who":"All
Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2013-12-03T16:08:09Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=945530","n
ame":"DVDVideoSoft Menu","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by making settings changes that can't be easily
reverted."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id
":"e8da89c4-c585-77e4-9872-591d20723a7e","schema":1480349193877},{"guid":"123456789@offeringmedi
a.com","blockID":"i664","enabled":true,"last_modified":1480349197208,"details":{"who":"All Firefox users who
have this add-on
installed.","created":"2014-07-10T15:41:24Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1036757","
name":"Taringa MP3 / Adobe Flash","why":"This is a malicious add-on that attempts to hide itself by
impersonating the Adobe Flash
plugin."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
6d0a7dda-d92a-c8e2-21be-c92b0a88ac8d","schema":1480349193877},{"guid":"firefoxdav@icloud.com","bloc
kID":"i1214","enabled":true,"last_modified":1480349197172,"details":{"who":"All users of this add-on. If you
wish to continue using it, you can enable it in the Add-ons
Manager.","created":"2016-05-17T16:55:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1271358","
name":"iCloud Bookmarks","why":"This add-on is causing frequent and persistent
crashing."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"1.4.22","severity":1}],"prefs
":[],"id":"2dddd7a7-b081-45e2-3eeb-2a7f76a1465f","schema":1480349193877},{"guid":"youplayer@addons.

mozilla.org","blockID":"i660","enabled":true,"last_modified":1480349197136,"details":{"who":"All Firefox
users who have this version of the add-on
installed.","created":"2014-07-10T15:31:04Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1036757","
name":"YouPlayer, versions between 79.9.8 and 208.0.1","why":"Certain versions of the YouPlayer extension
weren't developed by the original developer, and are likely malicious in nature. This violates the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on Guidelines</a> for reusing
an already existent
ID."},"versionRange":[{"targetApplication":[],"minVersion":"79.9.8","maxVersion":"208.0.1","severity":3}],"prefs
":[],"id":"82dca22b-b889-5d9d-3fc9-b2184851f2d1","schema":1480349193877},{"guid":"{df6bb2ec-333b-4267-
8c4f-3f27dc8c6e07}","blockID":"i487","enabled":true,"last_modified":1480349197109,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2013-11-19T14:59:45Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=940681","n
ame":"Facebook 2013 (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"5867c409-b342-121e-3c3b-426e2f0ba1d4","schema":1480349193877},{"guid":"/^({4e988b08-8c51-45c1-
8d74-73e0c8724579}|{93ec97bf-fe43-4bca-a735-5c5d6a0a40c4}|{aed63b38-7428-4003-a052-ca6834d8bad3
}|{0b5130a9-cc50-4ced-99d5-cda8cc12ae48}|{C4CFC0DE-134F-4466-B2A2-FF7C59A8BFAD})$/","blockID":"
i524","enabled":true,"last_modified":1480349197082,"details":{"who":"All Firefox users who have this add-on
installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2013-12-20T13:43:21Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947481","n
ame":"SweetPacks","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
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Guidelines</a> by making changes that can't be easily
reverted."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id
":"1a3a26a2-cdaa-e5ba-f6ac-47b98ae2cc26","schema":1480349193877},{"guid":"foxyproxy@eric.h.jung","blo
ckID":"i950","enabled":true,"last_modified":1480349197056,"details":{"who":"All users who have this add-on
installed on Thunderbird 38 and
above.","created":"2015-07-15T09:34:44Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1183890","na
me":"FoxyProxy Standard for Thunderbird","why":"This add-on is causing consistent startup crashes on
Thunderbird 38 and
above."},"versionRange":[{"targetApplication":[{"minVersion":"38.0a2","guid":"{3550f703-e582-4d05-9a08-453
d09bdfdc6}","maxVersion":"*"},{"minVersion":"2.35","guid":"{92650c4d-4b8e-4d2a-b7eb-24ecf4f6b63a}","max
Version":"*"}],"minVersion":"0","maxVersion":"4.5.5","severity":1}],"prefs":[],"id":"5ee8203d-bea2-6cd5-9ba0-d
1922ffb3d21","schema":1480349193877},{"guid":"{82AF8DCA-6DE9-405D-BD5E-43525BDAD38A}","blockID
":"i1056","enabled":true,"last_modified":1480349197027,"details":{"who":"All users who have this add-on
installed in Firefox 43 and above. User who wish to continue using this add-on can enable it in the Add-ons
Manager.","created":"2015-11-17T14:03:05Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1225639","
name":"Skype Click to Call","why":"This add-on is associated with frequent shutdown crashes in
Firefox."},"versionRange":[{"targetApplication":[{"minVersion":"43.0a1","guid":"{ec8030f7-c20a-464f-9b0e-13a
3a9e97384}","maxVersion":"*"}],"minVersion":"0","maxVersion":"7.5.0.9082","severity":1}],"prefs":[],"id":"484f8
386-c415-7499-a8a0-f4e16f5a142f","schema":1480349193877},{"guid":"{22119944-ED35-4ab1-910B-E619E
A06A115}","blockID":"i45","enabled":true,"last_modified":1480349196995,"details":{"who":"Users of version
7.9.20.6 of RoboForm Toolbar and earlier on Firefox 48 and
above.","created":"2011-11-19T06:14:56Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=699134","na
me":"Roboform","why":"Older versions of the RoboForm Toolbar add-on are causing crashes in Firefox 48
and above.  The developer has released a fix, available in versions
7.9.21+."},"versionRange":[{"targetApplication":[{"minVersion":"8.0a1","guid":"{ec8030f7-c20a-464f-9b0e-13a
3a9e97384}","maxVersion":"*"}],"minVersion":"0.1","maxVersion":"7.9.20.6","severity":1}],"prefs":[],"id":"5f7f9e
13-d3e8-ea74-8341-b83e36d67d94","schema":1480349193877},{"guid":"{87b5a11e-3b54-42d2-9102-0a7cb1
f79ebf}","blockID":"i838","enabled":true,"last_modified":1480349196965,"details":{"who":"All Firefox users
who have this add-on
installed.","created":"2015-02-06T14:29:12Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1128327","
name":"Cyti Web (malware)","why":"This add-on is silently installed and performs unwanted actions, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"1ba0e57c-4c0c-4eb6-26e7-c2016769c343","schema":1480349193877},{"guid":"/^({bf67a47c-ea97-4
caf-a5e3-feeba5331231}|{24a0cfe1-f479-4b19-b627-a96bf1ea3a56})$/","blockID":"i542","enabled":true,"last_
modified":1480349196622,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2014-01-28T14:10:49Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=963819","n
ame":"MixiDJ (malware)","why":"This add-on has been repeatedly blocked before and keeps showing up with
new add-on IDs, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"fc442b64-1b5d-bebb-c486-f431b154f3db","schema":1480349193877},{"guid":"/^({ebd898f8-fcf6-469
4-bc3b-eabc7271eeb1}|{46008e0d-47ac-4daa-a02a-5eb69044431a}|{213c8ed6-1d78-4d8f-8729-25006aa86
a76}|{fa23121f-ee7c-4bd8-8c06-123d087282c5}|{19803860-b306-423c-bbb5-f60a7d82cde5})$/","blockID":"i6
22","enabled":true,"last_modified":1480349196597,"details":{"who":"All Firefox users who have this add-on
installed. Users who wish to continue using this add-on can enable it in the Add-ons
Manager.","created":"2014-06-18T13:48:26Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947482","n
ame":"WiseConvert","why":"This add-on is known to change user settings without their consent, is distributed
under multiple add-on IDs, and is also correlated with reports of tab functions being broken in Firefox, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"ffd184fa-aa8f-8a75-ff00-ce285dec5b22","schema":1480349193877},{"guid":"/^({fa95f577-07cb-4470
-ac90-e843f5f83c52}|ffxtlbr@speedial\\.com)$/","blockID":"i696","enabled":true,"last_modified":148034919656
5,"details":{"who":"All Firefox users who have any of these add-ons installed. Users who wish to continue
using these add-ons can enable them in the Add-ons
Manager.","created":"2014-08-21T13:55:41Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1031115","
name":"Speedial","why":"These add-ons are silently installed and change homepage and search defaults
without user consent, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on Guidelines</a>. They are
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also distributed under more than one add-on
ID."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":["browser.
startup.homepage","browser.search.defaultenginename"],"id":"130c7419-f727-a2fb-3891-627bc69a43bb","sc
hema":1480349193877},{"guid":"pennerdu@faceobooks.ws","blockID":"i442","enabled":true,"last_modified":1
480349196541,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2013-08-13T14:00:36Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=904050","n
ame":"Console Video (malware)","why":"This is a malicious add-on that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"fb83e48e-a780-9d06-132c-9ecc65b43674","schema":1480349193877},{"guid":"anttoolbar@ant.com","blo
ckID":"i88","enabled":true,"last_modified":1480349196509,"details":{"who":"All Firefox users who have
installed version 2.4.6.4 of the Ant Video Downloader and Player
add-on.","created":"2012-05-01T10:32:11Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=748269","na
me":"Ant Video Downloader and Player","why":"Version 2.4.6.4 of the Ant Video Downloader and Player
add-on is causing a very high number of crashes in Firefox. There's an updated version 2.4.6.5 that doesn't
have this problem. All users are recommended to update as soon as
possible."},"versionRange":[{"targetApplication":[],"minVersion":"2.4.6.4","maxVersion":"2.4.6.4","severity":1}],
"prefs":[],"id":"9eef435b-39d4-2b73-0810-44b0d3ff52ad","schema":1480349193877},{"guid":"{E90FA778-C2B
7-41D0-9FA9-3FEC1CA54D66}","blockID":"i446","enabled":true,"last_modified":1480349196471,"details":{"w
ho":"All Firefox users who have this add-on installed. The add-on can be enabled again in the Add-ons
Manager.","created":"2013-09-06T15:59:29Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=788838","n
ame":"YouTube to MP3 Converter","why":"This add-on is installed silently, in violation of our <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"83eb6337-a3b6-84e4-e76c-ee9200b80796","schema":1480349193877},{"guid":"{ad7ce998-a77b-40
62-9ffb-1d0b7cb23183}","blockID":"i804","enabled":true,"last_modified":1480349196438,"details":{"who":"All
Firefox users who have

1483512  this add-on
installed.","created":"2014-12-15T10:53:58Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1080839","
name":"Astromenda Search Addon","why":"This add-on is silently installed and is considered malware, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"633f9999-c81e-bd7a-e756-de7d3
4feb39d","schema":1480349193877},{"guid":"{52b0f3db-f988-4788-b9dc-861d016f4487}","blockID":"i584","en
abled":true,"last_modified":1480349196363,"details":{"who":"All Firefox users who have these add-ons
installed. If you wish to continue using these add-ons, you can enable them in the Add-ons
Manager.","created":"2014-05-22T11:07:00Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=974104","n
ame":"Web Check (Free Driver Scout bundle)","why":"Versions of this add-on are silently installed by the Free
Driver Scout installer, in violation of our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"0.1.9999999","sever
ity":1}],"prefs":[],"id":"cba0ac44-90f9-eabb-60b0-8da2b645e067","schema":1480349193877},{"guid":"dodatek
@flash2.pl","blockID":"i1279","enabled":true,"last_modified":1480349196331,"details":{"who":"Any user with
version 1.3 or newer of this add-on
installed.","created":"2016-10-27T15:52:00Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1312748","
name":"Aktualizacja Flash WORK addon","why":"This add-on claims to be a flash plugin and it does some
work on youtube, but it also steals your facebook and adfly credentials and sends them to a remote
server."},"versionRange":[{"targetApplication":[],"minVersion":"1.3","maxVersion":"*","severity":3}],"prefs":[],"id
":"2dab5211-f9ec-a1bf-c617-6f94f28b5ee1","schema":1480349193877},{"guid":"{2d069a16-fca1-4e81-81ea-5
d5086dcbd0c}","blockID":"i440","enabled":true,"last_modified":1480349196294,"details":{"who":"All Firefox
users who have this add-on
installed.","created":"2013-08-09T16:26:46Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=903647","n
ame":"GlitterFun","why":"This add-on is installed silently and doesn't follow many other of the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>. If you want to continue using this add-on, you can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"e3f77f3c-b1d6-3b29-730a-846007b9cb16","schema":1480349193877},{"guid":"xivars@aol.com","blockID"
:"i501","enabled":true,"last_modified":1480349196247,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2013-12-04T15:34:32Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=946420","n
ame":"Video Plugin Facebook (malware)","why":"This is a malicious Firefox extension that uses a deceptive
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name and hijacks users' Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"3303d201-7006-3c0d-5fd5-45503e2e690c","schema":1480349193877},{"guid":"2bbadf1f-a5af-499f-9642-
9942fcdb7c76@f05a14cc-8842-4eee-be17-744677a917ed.com","blockID":"i700","enabled":true,"last_modifie
d":1480349196212,"details":{"who":"All Firefox users who have this add-on installed. Users who wish to
continue using this add-on can enable it in the Add-ons
Manager.","created":"2014-08-21T16:15:16Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1052599","
name":"PIX Image Viewer","why":"This add-on is widely considered malware and is apparently installed
silently into users' systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"1b72889b-90e6-ea58-4fe8-d48257df7d8b","schema":1480349193877},{"guid":"/^[0-9a-f]+@[0-9a-f]+
\\.info/","blockID":"i256","enabled":true,"last_modified":1480349196184,"details":{"who":"All Firefox users who
have installed any of these
add-ons.","created":"2013-01-22T12:16:13Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=806451","n
ame":"Codec extensions (malware)","why":"The set of extensions labeled as Codec, Codec-M, Codec-C and
other names are malware being distributed as genuine add-ons.\r\n\r\nIf you think an add-on you installed
was incorrectly blocked and the block dialog pointed you to this page, please comment on <a
href=\"https://blog.mozilla.org/addons/2013/01/22/blocklisting-malicious-codec-add-ons/\">this blog
post</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"0c654540-00f2-0ad4-c9be-7ca2ace5341e","schema":1480349193877},{"guid":"toolbar@ask.com","blockI
D":"i600","enabled":true,"last_modified":1480349196158,"details":{"who":"All Firefox users who have these
versions of the Ask Toolbar installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-06-12T14:16:08Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1024719","
name":"Ask Toolbar (old Avira Security Toolbar bundle)","why":"Certain old versions of the Ask Toolbar are
causing problems to users when trying to open new tabs. Using more recent versions of the Ask Toolbar
should also fix this
problem."},"versionRange":[{"targetApplication":[],"minVersion":"3.15.5","maxVersion":"3.15.5.*","severity":1}],
"prefs":[],"id":"51c4ab3b-9ad3-c5c3-98c8-a220025fc5a3","schema":1480349193877},{"guid":"{729c9605-062
6-4792-9584-4cbe65b243e6}","blockID":"i788","enabled":true,"last_modified":1480349196123,"details":{"who"
:"All Firefox users who have this add-on
installed.","created":"2014-11-20T10:07:19Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"Browser Ext Assistance","why":"This add-on is silently installed into users' systems. It uses very
unsafe practices to load its code, and leaks information of all web browsing activity. These are all violations
of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"3c588238-2501-6a53-65ea-5c8ff0f3e51d","schema":1480349193877},{"guid":"unblocker20__web@
unblocker.yt","blockID":"i1213","enabled":true,"last_modified":1480349196088,"details":{"who":"All users who
have this add-on
installed.","created":"2016-05-09T17:28:18Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1251911","
name":"YouTube Unblocker 2.0","why":"This add-on is a copy of YouTube Unblocker, which was <a
href=\"https://addons.mozilla.org/firefox/blocked/i1129\">originally blocked</a> due to malicious
activity."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"de305335-e9f3-f410-cf5c-f88b7ad4b088","schema":1480349193877},{"guid":"webbooster@iminent.com","bl
ockID":"i630","enabled":true,"last_modified":1480349196032,"details":{"who":"All Firefox users who have any
of these add-ons installed. Users who wish to continue using them can enable them in the Add-ons
Manager.","created":"2014-06-26T15:49:27Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=866943","n
ame":"Iminent Minibar","why":"These add-ons have been silently installed repeatedly, and change settings
without user consent, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"d894ea79-8215-7a0c-b0e9-be328
c3afceb","schema":1480349193877},{"guid":"jid1-uabu5A9hduqzCw@jetpack","blockID":"i1016","enabled":tru
e,"last_modified":1480349196001,"details":{"who":"All users who have this add-on
installed.","created":"2015-09-24T09:49:42Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1208051","
name":"SpeedFox (malware)","why":"This add-on is injecting unwanted and unexpected advertisements into
all web pages, and masking this behavior as ad-blocking in its
code."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"3
1397419-3dfa-9db3-f1aa-e812d4220669","schema":1480349193877},{"guid":"/^firefox@(jumpflip|webconnect
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|browsesmart|mybuzzsearch|outobox|greygray|lemurleap|divapton|secretsauce|batbrowse|whilokii|linkswift|qu
alitink|browsefox|kozaka|diamondata|glindorus|saltarsmart|bizzybolt|websparkle)\\.(com?|net|org|info|biz)$/","
blockID":"i548","enabled":true,"last_modified":1480349195955,"details":{"who":"All Firefox users who have
one or more of these add-ons installed. If you wish to continue using any of these add-ons, they can be
enabled in the Add-ons
Manager.","created":"2014-01-30T15:06:01Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=937405","n
ame":"Yontoo add-ons","why":"A large amount of add-ons developed by Yontoo are known to be silently
installed and otherwise violate the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"bfaf3510-397e-48e6-cc4f-74202aaaed54","schema":1480349193877},{"guid":"firefox@bandoo.com"
,"blockID":"i23","enabled":true,"last_modified":1480349195915,"details":{"who":"Users of Bandoo version 5.0
for Firefox 3.6 and
later.","created":"2011-03-01T23:30:23Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=629634","name
":"Bandoo","why":"This add-on causes a high volume of Firefox
crashes."},"versionRange":[{"targetApplication":[{"minVersion":"3.7a1pre","guid":"{ec8030f7-c20a-464f-9b0e-
13a3a9e97384}","maxVersion":"*"}],"minVersion":"5.0","maxVersion":"5.0","severity":1}],"prefs":[],"id":"bd487cf
4-3f6a-f956-a6e9-842ac8deeac5","schema":1480349193877},{"guid":"5nc3QHFgcb@r06Ws9gvNNVRfH.com
","blockID":"i372","enabled":true,"last_modified":1480349195887,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2013-06-18T13:23:40Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=875752","n
ame":"Flash Player 11 (malware)","why":"This add-on is malware pretending to be the Flash Player
plugin."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
dc71fcf5-fae4-5a5f-6455-ca7bbe4202db","schema":1480349193877},{"guid":"/^(7tG@zEb\\.net|ru@gfK0J\\.e
du)$/","blockID":"i854","enabled":true,"last_modified":1480349195851,"details":{"who":"All Firefox users who
have this add-on
installed.","created":"2015-02-09T15:41:36Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=952255","n
ame":"youtubeadblocker (malware)","why":"This add-on is silently installed and performs unwanted actions, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"cfe42207-67a9-9b88-f80c-994e6bdd0c55","schema":1480349193877},{"guid":"{a7aae4f0-bc2e-a0d
d-fb8d-68ce32c9261f}","blockID":"i378","enabled":true,"last_modified":1480349195823,"details":{"who":"All
Firefox users who have installed this
add-on.","created":"2013-06-18T15:58:54Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=865090","na
me":"Myanmar Extension for Facebook (malware)","why":"This extension is malware that hijacks Facebook
accounts for malicious
purposes."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"30ecd9b9-4023-d9ef-812d-f1a75bb189b0","schema":1480349193877},{"guid":"a88a77ahjjfjakckmmabsy2
78djasi@jetpack","blockID":"i1034","enabled":true,"last_modified":1480349195798,"details":{"who":"All users
who have this add-on
installed.","created":"2015-10-05T16:28:48Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1211171","
name":"Fast Unlock (malware)","why":"This is a malicious add-on that takes over Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"f801f112-3e8f-770f-10db-384349a36026","schema":1480349193877},{"guid":"crossriderapp5060@crossri
der.com","blockID":"i228","enabled":true,"last_modified":1480349195769,"details":{"who":"All Firefox users
who have this add-on
installed.","created":"2012-11-29T16:31:13Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=810016","n
ame":"Savings Sidekick","why":"This add-on is silently side-installed by other software, and it overrides user
preferences and inserts advertisements in web
content."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id"
:"a37f76ac-7b77-b5a3-bac8-addaacf34bae","schema":1480349193877},{"guid":"/^(saamazon@mybrowserba
r\\.com)|(saebay@mybrowserbar\\.com)$/","blockID":"i672","enabled":true,"last_modified":1480349195347,"d
etails":{"who":"All Firefox users who have these add-ons installed. Users wishing to continue using these
add-ons can enable them in the Add-ons
Manager.","created":"2014-07-22T15:13:57Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1011337","
name":"Spigot Shopping Assistant","why":"These add-ons are being silently installed, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"e072a461-ee5a-c83d-8d4e-5686eb585a15","schema":1480349193877},{"guid":"{b99c8534-7800-48
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fa-bd71-519a46cdc7e1}","blockID":"i596","enabled":true,"last_modified":1480349195319,"details":{"who":"All
Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-ons
Manager.","created":"2014-06-12T13:19:59Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1011325","
name":"BrowseMark","why":"This add-on is silently installed, in violation with our <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"f411bb0f-7c82-9061-4a80-cabc8ff45beb","schema":1480349193877},{"guid":"/^({94d62e35-4b43-49
4c-bf52-ba5935df36ef}|firefox@advanceelite\\.com|{bb7b7a60-f574-47c2-8a0b-4c56f2da9802})$/","blockID":"i
856","enabled":true,"last_modified":1480349195286,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2015-02-09T15:51:11Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1130323","
name":"AdvanceElite (malware)","why":"This add-on is silently installed and performs unwanted actions, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"e3d52650-d3e2-4cef-71f7-e6188f56fe4d","schema":1480349193877},{"guid":"{458fb825-2370-4973
-bf66-9d7142141847}","blockID":"i1024","enabled":true,"last_modified":1480349195258,"details":{"who":"All
users who have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2015-09-29T09:25:27Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1209588","
name":"Web Shield","why":"This add-on hides itself in the Add-ons Manager, interrupts the Firefox update
process, and reportedly causes other problems to users, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["app.update.auto","app.update.enabled","app.update.interval","app.update.url"],"id":"32c5baa7-d547-eaab
-302d-b873c83bfe2d","schema":1480349193877},{"guid":"{f2456568-e603-43db-8838-ffa7c4a685c7}","blockI
D":"i778","enabled":true,"last_modified":1480349195215,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2014-11-07T13:53:13Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"Sup-SW","why":"This add-on is silently installed into users' systems. It uses very unsafe practices to
load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"93568fa2-0cb7-4e1d-e893-d7261e81547c","schema":1480349193877},{"guid":"{77BEC163-D389-4
2c1-91A4-C758846296A5}","blockID":"i566","enabled":true,"last_modified":1480349195185,"details":{"who":"
All Firefox users who have this add-on installed. Users who wish to continue using it can enable it in the
Add-on
Manager.","created":"2014-03-05T13:20:54Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=964594","n
ame":"V-Bates","why":"This add-on is silently installed into Firefox, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"080edbac-25d6-e608-abdd-feb1ce7a9a77","schema":1480349193877},{"guid":"helper@vidscrab.co
m","blockID":"i1077","enabled":true,"last_modified":1480349195157,"details":{"who":"All Firefox users who
have this add-on installed. Users who wish to continue using the add-on can enable it in the Add-ons
Manager.","created":"2016-01-14T14:32:53Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1231010","
name":"YouTube Video Downloader (from AddonCrop)","why":"This add-on injects remote scripts and injects
unwanted content into web
pages."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"
36b2e1e0-5fda-bde3-db55-dfcbe24dfd04","schema":1480349193877},{"guid":"/^ext@WebexpEnhancedV1al
pha[0-9]+\\.net$/","blockID":"i535","enabled":true,"last_modified":1480349195123,"details":{"who":"All Firefox
users who have this add-on installed. If you wish to continue using this add-on, it can be enabled in the
Add-ons
Manager.","created":"2014-01-09T11:22:19Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=952717","n
ame":"Webexp Enhanced","why":"This add-on is generally unwanted by users and uses multiple random IDs
in violation of the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"c7d6a30d-f3ee-40fb-5256-138dd4593a61","schema":1480349193877},{"guid":"jid1-XLjasWL55iEE1
Q@jetpack","blockID":"i578","enabled":true,"last_modified":1480349195058,"details":{"who":"All Firefox users
who have this add-on
installed.","created":"2014-04-28T16:25:03Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1002037","
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name":"Flash Player (malware)","why":"This is a malicious add-on that presents itself as \"Flash Player\" but
is really injecting unwanted content into Facebook
pages."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
1e75b2f0-02fc-77a4-ad2f-52a4caff1a71","schema":1480349193877},{"guid":"{a3a5c777-f583-4fef-9380-ab4a
dd1bc2a8}","blockID":"i142","enabled":true,"last_modified":1480349195007,"details":{"who":"Todos los
usuarios de Firefox que instalaron la versi\u00f3n 4.2 del complemento Cuevana Stream.\r\n\r\nAll Firefox
users who have installed version 4.2 of the Cuevana Stream
add-on.","created":"2012-09-18T13:37:47Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=792132","na
me":"Cuevana Stream (malicious version)","why":"<strong>Espa\u00f1ol</strong>\r\nUna versi\u00f3n
maliciosa del complemento Cuevana Stream (4.2) fue colocada en el sitio Cuevana y distribuida a muchos
usuarios del sitio. Esta versi\u00f3n recopila informaci\u00f3n de formularios web y los env\u00eda a una
direcci\u00f3n remota con fines maliciosos. Se le recomienda a todos los usuarios que instalaron esta
versi\u00f3n que cambien sus

1483512  contrase\u00f1as inmediatamente, y que se actualicen a la nueva versi\u00f3n segura, que es la
4.3.\r\n\r\n<strong>English</strong>\r\nA malicious version of the Cuevana Stream add-on (4.2) was
uploaded to the Cuevana website and distributed to many of its users. This version takes form data and
sends it to a remote location with malicious intent. It is recommended that all users who installed this version
to update their passwords immediately, and update to the new safe version, version
4.3.\r\n\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"4.2","maxVersion":"4.2","severity":3}],"prefs
":[],"id":"91e551b9-7e94-60e2-f1bd-52f25844ab16","schema":1480349193877},{"guid":"{34712C68-7391-4c4
7-94F3-8F88D49AD632}","blockID":"i922","enabled":true,"last_modified":1480349194976,"details":{"who":"All
Firefox users who have this add-on installed in Firefox 39 and
above.\r\n","created":"2015-06-09T15:27:31Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1173154",
"name":"RealPlayer Browser Record Plugin","why":"Certain versions of this extension are causing startup
crashes in Firefox 39 and
above.\r\n"},"versionRange":[{"targetApplication":[{"minVersion":"39.0a1","guid":"{ec8030f7-c20a-464f-9b0e-1
3a3a9e97384}","maxVersion":"*"}],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"dd350efb-34
ac-2bb5-5afd-eed722dbb916","schema":1480349193877},{"guid":"PDVDZDW52397720@XDDWJXW577408
56.com","blockID":"i846","enabled":true,"last_modified":1480349194949,"details":{"who":"All Firefox users
who have this add-on
installed.","created":"2015-02-06T15:03:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1128320","
name":"Ge-Force","why":"This add-on is silently installed and attempts to change user settings like the home
page and default search, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":["browser.startup.homepage","browser.search.defaultenginename"],"id":"c33e950c-c977-ed89-c86a-3be8c
4be1967","schema":1480349193877},{"guid":"{977f3b97-5461-4346-92c8-a14c749b77c9}","blockID":"i69","e
nabled":true,"last_modified":1480349194919,"details":{"who":"All Firefox users who have this add-on
installed.","created":"2012-02-22T16:41:23Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=729356","n
ame":"Zuperface+","why":"This add-on adds apps to users' accounts, with full access permissions, and sends
spam posts using these apps, all without any consent from
users."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"f
105bdc7-7ebd-587c-6344-1533249f50b3","schema":1480349193877},{"guid":"discoverypro@discoverypro.co
m","blockID":"i582","enabled":true,"last_modified":1480349194878,"details":{"who":"All Firefox users who
have this add-on installed. If you wish to continue using this add-on, you can enabled it in the Add-ons
Manager.","created":"2014-04-30T16:10:03Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1004231","
name":"Website Discovery Pro","why":"This add-on is silently installed by the CNET installer for MP3 Rocket
and probably other software packages. This is in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"34eab242-6fbc-a459-a89e-0dc1a0b8355d","schema":1480349193877},{"guid":"jid1-bKSXgRwy1UQ
eRA@jetpack","blockID":"i680","enabled":true,"last_modified":1480349194851,"details":{"who":"All Firefox
users who have this add-on installed. Users who wish to continue using this add-on can enable it in the
Add-ons
Manager.","created":"2014-08-01T16:34:01Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=979856","n
ame":"Trusted Shopper","why":"This add-on is silently installed into user's systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"f701b790-b266-c69d-0fba-f2d189cb0f34","schema":1480349193877},{"guid":"bcVX5@nQm9l.org","
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blockID":"i848","enabled":true,"last_modified":1480349194799,"details":{"who":"All Firefox users who have
this add-on
installed.","created":"2015-02-09T15:21:17Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1128266","
name":"boomdeal","why":"This add-on is silently installed and performs unwanted actions, in violation of the
<a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"f8d6d4e1-b9e6-07f5-2b49-192106a45d82","schema":1480349193877},{"guid":"aytac@abc.com","bl
ockID":"i504","enabled":true,"last_modified":1480349194724,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2013-12-06T12:07:58Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947341","n
ame":"Facebook Haber (malware)","why":"This is a malicious extension that hijacks users' Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"bfaf8298-dd69-165c-e1ed-ad55584abd18","schema":1480349193877},{"guid":"Adobe@flash.com","blockI
D":"i136","enabled":true,"last_modified":1480349194647,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2012-09-10T16:09:06Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=790100","n
ame":"Adobe Flash (malware)","why":"This add-on is malware posing as a legitimate Adobe
product."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id"
:"47ac744e-3176-5cb6-1d02-b460e0c7ada0","schema":1480349193877},{"guid":"{515b2424-5911-40bd-8a2
c-bdb20286d8f5}","blockID":"i491","enabled":true,"last_modified":1480349194580,"details":{"who":"All Firefox
users who have this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2013-11-29T14:52:24Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=940753","n
ame":"Connect DLC","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by making changes that can't be easily
reverted."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id
":"6d658443-b34a-67ad-934e-cbf7cd407460","schema":1480349193877},{"guid":"/^({3f3cddf8-f74d-430c-bd1
9-d2c9147aed3d}|{515b2424-5911-40bd-8a2c-bdb20286d8f5}|{17464f93-137e-4646-a0c6-0dc13faf0113}|{d1
b5aad5-d1ae-4b20-88b1-feeaeb4c1ebc}|{aad50c91-b136-49d9-8b30-0e8d3ead63d0})$/","blockID":"i516","en
abled":true,"last_modified":1480349194521,"details":{"who":"All Firefox users who have this add-on installed.
Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2013-12-20T12:38:20Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947478","n
ame":"Connect DLC","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by making changes that can't be easily reverted and being distributed under multiple add-on
IDs."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"96
f8e157-8b8b-8e2e-76cd-6850599b4370","schema":1480349193877},{"guid":"wxtui502n2xce9j@no14","blockI
D":"i1012","enabled":true,"last_modified":1480349194463,"details":{"who":"All users who have this add-on
installed.","created":"2015-09-21T13:04:09Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1206157","
name":"Video fix (malware)","why":"This is a malicious add-on that takes over Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"246798ac-25fa-f4a4-258c-a71f9f6ae091","schema":1480349193877},{"guid":"flashX@adobe.com","blockI
D":"i168","enabled":true,"last_modified":1480349194428,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2012-10-30T12:07:41Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=807052","n
ame":"Zombie Browser Pack","why":"This is an exploit proof-of-concept created for a conference
presentation, which will probably be copied and modified for malicious purposes.
\r\n"},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"d7
c69812-801c-8d8e-12cb-c5171bdc48a1","schema":1480349193877},{"guid":"/^(ff\\-)?dodate(kKKK|XkKKK|k|k
k|kkx|kR)@(firefox|flash(1)?)\\.pl|dode(ee)?k@firefoxnet\\.pl|(addon|1)@upsolutions\\.pl$/","blockID":"i1278","
enabled":true,"last_modified":1480349194386,"details":{"who":"Any user with a version of this add-on
installed.","created":"2016-10-27T10:52:53Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1312748","
name":"Aktualizacja dodatku Flash Add-on","why":"This add-on claims to be a flash plugin and it does some
work on youtube, but it also steals your facebook and adfly credentials and sends them to a remote
server."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"389aec65-a15d-8276-c7a8-691ac283c9f1","schema":1480349193877},{"guid":"tmbepff@trendmicro.com","b
lockID":"i1223","enabled":true,"last_modified":1480349194331,"details":{"who":"All users of this add-on. If you
wish to continue using it, you can enable it in the Add-ons
Manager.","created":"2016-05-30T17:07:04Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1275245","
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name":"Trend Micro BEP 9.2 to 9.2.0.1023","why":"Add-on  is causing a high-frequency crash in
Firefox."},"versionRange":[{"targetApplication":[],"minVersion":"9.2","maxVersion":"9.2.0.1023","severity":1}],"
prefs":[],"id":"46f75b67-2675-bdde-be93-7ea03475d405","schema":1480349193877},{"guid":"{4889ddce-7a83
-45e6-afc9-1e4f1149fff4}","blockID":"i840","enabled":true,"last_modified":1480349193867,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2015-02-06T14:30:06Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1128327","
name":"Cyti Web (malware)","why":"This add-on is silently installed and performs unwanted actions, in
violation of the <a href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"be600f35-0633-29f3-c571-819e19d85db9","schema":1480343836083},{"guid":"{55dce8ba-9dec-401
3-937e-adbf9317d990","blockID":"i690","enabled":true,"last_modified":1480349193833,"details":{"who":"All
Firefox users. Users who wish to continue using this add-on can enable it in the Add-ons
Manager.","created":"2014-08-12T16:23:46Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1048647","
name":"Deal Keeper","why":"This add-on is being silently installed in users' systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"512b0d40-a10a-5ddc-963b-b9c487eb1422","schema":1480343836083},{"guid":"/^new@kuot\\.pro|{
13ec6687-0b15-4f01-a5a0-7a891c18e4ee}|rebeccahoppkins(ty(tr)?)?@gmail\\.com|{501815af-725e-45be-b0f
2-8f36f5617afc}|{9bdb5f1f-b1e1-4a75-be31-bdcaace20a99}|{e9d93e1d-792f-4f95-b738-7adb0e853b7b}|dojad
ewaskurwa@gmail\\.com$/","blockID":"i1414","enabled":true,"last_modified":1480349193798,"details":{"who":
"All users who have this add-on
installed.","created":"2016-10-28T18:06:03Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1312748","
name":"Aktualizacja dodatku Flash (malware)","why":"This add-on claims to be a flash plugin and it does
some work on youtube, but it also steals your facebook and adfly credentials and sends them to a remote
server."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"5cebc983-bc88-d5f8-6807-bd1cbfcd82fd","schema":1480343836083},{"guid":"/^pink@.*\\.info$/","blockID":"i
238","enabled":true,"last_modified":1480349193764,"details":{"who":"All Firefox users (Firefox 19 and above)
who have any of these add-ons
installed.","created":"2012-12-07T13:46:20Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=806543","n
ame":"Pink add-ons (malware)","why":"This is a set of malicious add-ons that affect many users and are
installed without their
consent."},"versionRange":[{"targetApplication":[{"minVersion":"18.0","guid":"{ec8030f7-c20a-464f-9b0e-13a3
a9e97384}","maxVersion":"*"}],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"0d964264-8bd6-
b78d-3c6c-92046c7dc8d0","schema":1480343836083},{"guid":"{58d2a791-6199-482f-a9aa-9b725ec61362}",
"blockID":"i746","enabled":true,"last_modified":1480349193730,"details":{"who":"All Firefox users who have
this add-on installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2014-10-17T16:01:53Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=963787","n
ame":"Start Page","why":"This add-on is silently installed into users' systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"8ebbc7d0-635c-b74a-de9f-16eb5837b36a","schema":1480343836083},{"guid":"{94cd2cc3-083f-49b
a-a218-4cda4b4829fd}","blockID":"i590","enabled":true,"last_modified":1480349193649,"details":{"who":"All
Firefox users who have this add-on installed. Users who wish to continue using this add-on can enable it in
the Add-ons
Manager.","created":"2014-06-03T16:12:50Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1013678","
name":"Value Apps","why":"This add-on is silently installed into users' profiles, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"556b8d4d-d6c2-199d-9f33-8eccca07e8e7","schema":1480343836083},{"guid":"contentarget@maild
rop.cc","blockID":"i818","enabled":true,"last_modified":1480349193622,"details":{"who":"All Firefox users who
have this add-on
installed.","created":"2015-01-12T09:29:19Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1119971","
name":"Astro Play (malware)","why":"This is a malicious extension that hijacks Facebook
accounts."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"i
d":"440e9923-027a-6089-e036-2f78937dc193","schema":1480343836083},{"guid":"unblocker30__web@unbl
ocker.yt","blockID":"i1228","enabled":true,"last_modified":1480349193595,"details":{"who":"All users who
have this add-on
installed.","created":"2016-06-01T15:17:22Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1251911","
name":"YouTube Unblocker 3.0","why":"This add-on is a copy of YouTube Unblocker, which was <a
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href=\"https://addons.mozilla.org/firefox/blocked/i1129\">originally blocked</a> due to malicious
activity."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"2d83e640-ef9d-f260-f5a3-a1a5c8390bfc","schema":1480343836083},{"guid":"noOpus@outlook.com","blockI
D":"i816","enabled":true,"last_modified":1480349193537,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2015-01-09T12:52:32Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1119659","
name":"Full Screen (malware)","why":"This add-on is silently installed into users' systems without their
consent and performs unwanted
operations."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],
"id":"b64d7cef-8b6c-2575-16bc-732fca7db377","schema":1480343836083},{"guid":"{c95a4e8e-816d-4655-8c
79-d736da1adb6d}","blockID":"i433","enabled":true,"last_modified":1480349193510,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2013-08-09T11:25:49Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=844945","n
ame":"Hotspot Shield","why":"This add-on bypasses the external install opt in screen in Firefox, violating the
<a href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>. Users who wish to continue using this add-on can enable it in the Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"b3168278-a8ae-4882-7f26-355bc362bed0","schema":1480343836083},{"guid":"{9802047e-5a84-4da3-b1
03-c55995d147d1}","blockID":"i722","enabled":true,"last_modified":1480349193482,"details":{"who":"All
Firefox users who have this add-on
installed.","created":"2014-10-07T12:58:14Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1073810","
name":"Web Finder Pro","why":"This add-on is silently installed into users' systems. It uses very unsafe
practices to load its code, and leaks information of all web browsing activity. These are all violations of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"pref
s":[],"id":"50097c29-26b1-bf45-ffe1-83da217eb127","schema":1480343836083},{"guid":"/^({bf9194c2-b86d-4e
bc-9b53-1c08b6ff779e}|{61a83e16-7198-49c6-8874-3e4e8faeb4f3}|{f0af464e-5167-45cf-9cf0-66b396d1918c
}|{5d9968c3-101c-4944-ba71-72d77393322d}|{01e86e69-a2f8-48a0-b068-83869bdba3d0})$/","blockID":"i515
","enabled":true,"last_modified":1480349193449,"details":{"who":"All Firefox users who have this add-on
installed. Users who wish to continue using it can enable it in the Add-ons
Manager.","created":"2013-12-20T12:26:49Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=947473","n
ame":"VisualBee Toolbar","why":"The installer that includes this add-on violates the <a
href=\"https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a> by using multiple add-on IDs and making unwanted settings
changes."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"i
d":"029fa6f9-2351-40b7-5443-9a66e057f199","schema":1480343836083},{"guid":"/^({d50bfa5f-291d-48a8-90
9c-5f1a77b31948}|{d54bc985-6e7b-46cd-ad72-a4a266ad879e}|{d89e5de3-5543-4363-b320-a98cf150f86a}|{f
3465017-6f51-4980-84a5-7bee2f961eba}|{fae25f38-ff55-46ea-888f-03b49aaf8812})$/","blockID":"i1137","ena
bled":true,"last_modified":1480349193419,"details":{"who":"All users who have this add-on
installed.","created":"2016-03-04T17:56:42Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1251940","
name":"Watcher (malware)","why":"This is a malicious add-on that hides itself from view and disables various
security features in
Firefox."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"252e18d0-85bc-7bb3-6197-5f126424c9b3","schema":1480343836083},{"guid":"ffxtlbr@claro.com","blockID":
"i218","enabled":true,"last_modified":1480349193385,"details":{"who":"All Firefox users who have installed
this
add-on.","created":"2012-11-29T16:07:00Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=816762","na
me":"Claro Toolbar","why":"The Claro Toolbar is side-installed with other software, unexpectedly changing
users' settings and then making it impossible for these settings to be reverted by
users."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"
e017a3b2-9b37-b8a0-21b0-bc412ae8a7f4","schema":1480343836083},{"guid":"/^(.*@(unblocker\\.yt|sparpilot
\\.com))|(axtara@axtara\\.com)$/","blockID":"i1229","enabled":true,"last_modified":1480349193344,"details":{"
who":"All users who have this add-on
installed.","created":"2016-06-03T15:28:39Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1251911","
name":"YouTube Unblocker (various)","why":"These add-ons are copies of YouTube Unblocker, which was <a
href=\"https://addons.mozilla.org/firefox/blocked/i1129\">originally blocked</a> due

1483512  to malicious
activity."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":
"c677cc5d-5b1e-8aa2-5cea-5a8dddce2ecf","schema":1480343836083},{"guid":"/^(j003-lqgrmgpcekslhg|Supr
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aSavings|j003-dkqonnnthqjnkq|j003-kaggrpmirxjpzh)@jetpack$/","blockID":"i692","enabled":true,"last_modifie
d":1480349193295,"details":{"who":"All Firefox users who have this add-on installed. Users who wish to
continue using this add-on can enable it in the Add-ons
Manager.","created":"2014-08-12T16:27:06Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1048656","
name":"SupraSavings","why":"This add-on is being silently installed in users' systems, in violation of the <a
href=\"https://developer.mozilla.org/en-US/Add-ons/Add-on_guidelines\">Add-on
Guidelines</a>."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"pref
s":[],"id":"b0d30256-4581-1489-c241-d2e85b6c38f4","schema":1480343836083},{"guid":"helperbar@helperba
r.com","blockID":"i258","enabled":true,"last_modified":1480349193254,"details":{"who":"All Firefox users who
have this add-on installed. This only applies to version 1.0 of Snap.do. Version 1.1 fixed all the issues for
which this block was
created.","created":"2013-01-28T13:52:26Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=817786","na
me":"Snap.do","why":"This extension violates a number of our <a
href=\"https://developer.mozilla.org/en-US/docs/Addons/Add-on_guidelines\">Add-on Guidelines</a>,
particularly on installation and settings handling. It also causes some stability problems in Firefox due to the
way the toolbar is handled.\r\n\r\nUsers who wish to keep the add-on enabled can enable it again in the
Add-ons
Manager."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"1.0","severity":1}],"prefs":[]
,"id":"f1ede5b8-7757-5ec5-d8ed-1a01889154aa","schema":1480343836083},{"guid":"/^((support2_en@adobe
14\\.com)|(XN4Xgjw7n4@yUWgc\\.com)|(C7yFVpIP@WeolS3acxgS\\.com)|(Kbeu4h0z@yNb7QAz7jrYKiiTQ3
\\.com)|(aWQzX@a6z4gWdPu8FF\\.com)|(CBSoqAJLYpCbjTP90@JoV0VMywCjsm75Y0toAd\\.com)|(zZ2jWZ
1H22Jb5NdELHS@o0jQVWZkY1gx1\\.com))$/","blockID":"i326","enabled":true,"last_modified":14803491931
66,"details":{"who":"All users who have this add-on
installed.","created":"2013-03-22T14:49:08Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=841791","n
ame":"Flash Player (malware)","why":"This extension is malware, installed pretending to be the Flash Player
plugin."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
3142020b-8af9-1bac-60c5-ce5ad0ff3d42","schema":1480343836083},{"guid":"newmoz@facebook.com","bloc
kID":"i576","enabled":true,"last_modified":1480349193114,"details":{"who":"All Firefox users who have this
add-on
installed.","created":"2014-04-22T14:34:42Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=997986","n
ame":"Facebook Service Pack (malware)","why":"This add-on is malware that hijacks Facebook user
accounts and sends spam on the user's
behalf."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"
d85798d3-9b87-5dd9-ace2-64914b93df77","schema":1480343836083},{"guid":"flvto@hotger.com","blockID":"
i1211","enabled":true,"last_modified":1480349193088,"details":{"who":"All users of this add-on. If you wish to
continue using it, you can enable it in the Add-ons
Manager.","created":"2016-05-04T16:26:32Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=1270175","
name":"YouTube to MP3 Button","why":"This add-on reports every visited URL to a third party without
disclosing it to the
user."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":1}],"prefs":[],"id":"a
14d355f-719f-3b97-506c-083cc97cebaa","schema":1480343836083},{"guid":"{0F827075-B026-42F3-885D-98
981EE7B1AE}","blockID":"i334","enabled":true,"last_modified":1480349192987,"details":{"who":"All Firefox
users who have this extension
installed.","created":"2013-04-16T13:25:01Z","bug":"https://bugzilla.mozilla.org/show_bug.cgi?id=862272","n
ame":"Browser Protect / bProtector (malware)","why":"This extension is malicious and is installed under false
pretenses, causing problems for many Firefox users. Note that this is not the same <a href=\"https://addons.

mozilla.org/firefox/addon/browserprotect/\">BrowserProtect extension</a> that is listed on our add-ons site.
That one is safe to
use."},"versionRange":[{"targetApplication":[],"minVersion":"0","maxVersion":"*","severity":3}],"prefs":[],"id":"aa
d4545f-8f9d-dd53-2aa8-e8945cad6185","schema":1480343836083}]}PK 

1571263 pref("mail.pgpmime.addon_url", "https://addons.mozilla.org/addon/enigmail/");
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