essment of C} Forum Baseline

ip} s ):ﬁv%a Name; Government of Spain, Autoritat de Certiicacis de la Comunitat Valenciana (ACCV)

Sub]
ES,0 = ACCV,0U = PKIACCV.CN = ACCVRAIZL

Fingerprint
SHAL

C :91:1 8:78:BC:53:64:17
SHA256: 9A:6E:CO:12:E1:A7: 0:DB:

AADF
2) Full CA hierarchy SUBCA

ACCVCA-110 (SHAT)

Subject
€=ES,0 = ACCV,0U = PKIACCY,CN = ACCVCA-110

Fingerprint:

Sazser 13458 CCATLESSE: C7:

2) Full CA hierarchy SUBCA
ACCVCA-110 (SHAZ)
Subject

C=ES

ACCV,0U = PKIACCV,CN = ACCVCA-110

Fingerprint:
SHAL: 67:7C:
SHAZ56: BE-1C:BI:4CDCIAASAC
2) Full CA hierarchy SUBCA

ACCVCA-120 (SHAT)

Subject

c

= ACCV,0U = PKIACCV,CN = ACCVCA-120

Fingerprint:
SHAT: 9F:C]

CAC

F:0B:11

2) Full CA hierarchy SUBCA
ACCVCA-120 (SHAZ)

Subject

C=ES,0.= ACCV,0U = PKIACCV,CN = ACCVCA-120

Fingerprint:
SHAL: 48:72:A4:C3:DF:17:4C:EF:
SHA256: 1

:C3:CC:F6:70:FD:7E:D1: 2 1E:

2) Full CA hierarchy SUBCA
ACCVCA-130 (SHAT)

= ACCV,0U = PKIACCY,CN = ACCVCA-130

Fingerprint:
SHAL: 28:97:F¢

C6A:AF: B4:3C:32:FF:C6:25:E1:F6:49:40:1C:2C
8F: 06:55:07:1

2) Full CA hierarchy SUBCA
ACCVCA-130 (SHAZ)

Subject
€=ES,0 = ACCV,0U = PKIACCV,CN = ACCVCA-130

Fingerprint:

SHA: : DCF:
SHA256: :77:43:62:DC:

3)
Baseline 1.5.7, with the exception of the Domain Validation section 3.2.2.4 for which we used BR version 1.4.1.
4)

C CV-CPS-V4.0.1-EN-2018.pdf
cPahup: pm/ACCV CP-3V4.0.1-EN-2018.pdf

[List the specific documents and
lsection numbers of those
|documents which meet the

[BR Section Number ‘ BRsecti
121, Revi
INote th Eifectve Date for each e in the table,Certfcatescreated aftereach Efective Date ar oxpected 10
lbe in the item. CAis ach of these items, After careful
lconsideration, indicate if your CA s it i the table, that your cA with all items
lcA is taking to improve compliance. lin the table CA s ully compliant with all items in the table.
122 Relevant Dates
INote the Compliance date for each item in the table. s by which your C
Jare expected to be updated to comply with the item. Make sure your CA s in compliance with each of these
lieems. After careful indicate if your CA allitems in the table, or clearly  |CA is fully compliant with all items
jour CA is taking to pl lin the table lcA is fully compliant with all items in the table
[1.3.2. Registration Authorities
lindicate whether your CA allows for Delegated Third Parties, or not. Indicate which sections of your CP/CPS.
specify such 5 and how the CP/CPS meets the BR requirements for RAs lcps: 13.2 |cA does not allow for Delegated Third Parties
|0CSP: http:/ /ocspaccves
[CRL:
|ACCVRAIZ1: htp:/, 1 dercrl
ACCVCA-110: htp: 110_dercrl
[2.1. Repositories laccvea-120: hitp: 120_dercrl
|Provide the direct URLS to the CA's repositries |ACCVCA-130: hittps: 130_dercrl

[2.2. Publication of information
["The CA SHALL publi

adhere to the latest
[published version.

into the expl in this row. (in English)

lcPs: 2.1
[CertTicacion ETectronica (ACCV)

is adjusted to the recent version of|
fthe

ldocument

[Baseline Requirements for the
lissuance and M:
[Publicly-Trusted Certificates

lpublished at
Ihttps://www.cabforum.org/

In case of any incompatibility
[between this Certification Policy
Jand the CAB Forum requirements,
[those requirements will prevail
lover the

[2:2- Publication of information
["The CA SHALL host test Web pages that allow
Subscribr Cerifcate tha chan up o ach publly wused Root Corticate. At minimum, the CA SHALL
valid, (i) revoked, and (iii) expired.”

[ Lis the R o the thre tet wesite valid,rvoked,expird) for eachroo cerfiate under consideratin,
lryou EV treatment,then the TLS cert for each test

lcps: 2.2
lcp: 2.2

[Test sites:

Inttps://activo.accv.es/test/holahtml valid
It/ frevoradoaceves:442/test/holabtm). revked

Ihttps:/

444/test/hola html_expired

l2:3. Tvme orfregquency ofpublication

regularly, and that the CA's CP/CPS is
lupdated anmmm/

[cp:

tps:/,

[CP: https://wwwaccve:

_de._certifi

ACCV-CPS-V4.0.1-EN-2017 pdf

5_pdf/ACCV-CP-03V3.0.1-EN-2017.pdf

[2:4 Access controls on repositories
cknowledge that all Audit, CP, CPS documents required by Mozila’s CA Certificate Policy and the BRs will
b vailabe.

lcps: 2.4

l Audit, P,

by Mozilla’s CA Certificate Policy and the BRs ilable.

[3.2.2.1 1dentity
Ifthe SubjectIdentity nformation incertificate i to include the name or address of an organization, indicate
lhow your Cp/CPS meets the thi section of the BRs

lers. 222

Iowever, AccY

lers 23

B et

ion: o -

beusad.

i E0) 2015

oy, tate o prov

[The domain possesion (32.1),

[ rotecion Agen
i i mnns\amu

feation serices and Consilatonof entty data

ler 323

322323
lcps 322323

oub
[aoications et AGCV providad o usersfor s task (3.2.4)
Rec

[oat Protecion Agencis
[Puble Adninstratons regster
[Commercialregter

[Vericaton servoss snd Cansutaton o sty data

It s
e



db:18:22:FB:07:1D:F1:29:81:49:6E:D1:04:38:41:13
https://www.accv.es/fileadmin/Archivos/Practicas_de_certificacion/ACCV-CPS-V4.0.1-EN-2018.pdf
https://www.accv.es/fileadmin/Archivos/Politicas_pdf/ACCV-CP-3V4.0.1-EN-2018.pdf
http://ocsp.accv.es/
http://www.accv.es/fileadmin/Archivos/certificados/raizaccv1_der.crl
https://www.accv.es/fileadmin/Archivos/certificados/accvca110_der.crl
https://www.accv.es/fileadmin/Archivos/certificados/accvca120_der.crl
https://www.accv.es/fileadmin/Archivos/certificados/accvca130_der.crl
https://caducado.accv.es:444/test/hola
https://www.accv.es/fileadmin/Archivos/Politicas_pdf/ACCV-CP-03V3.0.1-EN-2017.pdf

[3.2.2.2 DBA/Traden:

i the Subject dentity nformation i ceticates is o include a DBA or tradename,indicate how your CP/CPS
Imeets the requirements in this section of the

lcp322323
lcPs 316322323

f y of the applicant of the use i for the signing the reqy SSL Certificate,
[The req: ch related to th the inclusion in commercial register, adds
I

the

Ir be carried out ing the sources HCCY provided totheusers or i
IACCY will check the data using for this the available information of personal and domain to the applicant that it could

IACCV keeps this " of 13 last

[ACC deliberately prohibic the use o1 name whose ight o use s 0t the propery o the subschber. However, the CA s ot mqmred to seek evidence of trademark ownership prior to issuing
Jeertificates.

lcp:322323

in the t Certification Policy is limited to P Certi bodi not

i ol
[be accepted.
of

acertifcate the use of pers for the signing the request for the certificate.
[The ubmit the necessary h d
[The information related to the organization as the mdu(mn|nth=cnrr=<pnndmg commercial register, address, locality, state or province, country, operating codes, etc.

[The domain possession (3.2.4)

be carried out. i v
JACCY will heck the supplid dta [mcludlng the country of using for thi:
[Data Protection Agen
[Public Admmls[nllnns Tetiser

regist

[Commer
322323 oy
[3.2.2.3 Verification of Country To verfy the count 1 requiring it could
is presentin certificates, Ps records ae useda hname (All d registers and of high reliability,
lhis section of the BRs. tration information. |ACCY keeps this , uring a no mngerpenod 13 monthssnce s st chece
OV il verty hecertifctesdomain and ts assocated addressesbelong data using registers, demanding to the applicant the
additional Accy no longer period of 13 months since it last check. ACCV

its
will ot issue certificates to IP addresses or private domain names. In the case of TLD, ony certificates with approved gTLD names will be ssued, and will only be ssued to subscribers who have conirol
Jofthe gTLD, as it appears in ICA!

Ispecifically

[ consultinghe egisters sssgned to CANN/IANA Thvsvahd:mon willbeperformed by by the Red.es athttp: q
provided for OV will use to and P data

accuracy

lc ne of the registrants of the dom

lContactingby il ‘sendinga umque andom mumber n the mail o the domaln name registrant’ addres, waling o a e not exceeding 30 days.and checking the response that must include the samel
lrandom numi

[3.2.2.4.1 Validating the Applicant as a Domain Contact
lIf your CA uses this method of domain validati where in the CP/CPS.

d, and how your CA

nding a uniqy mail to tone or y using ‘admin’, ‘administrator’, ‘webmaster’, hostmaster’, or ‘postmaster’ as the local part, followed
lby the at-sign ("@"), followed by an Domain N i a Rondom Valoe nth el ant » i the Random Value, waiting for a time not exceeding
130 days.and checking the response that must include the same random number
[Contacting by phone, calling Domain Name Registrant’s phone with the domain nare.
IACCY will check for CAA records before ssuing the certifcate, acting as defined in ric ot and oD Forum record s present. The ACCV as a CAA record is
lcp:32.4
[3.2.2.4 Validation of Domain Authorization or Control I adition t WHOIS consuling connection testswith he given domainand DN response tets using Secure Potocol (e HT'TPS) will e performed.
your CA uses, and in your CP/CPS, The [We are using: Iifitis a certificate with a wildcard character (*), the application to make the request (NPSC) only allows to place the character in a valid position (it is never allowed in a irst position to the left of a
lca's ce/ces validation. Itis yficient f 2 ['registry-controlled” label or public suffix).
lcp/c y Enough p in the CP/CPS for the [3.22.43 in presence of any irregularity the certificate applicant will be notified by ACCV and its issuance will be suspended until ts correction. If that correction does not happen in a month, the request will be
reader to be abi lidation. 2244 ldenied.

Imeets the requirements in this section of the BRs. /A
ACC will verify d its ted adds belong: dat: registers, demanding to the applicant the
documents that ACCV keaps ths nformatin for Sudt purpose, pesmIting 1 reuse duinga o ongor peiod of 13 month since 16 at ehec
ISpecifically:
By consutingthe registrs asslgntd EoCANN/IANA This alidtion vill b performed by Red. equivalent
he by ICANN 9. ACCV will use this information to contact by i i hone with regsrantunil confrming he data
laccuracy
(Checking tra theapplicant, whose dentity has been verified withou  doubt, s aneof the rgistrants o th domain,
|Contacting by mail, sending a uniqu dress, waiting 30 days.and must
include thesame random number
ail to tone or by using ‘admin’, “, webmaster’, hostmaster’, or ‘postmaster’ as the local part, followed
oy heat sign (0"), ollowed by an Authorsation Domain Name,including 3 Random Value in the emal and receiving a mnhrmmg Tosponse utliving the Random Value. walting for a e not exceeding
30 days.and checkin th response that must include the ame random number
Domain Name obtaining
JAcCVwill check or vy issuing the certificat infc 6844 and CAB Forum documents if e record is present, The identifier associated with ACCY as a CAA record is
I adition t WHOLS consulting connection tests with he iven domainand DNS response st sing Secur Protacl (o HTTPS)wil o porformed
Iitis a certificate with a wildcard character (%), make ) only allows to pl avalid position (itis never allowed in a first position to the left of a
222 Emal Fax SN o Postal Ml o Domain Contact [ registry-controlled” label or public suffi).
Ifyour cA main the CP/CPSitis described, and how your CA " will be notified by ACCY and its issuance will be suspended until it correction. If that correction does not happen in a month, the request will be
mets th requirements i this secion ofth B lcp.3.24 \denied.
IAccy wil verify dit ted addresses belong dat: registers, demanding to the applicant the
Kceps hi information fo St purpose, permiting 1 rouse durng . noJonger perod of 13 montheSince 1t heck. ACCY
il noissue cerincates to [P addresses o private domain names 1nthe case of gTLD, only certicates with appeoved §TLD names will e issued, and will ol be 5sued to subserbers who have control
lofthe gTLD, as it appears in ICANN.
ISpecifica
By consulting the registers asslgned oCANN/IANA This alidation il b performed by by the Red.es at http equivalent
he by ICANN ( 3. ACCY will e this mformation to and phone with registrant the data
laccuracy.
[checking whose doub, is one of the domain.
sending a uniq. mail trant’s address, waiting for a time 0 days.and
lrandom number
[Contactingby mai, sending 3 unigue random umber i the mailto tone or g admin’ bmaster’, hostmaster’,or ‘postmaster’as the local part, followed
lby the at-sign (“@"), followed by an Authorization Domain Name, including a Random Value in the e an recelvinga mu{nmmg Tosponse utliving the Random Value. walting for a e not xceeding
150 daye.and checking the responee tna st incluce th same andomn number
|Contacting by D iame Registrant with the domain name.
JACCV willcheck for CAA issting inrfc 6844 and CAB Forum he record is present. The ACCV as a CAA record is
I addition to WHOIS consulting connection tests with the given domain and DNS esponse tsts using Secure Protoc (e, HTTPS)wil be performed
it is a certificate with a wildcard character (%), the 0 make ) ina valid position (it s never allowed in a first position to the left o a
[3.2.2.4.3 Phone Contact with Domain Contact [ registry-controlled” label or public suffix).
I your CA the CP/CPSitis described, and how your CA any irregulari licant will be notified by ACCY and its issuance will be suspended until it correction. If that correction does not happen in a month, the request will be
Imeets this section of the BR. lcp:3.2.4 ldenied.
Iaccy will verify dit ted addreses belong data using registers, demanding to the applicant the
tting its reuse during a no longer period of 13 months since its last chec}
Ispecifically
B consingth egsess ssied tCANN/IANA. This alidationwil b erformed by the Red.es at http q
che pro by ICANN ( ). ACCV will use this information to contact by mail and landline phone with registrant until confirming the data
o
lc whose identity doub s oneof the egistrants ofth domain
(Contacting by il “sending a unique random number n the mail waiting fora time 30 days.and
Irandom numi
the mail to tone using‘admin’, 'admini “, 'webmaster', 'hostmaster’, or 'postmaster” as the local
Jpart. followed by the at:sign ( @), fflowed by an Authorization Domain Name, ncluding a Random Valuc il, and receis i g the Random Value,
[waiting for a time not random number
ACClelI e or i recoras betore esuing the coribcae, m..g as defined in ric 6844 and CAB Forum record s present. The ACCV as 2 CAA record is
I addiion to WHOIS consuling,connection ests with he given domain and DN response ests using Secure Protocl (e, HTTPS) will e performed.
Ifitis a certificate with a wildcard character (*), the application to make the request (NPSC) only allows to place the character in a valid position (it s never allowed in a first position to the left of a
[8.2.2.4.4 Constructed Email to Domain Contact | egistry-controlled” label or public suff).
lifyour ca the CP/CPSitis d howyour cA ppl be notified by ACCV and it issuance will b suspended unti its correction, Ifthat correction does not happen in a month, the request will be
this section of the BRs lcp:3.2.4 Jdenied.
[3.2.2:4:5 Domain Authorization Document
lifyour ca inthe CP/CPS it s described, and how your CA
Imeets this section of the BR. In/A
224 Agrecd-Upon Change o Website
liyou in the CP/CPS it is described, and how your CA
Ineets this section of the BR. In/A
[3.2.2:4.7 DNS Change
lifyour cA the CP/CPSitis described, and how your CA
Imeets this section of the BR In/A
[3.2.2.4.81P Address
lifyour cA lomain g in the CP/CPS it is described, and how your CA
Imeets this section of the BR. Inja
[3.2.2.4:9 Test Certificate
lifyour CA dom: . the CP/CPSiti described, and how your CA
et th equrements i tis secion of th B In/A
[3.2.2.4.10. TLS Using a Random Number
I your CA the CP/CPSitis described, and how your CA
Imeets this section of the BR. In/A
[3.2.2.5 Authentication for an IP Address
lIfyour CA allows IP Addresss to be listed in certificat o in this
ection of the BRs. 28




laccy d its associated addresses belong " 1l registers, applicant the

additional documents Ace) for its 182 no longer period of 13 months since its last check.
Ispecifica
[ consultingthe registers sssgned to CANN/IANA. hlsvaudanon will e performed by WHOIS using by the Red.cs athttp equivalent
provided for g NN ( CCV will use this information to and p th data
acmr«ty
o tis one of the domain.

IContacting oy ma, sending a umque random number in the mail to the domain name registrant’s address, waiting fora time not exceeding 30 days.and checking the response that must include the same
lrandom number

sendinga mail to tone or using ‘admin’ ‘, webmaster’, hostmaster’, or ‘postmaster’ as the local part, followed
lbythe atsign ("@"),fllowed by an Authorization Domain Name, including a Random Value in the emall and receivinga confirming response utilzing the Random Value. waiting for a time not exceeding
130 days.and checking the response that must include the same random number

[Contacting by phone, calling Domain Name Registrant’s phone number, bt with the domain name.
JcCy il check for Can issting in'fc 6844 and CAB Forum he record is present. The ACCV as a CAA record is
I addinion o WHOIS consuling conectionests with the gven domainand DNS response e using Secure Protocol (e.g HTTPS) will be performed.
(NPSC) inavalid ina the
[3.2.2.6 Wildcard Domain Validatio leftafa ‘registry-controlled” label or public sumx)
[fyour Chslows ceuficats with S wildcard haracter ()i CN o subjectAliName o ype DNS-D,then any irregulari twill be notified by ACCY and its issuance will be suspended until its correction. If that correction does not happen in a month, the request will be
lindicate how you s seciton of the BRs. lcp:3.2.4 ldenied.
lcr:322323
e right to apply for certificates that is defined in the current Certification Policy is limited to natural persons. Certificate application carried out in name of legal entities, bodies or organizations will not
lbe accepted
[Authenticaionofthe denty of the applicant ofacertficteis made through the use of is/her personal certficate qualifiedfr the siging the request fo th website ualfied cetificate
The mormation seet 1o the organization as the inclusion in the corresponding commercial register, address, locality, state or province, country, operating codes, tc.
[The nec owns the
[he doman possesson (32:)
e carried out that ACCY provided to the users for this.
IRCEv il hec e g available
IData Protection Agencies
[Public Administrations register
[Commercial register
Verfcation sevices and Consultaton ofdenty data
requi
[3.2.2.7 Data Source Accuracy I\l agencios an regiters used are offcal and of high reiability, pmmmg traceable evidence ofall searches.
indicate how your CA meets the requirements in this section of the BRs lcp:32.2323 IACCV keeps this pose ofauditory, uring a no longer period of 13 months since its last check
lacev will verify dit ted addresses belong data using registers demandingto the aplicant the
essary. ACCV ingits inga no longer period of 13 months since its last c
Ispecifically:
By consulting the registers assigned to ICANN/IANA. This validation will be performed by by the Red.es athttp q
Jfor the provided by ICANN (wh 9. ACC will use to and P data
laccuracy.
o applicant, whose doubt,is one of the registrants of the domain
, sending a uniq mail registrant's address, waiting for a time 30 days.and e D
[random number
lc sending a unique mail to tone or by using ‘admin’, ‘administrator’, ‘webmaster’,‘hostmaster’, or ‘postmaster’ as the local part, followed
lby the at-sign ("@"), followed by an Domain N luding a Random Value in the email, and D the Random Value,, waiting for a time not exceeding
130 days.and checking the response that must include the same random number
[Contacting by phone, calling Domain Name Registrant’s phone numb obtai
lacev cAA issuing i i et 6B and CAB ifthe record t. The identi ith ACCV as a CAA
lrecord is "accv.es”
In addiion o WHOIS consuling connecton tests with the given dommainand DNS responsetests usmgsncuu Protocol (e.g HTTPS) will be performed.
fitis a certificate with a wildcard character (%), th tomake 5C) only all inavalid position (it is never allowed in a first position to the left ofa
228 CAS MUST checcand process CAA records ['registry-controlled” label or public suffix).
y } 2017, and how your CA gulari licant will be notified by ACCY and it issuance will be suspended untilits correction. Ifthat correction does not happen in a month, the request will be
Imeets the m,uwmm in thissection of the BRs lcp:3.2.4 ldenied.
Individual Identity [cP:323
1525 Valdation o Authorty IN/A
[3-26. Criteria for Interoperation or Certification
IDisclose all cr the CA hierarchies under evaluation. In/A
[This type of certficates request s the responsibilty of pivate or public entites.
[ process starts by accessig b the Non PersonalCerticate Management rea lcatd t 1 450/0psc I the websies authrticaton crtfate ha s Inked o an enty i requesied for the
essosiated ermsion i clleced, nalansl powers and regsiration i he coresponding legwsmesL In PDF forma igtaly signed. e access has boen cared out with acetiate that acores the necessary
}4.1.1. Who Can Submit a Certificate Application [eapabilty for managing certicates. o ficate wil be
Iindicate how your C requests. lop: 4.1 IACCV keeps the fetod wih th soquaate indeftely ' i of a oo 15y i s pprowat o rejotion, anci th reasons thersot.
rough o appicaten by o auorzedpersns andance e ceonuri propetion s aceoped. il procod o picaton approal Aterhe
eceptancer e Rectar Aaorty wit noly ' app fohe ema a s st h recues. T user must 9 o th Nor-PersoalCertfica
Tocated at hi eneratin certicate.
GO il hesk me sppheaton sots ond scaradt e applEantfor e wepates Buventcaton corcos sppicoton dunng 18 o sinoe the approva wih g nesd f submitig any adcitonl docurmertation.In
case ofcentiying i publ mployee certfate there o temporl it existet whie he cerfica s il for
adition tochek the assocated dredentials 0 he ont, ACCV willvery inthe authorizod egisters fhe possossen of domain or domain that appear inthe cetfcate roquest, 5o thereis o doubt about he
emslem:e of this pessessmn oot soelons 550323 306 .54 f W oty ACCY wh oot  focrd 1 theve Searcnes an Checks S ey eon b eproGuces ever step.For s checking ACOV wil
s and phanos tha werosubmitd ntho egsorprocoss,being nocessay a doctcomecton betwsen hese data and tho domalng that aroncuded  he applca
IThis accaptance wi be catied o by  cferet AGGV merber o the responale o periorming e vetficaton o data ing capabllties in
ppicaon
IRCOY i v s formaton o Geccs on o agpicaion
n he moment ofthe certiaton contact acceptance assaated 1 8ach Carcaion Poly. The conract acceptance volves he kiowedge and
lacceptance of the associated Certfication Policy by the subscriber
(The Goricaton Convractis a document it must bo accepted by ne spplant, and which purpose s 0 Ik he person who apples for (e webst authertcaton cetfcate and the Knowledge of usage rles and
veracily. is Certiication Poli
}4.1.2. Enrollment Process and lcp:4.24.4 [The user must the issuance of a Certificate. !
‘authorized persons and once approval. Afer the
ecapnco i Registr Auhorty i oty o appieant through an o mal ot woid b digtaly signed o e it ced e eaes The usev ‘st go o o N P Cotteats
Gl chcck ne ppteaton s o acced s apant o e wopoios auenticaoncoicats sppicaton, o 13 e Since o pprove win o s o submting any addonal documentaton. In
lcase iore s no is siil in force.
I additon to chack th the entity, ACCV authorized registers the possession of domain or domains that appear in the certficate request, so there is no doubt about the
itanco of s possossion,as dotaled in soctons 3:2.2,3.2:3and 324 o this plcy. ACCV willeav a focrdof theso searchos an chocks o hey can b reproduca in ovrysop.For tischocking ACOV wil
2 mailsand phones thal were submiled n the registe process, being necessary adiect comnecton between thes data and the domains thal ae included in the applcaion
Tms‘ accoplance wi 5o camied out by diferen AGGY Tmember 1 (he responsibe of paroring the verication o data d ot using capabiltes in
lapplication.
5 rcess, ACO i chck it ot rocuess oot e dorin it b s Bt o hr Faudlen s, sing avatal s ac st
a2 processing lcp: 4.2 IACCV wil applica
Jafter receivi ppleaton'y i sutrozed parsons and oo e o approval. Afer the
ccepiance, the Regslor Authoriy il ey me 2o igh an ialy oud o the anl it eed i e oo m et go o o Now Personal Gortents
7 t Area located identi itha for generating cortficate,
[ACCV will check the d accredit the appl bit Gring 13 morithe Since the approval with no need of submitting any additional
in case ying there still i force
in addition to check the associated credentials o the eniity, ACCV will verify in the authorized registers the possession of domain or domains that appear i the certficate request, 5o there is no doubt about the
jotenos o s possession, 2 detalle n sectons 322, 3.2 and 3.2: of i polcy. ACCY il leave a ecord o hese searches and checks s ey ca b rproduced n every step.For s checking ACCY il
the mails and phones that were submitted in the register process, being necessary a direct connection between th e domains
.21 Re-ase o valldatton information s imited to 825 days [ scceplance vl becarte ou by  ifernt ACCY memr o h fesponsile of erforming e vericaon of dta. i 3 ot sing capabllties in
ndicateyour CA' 1,2018, and Cmeas | in nrcus rocess, ACCY wil heck that ot equests o ot nlude domains thalcan be sed fr NN of ofer faudulent use, usig avalble mecharsms and 515
lthe CP: 4.2  wil decide on new applicatior
o ecefving th corfet ecuest i aeconic frnattrougn v spiaton oy th aorzed prsons & o e conamic propstion s acceped, il roceed o o pplcaton approvel Ater e
accspian,th Rogiste Authortywil ity igi e e s bt 1 rcues. T v st o i th Nor-Pocsrl Corlicn
ted e,
G i o n appcation el acced hs appantor e weetas aupenteatio crthcats sppicaton, Gurng 13 e Since o pprovs win v noad o submiting any addonal documentaon. In
ess ot atiiog with publc amployes cetfica hers s o tamporal imit exitet il th catfica s il n
I aditon to check the associated crodentials to the entity, ACCV willveriy in the authorized registers the possossion of domain or domains that appear in the Gertficate roquost, so there is no doubt abou the
v ience of s possssuion, 25 elaled i Soelons 555, 33.3 an 8.4 o 1 polty AGE Wl Icovs 5 Focord of hoee SomEncs and checkts S0 ey oo b ropoGucet i very e, For s checking ACOY wil
Juso the mals and phones that were submitod n the rogisterprocoss, being necassary a direct connaciion between these data and tho domains. Sataro Il n e aplcaton
[This acceptance wil be carried ou by a different ACCV member to the responsible of performing the verlication of data capabllties in
|4-2.1. Performing Identification and Authentication Functions I s pracess, AGCY willchec i that can be phishing uses, using avai isms and lists.
lindicate how y lcp: 4.2 RGOV i s i Inormation t decide on new apphcatons.
ing cate request in ele he auth, is accepted, it will proceed to the application approval,
[Aer the aceeptance the Register Authorty wil notity the aplicant through an eronie ot e digiallysigned o the il thatssted in the request, The ser mustgo o the Non-
[Personal Certificate lified certificate i
IACCY will check the application daraandaccredlnhe«ppn dring 15 monchs ince the approvalwith o need ofsubmiting ny additonsl
ldocumentation. In case of identifying with public employee certificate there is no temporal limit existent while the certificate i still in for
Iimaddion o check the ssoiated creentals o th ey, ACCY willverfy nthe authorized reisters the possesionof doman or domainsthat appear n the certicae request, 5o there s no doubt
[about the existence of this possession, as detailed in sections 3. and 3.2 ofthis olcy. ACCY il lave  recordoftheseseaeches and hecks o theycan e reproduced in eery step-For this
lchecking ACCV will use the mails and pt in the register p licati
fr be carried out (CCV member performing of data. o rolesiscaried out usng th esablished (capebites i he
management applicatin,
will check that lude d that can be used for pt and lists
I or Rejection of Certificate Applications lcp: 4.2 ACCV i e s iformation o decideom new applications.
[ACCV Is not responsible for montoring, investigating or confirming the accuracy of the information contained in Tts Tssuc. In the event of Thaccurate
. e revoke
[The certificate shall be issued once ACCV has carried out the necessary verification to validate the request for certification. This Certification Policy is the system via which it determines the nature and the
Imethod of carrying out these types of verification.
[When ACCV's CA issues a certificate in accordance with a valid request for certification, it shall send a copy of Registrati d another to ACCV's
lreposito
itis the Registration Authori notify provide him /her with a copy, or failing that, to inform the subscriber of how a copy can be
btained.
this section fication Policies for the type of certificate.
lc " A require at authorized by the CA t
}4.3.1. CA Actions during Certificate Issuance lcps: 4.3 lin order for the Root CA to perform igni i
IA certificate is revoked when:
. i or the keys of ‘s certificates have
* The theft loss, discl private key.
 Deliberate imp eys and certificates,or falure to observe the op CP o this CPS.
« Amactualprerequistefo ssueof the crticate hak ot been fulfled
« Afundamental factor in tobeoris ly to possibly be false.
« A data entry error o other processing error.
« The key pair generated by a final user proves to be “weal¢
« The information contained in a certificate or used to make a request for fi p r]\e owner of
«ACCVis ofa Domain Name in the C (eg. Domain Name
Registancs ight o use th Domai Nam, relevant censing o Services ageement etweenthe Domain Name Registrant ind the Appicant has trminated, o the Domain Name Registrant has ale to
lrenew the Domain Name).
~ACCY s made aware that a Wildeard Certiicate has been used I d Domain Name.
« Avalid revocation request s received from an end-user.
« A valid revocation request s received from an authorized third party, for example a court order.
}4:9.1.1 Reasons for Revoking a Subscriber Certificate The cetifcae of s higher RAor CAn the ertificate'sHisrarchy of rust s revle
lindicate which section in your CA's CP/CPS contains the lst of reasons for revoking certificates. leps: 49.1.1 [The revocation must be made with; request.
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14:9.1.2 Reasons for Revokinga Subordinate CA Certificate

lindicate which section in your CA's CP/CPS contains the list o reasor

CA certificates.

leps: 4.9.1.2

|A Subordinate CA certificate is revoked when:
ACCV obtains N's Private
« ACCV obtains evidence that the Certificate was misused.
+ACCV s made aware that th Cercte was ot ssued in ubordinate CA has not complied with this CP ppl ertificate Policy or Certification Practice Statement.

the Public Key in the Certificate suffered a Key Compromise.

oy coner operations 1 any “eason and has not made arrangements for another CA o pmv\de revocation support for the Certificate.

« ACCV's right to issue C or is revoked nless the Issuing CA has made arrangements to continue maintaining the CRL/OCSP Repository.
+Revocation s required by ACCV' Crtfcate Poliy and/or Cetification Practce Statement.
« The technical content or format of the Certificate presents an g

[The revocation must be made within a period 7 days from the request.

}4.9.2. Who Can Request Revocation

lcps: 4.9.2

requested by the 2 ACCV,as well as dat:

Im
lincorrect.

request rany reason and in fied in th

14.9.3. Procedure for Revocation Requ

lcps: 4.9.3
lcp: 493

[The requestprocedure o evocationof sch typ o cetfcat s defined n the correspondin Cetficaton olcy.
d without prejudice the Certicaton Polces:
be

ACCY certificate or a certificate of any other recognized Certification Services Provider, and revocation
Irequests submitted via attendance in pemm il arr&pled ifthe for initial fulfilled.

private key notuse the revoked certificate.

[There is a request form for certficate CCV website at: the Personal Certification Services Area.

|A revocation request, whether it is made on paper or electronically (e.g.e-mail o by phone), must contain the information that is described on the revocation request form, referred to in cach of the

ibscribers, Relying Partis
orany Certificat

 other third parties can report suspected Private Key Compromise, Certificate misuse, or other types of fraud, compromise, misuse,
the URL http

J1eCY acceptsrevocation applctions by the ollowing procedures
[4:9.3.1. Telem:
By accessmglolhe Non-Personal Certificates Management Area located at htty user can revoke the certificates that were requested or the ones he/she has a permit for it

[4.9.5. Time within which CA Must Process the Revocation Request

lcps: 495

Revocationsall ccur immediatly whe each equestveriid s vl s processed.There s hereore o period o grace associated with this process

4.7, CRU Issuance Freque

ncy
Indicate if your CA publishes CRLS. If yes, then please test your CA's CRLs.

lcps: 4.9.7

[ACC shall publish a new subCA CRL in s repository at maximum intervals of 3 hours, even if there have been no T
[period.

IACCV shall publish a new RootCA CRL in is repository at maximum intervals of 6 months, cven if there have been no CRL (ch the
pforementioned peiod I sub s revokedthe CRL il be pubshed i erod ot exceeding e howrs.

14.9.9. On-line hecking Availability

lcps: 4.9.9

[ACCV provides an OC: ification 0 RFC 6960 and RFC 5019,
JocSpresponsesissgned by an OCSP Responder whose Cetifcate s sgned by "he CA tha sued the Cetfcats whose evocaton status s being checked.
g

httE //endor.accv.es/lando,

[£9.10.Onine Revocation Checking Requirements

CA meets all of the in'thi
)f ‘good” status

ET, update

leps: 4.9.10

[OCSP server s free to access and there Is 1o requisite for Its use except those derived from use of the OCSP protocol according to the provisions of RFC 6960,
|OCSP supports calls to the service using GET method (in addition to POST method),
For the status of Subscriber Certificates
« ACCV update information provided via OCSP at least 3 hours.
- o this time of 3 days.
[For the status of Subordinate CA Certificates:
« ACCV update information provided via OCSP at least 6 months and within 12 hours after revoking a Subordinate CA Certificate.
Ifthe OCSP responder receives a request for status of a certificate that has no(been issued, then the responder respond with a "revoked” status, with reason certificateHold(6) and revocationTime January
1, 1970. ACCV monitor procedures.
JACCV also provides web service for consalation f the vahiy status o issue Cortiicaes

}1.9.11. Other Forms of Revocation Advertisements Available
lindicate if your CA supports OCSP stapling.

leps: 4.9.11

[ACCV provides an 0C: ification 0 RFC 6960 and RFC 5019,
J0cSpresponsesissgned by an OCSP Responder whose Cerificateissgned by th CA thatsed Kl\e Cerificate whose evocationsatus s being checked
ty pe The access URL

lmvs‘//cndor,accmcs/landﬂ/

}4.10.1. Operational

leps: 4.10

[Revoked certificates remain in the CRL or OCSP until they reach their expiration date.

[One this s reachedtheyare removed romtheListof Revoked Crficates,duet hei inailyto be used because they are xpired
ms shall be available 24 hours a day and 7 days a w

e response time of the OCSP is not higher than Of CRL i i higher than 5s.

[Revoked certificates remain in the CRL or OCSP until they reach their expiration date.
[Onc thisis rached they are emave romthe Lisof Revoked Cerfcaes, du to e nabilty o be used becausethey are expired
hall be available 24 hours a day and 7 days a week.
ime of CRLis ni higher than 55.

The eaponsetime o ¢h Y i no ighr than 2ne,

}4.10.2. Ser lability
3 (T, OPERATIONAL, AND PHYSICAL CONTROLS

5.2.2. Number of Individuals Required per Task

[Two persons are reqmred for acivation o the Ky o crptography Modification of the
ized persons with

l5.3.0. Experience, and Clearance

laccy ] 1 y out duties in experience in lat P of
|Al personnel must comply with the tion's d

|+ Knowledge and training in digital certification environments;

| Basic training in information systems security.

|+ Specifc training for their pos

| Academic qualification or experience in the equivalent industry

/5.3 Trainin nd Procedures

[The personnel of ACCV are subject to a specifictraiing plan for carTying out their role within the organization:
[his training planincludes ch fllowing aspects:

1. Trainingin the basic | the provision of certificat ices.

2. Training in information systems security.

5. Certification Practice Statement and the relevant Certification Policies
6. Incident management

I5.3.4. Retraining Frequency an

o d s perating p ; the appropriate training wil be carried out for the I affected.
[Training sessions will be carried out prior to changes in the Certification Practice Statement, Certification Policies or other docun

l5.3.7. tor Controls

[The external personnel that is involved in the issuance of certificates receives the Tegal ‘training on section
I5.3.3).

lan 1 are subject t b the r ACCY. they also out their duties
Jwith this Certification Practice Statement, ACCV ¢ the approved procedures of ACCV.

541 Types of Events Recorded
indicate how, this section.

[ACCY records all events relating to:
|+ Successful or failed the i
|+ Start-up and stoppage of applications.
Successful or failed attempts to start or end a session.

. modify or delete s
. modify or delete
Successful or failed attempts to request, generate, sign,issue or revoke keys and certifcates.
Successful or failed attempts to generate, sign or issue a CRL.
Successful or failed . modify or
Successful or failed personnel
Backup, file and restoration.
Changes to system configuration.
+ Software and hardware updates.
| System maenance,

é

[

l5.4.3. Retention Period for Audit Logs

Ry s of oo T e Goneratod by The sysiem for @ mnimum period o e dato ot Greaion f o (2 years for 1056 6laig 1 Galy auits. 1ve (5)years fo Those reatng o morily audts
land fifteen (15) years for those relat

[5.4:8. Vulnerability Assessments
indicate how your CA meets the requirements of this section.

leps: 5.4.8

[AtTeast one carried out P
Iitis the form ACCY,via the Security Manager,of any problem preventing the performance o the audits, or the delivery of the resultng documentation
Itis Accv's responslblluy o mform the audit (eamsaflhe suspension of analyses,

ies detected and the issue of a counter- rrepor by ACCV.

[5.5.2. Retention Period for Archive

[cPs:5.5.2

[5.7.1. Incident and Compromise Handling Procedures
lindicate how your CA meets the requirements of this section.

lops:5.7.1

[The Incident Response Plan and the Disaster Recovery Plan describe all the actions carried out and the material and human resources to solve a specific incident.
[These documents detail the actions to:

INotify users, evaluate the incident, activate safeguards

Recover affected services to provide adequate levels

Restore regular operatons nd processes to norma levels

in the event of the the Certificat

[The Disaster tical due to
ACCY annual et review, and pdte

fora period greater than six hours, ACCV's Incident Response Plan and a Disaster Recovery Plan shall be activated.
q be available in the Continuity DPC in less than 12 hours following activation of the Plan.

l6.1.1. Key Pair Generation

lcps: 6.1.1
lcp: 6.1.1

e, there is audited documentation
carried outand recorded in the presence of a

Key pairs for all ACCV's internal FIPS 140-1 Level In the case
ceremony, which includes the th ved of h Allth
lqualified auditor and in a secured environment.

P inthe appl ertification Policy.

lcp:
[The key pair for the certificate thatis issued under this Certification Policy certificate subseriber.

l6.1.2. Private Key Delivery to Subscriber

leps: 6.1.2
lc: 61.2

[cps:
Iin cases when keys generation is not carried out via methods under the control of the actual end-entiy, it shall be the comresponding Certification Policy that specifies the procedure to be used in order to deliver the.
Jprivate key to the end entites.

B

[The private key the subscriber, therefore, it is not delivered to him.

l6.1.5. Key Sizes

lcps: 6.1.5
lcp: 6.1.5

lcps:
[The keys for ACCVRAIZ1 and the CAs in the same hierarchy are RSA keys with a length of 4096 bits

[The key sizes for each certificate type issued by ACCV are defined in the related Certification Policy. In every case, key sizes will never be less than 2048 bits.
lcp:

[The keys of ACCVRAIZ1 and ACCVCA-120 root are RSA keys of 4096 bits length.
[The ey size for the under this Certification Policy is at least 2048 bits of length.

l6.1.6. Public Key Parameters nd Quality Checking

lcPs: 6.1.6
lcP: 6,16

lcps
[The keys for ACCVRAIZ1 and the CAs in the same hierarchy are created with RSA algorithm.
[he ey generaton parametes for each typ of ceticate sed by ACCYar deind by th Cerficaton Polcy aplicabl o the reevant certicate
atETSI T 119312 sed

[Th paddingscheme used s amta-phesi.v2 1 (accaringto REC 3447 section 2)
[The procedures and methods of verification of the quality of the key gen

leertificats

lcp.

ters for each type of

by ACCV are defined by the Certification Policy applicable to the relevant

[The keys of ACCVRAIZI and ACCVCA-120 oot are created with the RSA algorithm.
ined at ETSI TS 119 312 “El " d ¢
used is emsa-pkes1-v2.1 (according to RFC 3447 section 9.2).

16.1.7. Key Usage Purposes

lcps: 6.1.7
lcp: 6.1.7

key use for each type of by AV aredefnd by the Gt Polcy appicsble tothe relevant it
K substrbers coafcmes o 2y ACCY continth extensions KEY USAGE and EXTENDED K

|USAGE defined by the standard X.509 v3 for the definition and limitation of such purp

Private Keyscorsesponding t Root Cortieate s not used t igh Corticates extept i th fllowing cases:

[self-signed Certificates to represent the Root CA itself

Cesificats fo Subhs, . ifhe case aies Cros Certficaes

(‘:mrcams for OCSP Response verification and Time Stamping service.

e Keys thatae defined n the current policy il e used fo the uses descrbed at th scton 13 User community and scope of applicationof thisdocument.
[The detailed definition of the certificate profile and the usage of keys is located in the section 7 of this document "Certificate profiles and certificat

l6.2. Private Key Protection and Cryptographic Module Engineering Controls

lops: 6.2

Itis compulsory for modules used for the creation of keys used by every CAs integrated in the tr forits the security that
ltrequires.

(HSM) isa that therefore meet at least with FIPS 140-2 Level 3 criteri
EAL 4+ for » profile. ACCV holds i e that s HOM ot e ‘manipulated during transport and storage

devices (DSCF), CEALA+,
[complying with a minimum of ITSEC E3 or FIPS 140-2 Level 2 or equivalentare al ble. The European ref tandard is Commission
2016/650 dated 25 April, 2016,

or Common Criteria

l6.2.5. Private Key Archival

lcps: 6,25

[Backup copies of the d private keys of Al in i fireproof lockb y
|All private keys are under the exclusive omtralof the ACCY

personnel with at least dual access.

l6.2.6. rivate Key Transfer into or from a G Module

lcps: 6.2.6

private | don ptograpl at the time of ACCY entity that use these modules, fulfiling the defined in section 6.2.1,

l6.2.7. Private Key Storage on Cryptographic Module

lcps: 6.2.7

private k . on the cryptograp the time of each ACCY these modules, fulfiling th defined in section 6.2.1

l63.2 1,2018, MUST have a

lcp: 6,32

[The certificates ssued over the scope of the current policy have as maximum 27 months of validit
[The key that is used for the certificates issuance is created for each issuance, and therefore is valid for 27 months as maximum. That is the maximum validity date that is allowed in the application for the
lcertificates issued under this polis

|ACCVCA-120 certificate is valid since 13th October 2011 until 1st January 2027.
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[7.1.5. Name Constraints
s

|our CA understands Mozilla's
lrequirements to disclose SubCAs

T Specific Technical
The CA SHALL enforce multi-fa forall certificate
lissuance. [The data relating to this section is considered formation and p p q Knowit.
lindicate how your CA meets the requirements of ths section. lcps: 6.5 in any case, the use of at least two- s that manage the life cycle of the certificates (smartcard + PIN),
[7-1.Certificate profile
|cAs SHALL , c tleast 64 bits of
Joutput from a CSPRNG, cev. 64 bits of entropy. & generates random
lindicate how your A meets the requirements of ths section. leps: 7.1 18 octec (64 bi
[cPs:
IACCV supports and uses X.509 version 3 (X509 v3) certificates.
[X.509 is a standard developed by the International Union United
or Public Key
lcps: 7.1 ACCVauppuns and uses X.509 version 3 (X509 v3) certificates.
[7.1.1. Version Number(s) lcp:7.1.1 [This certification policy specifies the usage ofa certificate with three different uses; digital signatu d data encryption
Thie extensions tsed in a generic form on the certificates are as follows:
Key Usage. Marked as critical in all cases.
[Root CA and SubCA: KeyCertSign CRLSign
[subscriber: Established in the associated certification policy
= Basic Constrain
RootCA and SubC;
[Present and marked as critical.
[CA field TRUE
Jsubscriber: Not present
= Certificate Policies. Present inall cases and marked as not critical.
& Subject Alternative Name. Present in all cases and marked as not critical.
& CRL Distribution Point. Present in all cases and marked as not critical,
& exikeyUsage
[RootCA and SubCA: Not present
[subscriber: Established in the associated certification policy.
& authoritylnformatioAccess: Present in all cases and marked as not critical
& nameConstraints: Not present
JcCy Cericaron Poliie an stabih oerall vriaions o the extensionsused fr cach ype ofceficate
[7.1.2. Centificate Content and Ext lication of RFC 5280 lcps: 7.1.2 Inall cses thespecicatons and limits estabished n RFC-5260 il be
= xtonsions used T a generiTor o the cortTicates are 45 Tllows
& Key Usage. Marked as critical in all cases.
Root CA and SubCA: KeyCertSign CRLS
[subscriber: Established in the associated certification policy
Basic Constraint
RootCA and SubC;
Iresent and marked as critical
[CA field TRUE
Jsubscriber: Not present
& Certificate Policies. Present inall cases and marked as not critical.
& Subject Alternative Name. Present in all cases and marked as not critical.
& CRL Distribution Point. Present i all cases and marked as not critical.
& extieyUsage
[RootCA and SubCA: Not present
[subscriber: Established in the associated certification policy.
& authoritylnformatioAccess: Present in all cases and marked as not critical.
imeConstraints: Not present.
IACCV Certification Policies can establish overall variations of the extensions used for each type of certificate.
[7.1.2.1 Root CA Certificate lcps: 7.1.2 Iin al cases the specifications and limits established in RFC-5280 will be met.
e extensions used in a generic form on the certificates are as follows
Key Usage. Marked as critical in all cases.
[Root CA and SubCA: KeyCertSign CRLSign
[subscriber: Established in the associated certification policy
& Basic Constraint.
[RootCA and SubCA
[Present and marked as critical.
[CA field TRUE
[subscriber: Not pr
= Certificate Policies. Present inall cases and marked as not critical,
= Subject Alternative Name. Presentin all cases and marked as not crtical.
& CRL Distribution Point. Present in all cases and marked as not critical,
& extieyUsage
[RootCA and SubCA: Not present
[subscriber: Established in the associated certification policy.
& suthorylnformatioccss: resent i al cses and marked s ot el
& nameConstraints: Not pre:
Jccy ceruficaton plicis can esmhllsh overall variations of the extensions used for each type of certificate.
[7.122 Subordinate CA Certificate lcps: 7.1.2 gl ca RFC-5280 will be met.
Retention period of material information
lacpps
P : de. CV-PDS-V1.0-EN.pdf
lcps: 7.1.2 IPKI Disclosure Statement location
17.123 Subscriber Certificate lcp:7.1.2 Iin al cases the specifications and limits established in RFC-5280 will be met.
e estensions used n 3 generc o on th cercates are s follows
& Key Usage. Marked as critical inall cases.
oot A S KeyCertSign
Subsciber: Esablished inthe associated cetieaton poicy
= Basic Constraint.
RootCA and SubCA
[Present and marked as critical.
[CA field TRUE
Jsubscriber: Not present
& Certificate Policies. Present in ll cases and marked as not critical.
& Subject Alternative Name. Present in all cases and marked as not critical.
& CRL Distribution Point. Present i all cases and marked as not crtical,
& extieyUs
RootCA ai
Subscribe: Established in th asocited cetification polcy.
& authoritylnformatioAccess: Present in all cases and marked as not critical
= nameConstraints: Not present
IACCV Certification Policies can establish overall variations of the extensions used for each type of certificate.
[7.1.2.4 All Certificates lcps: 7.1.2 linall cases the specifications and limits established in RFC-5280 will be met.
"he extensions used T generic form on the certiicates are as follows:
& Key Usage. Marked as critical in al cases.
[Root CA and SubCA: KeyCertSign CRLSign
[subscriber: Established in the associated certification policy
Basic Constraint
RootCA and SubC;
[Present and marked as critical.
[CA field TRUE
[subscriber: Not present
& Certificate Policies. Present inall cases and marked as not critcal.
& Subject Alternative Name. Present in all cases and marked as not criti
& CRL Distribution Point. Present i all cases and marked as not critical.
& extieyUsage
[Ro0tCA and SubCA: Not present
[subscriber: Established in the associated certification policy.
& authoritylnformatioAccess: Present in all cases and marked as not critical.
& nameConstraints: Not present
AV eribcaion Poies canesab ks averallvarations o the exenions s o each ype of cerefcre
[7.1.25 Application of RFC 5280 lcps: 7.1.2 Jin al cases the specifi RFC-5280 will be me
[Object Identifiers (OID) ofthe Cryptography algorithms:
lcps: 7.3 « SHATwithRSAEncryption (1.2.840.113549.1.1.5)
7.1 Object Identifiers lcp:7.1.3 . (1.2.840.113549.1.1.11)
[cPs:7.14
[7.1.4. Name Forms lcp:7.1.4
[ePs:
[Certificates issued by ACCV contain the X500 name of the subscriberin d subject name fields respectively.
lcp:
[The certificates that are issued by ACCV contain 00 of inthe issuer feld tvel,
lcps: 7.4 [For certificates issued under this policy:
[7.1.4.1 Issuer Information lcp:7.0.4 issuer name: en=ACCVCA-120, 0u=PKIACCV 0=ACCV, c=E:
"he cortificates that are fssued by ACCV contaln the 00T Tosuerand LT eI, Tespectvely.
[For certificates issued under this policy:
ssuer name: en=ACCVCA-120, 0u=PKIACCV 0=ACCV, c=ES
|All the fields of the Subject, referred to the DNS name or email address, are filled necessarily in capital letters, without accents.
SubjectAternatveNamecontinat aston ety xchenty i Fully-Qualified Don
[subje
q the
din Royal Decree 1065/2007, of July 27.
[organizationldentifier (required) any NI, as defined in the European standard ETSI EN 319 412-1
JurisdictonCourtry (required) Countrycode150.3166-1
chains
PRIVATE ORoANLZATIO
'GOVERNMENT ENTITY"
['BUSINESS ENTITY"
['NON-COMMERCIAL ENTIT
| depending on the organization type
Jrganization (eguired)Designation Coficial”name)ofthe Adminstraton, rganismorenty tht i the cerficate subsciber and the domaisowner:
llocality (required) Locality, City or
lstate (required) State o province
[7.1.4.2 Subject Information - Subscriber Certificates lcp:7.1.4 lcountry (required) Country code 150 3166-1
[Certificates issued by ACCV contain the X500 distinguished name of the issuer and Tn the fssuer name and Tespectively.
in the case of RootCA or SubCAs
Issuer name: cn=ACCVRAIZ1, 0u=PKIACCY 0=ACCY, c=ES
[subject:
JcommonName (required). It must match the name of ACCV entity, such that the certificate’s Name is unique across all certificates issued by the ssuing certficate
[organizationalUnit (required) fixed string “PKIACCY
|organization (required) fixed string “ACCV"
county required) County code 150 3166-1
[7.143 Subject Information - Root Certificates and Subordinate CA Certificates lcps: 714 |ACCY Certification of the for each type of certificate.
[CPS:7.15

s disclose in the CCADB.

your .
leertificates ¢ as described in this section.

lconstrained.

[There ar

arsrsticted o . names, which are unique and allow for no ambigity.
. in SubCA certiicat

[cPs:
[Tobe defined by cach Crticaton Poly.

of OIDs withinits p
ln e cone af RootCA an SubCh hve e policy any policy.

range. The OIDs of ll ACCV's Certification Policies begin with the prefix 1.3.6.1.4.1.8149.3

defined by ACCY for identifying
13514151493340

lcs: 7.16 in 0ID isadded fentity tha & ETSITS 1194112

[7.1.6. Certificate Policy Object Identi lcp:7.0.6 s oes1 1 4Cemcheanon iy for b qualihec certifcate ssued to websies
[7.1.6.1 Reserved Certificate Policy Identifiers Z

[To be defined by cach Certification Policy.

IACC has established a p of OIDs withinits p range. The OIDs of all ACCV's Certification Policies begin with the prefix 1.3.6.1.4.1.8149.3
[7.0.6.2 Root CA Certificates lcps: 7.1.6 in the case of RootCA and SubCA have as policy any policy.

[To be defined by cach Certification Policy.

IACCV has established a policy for assignment of OIDs within its private numbering range. The OIDs ofall ACCV's Certification Policies begin with the prefix 1.3.6.1.4.1.8149.3
[7.1.63 Subordinate CA Certificates lcps: 716 in the case of RootCA and SubCA have as policy any policy.

[The defined by ACCV

1361418149340

Iin this type y " ETSITS 1194112
17.1.6.4 Subscriber Certificates lcp:7.1.6 0:4..14112.1.4Certificaton Polcy for EU qualihed cotiieate issued t websies

[ACCV carries out the necessary controls to ensure that:

rifi alllaw app its business

[meets the technical requirements set

[B. COMPLIANCE AUDIT AND OTHER lcps:8 Jcomplie set forth i this section




/8.1, Frequency or circumstances of assessment

L be dividied into an unbrok of audit
[periods. An audit period MUST NOT exceed one year in duration.
annew A Cemhcams The p be completed twelve IA fully audit shall be carried out on ACCY at least once a year to guarantee pliance of its running and procedures with the p included in this CPS.
L be followed by a lcps: 8.1 [Certificates capal scope of the audit, intoan audit period must not
cheme within |\mely (60) daysof s the firs Publicy-Trusted Cetfate. [We understand the reuirementsfxceed oneyear n dration
lindicate your f how your CA meets the requirements of this section. _lestablished in this section. shall be carried out f ACCV's Audit Policy, which include an audit on compliance data protection legislation

[8.2. Identity/qualifications of assessor
your CA

e s S b e an o o e e SuBlE s, performed
oy company or peson contracted to perform a security audit on ACCY must fulfill the following requirements:

ven training and PKI, security
H Indopondonce at an organizaional lvel from ACCY authority, in cas of external audit.

lcps: 8.2 & Meet all the requirements and have all the necessary accreditations that have been established at the legal and technical level for carrying out the audit.
he audit shal determine the compliance o ACCV services with his CPS and the applicable CPs. It shall also determine the risks of non-fulfillment of compliance with the operating procedures defined by
lthese documents.
[The aspects covered by an audit shall include, but shall not be limited to:
| security policy
| Physical security
|- Technological evaluation
| Administration of the CA's services
- Selection of personnel
|- cPSand CPs in force
Contracts
| Privacy policy
IACCY carries outat der the ertification 0,1n addition to the by the legislation in force and by
[8.4. Topics covered by assessment lcps: 8.4 for the fulfillment ofits functions.
[The auditor shall notify the results of th Security Manager, and che various areas in which non-conformance is detected.
lB.6. of results lcps: 8.6 |ACCY, where possible, will keep public and accessible audit reports, ensuring that no more than three months will pass from the end of the previous audit period.
lalso indicate y i i Mozilla's y, which says:

[ Fullsurveilance period-of time audits MUST be conducted and updated udit nformation provded noess
ly

dit MUST cont

p relating to each clearly-
flabelled information:

| name of the company being audited;

| name and address of the organization performing the audit;

| Distinguished Name and SHA256 fingerprint of each root and intermediate certificate that was in scope;
| audit criteta (withverson nunber) tht were usd toaudit each o thecertificates;

|-alist of the CA p
| whether the audit is for a period of time or a point in

[ ihe start date and end dat of the priod,for hose that cover a period oftime;

| the pointintime datefor those thatar for a poin ntime;

| the date the report was issued (which will rthe end date or p and

[ For ETS,a statement t mlcate ifthe auit was  ul audit, and which pare of he riteria wemzpplved eg
[DVCP, OVCP, NCP, NCP+, LCP, EVCP, EVCP+, QCP-w, Part1 (General Requirements), and/or Part 2
|(Requirements for trust service providers).

|ACCY understands and complies
[with Mozilla's Root Store Policy

[ACCV constant el atleasta quarterly basis against a randomly selected
[8.7. Self-Audits lcps: 8.7 lsample of three percent of the Ce during the period » p
[ACCY is obTigedt tor
& Carry out its operations in accordance with this CPS.
& Protectits private keys.
& Issue certificates in accordance with the Certification Policies that are applicable to them.
& After receivinga valid certificate request, to issue a certificate compliant with the X.509 standard and with the request requirements,
& e certficates that conform o the infrmation knawn atthe tme o el s, and thatarefree o dataenry erors
= Guaraniee con[menualuy In the generation rocessofignature ts delivery
p they support.
H permitveriication of 2 prevent unauthorized from altering d rict in cases or to
lperson permit the d conditions.
& Publish issued certificates in ACCV's LDAP directory (Idap.acev.es) without alteration.
H Cuaranlee that the date and the e at which  certfcate ws issued or s valldty was d or suspended can be
for the provision of d inthe
e ofelecrone signatures.
d ¢ and publish the revoked the CRL 0f ACCV's L
(ldapacces) with the requencystpulted in e pnml Frequency of issue of CRLS of this document.
= Publish i CPS and con lhe website the curren astopi
’ CAp d also inform them of the reason that led to this action.
= Cotaborste withthe auitolod by oo validte the renewl of s own nkeys
= Operate
1 Decree 220/2014 of 12 December of the ilosein Govermment hich & he advanced inthe of Valencia,
2. Law 59/2003 of 19 December on Electronic Signatures.
I3. European Parliament and Council Regulation (EU) number 910/2014, o the domestic market.
- Law 33/2015, October 15t about the Common Adnmiristrative Pmcedure of Public Administrations
5. Decree 15/2014 of 24 January of the Consell, Institut Valencia de Finances (IVF)
= Mihere keys exit. protect them by olding them n salekeepmg
the CRLs cetion 49 requency ofssue of CRLs, o this PS
2 et of easingts activity, it must communicate this with a minimum notice of two months fo 10 the holders of by ACCV, and to
s, Tourem and Trade speciying whatwil appen o theceficates
& Compl ntained in Personal Data Protection.
@ keop Fevordsof s he mformanen and documentation relating to a recognized certificate and the certification practice statements in force at any time for fifteen years from the time of their issue, so
lo.61.cA d Warranties lcps: 9.6.1 withthe certifiates can be verifd
ssued ound by the fallowing obligations
[ o it and o the use o legal purposes by the relevant Certification Policy and this CPS.
= Toapply the necestary <are and methods to gustatec he safekeepingof thelr prvate k.
& Immediately to request the revocation of a certificate in the specting e private key the public key contained in the certificate.
e waye i which tis requcstcan b arred out e spetficd i s documen( inthe section 4.9.3 Revocation xeques(pmcedure
& Nottouseadigal certifcatetht s nolonger effctive due tohavi d or due to
= information that eltio o th doa it thse Atholes request from them to carry out the Registration process,
[ el miorm ACGY managers ofany modification of this nformation.
3 Warranties lcps:9.6.3 & Topay the fees resulting from t they request from th Registration Authority in relation to the services that are requested.
19:8.1. Guarantees and limitations of guarantees
JACCY sl b responsible o damagesthat it causcs o any person incarring ut s aciviy,when o flfil he algrons imposd by Lav 59/2003 o 19 December on Electrone Satures,
IDecree 220/2014 of 12 December of the Valencian Government, and European Parliament and Council Regulation (EU) rvices for electronic
the
laccy. o the third parties in good faith due to the falure of or delay in the inclusion in the certificate validation service of the expiry or
Cuspencion of vty ofth cetficar saued by ACCY. ance 1 becomes e ofthie.
JACCY shall acceptal bl vis-vis third partes for the actonsof service.
IACC s the Certif ty of Valencia. The the vis founded on objective Jjury that uffer,
[provided or
[ACCV only shall be  improper use of certificate, when it has not recorded on it, ina form toits
[possible use or the amount of the value of the i aneoctons thatca be comed ot using i tshal ot be resporsible f the signatory exceeds the limits Tecorded onthe. cemfcare in relation to its
[possible uses and e transactio can with it o he signatory by ACCV.
[ACCV shall also not i ot check and take into account the rlsion uses
the can with it
[0.8.2. Limitations of liability
IACCV Registration Entities shall not accept any liability in the event of loss or damage:
To they provide, i he vent of
I rification Policy and this CPS.
& Cased by the Impropor or faudulon use of he rernﬂcalesor CRLs osed by ACCY.
& Caused to the signatory or third take into account the restrictions recorded on the certificate in relation to
s or if loss of validity published on the CRL, o if
1983 Loss limitations
[With the exception of the stipulations set out in this CPS, ACCV shall accept no. nor offer any , and in addition ity relying
19.8. Limitations of liability lcps: 9.8 arties
[eps:9.9.1 ACCY i< overmment ety o 1 ot spplct!
of tlegislati ‘whicha C T i \CCV can modify’ ing
e minimum sary to fulfll the I
in such even, {orir o ssuing the modified eV will includ his Section information about the Law requiring d
limplemented by AC
|ACCY will also (prior ro issuinga modified parties such as the CAB Forum of the relevant information newly added.
[9.16.3. Severability lcps:9.16.3
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