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AUDIT REPORT
CERTIFICATION FOR QUALIFIED TRUST SERVICE PROVIDER

ACCORDING TO ETSI EN 319401 ETSIEN 319411-1 FOR THE FOLLOWING SERVICES:

SERVICE: Advanced (not qualified) certificates for signatures and ETSI EN 319 401, ETSI EN 319 411-1)

1 AUDIT GENERAL DATA

Type of audit Certification audit [1
Extension of Scope: advanced (not qualified) IX]
(INTEGRATION for Annual CAB FORUM Report)
Supplementary Audit [1
Annual surveillance [1
Renewal []
Start date |03-06-2018 End date [11-06-2018 | Duration (days) |3
Organization DigitalSign - Certificadora Digital, S.A.
Registered office (Address) Largo Pe. Bernardino Ribeiro Fernandes, 26 - 4835 NESPEREIRA, Portugal
Operational headquarters (Address) Largo Pe. Bernardino Ribeiro Fernandes, 26 - 4835 NESPEREIRA, Portugal
Other eventual operational headquarters
(address)
Reference Person Alvaro Matos, General Manager
Audited trust services and reference regulations | Advanced Trust Services Provided for NCP and NCP+:
e Certificates as per (ETSI EN 319 401, ETSI EN 319 411-1)
e CA/Browser ForumBaseline Requirement 1.5.7 Guidelines
e As from Corporate Policies
e BT chained CA - https://www.digitalsign.pt/ADVANCEDCA/cps/;
® CAMERFIRMA chained CA (only 3 certificates issued) - https://www.digitalsign.pt/repository/ca. policy
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OVCP 0.4.0.2042.1.7 e 2.23.140.1.2.2:

Referred documents [1] Check list in attach

[2] CSQA accreditation Certificate
[3] CPS Camerfirmav 1.1 20-7-17
[4] CPS BT v1.2 02-01-2011

1.1 PLACES WHERE OPERATIONS ARE CARRIED OUT

Service Place
Registration service (only 1) DigitalSign - Certificadora Digital, S.A.

Largo Pe. Bernardino Ribeiro Fernandes, 26 — 4835-489 NESPEREIRA, Portugal
Issuing certificates For Symantec/Verisign-British Telecom Root

1) Certificate Signature, British Telecomunications, plc DataCenter Stadium House 5 Park Street
Cardiff South Glamorgan Wales CF10 1NT

2) Certificates Delivery, DigitalSign - Largo Pe. Bernardino Ribeiro Fernandes, 26 — 4835-489
NESPEREIRA, Portugal

For Camerfirma Root
DigitalSign - Largo Pe. Bernardino Ribeiro Fernandes, 26 — 4835-489 NESPEREIRA, Portugal

Management of revocations Largo Pe. Bernardino Ribeiro Fernandes, 26 — 4835-489 NESPEREIRA, Portugal

State of Revocations (OCSP): logical URI Online Certificate Status Protocol (OCSP) is available ONLY FOR CAMERFIRMA HIERARCHY-
NOT FOR BT HIERARCHY : only CRL is available

BT HIERARCHY

The certificate status information is available via query functions, accessible via the DigitalSign
repository at:
https://onsite.trustwise.com/services/DigitalSignCertificadoraDigital/client/search.htm
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CAMERFIRMA HIERARCHY

OCSP and CRL are On-line on the web, 24x7: the information to access them are on the certificate

itself on the specific fields.

State of Revocations (OCSP): physical
location

BT HIERARCHY

British Telecomunications, plc DataCenter, Stadium House 5 Park Street Cardiff South Glamorgan

Wales CF10 INT

CAMERFIRMA HIERARCHY
DigitalSign - Certificadora Digital, S.A.

Largo Pe. Bernardino Ribeiro Fernandes, 26 — 4835-489 NESPEREIRA, Portugal

1.2 AUDIT GROUP

Qualification; OSS = observer; ET = Technical expert

Roles: RGVI = Audit Group Manager; RGVQ = Audit Group Manager in qualification; AVI = Auditor responsible for Inspection; AVIQ = Auditor responsible for Inspection in

Name

Role Signature

Natale Prampolini

RGV Team Leader /M%Mﬁf«w/n uL

1.3 INTERVIEWED REPRESENTATIVES OF THE ORGANIZATION

Name Role
Alvaro Matos General Manager DigitalSign
Carlos Fernandes Auditor
Fabio Rego Legal

Catia Pereira

Registry Agents (ldentity and documentation validation)

Isabel Freitas

Registry Agents (ldentity and documentation validation)
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Name

Role

Eduardo Ferreira

Production Operator (Certificate issuance and delivery)

Pag. 4 di 25




CSQA Certificazioni Srl

Via s. Gaetano, 74 - 36016 Thiene (Vi)
Tel. 0445 313011 - Fax 0445 313070
csga@csqa.it
www.csqga.it

CS@A

SCHEME: eIDAS Procedure: 65096/1

FORM: RVETSP_ST2 REV. 3 —March, 24th 2016

PAGE 5 OF 25

AUDIT REPORT

1.4 DESCRIPTION OF OBJECTIVE EVIDENCES AS REGARDS THE MANAGEMENT OF NON-COMPLIANCES of THE PREVIOUS AUDITS
Hereunder the nonconforming areas are reported, which were found during the previous audit, including how the Organization addressed them.

2 OTHER INFORMATION CONCERNING THE TRUST SERVICES PROVIDED

Certification Authority Service

N° Employees working for this service

10 FTE (TSP for CA)

Registration Authority

3

N° issued certificates last year

812 (Revoked 28)

2.1 DESCRIPTION OF SUBCONTRACTED SERVICES / ACTIVITIES / OPERATIONS

PKI internal service
Issuing certificates

Revocation Status

Software supplier of ADSS solution
used in CA (Camerfirma chain).

Entity

British
Telecomunications,
plc

British
Telecomunications,

plc
Ascertia Limited

Contract ID/REF

Contract between DigitalSign and
British Telecom, V1. 6-4-2008

Contract between DigitalSign and
British Telecom, V1. 6-4-2008

Ascertia+AET certification, 27-10-
2011

Location
Stadium House, 5 Park Street, Cardiff, South
Glamorgan, Wales, CF10 INT

Stadium House, 5 Park Street, Cardiff, South
Glamorgan, Wales, CF10 INT

40 Occam Road, Guildford, Surrey, GU2 7YG, UK
Registered in England and Wales No. 04207349
VAT GB 777 0072 22

Pag. 5 di 25




CSQA Certificazioni Srl

Via s. Gaetano, 74 - 36016 Thiene (Vi)
Tel. 0445 313011 - Fax 0445 313070

CS@A

SCHEME: elDAS

Procedure: 65096/1

FORM: RVETSP_ST2

REV. 3 —March, 24th 2016

csga@csqa.it
da@csqa. PAGE 6 OF 25
www.csqa.it
2.2 DETAILS ABOUT THE CA CERTICATES
BT Chain:
s Certificate s Certificate X
General Details Certification Path General Details Certification Path
Show: | <All> v Show: | <All> v
Field Value - Field Value -
|- |version V3 14 | Certificate Policies [1]Certificate Policy:Policy Ident...
|j Serial number 024c340b31b0f20b127285839... '@ﬂ Subject Alternative Name Directory Address:CN=bt2048c...
| signature algorithm sha256RSA (5| Subject Key Identifier f348cb76d4ccf7f1/6f743e9a4a...
|- | signature hash algorithm sha256 1% | CRL Distribution Points [1]CRL Distribution Point: Distri...
LJ Issuer BT Class 2 CA - G3, Symantec T... f:] Authority Key Identifier KeylD=e87cf3ac7fe8dd640487...
i | valid from 16 de dezembro de 2014 01:0... ';] Enhanced Key Usage Client Authentication (1.3.6.1.5....
=] valid to 30 de novembro de 2020 00:5... li- | Basic Constraints Subject Type=CA, Path Length ...
. i Jkey Usage certicate Sgring, Offine GRL..
| P s i am e | . « - s iAfmA e W e mm s F .
CN = DigitalSign CA KeyID=e87cf3ac7fe8dd640487bbSb65be8f90fd64195b
OU = Class 2 Managed PKI Individual Subscriber CA
OU = Terms of use at https://www.trustwise.com/rpa ()10
OU = VeriSign Trust Network
OU = PT507015851
O = DigitalSign - Certificadora Digital
C=PT
Edit Properties.. Copy to File... Edit Properties.. Copy to File...
Field Description

Service Name
DN

DigitalSign Advance CA
CN = DigitalSign CA

OU = Class 2 Managed PKI Individual Subscriber CA
OU = Terms of use at https://www.trustwise.com/rpa (c)10
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OU = VeriSign Trust Network

OU = PT507015851

O = DigitalSign - Certificadora Digital
C=PT

MIIFajCCBFKgAWIBAgIQAkwOCzGw8gsScoWD1GAy2zANBgkghkiGOwOBAQsFADBO
MQswCQYDVQQGEwIHQJEnMCUGALUEChMeQnJpdGlzaCBUZWx1Y29tbXVuaWNhdG1lv
bnMgcGxjMR8WHQYDVQQLEXZTeWlhbnR1YyBUcnVzdCBOZXR3b3IrMRswGQYDVQQD
ExJCVCBDbGFzcyAyIENBICOgRzMwHhcNMTQxMJE2MDAWMDAWWhCcNMAXMTISMIM1
OTUSWJjCCAQAXCzAIBgNVBAYTA1BUMSwWWKgYDVQQKEYNEaWdpdGFsU21nbiAtIENL
cnRpZmljYWRvcmEgRG1naXRhbDEUMBIGA1IUECXMLUFQIMDcWMTU4ANTExXHZAdBENV
BAsTF1Z1lcmlTaWduIFRYdXNOIE51dHdvcmsxPDA6BgNVBASTM1R1cm1zIGOMIHVz
ZSBhdCBodHRwczovL3d3dy50cnVzdHdpc2UuY29tL3IwYSAoYykxMDE IMDMGA1UE
CxMsQ2xhc3MgMiBNYW5hZ2VkIFBLSSBIbmRpdmlkdWFsIFN1YnNjcmliZXIgQOEX
FzAVBgNVBAMTDkRpZ210YWxTaWduIENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEA1fmrFT1wnKO7bGqaTAIVY2f3FIrkbYgrNQXxH3DV+pyIS5vBqFo7V
69wWmQKCM6L6h442s0LK1/KIPkUBuULZzultIplcBRO4zgxFOXh837ES5f8yb0d8C41
1zQIVKtApEmGuiNo8ksyMwpMp3vNnp84EcUkVAvtpoypwWEiq/YzC2spffo9aEzv
ysASrpBBmn9qS2L7se/Ui56dZsxdHrZgS01vV6faHcRK1Fzi21ZwNdhwwig7+6QL
yBfwoOnLLugNrU@sFJU23DEuZv5tgHiB2ynYMfbrMzsJAtI3UtIxa3DEIvyvdBbN
OuYrqqDIZ8vtUDcw/G5zfIHVIOWFORIZTQIDAQAB04IBaDCCAWQWEZYDVROTAQH/
BAgwBgEB/wIBADBYBgNVHSAEazBpMGcGC2CGSAGG+EUBBXcCMFgwKQYIKwYBBQUH
AgEWHWhOdHBZz0i8vd3d3LnRydXN@d21zZS5jb20vY3BzMCsGCCsGAQUFBWICMB8a
HWhOdHBz0i8vd3d3LnRydXNed21zZS5jb20vcnBhMAAGA1UdDWEB/wQEAWIBBjA0
BgNVHREEITAfpBOWGZEZMBCcGALUEAXMQYNQyMDQ4AYZzIQAWIXLTIWNTAdBENVHQAE
FgQU80jLdtTM9/H290PppKcTCiRS1a8wQQYDVROFBDowODA20DSgMoYwaHR@cDov
L29uc210ZWNybC50cnVzdHdpc2UuY29tL0JUQ2xhc3MyQOEtRzMuY3JIsMB8GA1Ud
IwQYMBaAFOh886x/6N1kBIe7W2W+j5D9ZB1bMBOGA1UdIQQWMBQGCCSGAQUFBwWMC
BggrBgEFBQcDBDANBgkghkiGOwOBAQsFAAOCAQEATEIPagrem3ZufcQ371m9Eyri
1cvL30dF7xTi5gDq71Qh41FKE29UEK4WHXEBATEKGGSXb4a1Ks 3Nw+p6MXbcgvIMt
C7FatC4xj+S/QTDIFIp3vCcwM3UjIzpLCKpr54QFtZm/VORWNhMI5pbYPQeL FEEN
hOBAAB61YtiX365moOB6AWbBALBBxZKtw8t213+iyL1QgALOh8XON+tg8NN58cTK
mStWtH4W8SNtc3Gn1DHt+aVP3XJ/013InIQkxPpDSSFACXmsZVTINEFzGNG20aXW
OplZoVNXdrgS1mDImLEILoI+0o5IFfXg5VFTCYIem31CyNdr3vsKmE33NBkedxWQ==
----- END CERTIFICATE-----

MIIPWQYJKoZIhvcNAQcCoIIPSjCCDOYCAQEXADALBgkghkiGOwOBBWGggg8UMIIF
ajCCBFKgAWIBAgIQAkwOCzGw8gsScoWD1GAy2zANBgkghkiGOwOBAQs FADBOMQsw
CQYDVQQGEwWIHQJjEnMCUGA1UEChMeQnIpdGlzaCBUZWx1Y29tbXVuaWNhdGlvbnMg
cGxJjMR8WHQYDVQQLEXZTeWlhbnR1YyBUcnVzdCBOZXR3b3JrMRswGQYDVQQDExJIC
VCBDbGFzcyAyIENBICOgRzMWHhcNMTQxMJE2MDAWMDAWWhcNMAXMTISMM10TUS
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WjCCAQAXCZAIBENVBAYTA1BUMSWWKgYDVQQKEYNEaWdpdGF sU21nbiAtIEN1cnRp@sFJU23DEuZv5tgHiB2ynYMfbrMzsJAtI3UtIxa3DEIvyvdBbNOuYr
qqDIZ8vtUDcw/G5zfIHVIOWFORIZTQIDAQAB0o4AIBaDCCAWQWEEYDVROTAQH/BAgw
BgEB/wIBADBYBgNVHSAEazBpMGcGC2CGSAGG+EUBBXcCMFgwKQYIKwYBBQUHAZEW
HWh@dHBz0i8vd3d3LnRydXN0d21zZS5jb20vY3BzMCsGCCsGAQUFBWICMB8aHWhO
dHBz0i8vd3d3LnRydXNed21zZS5jb20vcnBhMA4GA1UdDWEB/wWQEAWIBBjA0BgNV
HREEITAfpBOWGZEZMBcGA1UEAXMQYNQyMDQ4YzIQAWIXLTIWNTAdBENVHQAEFgQU
80jLdtTM9/H290PppKcTCiRS1a8wQQYDVROfBDowODA20DSgMoYwaHR@OcDovL29u
c210ZWNybC50cnVzdHdpc2UuY29tL0JUQ2xhc3MyQOEtRzMuY3JsMB8GA1UdIwQY
MBaAFOh886x/6N1kBIe7W2W+j5D9ZB1bMBOGA1UdIQQWMBQGCCSGAQUFBWMCBggr
BgEFBQcDBDANBgkghkiGOwoOBAQsFAAOCAQEAfEIPagrem3ZufcQ371m9EyrilcvL
30dF7xTi5gDq71Qh41FKE29UEKAWHXEBATE6KqqSXb41Ks3Nw+p6MXbcgvIMtC7Fa
tC4xj+S/QTDIf9p3vCcwM3UjIzpLCKpr54QF tZm/VORWNhMISpbYPQeL fEENhOBA
AB61YtiX365moOB6AWbBALBBXZKtw8t213+1iyL1QgALOh8XON+tg8NN58cTKmStW
tHAW8SNtc3Gn1DHt+aVP3X1/013InIQkxPpDSSFACXmsZvTINEFzZGNG20aXW0Oplz
oVNXdrgS1mDImLEILoI+o5IfXg5VFTCYIem31CyNdr3vsKmE33NBkedxWTCCBBkw
ggMBAhBhcMtJjF+YRSNnsKbZUFt6MA@GCSGGSIb3DQEBBQUAMIHKMQswWCQYDVQQGPag. 8 di 25
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X3YiwCb5hDo6+Yy1l++xg8ejOBLDI3acDjzDzmN+k5qQx39McCObcciA/ ru4FPKQz
Pws5rHB4cOuZK98wwlSwgDtVof4AWKM1CvXRugNsnRKfORF3UG5CYDR5CILEALATQ
dKMCBSJjY82DtfvBbWIraXX9XXBBufW/fN++wTJzIiGLWIF7FZF6UuNkSLB/+zY1
2pXQ8SQUF98YgGtGIz1U9Y51CQQd1ICmm+Y14kIFqriQrbaIjeklLQhiUz3154bFD
4CjPt+dabBNrSbP/4xh8iYszXawz16f52jpVyVgQ+arvWrbPSOvfKjCCBZ8wggSH
OAMCAQICEFkIs/JRsah6ce6i/k07y9QwDQYIKoZIhvcNAQELBQAwWgcoxCzAIBgNV
BAYTA1VTMRcwFQYDVQQKEWSWZXJpU21nbiwgSW5jLjEfMBOGAIUECXMWVmMVyaVNp
Z24gVH]1c3QgTmVed29yazE6MDEGALIUECXMXKGMpIDES0TkgVmVyaVNpZ24sIELu
Yy4gLSBGb3IgYXV0aG9yaXplZCBlc2Ugb25seTFFMEMGAIUEAXM8VmVyaVNpZ24g
Q2xhc3MgMiBQdWIsaWMgUHIpbWFyeSBDZXJ0aWZpY2F@aWOuIEF1dGhvcmlOeSAt
IEczMB4AXDTEOMTIXNjAWMDAWMFOXDTIOMTIXNTIZNTk10VowdDELMAKGA1UEBhMC
ROIxJzA1BgNVBAoTHkJIyaXRpc2ggVGVsZWNvbW1l1lbmljYXRpb25zIHBsYzEfMBOG
ALUECXMWU31tYW50ZWMgVHI1c3QgTmVed29yazEbMBKGAIUEAXMSQ1QgQ2xhc3Mg
MiBDQSAtIEczMIIBIjANBgkqhkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEApicU93Qd
1K5hAmMVNXLMt/2s2+UWkrdIsO0G+fqeImD2xM6JbWHVMTEFez8D85kxG]88zdLREL
mnCOOQXWEgE5jkUsVGpAVSLVAvg22BVPUUTEOhX1E11UHXp79Vays5ulN3X3fAzgM
B6qSP901HNBg4e2gRPzqOmr19DQg88/1ujy7fKOyGtukGWvvC2uwy17hQ2R+HFWT
Iiv2X0T8DnkOWtkGUXVoKAPW1Z3SsQEDKAOBHQ3hFiBh6XWA2G/dMBerBliyt5ad
NbPXAIYKaJlzmGAultcs9pDo8eTN9f36GSQ3k7q1lUWmYKVF6h1zFQmkTtNYjF8by9
DPROS+4vAXCO4wIDAQAB04IB1DCCAdAWDWYDVROTAQH/BAUWAWEB/zZAYBENVHSAE
ETAPMAOGGC2CGSAGG+EUBBxcCMDcGA1UdHWQWMC4AwLKAqoCiGImh@dHA6LY9jcmwu
d3Muc31tYW50ZWMuY29tL3BjYTItZzMuY3JsMA4GA1UdDWEB/wQEAWIBBjApBgNV
HREEIjAgpB4wHDEaMBgGA1UEAXMRQWZmUGNDMi@yMDQALTELNjcwHQYDVROOBBYE
FOh886x/6N1kBIe7W2W+j5D9ZB1bMIHWBGNVHSMEgegwgeWhgdCkgcOwgcoxCzAJ
BgNVBAYTA1VTMRcwFQYDVQQKEW5WZXIpU21nbiwgSW5]jLjEFMBOGALUECXMWVMVy
aVNpZ24gVH11c3QgTmvVed29yazE6MDgGAIUECXMXKGMpIDESOTkgVmVyaVNpZ24s
IEluYy4gLSBGb3IgYXVRaGIyaXplZCBlc2Ugh25seTFFMEMGAIUEAXM8VMVyaVNp
224gQ2xhc3MgMiBQdWI saWMgUHIpbWFyeSBDZXJ@aWZpY2F@aWOuIEF1dGhvcmle
eSAtIEczghBhcMtIjF+YRSnnsKbZUFt6MBOGA1UdIQQWMBQGCCSGAQUFBWMCBggr
BgEFBQcDBDANBgkghkiGOwOBAQsFAAOCAQEAKD2CWFmMTG2M+rcn4AsPysv8/TD2T
zVXz0jst64elL21JoPy2gCKrfYXUvoqYCLRY+utrVK/uMQKrRSphaPAXRD+dVtOmf
A3DfLkkqsMSrMk2bXFt9QrXARj90gqMO2IKxHO4BRigPPjZVOxy@BHNCkjGLwkg3b
h@+pBsEBfWmGwhplLEaokébi5B7jq5mduiFziMBkjDb6Bfk639SP2/3222t7Hj74
Y+i1GC/+23IdJQk5/4EykaYEdOOBUhSW]ju56BTMXQZVI32wEHToroPVcDQ4Fh31
vtJZ5Dg/e2VAZ2Bx/orAc4eob6kaZYQFnz1CIUSQR2XriQz1xT6GEOARCITEA
----- END PKCS7-----
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CAMERFIRMA Chain:
n  Certificate s Certificate X
General Details Certification Path General Details Certification Path
Show: | <All> v Show: | <All> ~

Field Value Field Value “
L_]\-’ersion V3 L:| Public key parameters 0500

|___] Serial number 03981f51e2d68e32 ;’T] Subject Key Identifier 72961c7ed3ad3468db4f394c9...

|:| Signature algorithm shaS12RSA 3| Authority Key Identifier KeylD=a855f033c34e22cc681...

|j Signature hash algorithm sha512 5'_| Authority Information Access  [1]Authority Info Access: Acces...
UISSUET DigitalSign Primary CA, Guimara... L_;)J Enhanced Key Usage Secure Email (1.3.6,1.5.5.7.34...

=] valid from 25 de novembro de 2015 10:3... 13 | Certificate Policies [1]Certificate Policy:Policy Ident...

|:| Valid to 30 de outubro de 2037 10:37:18 5_] CRL Distribution Points [1]CRL Distribution Point: Distri...

= Subject DigitalSign CA, DigitalSign Certifi... D Basic Constraints Subject Type=CA, Path Length ...

I T . s amm s A [P is -~ e . . —~e o~
CN = DigitalSign CA KeyID=aB855f033c34e22cc681cal19acd12a133d256061 ~

Certificate Issuer:

O = DigitalSign Certificadora Digital

L = Guimaraes (see current address at www.digitalsign. pt)
C=PT

SERIALNUMBER = PT507015851

Edit Properties... Copy to File...

Directory Address:
CN=AC Camerfirma Portugal - 2015
L=Madrid (see current address at
www.camerfirma. com/address)
SERIALNUMBER=A82743287
0O=AC Camerfirma S.A.
C=ES o
Cartificate SerialNumher=NdhrN77?745R0R704

Edit Properties... Copy to File...

Field

Service Name
DN

DigitalSign Advanced CA - V1
CN = DigitalSign CA
O = DigitalSign Certificadora Digital

Description
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L = Guimaraes (see current address at www.digitalsign.pt)
C=PT
SERIALNUMBER = PT507015851
e BEGIN CERTIFICATE-----
Certificate (base64) MIIIczCCBlugAwIBAgIIASgfUelWjjIwDQYIKoZIhvcNAQENBQAWEbAXCZAIBENY

BAYTA1BUMSowKAYDVQQKDCFEaWdpdGFsU21nbiBDZXJ@aWZpY2Fkb3JhIERpZ210
YWwxFDASBgNVBAUTC1BUNTA3MDE10DUXMT4wWPAYDVQQHDDVHAW1tYXJhZXMgKHN1
ZSBjdXJyZW50IGFkZHI1c3MgYXQgd3d3LmRpZ210YWxzaWduLnBOKTEFfMBOGALUE
AwwWRG1naXRhbFNpZ24gUHIpbWFyeSBDQTAeFWOXNTEXMjUWOTM3MThaFw@zNzEw
MzAwOTM3MThaMIGoMRQWEgZYDVQQF EwtQVDUWNzAXNTgIMTELMAKGALIUEBhMCUFQx
PjA8BgNVBAcTNUd1laWlhcmF1lcyAoc2V1IGN1cnJ1lbnQgYWRkecmVzcyBhdCB3d3cu
ZG1naXRhbHNpZ24ucHQpMSowKAYDVQQKEYFEaWdpdGFsU21nbiBDZXJ@aWZpY2Fk
b3JhIERpZ210YWwXFzAVBgNVBAMTDKRpZ210YWxTaWduIENBMIICIjANBgkghkiG
9WOBAQEFAAOCAE8AMIICCgKCAGEAWIYfzHgjHAYSoIsQMItL1EXb8bKeKGT46cmC
IlhtWstWqTDro670Bz2s09Eq07nIryY@5dE2UJEDOO31FMAKFPZCtojxqi/8KMHN
dmW+NJ03wiikIaRtg/AZfuOXf6rVwp@fCA6ROgOFvideXRFpH+bvV5LOm3uH7gp/ Ew1BODI3NDMyODcxQzBBBgNVBACMOk1hZHIp
ZCA0c2V1IGN1cnJ1bnQgYWRkcmVzcyBhdCB3d3cuY2FtZXImaXJtYS5jb20vYWRk
cmVzcykxJjAkBgNVBAMMHUFDIENhbWVyZm1lybWEgUG9ydHVNnYWwgLSAYMDE1gggE
VACciRW1n1DB+BggrBgEFBQcBAQRYMHAWREYIKwYBBQUHMAKGOmMhOdHA6LY93d3cu
Y2FtZXImaXJtYS5jb20vY2VydHMvZGlnaXRhbHNpZ25FcHIpbWFyeV97YS55cnQw
JgYIKwYBBQUHMAGGGMhOdHA6LYI9VY3NwLmNhbWVyZmlybWEuUY29tMA4GA1UdDWEB
/WQEAWIBBjAdBgNVHSUEFjAUBggrBgEFBQcDBAYIKWYBBQUHAWIWREYDVROEBDSW
PTA7BgRVHSAAMDMWMQY IKwYBBQUHAgEWIWhOdHBz0i8vd3d3LmRpZ210YWxzalWdu
LnBOL331cG9zaXRvecnkwgYIGA1UdHWR7MHkwOqA40DaGNGhOdHA6LY9jcmwuY2Ft
ZXJImaXJtYS5jb20vZGlnaXRhbHNpZ25fcHIpbWFyeV93jYS5jcmwwO6A50DeGNWhO
dHA6LY9jcmwxLmNhbWVyZmlybWEUY29tL2RpZ210YWxzaWduX3ByaWlhcnlfY2Eu
Y3J3sMABGCSqGSIb3DQEBDQUAAAICAQANAINVWXXEIWPIWAQqIjoToMV1jg93i407+
otfeZt0o74miysPGMAjOWDswwfAiIVe/76/z3bmb+N1k@aDIOlerpa+N5Y+zmOby
7VtGm17ARPOCIdhY31gAkeysxHpowEdgO@Xk3NULFT7NrS3b5FCp4LFH14p6xqplQ
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mJID8GIX77qy2AMFLm7pg9f7i2w00IbPWnYbAnCEOYF2MFNhGMA8Q1xMsSkAbYauM
1rzau@YfefnWXmkyyqnVoS/F6SMyclsSbVj2uNDpTI3BON4ruCz07PChO3uFKaio
09fnUo0850rYSMG4Cjz5U/ntSx20IHLMICFFbZ2V/QHcW4/bP857vIVELIUAQOThNB
DIE/Xkz45FUfIfPF1pCHkcVOSadmjvwB7irndszQsAIDhilLZ46TQhL5bUCpuk6xQ
+0ZKx/Sy@L6sm/LclKgjLTICA4Fdlpyz2THCuxVnrIpQWpixRXHTRHQevMILULLxXb
xmTeZKGKpx78P1E1m35rFNRAKgMbsdFWOKVih@SL3/ASQ6/dmXsmuS5I67RFO+1F5
vBncCgT6jUMUGP1HLM7G8551815KxUbHTytgkxpWModeyYzL5HP@4S0/F55yV3pB
Gk1itzEeDdfIy60PCx4xDxy4Ptl+e/6PYFZ/QZ4dWyKgDWu@bFzNn@5x9AGS3XpN
nsAYudtUwg==

————— END CERTIFICATE-----

MIIggqAYJKoZIhvcNAQcCoIIgmTCCIJUCAQEXADALBgkghkiGOwOBBwGggiBOMIII
czCCBlugAwIBAgITASgfUeLWjjIwDQYIKoZIhvcNAQENBQAwWgbAXCzAIBENVBAYT
A1BUMSowKAYDVQQKDCFEaWdpdGFsU21nbiBDZXJ@aWZpY2Fkb3JhIERpZ210YWwx
FDASBgNVBAUTC1BUNTA3MDE10DUXMT4wPAYDVQQHDDVHAW1tYXJIhZXMgKHN1ZSBj
dXJyZW50IGFkZHI1c3MgYXQgd3d3LmRpZ210YWxzaWdulLnBOKTEfMBOGALIUEAWWNW
RG1naXRhbFNpZ24gUHJpbWFyeSBDQTAeFWOXNTEXMjUwOTM3MThaFw@zNzEwMzAw
0TM3MThaMIGoMRQWEgEYDVQQFEwtQVDUWNZAXNTg1IMTELMAKGATUEBhMCUFQXPjA8
BgNVBAcTNUd1laWlhcmFlcyAoc2V1IGN1cnJ1lbnQgYWRkecmVzcyBhdCB3d3cuZGln
aXRhbHNpZ24ucHQpMSowKAYDVQQKEYFEaWdpdGF sU21nbiBDZXJ@aWZpY2Fkb3Jh¢c09/D/roI7d7XQG7KhIg9WCHQWCFWAs6Pmyb5
pdsCAWEAAQOCApUwggKRMBIGA1UdEWEB/WQIMAYBAf8CAQAWHQYDVROOBBYEFHKW
HH7TrTR02085TIM2Mc0ZZ616MIHfBgNVHSMEgdcwgdSAFKhV8DPDTiLMaByhGazR
KhM9JWBhoYGxpIGUMIGrMQswCQYDVQQGEwIFUzEbMBKGATIUECEWSQUMEQ2FtZXIm
aXJtYSBTLKEUMRIWEAYDVQQFEw1BODI3NDMyODcxQzBBBgNVBACMOk1hZHIpZCAo
c2V1IGN1cnJ1bnQgYWRkcmVzcyBhdCB3d3cuY2FtZXImaxXxJtYS5jb20vYWRkcmVz
cykxJjAkBgNVBAMMHUFDIENhbWVyZmlybWEgUGOYdHVNYWwgLSAYMDE1gggEVvAci
RW1n1DB+BggrBgEFBQcBAQRYMHAWREYIKwWYBBQUHMAKGOMh@dHA6LY93d3cuY2Ft
ZXImaX3JtYS5jb20vY2VydHMvZG1lnaXRhbHNpZ25fcHIpbWFyeV9jYS5jcnQwlgYI
KwYBBQUHMAGGGMhOdHAG6LY9VvY3NwLmNhbWVyZmlybWEUY29tMA4GA1UdDwEB/wWQE
AwIBBjAdBgNVHSUEFjAUBggrBgEFBQCcDBAYIKwYBBQUHAWIWREYDVROEBD8WPTA7
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BgRVHSAAMDMWMQY IKwYBBQUHAgEWIWh@dHBZz0i8vd3d3LmRpZ210YWxzalWduLnBo
L331cG9zaXRvcnkwgYIGA1UdHWR7MHkwOgqA40DaGNGhOdHAGLY9jcmwuY2FtZXIm
aXJtYS5jb28vZGlnaXRhbHNpZ25fcHIpbWFyeV9jYS5jcmwwO6A50DeGNWhOdHAG
Ly9jcmwxLmNhbWVyZmlybWEUY29tL2RpZ210YWxzaWduX3ByaWlhcnlfY2EuY3Js
MABGCSqGSIb3DQEBDQUAA4ICAQANAINVWXXEIWPIWAQqIjoToMV1jg93i407+0tfe
Zt0074miysPGMAjOWDswwfAiIVe/76/z3bmb+N1k@aDIOlerpa+N5Y+zmoby7VtG
m17ARPOCIdhY31gAkeysxHpowEdg@Xk3NULFT7NrS3b5FCp4LFH14p6xqp1QmID8
GIX77qy2AMFLm7pg9f7i2we0IbPWnYbAncEoYF2MFnhGMA8Q1xMsSkAbYauMlrza
ueYfefnWXmkyygqnVoS/F6SMyclsSbVj2uNDpTI3BIN4ruCz07PChO3uFKai009fn
Uo850rYSMG4Cjz5U/ntSx20IHLMICFFbZ2V/QHcW4/bP857vIVE1UAQoThNBDIE/
Xkz45FUfIfPF1pCHkcVOSadmjvwB7irndszQsAIDhilLZ46TQhL5bUCpuk6xQ+0ZK
x/Sy@L6sm/LclKgjLTIC4Fdlpyz2THCUuxVnrIpQWpixRxHTRHQevMILULLXxbxmTe
ZKGKpx78P1E1m35rFNRAKgMbsdFwOKVih@SL3/ASQ6/dmXsmu5I67RFO+1F5vBnc
CgT6jUMUqP1HLM7G8551815KxUbHTytgkxpWModeyYzL5HPO4SO/F55yV3pBGk1i
tzEeDdfIy60PCx4xDxy4Ptl+e/6PYFZ/QZ4dWyKqDWu@bFzNn@5x9AGS3XpNnsAY
udtUwjCCBOkwggUxoAMCAQICCQDIzdPp1X03jzjANBgkqhkiGOwOBAQUFADCBrDEL
MAKGA1UEBhMCRVUxQzBBBgNVBAcTOk1hZHIpZCAoc2V1IGN1cnJ1bnQgYWRkcmVz
cyBhdCB3d3cuY2FtZXImaXJtYS5jb20vYWRkcmVzcykxEjAQBgNVBAUTCUE4AM]cO
MzI4ANzEbMBKGALUEChMSQUMEQ2FtZXImaXJtYSBTLKEUMScwIQYDVQQDEX5HbGO1
YWwgQ2hhbWJ1cnNpZ24gUm9vdCAtIDIwMDgWHhcNMDgWODAXMTIzMTQwWhcNMzgw
NzMxMTIzMTQwW]jCBrDELMAKGA1UEBhMCRVUXQzBBBgNVBACTOk1hZHIpZCAoc2V1
IGN1cnJ1lbnQgYWRkcmVzcyBhdCB3d3cuY2FtZXImaXJtYS5jb2@vYWRkecmVzcykx
EjAQBgNVBAUTCUE4M]jcOMzI4NzEbMBKkGAIUEChMSQUMgQ2FtZXImaXJtYSBTLKEu
MScwJQYDVQQDEX5HbG91iYWwgQ2hhbW]1cnNpZ24gUm9vdCAtIDIWMDEWggIiMAOG@vcfaNKPaD
qRPSYCGRU®jFANIOBjEtM22kS/1CUNCCDWXPtfKHYy8f3d90nTQ1igVmPKPT31NVZZ
6Q7KIMwrS5MpDWIDAQAB04IBajCCAWYWEEYDVROTAQH/BAgwWBgEB/wIBDDAdBENV
HQ4EFgQUUQNKNB7b02w6a67tVPFbkwY1L14wgeEGA1UdIWSB2TCB10AUUQNKNB7b
02w6a67tVPFbkwY1L16hgbKkga8wgawxCzAIBgNVBAYTAKVVMUMWQQYDVQQHEZpN
YWRyaWQgKHN1ZSBjdXJyZW50IGFkZHI1c3MgYXQgd3d3LmNhbWVyZmlybWEUY29t
L2FkZHJ1c3MpMRIWEAYDVQQFEw1BODI3NDMyODcxGzAZBgNVBAOTEKFDIENhbWVyY
Zm1lybWEgUy5BLJENMCUGAIUEAXMeR2xvYmMFsIENOYW1iZXJzaWduIFJvb3QgLSAy
MDA4ggkAyc3T6dV9I184wDgYDVROPAQH/BAQDAgEGMDOGALIUdIAQ2MDQWMEYEVROgG
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ADAgQMCgGCCsGAQUFBWIBFhxodHRwOi8vcGIsaWN5LmNhbWVyZmlybWEUY29tMAGG
CSqGSIb3DQEBBQUAA4ICAQCAIHOW3pI02QWURV+QVENnXL98aDWV6FA4CcSSR5IONG
qm8pWVKIcBLg3T31m1NUb+FgoqgluezriWXzGNfHcGOnxZ+WvukXgCd7KRA/CFw53
kUV6M19f1ixoi8FHj5ibPcDsy/XVgpKENdG+NjhWcjFbRy2qF6RjUesKAal/7HWe
y6Ef8X8SsbnkZH9n1iMq9Lg5XZjoIathvT1CGnSackK9obFBdSc//+w5d5ixH14E6
WQC1c2tjIPYXRQg5DVRwTkBwh]j/Qa®KpdDOoLwItdXKVCY1IY8bGIleSk141wY35
CvcsnWIc9gl83aYxHraxx36FJvgkarXaYzDR75M3smYvQX357dLmIQ1wNk6KcGd
s1AzHUgpWgbJA+/t90eoboqeV4TrpD/Q7qqgqhltj6IPia6jUuHI4axvtOeRdy5uq
h9VPTgD+2WqfPDEPKAIBfZjop7CiZI55+EjyFanM5shE6z94mf]7cT488ZinxRgS
P+a7KDNC6UUKFG3yhnkvxYIZfQmIfLIUdoiu3sHzzOFu2zHWk66Z0081an0YiVs6
LhOIHr/AkpQOG+Mnt4sebOL/5+k3m1AdLaL5Au7LWFg6cbxo46rBrxwoH6LcI2U/
gequmdPYMM8TDU8VYYS8p0gt+DAjdohGS31t90zt0ON9gEXj06ZuulVTAdIDRCOKT
WwTCCCEcwggYVoAMCAQICCARSb2EYLBaiMAGGCSqGSIb3DQEBCWUAMIGSMQswCQYD
VQQGEwJIFVTFDMEEGAIUEBXxM6 TWFkcmlkIChzZWUgY3VycmVudCBhZGRyZXNzIGFO
IHd3dy5]jYW1llcmZpcmlhLmNvbSOhZGRyZXNzKTESMBAGAIUEBRMIQTgYNzQzMjg3@AvnrshOb7WIY3qof
9xxrtYrZodbWbNZ13gp7QBq3yLwcjCAVA0Me3KiKspPCymvOVSRVLVL7 TdLnvgGW
Rb5uiewssMmLy@ONuLcUuz@uDdf+t2XUVE9FizgIJ+SECZETwfA27W2ZyM+xH+YF4
mUdgI1C3K8T1leWqjlc4ijgonLwlbryYS73QxfCoifrcUVntOTFh]jjo1Q34YV4G8x
N4+vHJ6myjf00cByB8LRiR0O6QM4+GbxkAzKDFwboupYfBWVNTFgXH]j50L5]j08Qm
kfalrz2mhr25QNF5QXcRSu/pxjhxYNYz7yvUyvqYhIXD3D9dMEZweTvKvuCMPfbk
zFGPrj6ulL2jfazBwrwIzuaiESMi5CZcsZ8MpD5xj6DjImo3IMeDj/29sylvDqo+D
7hkaY10CAWEAAaOCAmowggIMMBIGA1UdEWEB/WQIMAYBAf8CAQMWHQYDVROOBBYE
FCBpmmxkUZviTGDK4+hYwoXnJA16MIHhBgNVHSMEgdkwgdaAFLkJypwe29NsOmuu
7VTXW5MGNS5e0YGypIGVMIGSMQswCQYDVQQGEwWIFVTFDMEEGALIUEBXM6 TWFkcmlk
IChzZWUgY3VycmVudCBhZGRyZXNzIGFOIHd3dy5jYWllcmZpcmlhLmNvbSOhZGRy
ZXNzKTESMBAGA1UEBRMIQTgyNzQzMjg3MRswGQYDVQQKExJIBQyBDYW11lcmZpcmlh
IFMuQS4xJzA1BgNVBAMTHkdsb2JhbCBDaGFtYmVyc21nbiBSb290ICOgMjAWOII]
AMNNO@+nVFSPOMHOGCCsGAQUFBWEBBHEWbzBFBggrBgEFBQcwAoY5aHROcDovL3d3
dy5jYW1lcmZpcmlhLmNvbS93jZXJ0cy9yb290X2NoYW1iZXIzaWduLTIwMDguY33e
MCYGCCsGAQUFBzABhhpodHRwO18vb2NzcC5jYW11lcmZpcmlhLmNvbTAOBgNVHQ8B
Af8EBAMCAQYwPgYDVROgBDcWNTAzBgRVHSAAMC swKQYIKwYBBQUHAgEWHWhOdHBZz
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018vcG9saWN5LmNhbWVyZmlybWEuY29tMHAGA1UdHWR3MHUWOKA20DSGMMh@dHA6
Ly9jcmwuY2FtZXImaXJtYS5jb20vY2hhbWl1cnNpZ25yb290LTIWMDguY3JIsMDmg
N6A1hjNodHRwOi8vY3JIsMS5jYW1lcmZpcmlhLmNvbS9jaGFtYmVyc21lnbnlvb3Qt
MjAwOC57j cmwwDQYJKoZIhvcNAQELBQADggIBALtBgE6MyOPkPOC/18A5b2egTorb
vLxZZA0jbVrl+E4ky3MR1gpNe7No9LneUMeK3DmrVbIHEZ7Xr0@s/16yPIEW5CO6N
s5U0KSkBVGghtEcOkdBMC6D1I3iiiYINRQ6+f6Wd7CC/glrseAo2Iss6ulyIbwxl
HjHOD1yj2reY6MfiKziYHi92N4krHCm+TK5nGRrFOmwmijsZHk1BaByAoVmVS7RL
412yhnsbv60+7p3sSyHY9rh3eMoliZacxHz685A2RL2fp1W/PSNu722POmOr2rt]]cOMzI4ANzFDMEEGAIUEBWW6 TWFkecmlkIChzZWUgY3VycmVu@XdLaPDoK+v54mUa+ulbialItnVu
JfOThext3N1D6I4P4Yob//gXLh5RLsuLYAvUmaAlOGiYkpNyF /4xbmF2XKghmPXs
yT9YUKpaLvFywIid7Kxh5x3Y2ZD90t9S3U+bIOMKP723GecvvINTnuoGFHS3tSNU1
yb925BAZQgpI8dA538z7j9abUltU/7p2InFuknH4VEUIsLXM/ /I10hSfhVhVNae4
XYS84+YHveUXVYkeKDaqUhNo4voOkuWY+jc+6NpRFsYaigEkIU9gkiX17Va9Wsiil
1F5egm/igNe50bVxNyYM/08rzilbX0cAlKg6+KRLgVLINEQYCDgMaNK@OCUyi6Ft
WNkzWuuwmPmbm6s8bad1lwyDpUIkCAwEAAaOCAokwggKFMBIGA1UAEWEB/WQIMAYB
Af8CAQEWHQYDVROOBBYEFKhV8DPDTiLMaByhGazRKhM9JWBhMIHgBgNVHSMEgdgw
gdWAFCBpmmxkUZviTGDK4+hYwoXnJA160YGypIGvMIGSMQswCQYDVQQGEwWIFVTFD
MEEGALUEBXxM6TWFkcmlkIChzZWUgY3VycmVudCBhZGRyZXNzIGFOIHdA3dy5j YW1l
cmZpcmlhLmNvbS9hZGRYyZXNzKTESMBAGAIUEBRMIQTgYNzQzMjg3MRswGQYDVQQK
ExJIBQyBDYW11lcmZpcmlhIFMuQS4xJzA1BgNVBAMTHkdsb2JhbCBDaGFtYmVyc21n
biBSb290ICOgMjAWOIIIBH1VYTISFqIwgYMGCCsGAQUFBWEBBHcwdTBLBggrBgEF
BQcwAoY/aHROcDovL3d3dy5jYW1lcmZpcmlhLmNvbS9jZXJI0cyShY19jYWllcmZp
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cm1lhX3BvcnR1Z2FsLTIwWMTUUY3JOMCYGCCsGAQUFBzABhhpodHRwOi8vb2NzcC5]j
YW1lcmZpcmlhLmNvbTAOBgNVHQ8BAT8EBAMCAQYWREYDVROEBD8WPTA7BERVHSAA
MDMwMQYIKwYBBQUHAgEWIWhO@dHBz0i8vd3d3LmRpZ210YWxzaWduLnBOL3J1cG9z
aXRvcnkwgY4GA1UdHWSBhjCBgzA/0D2g04Y5aHROcDovL2NybC5jYW1l1lcmZpcmlh
LmNvbS9OhY19jYW1lcmZpcm1hX3BvcnR1Z2FsLTIwMTUuY3JsMECgPgA8hjpodHRw
0i18vY3JIsMS5jYW11lcmZpcmlhLmNvbS9hY19jYW11lcmZpcmlhX3BvcnR1Z2FsLTIw
MTUuY3JsMA@GCSqGSIb3DQEBDQUAA4ICAQCULBt1/fEgh+u64isYs56a8Pw3sp4C
Rh2K@4tXzOPRkkAZCChOaETS4as1dwxpNE/acnQ1lIe2DddI8MGIza5YNACrLLXGm
KWTNy301i3+9ENWqYh870cLN8enbhJZ60kyEAb7FiXszIxx36AxWA3/cdTNeroZol
kak5cD2Y2UWZuCTW7//PBcbgE1AP4kX+dwlAl//LdHWtAbbbg@fCS7RQk1I3fU2K
8LDHg4CAMNATNgBt1SVFrT4vLDLICEOVPGLXIpEec2jKiGTCuZgCUW8LHMRmaUK
DD7k@dB2dcqglv+U1KXxGF0/glnSdWZZ/fkyOu32JA@yNmh@JFLp@93m3/helmCg
0+AKmgIMzAMKrNRfjvBKUhc/c/r8vDWmia6h5DvHdcSIpXdflWgDOfOEPRQ2VyL1o
JkN5fnu++P8D0z/ayU/3akKwybcxrgWz5W/FdiGXbIcGSSIxBBve3Cpn6VDgiRQhW
p/trZuuoz3n/hJsKCs7U2pdUAF1kIMWbYxdKwjI+6JLOKB+IX8bNwRYskt6AUP4a
mOVywpHx9Pvk@zpq9qzTmnofI8srIXcDcyRAk7Icr6GrvaGiH8HRIzbxhONUBW+v
XIGELYb6CCLIdKPf7SVA4WN7AALlviANWmMGSp9On8aleclbsp3VAm+WicIQIGbZwah
awSwq95aGBiYVDEA

————— END PKCS7-----
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3 DOCUMENTS ANALYSIS

The organization has drawn up the documentation supporting Certification Authority Service according to the indications established in the
standards ETSI EN 319 401 and ETSI EN 319 411-1 as well as in the management systems supporting the services provided. Today the certificate
policy and certificate practice statement are publicly available on Website.

3.1 LIST OF DOCUMENTS CHECKED
The detail of documentation and evidences found is reported in the reference attached Check list.

4 RiSK ANALYSIS AND TREATMENT PLAN

DigitalSign has defined a Risk Analysis process concerning the trust services defined in the application scope of this audit. The Methodology (I - RAR.5
- Relatdrio de Avaliacdo de Riscos, v.6, 05-9-2017) explains how the model examines the risk scenarios, assessed as threats/ vulnerabilities for
potential impact on the services.

The risk scenarios, the assets and the controls/countermeasures are specific for the CA environment, included in the ISO 27001 scope.

DigitalSign implements annually, or after major change, a risk assessment activity (verified RAR 05/09/2017) with relative treatment plan and
residual risk acceptance by risk owners..

5 AUDIT RESULTS

5.1 ANALYSIS REPORT
The analysis of the service has been carried out by using the reference clause ETSI EN 319 411-1; reported in the attachment [1]. For each
requirement, the following is reported:

e The audit method used

e The comment and the evidence
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e Indication of conformity and improvement suggestions

5.2 COMPREHENSIVE ASSESSMENT

Hereunder, the evidences of the audit carried out on all the operating controls established ETSI EN 319_401, 411-1 standards are reported with
reference to the Certification Authority audit. The TSP has defined, and keeps updated, a management system for service in the audit scope-

5.3 SUMMARY OF OBSERVATIONS

1. Conformity assessment and results

The reliable service has been assessed taking into account the requirements set out in ETSI and CA Browser Forum. The compliance with the
requirements listed in Chapter 3 were evaluated taking into account the TSP documentation, complemented by audits in the following locations:

Location Description Rated service

CSQA Certificazioni Srl Document

Via Sa. Gaetano 74, Thiene verification

Itay

DigitalSign - Certificadora Registration Service
Digital, S.A. Certificate Issuing
Largo Pe. Bernardino Ribeiro Certificate
Fernandes, 26 - 4835 Revocation

NESPEREIRA, Portugal

Starting End date
date

04-06-18 04-06-18
at 09HOO0 at 18H00
11-06-18, 11-06-18,
at 09HOO0 at 18H00

By CAB

e Mr. Natale Prampolini,
Team Leader

e Mr. Natale Prampolini,
Team Leader

By TSP

N/A

Alvaro Matos, General
Manager DigitalSign
Carlos Fernandes, Auditor
Fabio Rego, Legal

Inés Coimbra, Legal

Cétia Pereira, Registry
Agents (Identity and
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Location Description Rated service Starting End date By CAB By TSP
date

documentation validation)
e Isabel Freitas, Registry

Agents (Identity and

documentation validation)

The following references were considered in this evaluation for NCP and NCP+:

Reference Short Name
EN 319403 v2.2.2 Trust Service Provider Conformity Assessment - Requirements for conformity assessment bodies assessing Trust
Service Providers
EN319411-1v1.1.1 Policy and security requirements for Trust Service Providers issuing certificates; Part 1: General Requirements
EN 319412-1v1.1.1 Certificate Profiles;
Part 1: Overview and common data structures
EN 319412-2v2.1.1 Certificate Profiles;
Part 2: Certificate profile for certificates issued to natural persons
EN 319412-3v1.1.1 Certificate Profiles;
Part 3: Certificate profile for certificates issued to legal persons
TS 119 612 Trusted Lists (see section 3 below)
CA Browser Forum 1.5.7 Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates
Type

ESSENTIAL NON-COMPLIANCE (NC_E)

MINOR NON-COMPLIANCE (NC_I)

IMPROVEMENT SUGGESTIONS (SM)
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Hereunder, it is reported the summary of observations emerged during the current audit and reported in the document “PAC” —Corrective Actions
Plan:

Obser
vatio Date Type of Observation Regulation requirement Auditor’s observation
n no.
(1,2, , . :
. (e.g. NC_P; NC_E, (comprehensive statement of the observation including
3, |(Audit date) .. :
) NC_I, SM, etc.) objective evidences)
TSP systems data necessary to resume CA operations shall be backed up
and stored in safe places, preferably also remote, suitable to allow the TSP
1 11/06/2018 NC_I [ETSI 319 411-1] Clause 6.4.8 to timely go back to operations in case of incident/disasters. There is no
evidence of the time to recovery.

5.4 TOTALAMOUNT OF OBSERVATIONS

Type No.

ESSENTIAL NON-COMPLIANCE (NC_E) 0
MINOR NON-COMPLIANCE (NC_I) 1
IMPROVEMENT SUGGESTION (SM) 0

6 RESERVES AND/OR ORGANIZATION NOTES
No reserve.

7  CONCLUSIVE INDICATIONS

The DigitalSign - Certificadora Digital, S.A. provides a reliable service in accordance with the ETSI 319 411-1 and the CA Browser Forum 1.5.7 for the
creation of advanced (not qualified) certificates.
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For the provision of trust services, it uses a standardized set of functions / processes, such as: registration, key generation, issuance of certificates,
management of availability of revocations status.

The trust service is performed by employees trained and authorized for their duties, within a secure physical, organizational and technical
environment.

This conformity assessment should be reviewed with a new audit until 11-06-2018, to verify the implementation of corrective actions, ar referred in
the attached PAC (Piano delle azioni correttive), Remediation Plan

The procedures for operating of the DigitalSign - Certificadora Digital, S.A. have been demonstrated to this CAB, within the scope of this conformity
assessment.

The correct implementation of the requirements established for these services was achieved.

The Organization DigitalSign , that carries out the function of Trust Services Provider (TSP) is considered compliant to the requirements as regards
the electronic identification and trust services for the electronic transactions in the internal market.
The Issuing Certificate services object of the audit are considered in line with ETSI EN 319 401, ETSI EN 319 411-1 and CA Browser Forum 1.5.7

7.1 SUGGESTIONS PURSUANT TO AUDIT
The suggestions of the audit Group will be subject to assessment by CSQA Certification Committee, which has the authorization for conforming them,
or eventually, for modifying them.

Certification issuing [x] Maintenance of certification [1 Renewal \ [1
Modification of application scope [1 Suspension [1
[1 |Supplementary certification audit
Indicate the next audit and eventual operational [1 |Surveillance
notes or explanations: [1 |Supplementary surveillance
[X] | Extension of Scope: advanced (not qualified)
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(INTEGRATION for Annual CAB FORUM Report)

[1 |Renewal
7.2 SUBDIVISION OF AUDIT TIMES (*)
Description No. of days*
Time dedicated to auditing the documents of the system 1,5
Time dedicated to the analysis of risks assessment 0,5
Time dedicated to the audit of operating processes 0,5
Time dedicated to the preparation of the report 0,5

(*) In case of first Certification, the audit times shall be intended inclusive of Stage 1 and Stage 2.
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8  ATTACHMENTS
The listed ckecklists are an integral part of the CAR (depending on the trust service being evaluated).

Report ID (attachment) File Name Based on:
(Original base document obtained in:)
Attachment A EN319411-1v111- ACBT Attachment A from norm EN 319 411-1
Attachment B EN319411-1v111- AC Camerfirma Attachment B from norm EN 319 411-1
Attachment C 014Brev48_CERT.pdf, 014Brev48_ALL.pdf www.accredia.it

9 DECLARATIONS CONCERNING THE PRESENCE OF CRIMINAL PROCEEDINGS OR OTHER LEGALLY SIGNIFICANT SITUATIONS

The company declares:

X not to have criminal proceedings or other significant legal situations (e.g.: injunctions, revocation of authorizations) to communicate to CSQA.

O to have criminal proceedings or other significant legal situations (e.g.: injunctions, revocation of authorizations) to communicate to CSQA (please,
attach documents)

that, in the days when the audit was carried out, emergency situations and events whose nature is such to lead to the incompliance with the
applicable normative obligations on matters related to environment and/or health and safety at the work place have not occurred.

that, in the days when the audit was carried out, emergency situations and events whose nature is such to lead to the incompliance with the
applicable normative obligations on matters related to environment and/or health and safety at the work place have occurred (please, attach
reports/ documentation/ communication).

10 DECLARATIONS AND ANSWER TO OBSERVATIONS.
= This report:
o includes all the results of the audit as well as the list of observations that shall be dealt with for meeting the requirements necessary for
certification
o is disclosed by the Audit Group in the name and on behalf of CSQA Certificazioni Srl.
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= As established in the applicable accreditation regulations, the audit activity, and its consequent result and observations reported, is based on a
sampling of the information available.

» The suggestions of the Audit Group as regards the result of the audit itself shall be subject to independent assessment by the Certification
Executive Committee, that is authorized to confirm them or, if necessary, to modify them.

* In case Stage 2 Audit cannot be immediately performed, the Company shall send within 30 days from the date of this report the “Corrective
Actions Plan- CAP model” to CSQA and to the Assessment Group Manager. The CA plan shall be completed in the specifically dedicated spaces
with the Corrective Actions suggested for solving the observations emerged during this audit. The above mentioned Plan has not to be returned
if it includes only observations made as “Improvement suggestions”.

= CSQA will assess the Corrective Actions suggested by the Company for approval within the following 15 days and reserve itself the right, if
necessary, to require the integrations necessary. The Corrective Actions suggested are intended as approved by CSQA in case no communication
is sent to the Company within the established due time.

* |t is noted that the members of the Audit Group sign a Confidentiality declaration aimed at protecting the confidentiality of the information
acquired during the audit activities and, therefore, also concerning this audit.

11-06-2018 NedabiRavn]p . -

Date Signature of the Audit Group Manager!")

(*) The signature of the report by the appointed Audit Group Manager certifies the truthfulness of the information included in it and, especially, the
effective presence during the audit of the Organization members and of CSQA Assessment Group members mentioned in the very same report.

11-06-2018

Date Signature of the Organization (*)
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(*) The signature of the Organization certifies that:

e The Organization is in possession of this report

e The Organization confirms that the data concerning the identification of your Organization and
the definition of the application scope are correct.

e The organization has been informed that CSQA regulations applicable to this report are available
and can be consulted in the website http://www.csga.it, On the contrary, if the organization does
not have the possibility of connection to the website, it commits to inform CSQA who shall send
it.

e The organization does not have criminal proceedings or other significant legal situations (e.g.:
injunctions, revocation of authorizations) to communicate to CSQA.

e in the days when the audit was carried out, emergency situations and events whose nature is
such to lead to the incompliance with the applicable normative obligations on matters related to
environment and/or health and safety at the work place have not occurred.

e CSQA Certificazioni Srl commits itself to protect the confidentiality of the information acquired
during this audit.
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