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CERTIFICATION FOR QUALIFIED TRUST SERVICE PROVIDER 

ACCORDING TO ETSI EN 319 401 ETSI EN 319 411-1 FOR THE FOLLOWING SERVICES: 

 
SERVICE: Advanced (not qualified) certificates for signatures and ETSI EN 319 401, ETSI EN 319 411-1)   

 AUDIT GENERAL DATA 

Type of audit Certification audit [ ] 

Extension of Scope: advanced (not qualified)  
(INTEGRATION for Annual CAB FORUM Report) 

[X] 

Supplementary Audit [ ] 

Annual surveillance  [ ] 

Renewal [ ] 

Start date 03-06-2018 End date  11-06-2018 Duration (days) 3 

Organization DigitalSign - Certificadora Digital, S.A. 

Registered office (Address) Largo Pe. Bernardino Ribeiro Fernandes, 26 - 4835 NESPEREIRA, Portugal 
Operational headquarters (Address)  Largo Pe. Bernardino Ribeiro Fernandes, 26 - 4835 NESPEREIRA, Portugal 

Other eventual operational headquarters 
(address)  

--- 

Reference Person  Alvaro Matos, General Manager 

Audited trust services and reference regulations  Advanced Trust Services Provided for NCP and NCP+: 
 Certificates as per  (ETSI EN 319 401, ETSI EN 319 411-1) 

 CA/Browser ForumBaseline Requirement 1.5.7 Guidelines  

 As from Corporate Policies 
 BT chained CA - https://www.digitalsign.pt/ADVANCEDCA/cps/;   

 CAMERFIRMA chained CA (only 3 certificates issued) - https://www.digitalsign.pt/repository/ca. policy 
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OVCP 0.4.0.2042.1.7 e 2.23.140.1.2.2:  
 

Referred documents [1] Check list in attach  
[2] CSQA accreditation Certificate  
[3] CPS Camerfirma v 1.1 20-7-17 
[4] CPS BT v1.2 02-01-2011 

1.1 PLACES WHERE OPERATIONS ARE CARRIED OUT 

 

Service Place 

Registration service (only 1) DigitalSign - Certificadora Digital, S.A.  
Largo Pe. Bernardino Ribeiro Fernandes, 26 – 4835-489 NESPEREIRA, Portugal 

Issuing certificates For Symantec/Verisign-British Telecom Root 
1) Certificate Signature, British Telecomunications, plc  DataCenter Stadium House 5 Park Street 

Cardiff South Glamorgan  Wales CF10 1NT 

2) Certificates Delivery, DigitalSign - Largo Pe. Bernardino Ribeiro Fernandes, 26 – 4835-489 

NESPEREIRA, Portugal 

For Camerfirma Root 
DigitalSign - Largo Pe. Bernardino Ribeiro Fernandes, 26 – 4835-489 NESPEREIRA, Portugal 

Management of revocations Largo Pe. Bernardino Ribeiro Fernandes, 26 – 4835-489 NESPEREIRA, Portugal 

State of Revocations (OCSP): logical URI Online Certificate Status Protocol (OCSP) is available ONLY  FOR CAMERFIRMA  HIERARCHY- 
NOT FOR BT HIERARCHY :  only CRL is available 

BT HIERARCHY  
The certificate status information is available via query functions, accessible via the DigitalSign 
repository at: 
https://onsite.trustwise.com/services/DigitalSignCertificadoraDigital/client/search.htm 



CSQA Certificazioni Srl 

Via s. Gaetano, 74 - 36016 Thiene (Vi) 

Tel. 0445 313011 - Fax 0445 313070 

csqa@csqa.it 

www.csqa.it  

SCHEME: eIDAS Procedure: 65096/1 

FORM: RVETSP_ST2 REV. 3 – March, 24th 2016 

PAGE 3 OF 25  

AUDIT REPORT 

  Pag. 3 di 25 

CAMERFIRMA  HIERARCHY 
OCSP and CRL are On-line on the web, 24x7: the information to access them are on the certificate 
itself on the specific fields. 

State of Revocations (OCSP): physical 
location 

BT HIERARCHY  
British Telecomunications, plc  DataCenter, Stadium House 5 Park Street Cardiff South Glamorgan  
Wales CF10 1NT 

CAMERFIRMA  HIERARCHY 
DigitalSign - Certificadora Digital, S.A.  
Largo Pe. Bernardino Ribeiro Fernandes, 26 – 4835-489 NESPEREIRA, Portugal 

 

1.2 AUDIT GROUP 

Roles: RGVI = Audit Group Manager; RGVQ = Audit Group Manager in qualification; AVI = Auditor responsible for Inspection; AVIQ = Auditor responsible for Inspection in 
Qualification; OSS = observer; ET = Technical expert 

 Name  Role Signature 

Natale Prampolini  RGV Team Leader 

 
 
 

1.3 INTERVIEWED REPRESENTATIVES OF THE ORGANIZATION  

   Name Role 

Alvaro Matos General Manager DigitalSign 

Carlos Fernandes Auditor 

Fábio Rego Legal 

Cátia Pereira Registry Agents (Identity and documentation validation) 

Isabel Freitas Registry Agents (Identity and documentation validation) 
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   Name Role 

Eduardo Ferreira Production Operator (Certificate issuance and delivery) 
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1.4 DESCRIPTION OF OBJECTIVE EVIDENCES AS REGARDS THE MANAGEMENT OF NON-COMPLIANCES OF THE PREVIOUS AUDITS  

Hereunder the nonconforming areas are reported, which were found during the previous audit, including how the Organization addressed them.  
 

 OTHER INFORMATION CONCERNING THE TRUST SERVICES PROVIDED  

Certification Authority Service  

N° Employees working for this service   10 FTE (TSP for CA ) 

Registration Authority  3 

N° issued certificates last year 812 (Revoked 28) 
 
2.1  DESCRIPTION OF SUBCONTRACTED SERVICES / ACTIVITIES / OPERATIONS 

PKI internal service Entity Contract ID/REF  Location 

Issuing certificates British 
Telecomunications, 
plc 

Contract between DigitalSign and 
British Telecom, V1. 6-4-2008 

Stadium House, 5 Park Street, Cardiff, South 
Glamorgan, Wales, CF10 1NT 

Revocation Status British 
Telecomunications, 
plc 

Contract between DigitalSign and 
British Telecom, V1. 6-4-2008 

Stadium House, 5 Park Street, Cardiff, South 
Glamorgan, Wales, CF10 1NT 

Software supplier of ADSS solution 
used in CA (Camerfirma chain). 

Ascertia Limited 
 

Ascertia+AET certification, 27-10-
2011 

40 Occam Road, Guildford, Surrey, GU2 7YG, UK 
Registered in England and Wales No. 04207349  
VAT GB 777 0072 22 
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2.2 DETAILS ABOUT THE CA CERTICATES  

BT Chain: 

  
 

Field Description 

Service Name DigitalSign Advance CA 

DN 
CN = DigitalSign CA 

OU = Class 2 Managed PKI Individual Subscriber CA 
OU = Terms of use at https://www.trustwise.com/rpa (c)10 
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OU = VeriSign Trust Network 

OU = PT507015851 
O = DigitalSign - Certificadora Digital 

C = PT 

Certificate (base64)  
-----BEGIN CERTIFICATE----- 
MIIFajCCBFKgAwIBAgIQAkw0CzGw8gsScoWDlGAy2zANBgkqhkiG9w0BAQsFADB0 
MQswCQYDVQQGEwJHQjEnMCUGA1UEChMeQnJpdGlzaCBUZWxlY29tbXVuaWNhdGlv 
bnMgcGxjMR8wHQYDVQQLExZTeW1hbnRlYyBUcnVzdCBOZXR3b3JrMRswGQYDVQQD 
ExJCVCBDbGFzcyAyIENBIC0gRzMwHhcNMTQxMjE2MDAwMDAwWhcNMjAxMTI5MjM1 
OTU5WjCCAQAxCzAJBgNVBAYTAlBUMSwwKgYDVQQKEyNEaWdpdGFsU2lnbiAtIENl 
cnRpZmljYWRvcmEgRGlnaXRhbDEUMBIGA1UECxMLUFQ1MDcwMTU4NTExHzAdBgNV 
BAsTFlZlcmlTaWduIFRydXN0IE5ldHdvcmsxPDA6BgNVBAsTM1Rlcm1zIG9mIHVz 
ZSBhdCBodHRwczovL3d3dy50cnVzdHdpc2UuY29tL3JwYSAoYykxMDE1MDMGA1UE 
CxMsQ2xhc3MgMiBNYW5hZ2VkIFBLSSBJbmRpdmlkdWFsIFN1YnNjcmliZXIgQ0Ex 
FzAVBgNVBAMTDkRpZ2l0YWxTaWduIENBMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8A 
MIIBCgKCAQEA1fmrFT1wnKO7bGqaTAIVY2f3FIrKbYgrNQXxH3DV+pyI5vBqF07V 
69wmQKCM6L6h442soLKl/KJPkUBuLzultIplcBRO4zqxFOXh837ES5f8ybOd8C41 
lzQIVKtApEmGuiNo8ksyMwpMp3vNnp84EcUkVAvtpoypwWEiq/YzC2spffo9aEzv 
ysA5rpBBmn9qS2L7se/Ui56dZsxdHrZgSOlvV6faHcRK1Fzi21ZwNdhwwWg7+6QL 
yBfwoOnLLuqNrU0sFJU23DEuZv5tgHiB2ynYMfbrMzsJAtI3UtIxa3DEIvyvdBbN 
OuYrqqDIZ8vtUDcw/G5zfJHvIOWF0RJZTQIDAQABo4IBaDCCAWQwEgYDVR0TAQH/ 
BAgwBgEB/wIBADByBgNVHSAEazBpMGcGC2CGSAGG+EUBBxcCMFgwKQYIKwYBBQUH 
AgEWHWh0dHBzOi8vd3d3LnRydXN0d2lzZS5jb20vY3BzMCsGCCsGAQUFBwICMB8a 
HWh0dHBzOi8vd3d3LnRydXN0d2lzZS5jb20vcnBhMA4GA1UdDwEB/wQEAwIBBjAo 
BgNVHREEITAfpB0wGzEZMBcGA1UEAxMQYnQyMDQ4YzJQdWIxLTIwNTAdBgNVHQ4E 
FgQU80jLdtTM9/H290PppKcTCiRS1a8wQQYDVR0fBDowODA2oDSgMoYwaHR0cDov 
L29uc2l0ZWNybC50cnVzdHdpc2UuY29tL0JUQ2xhc3MyQ0EtRzMuY3JsMB8GA1Ud 
IwQYMBaAFOh886x/6N1kBIe7W2W+j5D9ZBlbMB0GA1UdJQQWMBQGCCsGAQUFBwMC 
BggrBgEFBQcDBDANBgkqhkiG9w0BAQsFAAOCAQEAfEIPagr6m3ZufcQ371m9EyrW 
1cvL3odF7xTi5gDq7lQh4lFkE29uEK4WHxEB4T6KqqSXb41Ks3Nw+p6MXbcgvJMt 
C7FatC4xj+S/QTDJf9p3vCcwM3UjJzpLCKpr54QFtZm/VORWNhM95pbYPQeLfEEn 
h0BAAB6lYtiX365moOB6AwbBALBBxZKtw8t2l3+iyLlQgALOh8xON+tg8NN58cTK 
mStWtH4W8SNtc3GnlDHt+aVP3XJ/0l3JnIQkxPpDSSjACxmsZvTINEFzGNG20aXW 
OplZoVNXdrgS1mDlmLEILoI+o5IfXg5VfTCYIem31CyNdr3vsKmE33NBkedxWQ== 
-----END CERTIFICATE----- 

Certificate Chain (base64) 
-----BEGIN PKCS7----- 
MIIPWQYJKoZIhvcNAQcCoIIPSjCCD0YCAQExADALBgkqhkiG9w0BBwGggg8uMIIF 
ajCCBFKgAwIBAgIQAkw0CzGw8gsScoWDlGAy2zANBgkqhkiG9w0BAQsFADB0MQsw 
CQYDVQQGEwJHQjEnMCUGA1UEChMeQnJpdGlzaCBUZWxlY29tbXVuaWNhdGlvbnMg 
cGxjMR8wHQYDVQQLExZTeW1hbnRlYyBUcnVzdCBOZXR3b3JrMRswGQYDVQQDExJC 
VCBDbGFzcyAyIENBIC0gRzMwHhcNMTQxMjE2MDAwMDAwWhcNMjAxMTI5MjM1OTU5 
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WjCCAQAxCzAJBgNVBAYTAlBUMSwwKgYDVQQKEyNEaWdpdGFsU2lnbiAtIENlcnRp 
ZmljYWRvcmEgRGlnaXRhbDEUMBIGA1UECxMLUFQ1MDcwMTU4NTExHzAdBgNVBAsT 
FlZlcmlTaWduIFRydXN0IE5ldHdvcmsxPDA6BgNVBAsTM1Rlcm1zIG9mIHVzZSBh 
dCBodHRwczovL3d3dy50cnVzdHdpc2UuY29tL3JwYSAoYykxMDE1MDMGA1UECxMs 
Q2xhc3MgMiBNYW5hZ2VkIFBLSSBJbmRpdmlkdWFsIFN1YnNjcmliZXIgQ0ExFzAV 
BgNVBAMTDkRpZ2l0YWxTaWduIENBMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIB 
CgKCAQEA1fmrFT1wnKO7bGqaTAIVY2f3FIrKbYgrNQXxH3DV+pyI5vBqF07V69wm 
QKCM6L6h442soLKl/KJPkUBuLzultIplcBRO4zqxFOXh837ES5f8ybOd8C41lzQI 
VKtApEmGuiNo8ksyMwpMp3vNnp84EcUkVAvtpoypwWEiq/YzC2spffo9aEzvysA5 
rpBBmn9qS2L7se/Ui56dZsxdHrZgSOlvV6faHcRK1Fzi21ZwNdhwwWg7+6QLyBfw 
oOnLLuqNrU0sFJU23DEuZv5tgHiB2ynYMfbrMzsJAtI3UtIxa3DEIvyvdBbNOuYr 
qqDIZ8vtUDcw/G5zfJHvIOWF0RJZTQIDAQABo4IBaDCCAWQwEgYDVR0TAQH/BAgw 
BgEB/wIBADByBgNVHSAEazBpMGcGC2CGSAGG+EUBBxcCMFgwKQYIKwYBBQUHAgEW 
HWh0dHBzOi8vd3d3LnRydXN0d2lzZS5jb20vY3BzMCsGCCsGAQUFBwICMB8aHWh0 
dHBzOi8vd3d3LnRydXN0d2lzZS5jb20vcnBhMA4GA1UdDwEB/wQEAwIBBjAoBgNV 
HREEITAfpB0wGzEZMBcGA1UEAxMQYnQyMDQ4YzJQdWIxLTIwNTAdBgNVHQ4EFgQU 
80jLdtTM9/H290PppKcTCiRS1a8wQQYDVR0fBDowODA2oDSgMoYwaHR0cDovL29u 
c2l0ZWNybC50cnVzdHdpc2UuY29tL0JUQ2xhc3MyQ0EtRzMuY3JsMB8GA1UdIwQY 
MBaAFOh886x/6N1kBIe7W2W+j5D9ZBlbMB0GA1UdJQQWMBQGCCsGAQUFBwMCBggr 
BgEFBQcDBDANBgkqhkiG9w0BAQsFAAOCAQEAfEIPagr6m3ZufcQ371m9EyrW1cvL 
3odF7xTi5gDq7lQh4lFkE29uEK4WHxEB4T6KqqSXb41Ks3Nw+p6MXbcgvJMtC7Fa 
tC4xj+S/QTDJf9p3vCcwM3UjJzpLCKpr54QFtZm/VORWNhM95pbYPQeLfEEnh0BA 
AB6lYtiX365moOB6AwbBALBBxZKtw8t2l3+iyLlQgALOh8xON+tg8NN58cTKmStW 
tH4W8SNtc3GnlDHt+aVP3XJ/0l3JnIQkxPpDSSjACxmsZvTINEFzGNG20aXWOplZ 
oVNXdrgS1mDlmLEILoI+o5IfXg5VfTCYIem31CyNdr3vsKmE33NBkedxWTCCBBkw 
ggMBAhBhcMtJjF+YRSnnsKbZUFt6MA0GCSqGSIb3DQEBBQUAMIHKMQswCQYDVQQG 
EwJVUzEXMBUGA1UEChMOVmVyaVNpZ24sIEluYy4xHzAdBgNVBAsTFlZlcmlTaWdu 
IFRydXN0IE5ldHdvcmsxOjA4BgNVBAsTMShjKSAxOTk5IFZlcmlTaWduLCBJbmMu 
IC0gRm9yIGF1dGhvcml6ZWQgdXNlIG9ubHkxRTBDBgNVBAMTPFZlcmlTaWduIENs 
YXNzIDIgUHVibGljIFByaW1hcnkgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkgLSBH 
MzAeFw05OTEwMDEwMDAwMDBaFw0zNjA3MTYyMzU5NTlaMIHKMQswCQYDVQQGEwJV 
UzEXMBUGA1UEChMOVmVyaVNpZ24sIEluYy4xHzAdBgNVBAsTFlZlcmlTaWduIFRy 
dXN0IE5ldHdvcmsxOjA4BgNVBAsTMShjKSAxOTk5IFZlcmlTaWduLCBJbmMuIC0g 
Rm9yIGF1dGhvcml6ZWQgdXNlIG9ubHkxRTBDBgNVBAMTPFZlcmlTaWduIENsYXNz 
IDIgUHVibGljIFByaW1hcnkgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkgLSBHMzCC 
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAK8KDcLVLNtnuS3llCfdpb7g 
sE2Ps2FWPNZ8w/TNPobLooji4dikacW14r/BpkdQXkY5i9WWurVvFL8QzicTngVH 
mzF6E9gf2dMCN4utLEfwjoEGpw0wDOv3PA8gHdxyRu6lAshbw8lWaUzFGMGRewvV 
EwCbvO/DSD5GYCCFKtWQts2LoMwy3bf9QFWyUBxWrsyNd03HIE2nMXbvaJKKkB4I 
gVayrWmjUtDLHMQjPR+Z/kzoFmOOxgiO9jH20vrldt21HJKjSc3NAc1ozalpuqPr 
HQ2cpCCmwaDF0UZMF23SrGY/lozghNQ2/yJZxfkRYKhfBH3yGvYlQmEPxEq4PokC 
AwEAATANBgkqhkiG9w0BAQUFAAOCAQEANCYVPMCNTUNJHb3pIZLXZpy33sW40ORd 
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X3YiwCb5hDo6+Yy1++xg8ejOBLDI3acDjzDzmN+k5qQx39McC0bcciA/ru4FPKQz 
Pws5rHB4c0uZK98wwlSwqDtVof4WKM1CvXRugNsnRKfORF3UG5CYDR5ClLEALATQ 
dKMCBSJjY82DtfvBbWJraXX9XXBBufW/fN++wTJzIiGLWIF7FZF6uuNkSLB/+zYl 
2pXQ8SQUF90YgGtGIzlU9Y5iCQQdlJCmm+Yl4kJFqriQrb4Ij6kLQhiUz3I54bFD 
4CjPt+dabBNrSbP/4xh8iYszXawz16f52jpVyVgQ+arvWrbPS0vfKjCCBZ8wggSH 
oAMCAQICEFkIs/JRsah6ce6i/k07y9QwDQYJKoZIhvcNAQELBQAwgcoxCzAJBgNV 
BAYTAlVTMRcwFQYDVQQKEw5WZXJpU2lnbiwgSW5jLjEfMB0GA1UECxMWVmVyaVNp 
Z24gVHJ1c3QgTmV0d29yazE6MDgGA1UECxMxKGMpIDE5OTkgVmVyaVNpZ24sIElu 
Yy4gLSBGb3IgYXV0aG9yaXplZCB1c2Ugb25seTFFMEMGA1UEAxM8VmVyaVNpZ24g 
Q2xhc3MgMiBQdWJsaWMgUHJpbWFyeSBDZXJ0aWZpY2F0aW9uIEF1dGhvcml0eSAt 
IEczMB4XDTE0MTIxNjAwMDAwMFoXDTI0MTIxNTIzNTk1OVowdDELMAkGA1UEBhMC 
R0IxJzAlBgNVBAoTHkJyaXRpc2ggVGVsZWNvbW11bmljYXRpb25zIHBsYzEfMB0G 
A1UECxMWU3ltYW50ZWMgVHJ1c3QgTmV0d29yazEbMBkGA1UEAxMSQlQgQ2xhc3Mg 
MiBDQSAtIEczMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEApicU93Qd 
lK5hAmVNxLMt/2s2+UWkrdIsOG+fqeJmD2xM6JbWHvMTEFez8D85kxGJ88zdLREI 
mnC0oQXwEg5jkUsVGpAvSLVAvg22BVPUUTE0hX1EllUHxp79Vays5u1N3X3fAzqM 
B6qSP9O1HnBq4e2gRPzqOmrl9DQg88/1ujy7fKOyGtukGWvvC2uwy17hQ2R+HjWT 
Iiv2XOT8DnkOWtkGUXVoKAPW1Z3SsQEDKdOBHQ3hFiBh6XWA2G/dMBerB1iyt5ad 
NbPXAIYKaJzmGAultcs9pDo8eTN9f36GSQ3k7q1UWmYKVf6h1zFQmkTtNYjF8by9 
DPROS+4vAXC04wIDAQABo4IB1DCCAdAwDwYDVR0TAQH/BAUwAwEB/zAYBgNVHSAE 
ETAPMA0GC2CGSAGG+EUBBxcCMDcGA1UdHwQwMC4wLKAqoCiGJmh0dHA6Ly9jcmwu 
d3Muc3ltYW50ZWMuY29tL3BjYTItZzMuY3JsMA4GA1UdDwEB/wQEAwIBBjApBgNV 
HREEIjAgpB4wHDEaMBgGA1UEAxMRQWZmU0NDMi0yMDQ4LTEtNjcwHQYDVR0OBBYE 
FOh886x/6N1kBIe7W2W+j5D9ZBlbMIHwBgNVHSMEgegwgeWhgdCkgc0wgcoxCzAJ 
BgNVBAYTAlVTMRcwFQYDVQQKEw5WZXJpU2lnbiwgSW5jLjEfMB0GA1UECxMWVmVy 
aVNpZ24gVHJ1c3QgTmV0d29yazE6MDgGA1UECxMxKGMpIDE5OTkgVmVyaVNpZ24s 
IEluYy4gLSBGb3IgYXV0aG9yaXplZCB1c2Ugb25seTFFMEMGA1UEAxM8VmVyaVNp 
Z24gQ2xhc3MgMiBQdWJsaWMgUHJpbWFyeSBDZXJ0aWZpY2F0aW9uIEF1dGhvcml0 
eSAtIEczghBhcMtJjF+YRSnnsKbZUFt6MB0GA1UdJQQWMBQGCCsGAQUFBwMCBggr 
BgEFBQcDBDANBgkqhkiG9w0BAQsFAAOCAQEAKD2CWFmfG2M+rcn4AsPysv8/TD2T 
zVXzOjst64eL2lJoPy2gCKrfYXUvoqYCLRY+utrVK/uMQKrRSphaPAXRD+dVt0mf 
A3DfLkkqsMSrMk2bXFt9QrXARj9OqM02JKxHO4BRigPPjZV0xy0BHnCkjGLwkg3b 
h0+pBsEBfWmGwhplLEaok6bi5B7jq5mduiFziMBkjDb6Bfk639SP2/J2z2t7Hj74 
Y+i1GC/+23IdJQk5/4EykaYEdOOBUhSWjju56BTMXQZVJ32wEHToroPVcDQ4Fh3I 
vtJZ5Dg/e2VAZ2Bx/orAc4eo6kaZYQFnzlCJUSQR2XriQz1xT6GgOARc1TEA 
-----END PKCS7----- 
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CAMERFIRMA Chain: 

  
 

Field Description 

Service Name DigitalSign Advanced CA - V1 

DN 
CN = DigitalSign CA 

O = DigitalSign Certificadora Digital 
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L = Guimaraes (see current address at www.digitalsign.pt) 

C = PT 
SERIALNUMBER = PT507015851 

Certificate (base64)  
-----BEGIN CERTIFICATE----- 
MIIIczCCBlugAwIBAgIIA5gfUeLWjjIwDQYJKoZIhvcNAQENBQAwgbAxCzAJBgNV 
BAYTAlBUMSowKAYDVQQKDCFEaWdpdGFsU2lnbiBDZXJ0aWZpY2Fkb3JhIERpZ2l0 
YWwxFDASBgNVBAUTC1BUNTA3MDE1ODUxMT4wPAYDVQQHDDVHdWltYXJhZXMgKHNl 
ZSBjdXJyZW50IGFkZHJlc3MgYXQgd3d3LmRpZ2l0YWxzaWduLnB0KTEfMB0GA1UE 
AwwWRGlnaXRhbFNpZ24gUHJpbWFyeSBDQTAeFw0xNTExMjUwOTM3MThaFw0zNzEw 
MzAwOTM3MThaMIGoMRQwEgYDVQQFEwtQVDUwNzAxNTg1MTELMAkGA1UEBhMCUFQx 
PjA8BgNVBAcTNUd1aW1hcmFlcyAoc2VlIGN1cnJlbnQgYWRkcmVzcyBhdCB3d3cu 
ZGlnaXRhbHNpZ24ucHQpMSowKAYDVQQKEyFEaWdpdGFsU2lnbiBDZXJ0aWZpY2Fk 
b3JhIERpZ2l0YWwxFzAVBgNVBAMTDkRpZ2l0YWxTaWduIENBMIICIjANBgkqhkiG 
9w0BAQEFAAOCAg8AMIICCgKCAgEAwIyfzHgjHAySoIsQMItLlEXb8bKeKGT46cmC 
IlhtWstWqTDro67oBz2so9EqO7nIryY05dE2UJEDO03lFM4KFPZCtojxqi/8KMHn 
dmW+NJO3wiikIaRtg/AZfuOXf6rVwp0fCA6ROgOFvideXRFpH+bvV5LOm3uH7gp/ 
KSkktrWRYUKZwD60XJmAWvVEmtR4ydakTdoEpmZ7x6VaxCA+Jm7NlbpnxBCM+MXs 
rmFB9At7uEO5t0M/cAcgijyvIbZMwiklEXw+FJlt+8O67nZ0M53i0W77gdL11M18 
XNqVil9qjRTE+DpnoUAwE1e65uGaAcytbo2Aafp8w4CaS3CV8hSgqDlYdR+iD8GC 
ouicpl8INZjQzd67y++4p3K2AS4h1uuuzC4Sg6Deg5KTNOa47l0UI60hFB1KxD5I 
Uk/V58glRUEuUhpDu8BX/JorqesaHXLaUHpeS+cZXp+kiD8NqU7suNTwEGRgtutf 
Mi4rfLfGlDxO6/U6NPbYM4RKhepTYglAn3bkGFZzRHsBdulIQ82ZhAB9gJ1K2Q32 
z5mkucnXOncGTaQ+/9T2MgfbH8P/plHsruKbLRl4NgAjN5xpvdx9S5rqvGv1SIGx 
b7v5D6IwU5Op2tMPceww1LezJBWa515c09/D/roI7d7XQG7KhIg9WCHQWCfW4s6P 
myb5pdsCAwEAAaOCApUwggKRMBIGA1UdEwEB/wQIMAYBAf8CAQAwHQYDVR0OBBYE 
FHKWHH7TrTRo2085TJM2McOZZ616MIHfBgNVHSMEgdcwgdSAFKhV8DPDTiLMaByh 
GazRKhM9JWBhoYGxpIGuMIGrMQswCQYDVQQGEwJFUzEbMBkGA1UECgwSQUMgQ2Ft 
ZXJmaXJtYSBTLkEuMRIwEAYDVQQFEwlBODI3NDMyODcxQzBBBgNVBAcMOk1hZHJp 
ZCAoc2VlIGN1cnJlbnQgYWRkcmVzcyBhdCB3d3cuY2FtZXJmaXJtYS5jb20vYWRk 
cmVzcykxJjAkBgNVBAMMHUFDIENhbWVyZmlybWEgUG9ydHVnYWwgLSAyMDE1gggE 
vAciRWlnlDB+BggrBgEFBQcBAQRyMHAwRgYIKwYBBQUHMAKGOmh0dHA6Ly93d3cu 
Y2FtZXJmaXJtYS5jb20vY2VydHMvZGlnaXRhbHNpZ25fcHJpbWFyeV9jYS5jcnQw 
JgYIKwYBBQUHMAGGGmh0dHA6Ly9vY3NwLmNhbWVyZmlybWEuY29tMA4GA1UdDwEB 
/wQEAwIBBjAdBgNVHSUEFjAUBggrBgEFBQcDBAYIKwYBBQUHAwIwRgYDVR0gBD8w 
PTA7BgRVHSAAMDMwMQYIKwYBBQUHAgEWJWh0dHBzOi8vd3d3LmRpZ2l0YWxzaWdu 
LnB0L3JlcG9zaXRvcnkwgYIGA1UdHwR7MHkwOqA4oDaGNGh0dHA6Ly9jcmwuY2Ft 
ZXJmaXJtYS5jb20vZGlnaXRhbHNpZ25fcHJpbWFyeV9jYS5jcmwwO6A5oDeGNWh0 
dHA6Ly9jcmwxLmNhbWVyZmlybWEuY29tL2RpZ2l0YWxzaWduX3ByaW1hcnlfY2Eu 
Y3JsMA0GCSqGSIb3DQEBDQUAA4ICAQAN4INvwXXElWPJW4qJjoToMV1jg93i407+ 
0tfeZt0o74miysPGMAj9WDswwfAiIVe/76/z3bmb+Nlk0aDIO1erpa+N5Y+zm9by 
7VtGm17ARP0CIdhY31gAkeysxHpowEdg0Xk3NULFT7NrS3b5FCp4LFH14p6xqp1Q 
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mJD8GIx77qy2AMFLm7pg9f7i2w00JbPWnYbAncEoYF2MFnhGMA8Q1xMsSkAbYauM 
lrzau0YfefnWXmkyyqnVoS/F6SMyclsSbVj2uNDpTI3B9N4ruCzO7PChO3uFKaiO 
O9fnUo85orYSMG4Cjz5U/ntSx2oIHLMICFFbZ2V/QHcW4/bP857vIvE1UAQoThNB 
DIE/Xkz45FUfIfPFlpCHkcVOSa4mjvwB7irndszQsAIDhiLZ46TQhL5bUCpuk6xQ 
+OZKx/Sy0L6sm/LclKgjLTJC4Fdlpyz2THCuxVnrIpQWpixRxHTRHQevM9LULLxb 
xmTeZKGKpx78PlE1m35rFNRAKgMbsdFwOKVih0SL3/ASQ6/dmXsmu5I67RFO+1F5 
vBncCgT6jUMUqP1HLm7G855l8i5KxUbHTytgkxpWModeyYzL5HP04S0/F55yV3pB 
Gk1itzEeDdfIy6oPCx4xDxy4Pt1+e/6PYFZ/QZ4dWyKqDWu0bFzNn05x9AGS3XpN 
nsAYudtUwg== 
-----END CERTIFICATE----- 

Certificate Chain (base64) 
-----BEGIN PKCS7----- 
MIIgqAYJKoZIhvcNAQcCoIIgmTCCIJUCAQExADALBgkqhkiG9w0BBwGggiB9MIII 
czCCBlugAwIBAgIIA5gfUeLWjjIwDQYJKoZIhvcNAQENBQAwgbAxCzAJBgNVBAYT 
AlBUMSowKAYDVQQKDCFEaWdpdGFsU2lnbiBDZXJ0aWZpY2Fkb3JhIERpZ2l0YWwx 
FDASBgNVBAUTC1BUNTA3MDE1ODUxMT4wPAYDVQQHDDVHdWltYXJhZXMgKHNlZSBj 
dXJyZW50IGFkZHJlc3MgYXQgd3d3LmRpZ2l0YWxzaWduLnB0KTEfMB0GA1UEAwwW 
RGlnaXRhbFNpZ24gUHJpbWFyeSBDQTAeFw0xNTExMjUwOTM3MThaFw0zNzEwMzAw 
OTM3MThaMIGoMRQwEgYDVQQFEwtQVDUwNzAxNTg1MTELMAkGA1UEBhMCUFQxPjA8 
BgNVBAcTNUd1aW1hcmFlcyAoc2VlIGN1cnJlbnQgYWRkcmVzcyBhdCB3d3cuZGln 
aXRhbHNpZ24ucHQpMSowKAYDVQQKEyFEaWdpdGFsU2lnbiBDZXJ0aWZpY2Fkb3Jh 
IERpZ2l0YWwxFzAVBgNVBAMTDkRpZ2l0YWxTaWduIENBMIICIjANBgkqhkiG9w0B 
AQEFAAOCAg8AMIICCgKCAgEAwIyfzHgjHAySoIsQMItLlEXb8bKeKGT46cmCIlht 
WstWqTDro67oBz2so9EqO7nIryY05dE2UJEDO03lFM4KFPZCtojxqi/8KMHndmW+ 
NJO3wiikIaRtg/AZfuOXf6rVwp0fCA6ROgOFvideXRFpH+bvV5LOm3uH7gp/KSkk 
trWRYUKZwD60XJmAWvVEmtR4ydakTdoEpmZ7x6VaxCA+Jm7NlbpnxBCM+MXsrmFB 
9At7uEO5t0M/cAcgijyvIbZMwiklEXw+FJlt+8O67nZ0M53i0W77gdL11M18XNqV 
il9qjRTE+DpnoUAwE1e65uGaAcytbo2Aafp8w4CaS3CV8hSgqDlYdR+iD8GCouic 
pl8INZjQzd67y++4p3K2AS4h1uuuzC4Sg6Deg5KTNOa47l0UI60hFB1KxD5IUk/V 
58glRUEuUhpDu8BX/JorqesaHXLaUHpeS+cZXp+kiD8NqU7suNTwEGRgtutfMi4r 
fLfGlDxO6/U6NPbYM4RKhepTYglAn3bkGFZzRHsBdulIQ82ZhAB9gJ1K2Q32z5mk 
ucnXOncGTaQ+/9T2MgfbH8P/plHsruKbLRl4NgAjN5xpvdx9S5rqvGv1SIGxb7v5 
D6IwU5Op2tMPceww1LezJBWa515c09/D/roI7d7XQG7KhIg9WCHQWCfW4s6Pmyb5 
pdsCAwEAAaOCApUwggKRMBIGA1UdEwEB/wQIMAYBAf8CAQAwHQYDVR0OBBYEFHKW 
HH7TrTRo2085TJM2McOZZ616MIHfBgNVHSMEgdcwgdSAFKhV8DPDTiLMaByhGazR 
KhM9JWBhoYGxpIGuMIGrMQswCQYDVQQGEwJFUzEbMBkGA1UECgwSQUMgQ2FtZXJm 
aXJtYSBTLkEuMRIwEAYDVQQFEwlBODI3NDMyODcxQzBBBgNVBAcMOk1hZHJpZCAo 
c2VlIGN1cnJlbnQgYWRkcmVzcyBhdCB3d3cuY2FtZXJmaXJtYS5jb20vYWRkcmVz 
cykxJjAkBgNVBAMMHUFDIENhbWVyZmlybWEgUG9ydHVnYWwgLSAyMDE1gggEvAci 
RWlnlDB+BggrBgEFBQcBAQRyMHAwRgYIKwYBBQUHMAKGOmh0dHA6Ly93d3cuY2Ft 
ZXJmaXJtYS5jb20vY2VydHMvZGlnaXRhbHNpZ25fcHJpbWFyeV9jYS5jcnQwJgYI 
KwYBBQUHMAGGGmh0dHA6Ly9vY3NwLmNhbWVyZmlybWEuY29tMA4GA1UdDwEB/wQE 
AwIBBjAdBgNVHSUEFjAUBggrBgEFBQcDBAYIKwYBBQUHAwIwRgYDVR0gBD8wPTA7 
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BgRVHSAAMDMwMQYIKwYBBQUHAgEWJWh0dHBzOi8vd3d3LmRpZ2l0YWxzaWduLnB0 
L3JlcG9zaXRvcnkwgYIGA1UdHwR7MHkwOqA4oDaGNGh0dHA6Ly9jcmwuY2FtZXJm 
aXJtYS5jb20vZGlnaXRhbHNpZ25fcHJpbWFyeV9jYS5jcmwwO6A5oDeGNWh0dHA6 
Ly9jcmwxLmNhbWVyZmlybWEuY29tL2RpZ2l0YWxzaWduX3ByaW1hcnlfY2EuY3Js 
MA0GCSqGSIb3DQEBDQUAA4ICAQAN4INvwXXElWPJW4qJjoToMV1jg93i407+0tfe 
Zt0o74miysPGMAj9WDswwfAiIVe/76/z3bmb+Nlk0aDIO1erpa+N5Y+zm9by7VtG 
m17ARP0CIdhY31gAkeysxHpowEdg0Xk3NULFT7NrS3b5FCp4LFH14p6xqp1QmJD8 
GIx77qy2AMFLm7pg9f7i2w00JbPWnYbAncEoYF2MFnhGMA8Q1xMsSkAbYauMlrza 
u0YfefnWXmkyyqnVoS/F6SMyclsSbVj2uNDpTI3B9N4ruCzO7PChO3uFKaiOO9fn 
Uo85orYSMG4Cjz5U/ntSx2oIHLMICFFbZ2V/QHcW4/bP857vIvE1UAQoThNBDIE/ 
Xkz45FUfIfPFlpCHkcVOSa4mjvwB7irndszQsAIDhiLZ46TQhL5bUCpuk6xQ+OZK 
x/Sy0L6sm/LclKgjLTJC4Fdlpyz2THCuxVnrIpQWpixRxHTRHQevM9LULLxbxmTe 
ZKGKpx78PlE1m35rFNRAKgMbsdFwOKVih0SL3/ASQ6/dmXsmu5I67RFO+1F5vBnc 
CgT6jUMUqP1HLm7G855l8i5KxUbHTytgkxpWModeyYzL5HP04S0/F55yV3pBGk1i 
tzEeDdfIy6oPCx4xDxy4Pt1+e/6PYFZ/QZ4dWyKqDWu0bFzNn05x9AGS3XpNnsAY 
udtUwjCCB0kwggUxoAMCAQICCQDJzdPp1X0jzjANBgkqhkiG9w0BAQUFADCBrDEL 
MAkGA1UEBhMCRVUxQzBBBgNVBAcTOk1hZHJpZCAoc2VlIGN1cnJlbnQgYWRkcmVz 
cyBhdCB3d3cuY2FtZXJmaXJtYS5jb20vYWRkcmVzcykxEjAQBgNVBAUTCUE4Mjc0 
MzI4NzEbMBkGA1UEChMSQUMgQ2FtZXJmaXJtYSBTLkEuMScwJQYDVQQDEx5HbG9i 
YWwgQ2hhbWJlcnNpZ24gUm9vdCAtIDIwMDgwHhcNMDgwODAxMTIzMTQwWhcNMzgw 
NzMxMTIzMTQwWjCBrDELMAkGA1UEBhMCRVUxQzBBBgNVBAcTOk1hZHJpZCAoc2Vl 
IGN1cnJlbnQgYWRkcmVzcyBhdCB3d3cuY2FtZXJmaXJtYS5jb20vYWRkcmVzcykx 
EjAQBgNVBAUTCUE4Mjc0MzI4NzEbMBkGA1UEChMSQUMgQ2FtZXJmaXJtYSBTLkEu 
MScwJQYDVQQDEx5HbG9iYWwgQ2hhbWJlcnNpZ24gUm9vdCAtIDIwMDgwggIiMA0G 
CSqGSIb3DQEBAQUAA4ICDwAwggIKAoICAQDA31bT5DqbdkW0E9v/wbYZizdBGJVS 
R+sXnSmIjjVsBjIuR2LzSQS/fUQ2sXHMvVoJc9XZhUT/kVcl3142jnDRXHFDHdna 
71zS+xu9OrXLraPMRKcNriEVP7l6W5J12KQSOIkZireA0uIyb1ackdaIEAuzdGSS 
dGDz9s8YT2CyI9DHO85hS5mPwgzQQLKY3A2oTqO5Cq5goK1FUmO6Zr1o4Pm+GqiB 
ux5BeHXTwf4AVbCHVOgnkDUdTDOtl/yXLpiEvyzJo7/RmBEU7WP4ypiIWBeZ7UUD 
l348hh6IjL7ykYSPZTTYAEx9tzEXWil6ChgkMKM3tXqpAX0m1vkOjlnx/RsztSk7 
FztBtiHd1MA9pZ+fH0NQybu8bHqXmO7NjB/7nFGui3C9J59xwGusfZBm6NddOg2w 
1cKN1cidncFt0NC/UeTj+MM4Nq7Wp3Xmr4RDXZOSDGoH3jsdmCLWrME126OgJf9y 
tXYd3m3pLGYsUoTQRZLOHOXlMx3cB1NUo6qCO5o3L9zdoGTp5t29rvxkhR08p8kG 
3oT/a+hrGjzForNC+4sJPl8IUsdixNQFcb/EZOT4oYPoPhKbqB7UNk0vcfaNKPaD 
qRPSYcGRu0jANI9BjEtM22kS/1CUnCCDWXPtfKHy8f3d90nTQ1igVmPKPT3lNVZZ 
6Q7KIMwrS5MpDwIDAQABo4IBajCCAWYwEgYDVR0TAQH/BAgwBgEB/wIBDDAdBgNV 
HQ4EFgQUuQnKnB7b02w6a67tVPFbkwY1Ll4wgeEGA1UdIwSB2TCB1oAUuQnKnB7b 
02w6a67tVPFbkwY1Ll6hgbKkga8wgawxCzAJBgNVBAYTAkVVMUMwQQYDVQQHEzpN 
YWRyaWQgKHNlZSBjdXJyZW50IGFkZHJlc3MgYXQgd3d3LmNhbWVyZmlybWEuY29t 
L2FkZHJlc3MpMRIwEAYDVQQFEwlBODI3NDMyODcxGzAZBgNVBAoTEkFDIENhbWVy 
ZmlybWEgUy5BLjEnMCUGA1UEAxMeR2xvYmFsIENoYW1iZXJzaWduIFJvb3QgLSAy 
MDA4ggkAyc3T6dV9I84wDgYDVR0PAQH/BAQDAgEGMD0GA1UdIAQ2MDQwMgYEVR0g 
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ADAqMCgGCCsGAQUFBwIBFhxodHRwOi8vcG9saWN5LmNhbWVyZmlybWEuY29tMA0G 
CSqGSIb3DQEBBQUAA4ICAQCAiH9w3pIo2QWURv+QV6nxL98aDWv6fA4cSSR5J9hG 
qm8pWVKIcBLq3T31m1NUb+FgoqgJuezrWXzGNfHcGOnxZ+WvukXgCd7KRA/CFw53 
kUV6M19flixoi8FHj5ibPcDsy/XVgpKENdG+NjhWcjFbRy2qF6RjUesKAa1/7HWe 
y6Ef8X8SsbnkZH9n1iMq9Lg5XZjoIafhvT1CGnSacK9obFBdSc//+w5d5ixH14E6 
WQC1c2tjIPYxRQg5DvRwfkBwWj/Qa0KpdD0oLwJtdXKVCY1IY8bGI1eSk141wY35 
CvcsnWIc9q183aYxHraxx36FJvqkarXaYzDR75M3smYvfQX357dLmJQ1wNk6KcGd 
slAzHUqpWqbJA+/t9Oeoboq0V4TrpD/Q7qqqh1tj6JPia6jUuHJ4axvtOeRdy5uq 
h9VPTgD+2WqfPDEPKAIBfZjop7CiZJ55+EjyFanM5shE6z94mfJ7cT488ZinxRgS 
P+a7KDNC6UUKfG3yhnkvxYIZfQmJfLJUdoiu3sHzzOFu2zHWk66ZoO8lanOYiVs6 
LhOIHr/AkpQ0G+Mnt4seb0L/5+k3m1AdLaL5Au7LWFg6cbxo46rBrxwoH6LcI2U/ 
gequmdPYMM8TDU8VyYS8p0gt+DAjd9hGS3lt9oztOn9gEXj06Zuu1VTAdIDRC0Kf 
wTCCCEcwggYvoAMCAQICCAR5b2EyLBaiMA0GCSqGSIb3DQEBCwUAMIGsMQswCQYD 
VQQGEwJFVTFDMEEGA1UEBxM6TWFkcmlkIChzZWUgY3VycmVudCBhZGRyZXNzIGF0 
IHd3dy5jYW1lcmZpcm1hLmNvbS9hZGRyZXNzKTESMBAGA1UEBRMJQTgyNzQzMjg3 
MRswGQYDVQQKExJBQyBDYW1lcmZpcm1hIFMuQS4xJzAlBgNVBAMTHkdsb2JhbCBD 
aGFtYmVyc2lnbiBSb290IC0gMjAwODAeFw0xNTExMTcwOTI1NTZaFw0zNzExMjEw 
OTI1NTZaMIGrMQswCQYDVQQGEwJFUzEbMBkGA1UECgwSQUMgQ2FtZXJmaXJtYSBT 
LkEuMRIwEAYDVQQFEwlBODI3NDMyODcxQzBBBgNVBAcMOk1hZHJpZCAoc2VlIGN1 
cnJlbnQgYWRkcmVzcyBhdCB3d3cuY2FtZXJmaXJtYS5jb20vYWRkcmVzcykxJjAk 
BgNVBAMMHUFDIENhbWVyZmlybWEgUG9ydHVnYWwgLSAyMDE1MIICIjANBgkqhkiG 
9w0BAQEFAAOCAg8AMIICCgKCAgEA2ioKRb6jjo2pWuT505lXstKt5covEX1pxSVB 
YkzsJcaNWIZAV2hMKfCxkUwjZ3P9q9Kc2aJheF5lpYPWErCeAEmPi69vcPJv1ByL 
n75N7temPklDsJDKBpPrG2QUNpAslFk61LuLIyqUPtbICWuJ+UDmwD+mQr99VDXQ 
qP1u3txQ6NT7ORKh3rZVMU2BleH7qLElESOM1crYpSX402d3tNBq+TjURMD7yKlP 
C9eoHmRE6TL9gAtEOyP/c07UQ8NCxGQrurxvQ/msjhyyzxP0AvnrshOb7WJY3q0f 
9xxrtYrZodbWbNZ1Jgp7QBq3yLwcjCAV4OMe3KiKspPCymv0VsRVLvL7TdLnvgGW 
Rb5uiewssMmLy0NuLcUuz0uDdf+t2XUVE9FizgIJ+SECzETwfA27W2ZyM+xH+YF4 
mUdgI1C3K8T1eWqj1c4ijg0nLw1bryYS73QxfCoifrcUVntOTFhjjo1Q34YV4G8x 
N4+vHJ6myjfO0cByB8LRiRO06QM4+GbxkAzKDFwboupYfBWvNTfgXHj5OL5jo8Qm 
kfa1rz2mhr25QNF5QXcRSu/pxjhxYNYz7yvUyvqYhIXD3D9dMEZweTvKvuCMPfbk 
zFGPrj6uL2jfazBwrwIzuaiESMi5CZcsZ8MpD5xj6DjJmo3JMeDj/29sylvDq0+D 
7hkaYl0CAwEAAaOCAmowggJmMBIGA1UdEwEB/wQIMAYBAf8CAQMwHQYDVR0OBBYE 
FCBpmmxkUZviTGDK4+hYwoXnJA16MIHhBgNVHSMEgdkwgdaAFLkJypwe29NsOmuu 
7VTxW5MGNS5eoYGypIGvMIGsMQswCQYDVQQGEwJFVTFDMEEGA1UEBxM6TWFkcmlk 
IChzZWUgY3VycmVudCBhZGRyZXNzIGF0IHd3dy5jYW1lcmZpcm1hLmNvbS9hZGRy 
ZXNzKTESMBAGA1UEBRMJQTgyNzQzMjg3MRswGQYDVQQKExJBQyBDYW1lcmZpcm1h 
IFMuQS4xJzAlBgNVBAMTHkdsb2JhbCBDaGFtYmVyc2lnbiBSb290IC0gMjAwOIIJ 
AMnN0+nVfSPOMH0GCCsGAQUFBwEBBHEwbzBFBggrBgEFBQcwAoY5aHR0cDovL3d3 
dy5jYW1lcmZpcm1hLmNvbS9jZXJ0cy9yb290X2NoYW1iZXJzaWduLTIwMDguY3J0 
MCYGCCsGAQUFBzABhhpodHRwOi8vb2NzcC5jYW1lcmZpcm1hLmNvbTAOBgNVHQ8B 
Af8EBAMCAQYwPgYDVR0gBDcwNTAzBgRVHSAAMCswKQYIKwYBBQUHAgEWHWh0dHBz 
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Oi8vcG9saWN5LmNhbWVyZmlybWEuY29tMH4GA1UdHwR3MHUwOKA2oDSGMmh0dHA6 
Ly9jcmwuY2FtZXJmaXJtYS5jb20vY2hhbWJlcnNpZ25yb290LTIwMDguY3JsMDmg 
N6A1hjNodHRwOi8vY3JsMS5jYW1lcmZpcm1hLmNvbS9jaGFtYmVyc2lnbnJvb3Qt 
MjAwOC5jcmwwDQYJKoZIhvcNAQELBQADggIBALtBgE6my0PkP0C/18A5b2egTorb 
vLxZZAOjbVrl+E4ky3MR1qpNe7No9LneUMeK3DmrVbIHEz7Xr0s/16yPIEw5C06N 
s5U0KSkBVGqhtEcOkdBMC6D1I3iiiYlNRQ6+f6Wd7CC/g1rseAo2Iss6u1yJbwx1 
HjHOD1yj2r0Y6MfiKziYHi92N4krHCm+TK5nGRrFOmwmijsZHk1BaByAoVmVS7RL 
4l2yhnsbv6o+7p3sSyHY9rh30MoliZacxHz685A2RL2fp1W/PSNu722P0mOr2rtJ 
fncmd4aL5K2psWEmwiplkkfpLG2HJTmxL/Iy7oBk1558vW6ILnR5aivzrw8suolx 
AMbWOqgKJOu/XcGtudnuQwVE57jtcheenLGc4m3xQrAgOG3npe4ovLpinRDc023e 
vbPeHhZuLFJ1KDaHjc6vOuLw3E9jg5sc4bCB1hdZvWDQ5J9TX1O8KRRIxsOi65rW 
CUG0neiA6idAqUf63LYwYnPoi3aNN6mmXr0BY4WWe1e9lV/kRJFWsKCT+W2/kAGC 
HxEY0CJbM+BI7aN8dlH5pz6lsgTYz3f6aNjXXSOWEOeSW+5c0jU8fKhKxAz87rU1 
qT0RfILbEyEKDGDVGoijKi89NryGvPN1iujWoZQSOFMvxROQx5lpHGVOegmAOK6q 
712Sbds8sQiORTysMIIIajCCBlKgAwIBAgIIBLwHIkVpZ5QwDQYJKoZIhvcNAQEN 
BQAwgasxCzAJBgNVBAYTAkVTMRswGQYDVQQKDBJBQyBDYW1lcmZpcm1hIFMuQS4x 
EjAQBgNVBAUTCUE4Mjc0MzI4NzFDMEEGA1UEBww6TWFkcmlkIChzZWUgY3VycmVu 
dCBhZGRyZXNzIGF0IHd3dy5jYW1lcmZpcm1hLmNvbS9hZGRyZXNzKTEmMCQGA1UE 
AwwdQUMgQ2FtZXJmaXJtYSBQb3J0dWdhbCAtIDIwMTUwHhcNMTUxMTI1MDkwNzQ0 
WhcNMzcxMTA5MDkwNzQ0WjCBsDELMAkGA1UEBhMCUFQxKjAoBgNVBAoMIURpZ2l0 
YWxTaWduIENlcnRpZmljYWRvcmEgRGlnaXRhbDEUMBIGA1UEBRMLUFQ1MDcwMTU4 
NTExPjA8BgNVBAcMNUd1aW1hcmFlcyAoc2VlIGN1cnJlbnQgYWRkcmVzcyBhdCB3 
d3cuZGlnaXRhbHNpZ24ucHQpMR8wHQYDVQQDDBZEaWdpdGFsU2lnbiBQcmltYXJ5 
IENBMIICIjANBgkqhkiG9w0BAQEFAAOCAg8AMIICCgKCAgEAyOJ6Caq/UPeIAOnH 
Yjy8itVreO1n/VRiqOnuTmlYfkpG8oqTr7WBkwOO9x+WhHh1n2tGrXeLg3NdAkmj 
g6/aYUzd5/ZYfwiQr9dsCMqh5Uz6wk9e7sBQ1GqrLzM8zJwaLMVB24wITZt/kJnq 
0+6Q8UMGlLSZhcG6fhLR7MKHMIzwMGsv0vnvF7o4BRdtfi1iwV2X/E8cm10UGkKg 
Qw85RvGXQWPArsFlC2mHcKRiNRzjo1d358zfcOnH06SXMxVvxkkHOm7nF7tPz9nb 
NatPHgjnPqvmVro8uAfb6aUyscK2qqMQeUwF0XdLaPDoK+v54mUa+u1bialItnVu 
Jf0Thext3N1D6I4P4Yob//gXLh5RLsuLYAvUmaAlOGiYkpNyF/4xbmF2XKgWmPXs 
yT9YUKpaLvFywIi47Kxh5x3Y2ZD9Ot9S3U+bIOMKP723GecvvWTnuoGFHS3tSNUi 
yb925BAZQgpI8dA5J8z7j9aDUltU/7p2JnFuknH4VEuIsLXM//JlOhSfhVhVNa04 
xYS84+YHveUXVYkeKDaqUhNo4v0kuWY+jc+6NpRFsYaigEkIU9qkiXl7Va9Wsii1 
lF5egm/igNe50bVxNyYM/08rzi1bXOcAlKg6+KRLqVLlNEQYCDqMaNK0OCUyi6Ft 
WNkzWuuwmPmbm6s8bad1wyDpUJkCAwEAAaOCAokwggKFMBIGA1UdEwEB/wQIMAYB 
Af8CAQEwHQYDVR0OBBYEFKhV8DPDTiLMaByhGazRKhM9JWBhMIHgBgNVHSMEgdgw 
gdWAFCBpmmxkUZviTGDK4+hYwoXnJA16oYGypIGvMIGsMQswCQYDVQQGEwJFVTFD 
MEEGA1UEBxM6TWFkcmlkIChzZWUgY3VycmVudCBhZGRyZXNzIGF0IHd3dy5jYW1l 
cmZpcm1hLmNvbS9hZGRyZXNzKTESMBAGA1UEBRMJQTgyNzQzMjg3MRswGQYDVQQK 
ExJBQyBDYW1lcmZpcm1hIFMuQS4xJzAlBgNVBAMTHkdsb2JhbCBDaGFtYmVyc2ln 
biBSb290IC0gMjAwOIIIBHlvYTIsFqIwgYMGCCsGAQUFBwEBBHcwdTBLBggrBgEF 
BQcwAoY/aHR0cDovL3d3dy5jYW1lcmZpcm1hLmNvbS9jZXJ0cy9hY19jYW1lcmZp 
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cm1hX3BvcnR1Z2FsLTIwMTUuY3J0MCYGCCsGAQUFBzABhhpodHRwOi8vb2NzcC5j 
YW1lcmZpcm1hLmNvbTAOBgNVHQ8BAf8EBAMCAQYwRgYDVR0gBD8wPTA7BgRVHSAA 
MDMwMQYIKwYBBQUHAgEWJWh0dHBzOi8vd3d3LmRpZ2l0YWxzaWduLnB0L3JlcG9z 
aXRvcnkwgY4GA1UdHwSBhjCBgzA/oD2gO4Y5aHR0cDovL2NybC5jYW1lcmZpcm1h 
LmNvbS9hY19jYW1lcmZpcm1hX3BvcnR1Z2FsLTIwMTUuY3JsMECgPqA8hjpodHRw 
Oi8vY3JsMS5jYW1lcmZpcm1hLmNvbS9hY19jYW1lcmZpcm1hX3BvcnR1Z2FsLTIw 
MTUuY3JsMA0GCSqGSIb3DQEBDQUAA4ICAQCULBt1/fEgh+u64isYs56a8Pw3sp4C 
Rh2K04tXzOPRkkAZCChOaETS4as1dwxpNE/acnQ1Ie2DddJ8MGIza5YNdCrLLxGm 
kWTNy3Oi3+9ENWqYh87OcLN8enbhJZ60kyEAb7FiXszIxx36AxWA3/cdTNeroZoI 
kak5cD2Y2UwZuCTW7//PBcbgElAP4kX+dwlA1//LdHWtAbbbq0fCS7RQk1I3fU2K 
8LDHg4CAmNAffNqBtlSVfrT4vLDLJCE9vpGLXJpEec2jKiGTCuZgCUW8LHMRmaUK 
DD7k0dB2dcqg1v+U1KXxGfO/glnSdWZZ/fkyOu32JA0yNmh0JFLp093m3/helmCg 
O+AKmgIMzAMKrNRfjvBKUhc/c/r8vDWmia6h5DvHdcSJpXdfWqDOf0EPRQ2VyLlo 
JkN5fnu++P8DOz/ayU/3aKwybcxrgWZ5W/FdiGXbIcGSSJxBBve3Cpn6VDgiRQhW 
p/trZuuoZ3n/hJsKCs7U2pdUAF1kJMWbYxdKwjI+6JLOKB+JX8bNwRYskt6AUP4a 
m9VywpHx9Pvk0zpq9qzTmnofJ8srJXcDcyRAk7Icr6GrvaGiH8HR9zbxh9NU8W+v 
XIGELyb6CCLIdKPf7SVA4Wn7AA1viANwmGSp9n8aOec1bsp3V4m+WicJQIGbZwah 
awSwq95aGBiYVDEA 
-----END PKCS7----- 
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 DOCUMENTS ANALYSIS 

The organization has drawn up the documentation supporting Certification Authority Service according to the indications established in the 
standards ETSI EN 319 401 and ETSI EN 319 411-1 as well as in the management systems supporting the services provided. Today the certificate 
policy and certificate practice statement are publicly available on Website. 

3.1 LIST OF DOCUMENTS CHECKED  

The detail of documentation and evidences found is reported in the reference attached Check list. 

 RISK ANALYSIS AND TREATMENT PLAN  

DigitalSign has defined a Risk Analysis process concerning the trust services defined in the application scope of this audit. The Methodology (l - RAR.5 
- Relatório de Avaliação de Riscos, v.6, 05-9-2017) explains how the model examines the risk scenarios, assessed as threats/ vulnerabilities for 
potential impact on the services. 
The risk scenarios, the assets and the controls/countermeasures are specific for the CA environment, included in the ISO 27001 scope.  
DigitalSign implements annually, or after major change, a risk assessment activity (verified RAR 05/09/2017) with relative treatment plan and 
residual risk acceptance by risk owners.. 
 

 AUDIT RESULTS  

5.1  ANALYSIS REPORT 

The analysis of the service has been carried out by using the reference clause ETSI EN 319 411-1; reported in the attachment [1]. For each 
requirement, the following is reported:  

 The audit method used  

 The comment and the evidence 
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 Indication of conformity and improvement suggestions  

5.2 COMPREHENSIVE ASSESSMENT  

Hereunder, the evidences of the audit carried out on all the operating controls established ETSI EN 319_401, 411-1 standards are reported with 
reference to the Certification Authority audit. The TSP has defined, and keeps updated, a management system for service in the audit scope.  
 
5.3 SUMMARY OF OBSERVATIONS  

 
1. Conformity assessment and results 

The reliable service has been assessed taking into account the requirements set out in ETSI and CA Browser Forum. The compliance with the 
requirements listed in Chapter 3 were evaluated taking into account the TSP documentation, complemented by audits in the following locations: 
 
 

Location Description Rated service Starting 
date 

End date By CAB By TSP 

CSQA Certificazioni Srl 
Via Sa. Gaetano 74, Thiene 
Itay 

Document 
verification 

04-06-18 
at 09H00 

04-06-18 
at 18H00 

 Mr. Natale Prampolini, 

Team Leader 

 N/A 

DigitalSign - Certificadora 
Digital, S.A. 
Largo Pe. Bernardino Ribeiro 
Fernandes, 26 - 4835 
NESPEREIRA, Portugal 

Registration Service 
Certificate Issuing 
Certificate 
Revocation 
 

11-06-18,  
at 09H00  

11-06-18, 
at 18H00 

 Mr. Natale Prampolini, 

Team Leader 

 Alvaro Matos, General 

Manager DigitalSign 

 Carlos Fernandes, Auditor 

 Fábio Rego, Legal 

 Inês Coimbra, Legal 

 Cátia Pereira, Registry 

Agents (Identity and 
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Location Description Rated service Starting 
date 

End date By CAB By TSP 

documentation validation) 

 Isabel Freitas, Registry 

Agents (Identity and 

documentation validation) 

 
The following references were considered in this evaluation for NCP and NCP+: 

Reference Short Name 

 EN 319 403 v2.2.2 Trust Service Provider Conformity Assessment - Requirements for conformity assessment bodies assessing Trust 
Service Providers 

EN 319 411-1 v1.1.1 Policy and security requirements for Trust Service Providers issuing certificates; Part 1: General Requirements 

EN 319 412-1 v1.1.1 Certificate Profiles;  
Part 1: Overview and common data structures 

EN 319 412-2 v2.1.1 Certificate Profiles;  
Part 2: Certificate profile for certificates issued to natural persons 

EN 319 412-3 v1.1.1 Certificate Profiles;   
Part 3: Certificate profile for certificates issued to legal persons 

TS 119 612 Trusted Lists (see section 3 below) 

CA Browser Forum 1.5.7 Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates 

 

Type 

ESSENTIAL NON-COMPLIANCE (NC_E) 

MINOR NON-COMPLIANCE (NC_I) 

IMPROVEMENT SUGGESTIONS (SM) 

http://www.etsi.org/deliver/etsi_en/319400_319499/319403/02.02.02_60/en_319403v020202p.pdf


CSQA Certificazioni Srl 

Via s. Gaetano, 74 - 36016 Thiene (Vi) 

Tel. 0445 313011 - Fax 0445 313070 

csqa@csqa.it 

www.csqa.it  

SCHEME: eIDAS Procedure: 65096/1 

FORM: RVETSP_ST2 REV. 3 – March, 24th 2016 

PAGE 20 OF 25  

AUDIT REPORT 

  Pag. 20 di 25 

 
Hereunder, it is reported the summary of observations emerged during the current audit and reported in the document “PAC” –Corrective Actions 
Plan: 

Obser
vatio
n no. 

Date Type of Observation  Regulation requirement Auditor’s observation  

(1, 2, 
3, 

etc.) 
(Audit date) 

(e.g. NC_P; NC_E,  
NC_I, SM, etc.) 

  
(comprehensive statement of the observation including 

objective evidences)  

1 11/06/2018 NC_I [ETSI 319 411-1] Clause 6.4.8 

TSP systems data necessary to resume CA operations shall be backed up 
and stored in safe places, preferably also remote, suitable to allow the TSP 
to timely go back to operations in case of incident/disasters. There is no 
evidence of the time to recovery. 

 
 
5.4 TOTAL AMOUNT OF OBSERVATIONS 

Type No.  

ESSENTIAL NON-COMPLIANCE (NC_E) 0 

MINOR NON-COMPLIANCE (NC_I) 1 

IMPROVEMENT SUGGESTION (SM) 0 
 

 RESERVES AND/OR ORGANIZATION NOTES  

No reserve. 
 
 CONCLUSIVE INDICATIONS 

The DigitalSign - Certificadora Digital, S.A. provides a reliable service in accordance with the ETSI 319 411-1 and the CA Browser Forum 1.5.7 for the 
creation of advanced (not qualified) certificates. 
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For the provision of trust services, it uses a standardized set of functions / processes, such as: registration, key generation, issuance of certificates, 
management of availability of revocations status.  
The trust service is performed by employees trained and authorized for their duties, within a secure physical, organizational and technical 
environment. 
This conformity assessment should be reviewed with a new audit until 11-06-2018, to verify the implementation of corrective actions, ar referred in 
the attached PAC (Piano delle azioni correttive), Remediation Plan 
The procedures for operating of the DigitalSign - Certificadora Digital, S.A. have been demonstrated to this CAB, within the scope of this conformity 
assessment. 
The correct implementation of the requirements established for these services was achieved. 
 
The Organization DigitalSign , that carries out the function of Trust Services Provider (TSP) is considered compliant to the requirements as regards 
the electronic identification and trust services for the electronic transactions in the internal market.  
The Issuing Certificate services object of the audit are considered in line with  ETSI EN 319 401, ETSI EN 319 411-1 and CA Browser Forum 1.5.7  
 
 
 
7.1 SUGGESTIONS PURSUANT TO AUDIT  

The suggestions of the audit Group will be subject to assessment by CSQA Certification Committee, which has the authorization for conforming them, 
or eventually, for modifying them.  
 

Certification issuing  [x] Maintenance of certification  [ ] Renewal [ ] 

Modification of application scope  [ ] Suspension  [ ]   

 
Indicate the next audit and eventual operational  
notes or explanations:  
 

[ ] Supplementary certification audit 

[ ] Surveillance 

[ ] Supplementary surveillance  

[X] Extension of Scope: advanced (not qualified)  
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(INTEGRATION for Annual CAB FORUM Report) 

[ ] Renewal  
7.2 SUBDIVISION OF AUDIT TIMES (*) 

Description  No. of days* 

Time dedicated to auditing the documents of the system   1,5 

Time dedicated to the analysis of risks assessment   0,5 

Time dedicated to the audit of operating processes   0,5 

Time dedicated to the preparation of the report   0,5 

(*) In case of first Certification, the audit times shall be intended inclusive of Stage 1 and Stage 2.  
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 ATTACHMENTS 

The listed ckecklists are an integral part of the CAR (depending on the trust service being evaluated). 
 

Report ID (attachment) File Name Based on: 
(Original base document obtained in:) 

Attachment A  EN319411-1v111- AC BT Attachment A from norm EN 319 411-1 

Attachment B  EN319411-1v111- AC Camerfirma Attachment  B from norm EN 319 411-1 

Attachment C 014Brev48_CERT.pdf, 014Brev48_ALL.pdf www.accredia.it 

 
 
 DECLARATIONS CONCERNING THE PRESENCE OF CRIMINAL PROCEEDINGS OR OTHER LEGALLY SIGNIFICANT SITUATIONS  

 
 The company declares: 
 X not to have criminal proceedings or other significant legal situations (e.g.: injunctions, revocation of authorizations) to communicate to CSQA. 
 □ to have criminal proceedings or other significant legal situations (e.g.: injunctions, revocation of authorizations) to communicate to CSQA (please, 

attach documents)  
_____________________________ 

 X that, in the days when the audit was carried out, emergency situations and events whose nature is such to lead to the incompliance with the 
applicable normative obligations on matters related to environment and/or health and safety at the work place have not occurred.  

 □ that, in the days when the audit was carried out, emergency situations and events whose nature is such to lead to the incompliance with the 
applicable normative obligations on matters related to environment and/or health and safety at the work place have occurred (please, attach 
reports/ documentation/ communication).  

 DECLARATIONS AND ANSWER TO OBSERVATIONS.  
 This report: 

o includes all the results of the audit as well as the list of observations that shall be dealt with for meeting the requirements necessary for 
certification 

o is disclosed by the Audit Group in the name and on behalf of CSQA Certificazioni Srl.  

http://www.etsi.org/deliver/etsi_en/319400_319499/31941101/01.01.01_60/
http://www.etsi.org/deliver/etsi_en/319400_319499/31941102/02.01.01_60/
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 As established in the applicable accreditation regulations, the audit activity, and its consequent result and observations reported, is based on a 
sampling of the information available.  

 The suggestions of the Audit Group as regards the result of the audit itself shall be subject to independent assessment by the Certification 
Executive Committee, that is authorized to confirm them or, if necessary, to modify them.  

 In case Stage 2 Audit cannot be immediately performed, the Company shall send within 30 days from the date of this report the “Corrective 
Actions Plan- CAP model” to CSQA and to the Assessment Group Manager. The CA plan shall be completed in the specifically dedicated spaces 
with the Corrective Actions suggested for solving the observations emerged during this audit. The above mentioned Plan has not to be returned 
if it includes only observations made as “Improvement suggestions”.  

 CSQA will assess the Corrective Actions suggested by the Company for approval within the following 15 days and reserve itself the right, if 
necessary, to require the integrations necessary. The Corrective Actions suggested are intended as approved by CSQA in case no communication 
is sent to the Company within the established due time.  

 It is noted that the members of the Audit Group sign a Confidentiality declaration aimed at protecting the confidentiality of the information 
acquired during the audit activities and, therefore, also concerning this audit.  
 

 11-06-2018    
 

 

 Date    Signature of the Audit Group Manager(*)  

(*) The signature of the report by the appointed Audit Group Manager certifies the truthfulness of the information included in it and, especially, the 
effective presence during the audit of the Organization members and of CSQA Assessment Group members mentioned in the very same report.  
 

 

 11-06-2018      

 Date    Signature of the Organization (*)   
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(*) The signature of the Organization certifies that:  

 The Organization is in possession of this report 

 The Organization confirms that the data concerning the identification of your Organization and 
the definition of the application scope are correct.  

 The organization has been informed that CSQA regulations applicable to this report are available 
and can be consulted in the website http://www.csqa.it, On the contrary, if the organization does 
not have the possibility of connection to the website, it commits to inform CSQA who shall send 
it. 

 The organization does not have criminal proceedings or other significant legal situations (e.g.: 
injunctions, revocation of authorizations) to communicate to CSQA. 

 in the days when the audit was carried out, emergency situations and events whose nature is 
such to lead to the incompliance with the applicable normative obligations on matters related to 
environment and/or health and safety at the work place have not occurred.  

 CSQA Certificazioni Srl commits itself to protect the confidentiality of the information acquired 
during this audit.  

http://www.csqa.it/

