
 

 

 

 

Audit Attestation for 

DigitalSign - Certificadora Digital, S.A. 

 

Thiene, 1st April 2019 

 

This is to confirm that CSQA has successfully audited the CAs of the DigitalSign - Certificadora Digital, S.A. 

without pending critical findings, if any. 

Kindly find here-below the details accordingly. 

 

In case of any question, please contact: 

CSQA Certificazioni Srl 

Via S. Gaetano, 74 

36016 Thiene (VI) 

Email: csqa@csqa.it 

Phone: +39 0445 313011 

With best regards, 

 

 

 

 

The Chief Executive Officer 

 

 

 

  



 

1. Qualified CAs 
 

Subject: Audit Attestation 

 

This is to confirm that CSQA has successfully audited the CAs of DIGITALSIGN – CERTIFICADORA DIGITAL, SA 

without pending critical findings, if any. 

Find here-below the details accordingly. 

 

Identification of the conformity assessment body (CAB): 

CSQA Certificazioni Srl 
Via s. Gaetano, 74 - 36016 Thiene (Vi) 
Italy 
Tel. 0445 313011 - Fax 0445 313070 
csqa@csqa.it 
www.csqa.it 
Accreditation Certificate n° 014B Rev. 48 - 
www.accredia.it 

 

Identification of the Trust Service Provider (TSP): 

DIGITALSIGN – CERTIFICADORA DIGITAL, SA 
Largo Pe. Bernardino Ribeiro Fernandes, 26 
4835-489 Nespereira GMR 
Portugal 
Registered under n.º PT507015851 

 

Identification of the audited CAs: 

DigitalSign 
Qualified CA 

Serial Number 
(hex) 

03c80db2ddbd27375fec6d6ae18e3533 

Hash 
(SHA256) 

84fae8c3aeebca606050bc11487fece7464c1210a4e6eaf261cecb013681bcab 

Distinguished 
Name 

CN = DigitalSign Qualified CA 
OU = Class 2 Managed PKI Individual Subscriber CA 
OU = Terms of use at https://www.trustwise.com/rpa (c)08 
OU = VeriSign Trust Network 
O = DigitalSign - Certificadora Digital 
C = PT 

Certificate 
(base64) 

-----BEGIN CERTIFICATE----- 
MIIFUTCCBDmgAwIBAgIQA8gNst29Jzdf7G1q4Y41MzANBgkqhkiG9w0BAQUFADB0 
MQswCQYDVQQGEwJHQjEnMCUGA1UEChMeQnJpdGlzaCBUZWxlY29tbXVuaWNhdGlv 
bnMgcGxjMR8wHQYDVQQLExZWZXJpU2lnbiBUcnVzdCBOZXR3b3JrMRswGQYDVQQD 
ExJCVCBDbGFzcyAyIENBIC0gRzIwHhcNMDgwNjEzMDAwMDAwWhcNMTgwNjExMjM1 
OTU5WjCB9DELMAkGA1UEBhMCUFQxLDAqBgNVBAoTI0RpZ2l0YWxTaWduIC0gQ2Vy 
dGlmaWNhZG9yYSBEaWdpdGFsMR8wHQYDVQQLExZWZXJpU2lnbiBUcnVzdCBOZXR3 



 

b3JrMTwwOgYDVQQLEzNUZXJtcyBvZiB1c2UgYXQgaHR0cHM6Ly93d3cudHJ1c3R3 
aXNlLmNvbS9ycGEgKGMpMDgxNTAzBgNVBAsTLENsYXNzIDIgTWFuYWdlZCBQS0kg 
SW5kaXZpZHVhbCBTdWJzY3JpYmVyIENBMSEwHwYDVQQDExhEaWdpdGFsU2lnbiBR 
dWFsaWZpZWQgQ0EwggEiMA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQCnpbFC 
+LeXCigYZLRotgC295f7W60aeRSiVTNE5CgeP7qk2R/z+GjRMLXn9hcy8/92fjqT 
n9CMenyzsr/wE1Ki0vcE73SSLOvMKsyVn5yFt2UJ5RpmUloC743HsPIv8Xdy1k7i 
uj+4W3+hIXsyA9o7QSbJmWMI8x2avSg28ocpCsOmtTTakvSqJC3Q33hQomF/MSXE 
zAEoSNuNQwJWux1ZzYTIunjb4B7g6zKGvPWGB5tof6/MIo53IRRgofaG9S8o3xZg 
ZgMaaBQ4aOjRMvE0kORa+L4j6qxqE/Tizzr/n//V/6UedE9kYyiJOeJb1XsDg4bm 
ApvIAnZ3INeP4hHZAgMBAAGjggFcMIIBWDAOBgNVHQ8BAf8EBAMCAQYwEQYJYIZI 
AYb4QgEBBAQDAgEGMBIGA1UdEwEB/wQIMAYBAf8CAQAwKAYDVR0RBCEwH6QdMBsx 
GTAXBgNVBAMTEGJ0MjA0OGMyUHViMS0yMDEwHQYDVR0OBBYEFLsfRB3sIveg9Svy 
jyOQWfiymSCqMHIGA1UdIARrMGkwZwYLYIZIAYb4RQEHFwIwWDApBggrBgEFBQcC 
ARYdaHR0cHM6Ly93d3cudHJ1c3R3aXNlLmNvbS9jcHMwKwYIKwYBBQUHAgIwHxod 
aHR0cHM6Ly93d3cudHJ1c3R3aXNlLmNvbS9ycGEwQQYDVR0fBDowODA2oDSgMoYw 
aHR0cDovL29uc2l0ZWNybC50cnVzdHdpc2UuY29tL0JUQ2xhc3MyQ0EtRzIuY3Js 
MB8GA1UdIwQYMBaAFGq7BXz93s3m2wjKO9lOJD07V7P0MA0GCSqGSIb3DQEBBQUA 
A4IBAQB2uiu2wtZWS+HL10lE0FtBRSmLRKbKIaqFNWEOlfX7QoqK6nJnYAUheCzw 
Mg77USCc0ivzwRyNvbY6U9V5eRdw6PpcfcJ77sIO1d0boOczioOg8ywmnRPFd7CZ 
cQp7WQIh/W57H1k8qcUwKrCcjOCW+JDz5d4tjHe3aFLsjNwjGHyUq25Fes1WFDfM 
c3EHq3M2YXHSOUgjlGVnW3TeURVCURos6hxqUF249s7YDYfwZQyY9EqFWLPIsyta 
CwcG7w0HbqJUL12IiAHvHtGoXNtvYNptuGbwfRhs8wgswoe3hthBXGFSnwkMCdEa 
J/ZZiGgIcGH2ex0gtPdu5Ruhr5Jw 
-----END CERTIFICATE----- 

DigitalSign 
Qualified CA - 
G2 

Serial Number 
(hex) 

3ccba94bb672f46faee1e872364d743c 

Hash 
(SHA256) 

87a74183c830a874fc361d74531fc863bb0af26363ad4b5a7727e5bf94b3539f 

Distinguished 
Name 

CN = DigitalSign Qualified CA - G2 
OU = Class 2 Managed PKI Individual Subscriber CA 
OU = Symantec Trust Network 
O = DigitalSign - Certificadora Digital 
C = PT 

Certificate 
(base64) 

-----BEGIN CERTIFICATE----- 
MIIFBTCCA+2gAwIBAgIQPMupS7Zy9G+u4ehyNk10PDANBgkqhkiG9w0BAQsFADB0 
MQswCQYDVQQGEwJHQjEnMCUGA1UEChMeQnJpdGlzaCBUZWxlY29tbXVuaWNhdGlv 
bnMgcGxjMR8wHQYDVQQLExZWZXJpU2lnbiBUcnVzdCBOZXR3b3JrMRswGQYDVQQD 
ExJCVCBDbGFzcyAyIENBIC0gRzIwHhcNMTMxMDI0MDAwMDAwWhcNMjExMDIzMjM1 
OTU5WjCBuzELMAkGA1UEBhMCUFQxLDAqBgNVBAoTI0RpZ2l0YWxTaWduIC0gQ2Vy 
dGlmaWNhZG9yYSBEaWdpdGFsMR8wHQYDVQQLExZTeW1hbnRlYyBUcnVzdCBOZXR3 
b3JrMTUwMwYDVQQLEyxDbGFzcyAyIE1hbmFnZWQgUEtJIEluZGl2aWR1YWwgU3Vi 
c2NyaWJlciBDQTEmMCQGA1UEAxMdRGlnaXRhbFNpZ24gUXVhbGlmaWVkIENBIC0g 
RzIwggEiMA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDCZCMEqkAVSbD2kcyj 
mgdOlcE1Qg74YTtbI+oYKHKfftgRZAKUu2Qrh61WUwyjFl3csVaZRJhcW8Bwz458 
7ZO4qM8IUe6kArk8+YDHDbEQVVH8BcWCbUITTdu7u+f+qirH2ZjjpQpLOCUsY8xI 
Qy6bAyIMrqG2WyE1mQPrVU1s3BrhtnH3dU3F7NQpNcduFaoXuse2pK8OnAWzlOo1 
DlrU+6yowFnY0U+Ys6sY07LWm/dqRVMK3NRp1Rb8s2glOP1q5zmr8PUxY6C73VHF 
5NGxfWc/I5lJZ1Iiuq603I8daI7t0w0IegmSd3nJ7bXwj8YNj9noMy/jGn5dupyW 
F4jFAgMBAAGjggFJMIIBRTASBgNVHRMBAf8ECDAGAQH/AgEAMHIGA1UdIARrMGkw 
ZwYLYIZIAYb4RQEHFwIwWDApBggrBgEFBQcCARYdaHR0cHM6Ly93d3cudHJ1c3R3 
aXNlLmNvbS9jcHMwKwYIKwYBBQUHAgIwHxodaHR0cHM6Ly93d3cudHJ1c3R3aXNl 
LmNvbS9ycGEwQQYDVR0fBDowODA2oDSgMoYwaHR0cDovL29uc2l0ZWNybC50cnVz 
dHdpc2UuY29tL0JUQ2xhc3MyQ0EtRzIuY3JsMA4GA1UdDwEB/wQEAwIBBjAoBgNV 
HREEITAfpB0wGzEZMBcGA1UEAxMQYnQyMDQ4YzJQdWIxLTIxMTAdBgNVHQ4EFgQU 
KO1JPYKtWZcRQWyUs7BKslmJFHkwHwYDVR0jBBgwFoAUarsFfP3ezebbCMo72U4k 
PTtXs/QwDQYJKoZIhvcNAQELBQADggEBAI4wMH8qi4XNotpe/LoBSGfxNJCJEwmL 
kPna8CN0ONYBKOQvKyL2jmqyfpSDNCT9/6hU2qZTlKBtuXyqtrDzNkLCiej/98m+ 
7tmxmu8j3qAOjOx1jfTnVYnTFV4b0v/sPeNgdlxPBj7BAWN0ifUT+IPGVhBvixOK 
zCsKRcUkm4IYzfjmg4z6VmGj4C3rk+83etRJ/gAAQxd9JpKWZT1LqSh0kqU4vvKm 
V2YERkYBBteLNveNaltIRrz86DkIdJi5jhR8IKhJTbp8E/MID178gwERGBCZOOst 
H/D7jxR5SViEjr7vEYTRjiBW9/SxcqY6xZ187QE0nL5ltrzpoZpuEew= 
-----END CERTIFICATE----- 



 

DigitalSign 
Qualified CA  - 
G3 

Serial Number 
(hex) 

1ce03751a723e5dcf0a711342c1aa79c 

Hash 
(SHA256) 

27588a16fcf2f522026a22063ed38345403256014b2508a59742c2189cd0fcb9 

Distinguished 
Name 

CN = DigitalSign Qualified CA - G3 
OU = Class 2 Managed PKI Individual Subscriber CA 
OU = Symantec Trust Network 
O = DigitalSign - Certificadora Digital 
C = PT 

Certificate 
(base64) 

-----BEGIN CERTIFICATE----- 
MIIFBTCCA+2gAwIBAgIQHOA3Uacj5dzwpxE0LBqnnDANBgkqhkiG9w0BAQsFADB0 
MQswCQYDVQQGEwJHQjEnMCUGA1UEChMeQnJpdGlzaCBUZWxlY29tbXVuaWNhdGlv 
bnMgcGxjMR8wHQYDVQQLExZTeW1hbnRlYyBUcnVzdCBOZXR3b3JrMRswGQYDVQQD 
ExJCVCBDbGFzcyAyIENBIC0gRzMwHhcNMTYwOTI3MDAwMDAwWhcNMjQwOTI2MjM1 
OTU5WjCBuzELMAkGA1UEBhMCUFQxLDAqBgNVBAoTI0RpZ2l0YWxTaWduIC0gQ2Vy 
dGlmaWNhZG9yYSBEaWdpdGFsMR8wHQYDVQQLExZTeW1hbnRlYyBUcnVzdCBOZXR3 
b3JrMTUwMwYDVQQLEyxDbGFzcyAyIE1hbmFnZWQgUEtJIEluZGl2aWR1YWwgU3Vi 
c2NyaWJlciBDQTEmMCQGA1UEAxMdRGlnaXRhbFNpZ24gUXVhbGlmaWVkIENBIC0g 
RzMwggEiMA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDI0rXwVGqY12Dj9DW7 
K/EjbLlT15tU05iItp9KlkOzIuS2NCiwylUAEpaBXF5r8+JPMLUFYpmmUa6QOFM5 
cfDWzQcRjt+nM0CmafA5vRbQc5ZjiDbExhClUYvTl1OpWcwc/TfiodsPZPuGihdS 
k2OqJXYBk4vd4jRuDEUKIpAXZXCFRiFh5nZ/xZXDa82D06/CsJWyWABAPJxMKBQd 
GOOhEyLDeoZTMTS7PVijgH8enAcBSLkf4lHVcujm6NlO3dBYOMe8T0pQTMHrhmhS 
kjBm1wydtJItRtfHudkJZrrsAxTCyqrkwLa2Bc8plNypY65L4igEhGNdInl2SNs9 
sF3fAgMBAAGjggFJMIIBRTASBgNVHRMBAf8ECDAGAQH/AgEAMHIGA1UdIARrMGkw 
ZwYLYIZIAYb4RQEHFwIwWDApBggrBgEFBQcCARYdaHR0cHM6Ly93d3cudHJ1c3R3 
aXNlLmNvbS9jcHMwKwYIKwYBBQUHAgIwHxodaHR0cHM6Ly93d3cudHJ1c3R3aXNl 
LmNvbS9ycGEwQQYDVR0fBDowODA2oDSgMoYwaHR0cDovL29uc2l0ZWNybC50cnVz 
dHdpc2UuY29tL0JUQ2xhc3MyQ0EtRzMuY3JsMA4GA1UdDwEB/wQEAwIBBjAoBgNV 
HREEITAfpB0wGzEZMBcGA1UEAxMQYnQyMDQ4YzJQdWIxLTIyODAdBgNVHQ4EFgQU 
+16OQpwjqH30G4xcfDsYq9nZ90AwHwYDVR0jBBgwFoAU6HzzrH/o3WQEh7tbZb6P 
kP1kGVswDQYJKoZIhvcNAQELBQADggEBAHyODmKOt6zw1sKq+5+uj7C3AWGnYVHH 
kc2M6trWw1wp3OKQiBhCBebbp3VduSFtcP0psj2bclxM+PvnmMTr51gjm6eHLWSi 
QRKfraLQmxp/7eqn+NsoTnTkSDOL/4CxfKnN2CtxQgZJc6QRwDxPx7Gjv/OT/iwQ 
Ibf4KEaAuAASlJ7Pq+1oamth20SiQS5RfRXD/EXI2oQAOSGyfQv6qUdQuBi20XJt 
HgQDnhUeB8k4180RlHp3nb5EKqmbyDLen+pMlAONryUiwKhvTM/Yjwx6w+xcEED+ 
GwvTAjRc291S48elQwKAWwVb7EQjkHi+BuT47WEm4JacvA6qGQSz+lU= 
-----END CERTIFICATE----- 

DIGITALSIGN 
QUALIFIED CA 

Serial Number 
(hex) 

01c523869a1eb211 

Hash 
(SHA256) 

99023c6236da7b19ffb14833b820d92063938b8fce13690c63c4c04b657fab2d 

Distinguished 
Name 

CN = DIGITALSIGN QUALIFIED CA 
O = DigitalSign Certificadora Digital 
L = Guimaraes (see current address at www.digitalsign.pt) 
C = PT 
SERIALNUMBER = PT507015851 

Certificate 
(base64) 

-----BEGIN CERTIFICATE----- 
MIIIfzCCBmegAwIBAgIIAcUjhpoeshEwDQYJKoZIhvcNAQENBQAwgbAxCzAJBgNV 
BAYTAlBUMSowKAYDVQQKDCFEaWdpdGFsU2lnbiBDZXJ0aWZpY2Fkb3JhIERpZ2l0 
YWwxFDASBgNVBAUTC1BUNTA3MDE1ODUxMT4wPAYDVQQHDDVHdWltYXJhZXMgKHNl 
ZSBjdXJyZW50IGFkZHJlc3MgYXQgd3d3LmRpZ2l0YWxzaWduLnB0KTEfMB0GA1UE 
AwwWRGlnaXRhbFNpZ24gUHJpbWFyeSBDQTAeFw0xNzA4MzAwODE4MTZaFw0zNzEw 
MzAwODE4MTZaMIGyMRQwEgYDVQQFEwtQVDUwNzAxNTg1MTELMAkGA1UEBhMCUFQx 
PjA8BgNVBAcTNUd1aW1hcmFlcyAoc2VlIGN1cnJlbnQgYWRkcmVzcyBhdCB3d3cu 
ZGlnaXRhbHNpZ24ucHQpMSowKAYDVQQKEyFEaWdpdGFsU2lnbiBDZXJ0aWZpY2Fk 
b3JhIERpZ2l0YWwxITAfBgNVBAMTGERJR0lUQUxTSUdOIFFVQUxJRklFRCBDQTCC 
AiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBAN4SHFBxmwJYClfYbD3+rqNp 
C6yuVdjbirnuJ2n8sPUcDEVxo5UGBC5pMMHdQExcGGjysTy5eowxpQ1+/H5KvSvX 
R9vYMx1vrCnq3ababyLrub+H+gUMk74qwsltHAmsLkaYIf4TFbpqjxsgxtccNN5x 



 

YRJ9pFkLZY2b+p7CYc447kE8pRTBrSCyZUhl0/667fsgSsD5+JtoIBvYn0lB7ivh 
Gu8Xco7/OiMhNrDkW6q0EzAPd/P49ww6OBmSqejLJR5fH3Ymr4KVEuPQDYs+IErJ 
uf5XT8B1RPw5ysxWxiymrpI4MQ3H2Ac0Z8vIDgSnjZVntHa7E55Wbp0o2mXQ29Cp 
WfbngdpwB+HMQc94cVXIkR8YpGJp9IBWLWuBZzjE3vmgpBtfgiZis4Gnjd1Cnic6 
dAyatVNCMbor3LgAHrD0B1Mb40me5yIpxf7qDyU/FkyK6E88vi/nRXFt0QM24+2x 
URGqV1qUsKIoJyJj4CFD2fDd3Ezdq0HpDkz7P0BWCNk411zCKufebnwk4sz23Vsb 
RfFp/cssG4xnA8V//0MEiUMD68iVb3X90EwPxyd3GzOHoCofwHm1Y7AMX3HfV0PE 
UilykMOBUVe7BD+phT6R2Un7K578yT4AwwnS8NLwm/Nt0YkVzMrdbAK8la2mlp+M 
9vt0SADkf7ksBsqq/PADAgMBAAGjggKXMIICkzASBgNVHRMBAf8ECDAGAQH/AgEA 
MB0GA1UdDgQWBBT/4cWxgifEQ5VMfJIBZ+xMVN7tjzCB3wYDVR0jBIHXMIHUgBSo 
VfAzw04izGgcoRms0SoTPSVgYaGBsaSBrjCBqzELMAkGA1UEBhMCRVMxGzAZBgNV 
BAoMEkFDIENhbWVyZmlybWEgUy5BLjESMBAGA1UEBRMJQTgyNzQzMjg3MUMwQQYD 
VQQHDDpNYWRyaWQgKHNlZSBjdXJyZW50IGFkZHJlc3MgYXQgd3d3LmNhbWVyZmly 
bWEuY29tL2FkZHJlc3MpMSYwJAYDVQQDDB1BQyBDYW1lcmZpcm1hIFBvcnR1Z2Fs 
IC0gMjAxNYIIBLwHIkVpZ5QwfgYIKwYBBQUHAQEEcjBwMEYGCCsGAQUFBzAChjpo 
dHRwOi8vd3d3LmNhbWVyZmlybWEuY29tL2NlcnRzL0RJR0lUQUxTSUdOX1BSSU1B 
UllfQ0EuY3J0MCYGCCsGAQUFBzABhhpodHRwOi8vb2NzcC5jYW1lcmZpcm1hLmNv 
bTAOBgNVHQ8BAf8EBAMCAQYwHQYDVR0lBBYwFAYIKwYBBQUHAwQGCCsGAQUFBwMC 
MEgGA1UdIARBMD8wPQYGZ4EMAQICMDMwMQYIKwYBBQUHAgEWJWh0dHBzOi8vd3d3 
LmRpZ2l0YWxzaWduLnB0L3JlcG9zaXRvcnkwgYIGA1UdHwR7MHkwOqA4oDaGNGh0 
dHA6Ly9jcmwuY2FtZXJmaXJtYS5jb20vRElHSVRBTFNJR05fUFJJTUFSWV9DQS5j 
cmwwO6A5oDeGNWh0dHA6Ly9jcmwxLmNhbWVyZmlybWEuY29tL0RJR0lUQUxTSUdO 
X1BSSU1BUllfQ0EuY3JsMA0GCSqGSIb3DQEBDQUAA4ICAQA4rR8mBGjzcdXkJrpG 
1JHMOiH6LnQzJ7BJF1qHooe0cMVY29IN0GGAFqT0WS2qC9MbuObuGUPU/tgcsil9 
hkZyDV201Io0/L5vGT+ptHnP58K9YqFrjrtHbwIOPGgvQQRfW1W6IaoZtV1tbcqF 
B0wtKl+9RFUrTv2L+6TB3Ne3CLZc0jzacqUH4rrzw97M/u+2456UX67sWvUV+Kvp 
eGbpWGpSAJ2xnXU26zZW2q03MQ3wViu56NVye4YDPMzp/bYNwhpj7jinsUBQqC7l 
JJUysXhtuWqP7gVfO8S/VwFvckfPpVYi1wH6w6m4C842mXO6Eak2XAprPat097Nh 
mjr7rNyQ8sq1hJ0WDYzIyZ4C2RGZ3+8FJIChCGYjtmFWHGA/a2AHxhzISX2fNZ7p 
LJZuGse1K6VOIxlf9LNWBcKbjDH6AlNghvsnZ10J4amh/nXDF7B3T0qkVS1ZKsLb 
ZqLQQZYyVYRxD9tF9OHw4phAhCnREAYdKB7NlXzfgin/3jpd+6DqhPm7h8sLc35u 
e3+2H0klEsDFkgMBaDoe4xwq0takDu2VC338qcoHI8id5AvyKFjKlrP/3/8LzOax 
mdzd1e2WNM5sAeKIUz4maRe4Rkw50/RDhcF/fRMNOn30BglXHFgMl7xRjEvQrX5N 
N8UunfM5ds6vmg6RHuLh1Q5Q+w== 
-----END CERTIFICATE----- 

 

The audit was performed according to the provisions of number 1, article 20 of the eIDAS Regulation and 

aims to demonstrate the compliance of reliable services managed and provided by trusted service provider 

DigitalSign – Certificadora Digital, SA 

All compliance assessment has been documented in a specific report and registered with the unique ID 

65096/1. 

 

Type of audit Certification audit- Stage 2 [ ] 

Extension of Scope  [ ] 

Supplementary Audit [ ] 

Annual surveillance [X] 

Renewal [ ] 

Start date 10-10-2018 End date  12-10-2018 Duration 

(days) 

5 Total 

Period covered by audit: 01/01/2018 to 12/10/2018 

 

 



 

The TSP has drawn up the documentation supporting: 

• Certification Authority Service according to the indications established in: 

o UE 2014_910 “EIDAS” 

o ETSI EN 319 401 

o ETSI EN 319 411-1  

o ETSI EN 319 411-2  

o as well as in the management systems supporting the services provided. 

 

• Time Stamping Service according to the indications established in: 

o UE 2014_910 “EIDAS” 

o ETSI EN 319 401 

o ETSI EN 319 421 

The detail of documentation and evidences found is part of the complete report, stated in the ‘reference 

Check lists - §8 Attachments’ section. 

 

TSP has defined a Risk Analysis process concerning the trust services defined in the application scope of this 

audit. The Methodology explains how the model examines the risk scenarios, assessed as 

threats/vulnerabilities for potential impact on the services. 

The risk scenarios, the assets and the controls/countermeasures are specific for the CA environment, 

included in the ISO 27001 scope. 

TSP implements annually, or after major change, a risk assessment activity with relative treatment plan and 

residual risk acceptance by risk owners. 

The TSP has defined, and keeps updated, a chart concerning the management of indexes for each process 

and for each significant product/ service. The audit is carried out every year during the Top Management 

review. 

 

The TSP DigitalSign - Certificadora Digital, S.A. provides a reliable service in accordance with Article 3, number 

16 of the eIDAS Regulation for the creation of qualified certificates for electronic signatures, electronic seals 

and Time Stamping. 

For the provision of trust services, it uses a standardized set of functions/processes, such as: registration, key 

generation, issuance of certificates, management of availability of revocations status. 

The trust service is performed by employees trained and authorized for their duties, within a secure physical, 

organizational and technical environment. 

 

The procedures for operating of the DigitalSign - Certificadora Digital, S.A. have been demonstrated to this 
CAB, within the scope of this conformity assessment, as defined in number 1 of article 20 of the eIDAS. 



 

The correct implementation of the requirements established in the eIDAS was achieved. 
 
The Organization DigitalSign, that carries out the function of Trust Services Provider (TSP) is considered 
compliant to the requirements of the (EU) REGULATION no. 910/2014 (eIDAS) as regards the electronic 
identification and trust services for the electronic transactions in the internal market. 
The Issuing Certificate and Time Stamping services object of the audit are considered in line with (EU) 
Regulation no. 910/2014 (eIDAS). 
Moreover, the Trust Services Provider is conforming as regards Qualified Time Stamping and Issuing 
Qualified Certificate Service in compliance with the following regulations: (EU) REGULATION no. 910/2014 
(eIDAS), ETSI EN 319 401; ETSI EN 319 421, ETSI EN 319 411-1 and ETSI EN 319 411-2. 

 

  



 

2. Advanced CAs 
 

Subject: Audit Attestation 

 

This is to confirm that CSQA has successfully audited the CAs of DIGITALSIGN – CERTIFICADORA DIGITAL, SA 

without pending critical findings, if any. 

Find here-below the details accordingly. 

 

Identification of the conformity assessment body (CAB): 

CSQA Certificazioni Srl 
Via s. Gaetano, 74 - 36016 Thiene (Vi) 
Italy 
Tel. 0445 313011 - Fax 0445 313070 
csqa@csqa.it 
www.csqa.it 
Accreditation Certificate n° 014B Rev. 48 - 
www.accredia.it 

 

Identification of the Trust Service Provider (TSP): 

DIGITALSIGN – CERTIFICADORA DIGITAL, SA 
Largo Pe. Bernardino Ribeiro Fernandes, 26 
4835-489 Nespereira GMR 
Portugal 
Registered under n.º PT507015851 

 

Identification of the audited CAs: 

DigitalSign 
Advanced CA 

Serial Number 
(hex) 

024c340b31b0f20b12728583946032db 

Hash 
(SHA256) 

5f15e4c27ab2854a20f7a90368702a697bba3088579b2c0f65b369cfaf1847e8 

Distinguished 
Name 

CN = DigitalSign CA 
OU = Class 2 Managed PKI Individual Subscriber CA 
OU = Terms of use at https://www.trustwise.com/rpa (c)10 
OU = VeriSign Trust Network 
OU = PT507015851 
O = DigitalSign - Certificadora Digital 
C = PT 

Certificate 
(base64) 

-----BEGIN CERTIFICATE----- 
MIIFajCCBFKgAwIBAgIQAkw0CzGw8gsScoWDlGAy2zANBgkqhkiG9w0BAQsFADB0 
MQswCQYDVQQGEwJHQjEnMCUGA1UEChMeQnJpdGlzaCBUZWxlY29tbXVuaWNhdGlv 
bnMgcGxjMR8wHQYDVQQLExZTeW1hbnRlYyBUcnVzdCBOZXR3b3JrMRswGQYDVQQD 
ExJCVCBDbGFzcyAyIENBIC0gRzMwHhcNMTQxMjE2MDAwMDAwWhcNMjAxMTI5MjM1 



 

OTU5WjCCAQAxCzAJBgNVBAYTAlBUMSwwKgYDVQQKEyNEaWdpdGFsU2lnbiAtIENl 
cnRpZmljYWRvcmEgRGlnaXRhbDEUMBIGA1UECxMLUFQ1MDcwMTU4NTExHzAdBgNV 
BAsTFlZlcmlTaWduIFRydXN0IE5ldHdvcmsxPDA6BgNVBAsTM1Rlcm1zIG9mIHVz 
ZSBhdCBodHRwczovL3d3dy50cnVzdHdpc2UuY29tL3JwYSAoYykxMDE1MDMGA1UE 
CxMsQ2xhc3MgMiBNYW5hZ2VkIFBLSSBJbmRpdmlkdWFsIFN1YnNjcmliZXIgQ0Ex 
FzAVBgNVBAMTDkRpZ2l0YWxTaWduIENBMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8A 
MIIBCgKCAQEA1fmrFT1wnKO7bGqaTAIVY2f3FIrKbYgrNQXxH3DV+pyI5vBqF07V 
69wmQKCM6L6h442soLKl/KJPkUBuLzultIplcBRO4zqxFOXh837ES5f8ybOd8C41 
lzQIVKtApEmGuiNo8ksyMwpMp3vNnp84EcUkVAvtpoypwWEiq/YzC2spffo9aEzv 
ysA5rpBBmn9qS2L7se/Ui56dZsxdHrZgSOlvV6faHcRK1Fzi21ZwNdhwwWg7+6QL 
yBfwoOnLLuqNrU0sFJU23DEuZv5tgHiB2ynYMfbrMzsJAtI3UtIxa3DEIvyvdBbN 
OuYrqqDIZ8vtUDcw/G5zfJHvIOWF0RJZTQIDAQABo4IBaDCCAWQwEgYDVR0TAQH/ 
BAgwBgEB/wIBADByBgNVHSAEazBpMGcGC2CGSAGG+EUBBxcCMFgwKQYIKwYBBQUH 
AgEWHWh0dHBzOi8vd3d3LnRydXN0d2lzZS5jb20vY3BzMCsGCCsGAQUFBwICMB8a 
HWh0dHBzOi8vd3d3LnRydXN0d2lzZS5jb20vcnBhMA4GA1UdDwEB/wQEAwIBBjAo 
BgNVHREEITAfpB0wGzEZMBcGA1UEAxMQYnQyMDQ4YzJQdWIxLTIwNTAdBgNVHQ4E 
FgQU80jLdtTM9/H290PppKcTCiRS1a8wQQYDVR0fBDowODA2oDSgMoYwaHR0cDov 
L29uc2l0ZWNybC50cnVzdHdpc2UuY29tL0JUQ2xhc3MyQ0EtRzMuY3JsMB8GA1Ud 
IwQYMBaAFOh886x/6N1kBIe7W2W+j5D9ZBlbMB0GA1UdJQQWMBQGCCsGAQUFBwMC 
BggrBgEFBQcDBDANBgkqhkiG9w0BAQsFAAOCAQEAfEIPagr6m3ZufcQ371m9EyrW 
1cvL3odF7xTi5gDq7lQh4lFkE29uEK4WHxEB4T6KqqSXb41Ks3Nw+p6MXbcgvJMt 
C7FatC4xj+S/QTDJf9p3vCcwM3UjJzpLCKpr54QFtZm/VORWNhM95pbYPQeLfEEn 
h0BAAB6lYtiX365moOB6AwbBALBBxZKtw8t2l3+iyLlQgALOh8xON+tg8NN58cTK 
mStWtH4W8SNtc3GnlDHt+aVP3XJ/0l3JnIQkxPpDSSjACxmsZvTINEFzGNG20aXW 
OplZoVNXdrgS1mDlmLEILoI+o5IfXg5VfTCYIem31CyNdr3vsKmE33NBkedxWQ== 
-----END CERTIFICATE----- 

DigitalSign CA Serial Number 
(hex) 

3b41f45edb408cf594e5725e146f8ca3 

Hash 
(SHA256) 

086d6e110dd75c37ea9f0530a93b67453733e4ef38dc53fc2c8077db75267971 

Distinguished 
Name 

CN = DigitalSign CA 
OU = Class 2 Managed PKI Individual Subscriber CA 
OU = Terms of use at https://www.trustwise.com/rpa (c)10 
OU = VeriSign Trust Network 
OU = PT507015851 
O = DigitalSign - Certificadora Digital 
C = PT 

Certificate 
(base64) 

-----BEGIN CERTIFICATE----- 
MIIFXjCCBEagAwIBAgIQO0H0XttAjPWU5XJeFG+MozANBgkqhkiG9w0BAQsFADB0 
MQswCQYDVQQGEwJHQjEnMCUGA1UEChMeQnJpdGlzaCBUZWxlY29tbXVuaWNhdGlv 
bnMgcGxjMR8wHQYDVQQLExZTeW1hbnRlYyBUcnVzdCBOZXR3b3JrMRswGQYDVQQD 
ExJCVCBDbGFzcyAyIENBIC0gRzMwHhcNMTQxMjE2MDAwMDAwWhcNMjAxMTI5MjM1 
OTU5WjCCAQAxCzAJBgNVBAYTAlBUMSwwKgYDVQQKEyNEaWdpdGFsU2lnbiAtIENl 
cnRpZmljYWRvcmEgRGlnaXRhbDEUMBIGA1UECxMLUFQ1MDcwMTU4NTExHzAdBgNV 
BAsTFlZlcmlTaWduIFRydXN0IE5ldHdvcmsxPDA6BgNVBAsTM1Rlcm1zIG9mIHVz 
ZSBhdCBodHRwczovL3d3dy50cnVzdHdpc2UuY29tL3JwYSAoYykxMDE1MDMGA1UE 
CxMsQ2xhc3MgMiBNYW5hZ2VkIFBLSSBJbmRpdmlkdWFsIFN1YnNjcmliZXIgQ0Ex 
FzAVBgNVBAMTDkRpZ2l0YWxTaWduIENBMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8A 
MIIBCgKCAQEA1fmrFT1wnKO7bGqaTAIVY2f3FIrKbYgrNQXxH3DV+pyI5vBqF07V 
69wmQKCM6L6h442soLKl/KJPkUBuLzultIplcBRO4zqxFOXh837ES5f8ybOd8C41 
lzQIVKtApEmGuiNo8ksyMwpMp3vNnp84EcUkVAvtpoypwWEiq/YzC2spffo9aEzv 
ysA5rpBBmn9qS2L7se/Ui56dZsxdHrZgSOlvV6faHcRK1Fzi21ZwNdhwwWg7+6QL 
yBfwoOnLLuqNrU0sFJU23DEuZv5tgHiB2ynYMfbrMzsJAtI3UtIxa3DEIvyvdBbN 
OuYrqqDIZ8vtUDcw/G5zfJHvIOWF0RJZTQIDAQABo4IBXDCCAVgwEgYDVR0TAQH/ 
BAgwBgEB/wIBADByBgNVHSAEazBpMGcGC2CGSAGG+EUBBxcCMFgwKQYIKwYBBQUH 
AgEWHWh0dHBzOi8vd3d3LnRydXN0d2lzZS5jb20vY3BzMCsGCCsGAQUFBwICMB8a 
HWh0dHBzOi8vd3d3LnRydXN0d2lzZS5jb20vcnBhMA4GA1UdDwEB/wQEAwIBBjAo 
BgNVHREEITAfpB0wGzEZMBcGA1UEAxMQYnQyMDQ4YzJQdWIxLTIwNTAdBgNVHQ4E 
FgQU80jLdtTM9/H290PppKcTCiRS1a8wEQYJYIZIAYb4QgEBBAQDAgEGMEEGA1Ud 
HwQ6MDgwNqA0oDKGMGh0dHA6Ly9vbnNpdGVjcmwudHJ1c3R3aXNlLmNvbS9CVENs 
YXNzMkNBLUczLmNybDAfBgNVHSMEGDAWgBTofPOsf+jdZASHu1tlvo+Q/WQZWzAN 
BgkqhkiG9w0BAQsFAAOCAQEAlUO6sBSC8Mlk13AnJdbKu4IlweWV/mEUj89bzwG6 



 

hcRjjKbBMjcxj4bk5ZAT5TnaeyPsJ0iOElObAhvriwFwPNmbL6ZeyK/lyjTfZRqD 
0nVxuJ3GWYLkJB5Y9L/14GnFjZV3ACbxOo5elALCAPQhNjhdU7l92Qu8WJYIs+Hl 
LjgZHujgYicta5Hy/Ry50Svl6PhZlMehzEa8fWDfAzQBA1SNviRcZQ9sTzjoBPh9 
oV3OzegJulO2a9zDVAeABiPV0wrGZVBonOTayb9LZHSHl8awAfbaqdujTIW7r8mY 
KTHIiv6YXNCUqgwtLAM401QsZlmlLe7OBbsDp0DJ2xmgXg== 
-----END CERTIFICATE----- 

DigitalSign 
Advanced CA - 
V1 

Serial Number 
(hex) 

03981f51e2d68e32 

Hash 
(SHA256) 

9ab25c1e795c85a321419d3062f84b52132baa8f718843a83e31fbf99fedc3d7 

Distinguished 
Name 

CN = DigitalSign CA 
O = DigitalSign Certificadora Digital 
L = Guimaraes (see current address at www.digitalsign.pt) 
C = PT 
SERIALNUMBER = PT507015851 

Certificate 
(base64) 

-----BEGIN CERTIFICATE----- 
MIIIczCCBlugAwIBAgIIA5gfUeLWjjIwDQYJKoZIhvcNAQENBQAwgbAxCzAJBgNV 
BAYTAlBUMSowKAYDVQQKDCFEaWdpdGFsU2lnbiBDZXJ0aWZpY2Fkb3JhIERpZ2l0 
YWwxFDASBgNVBAUTC1BUNTA3MDE1ODUxMT4wPAYDVQQHDDVHdWltYXJhZXMgKHNl 
ZSBjdXJyZW50IGFkZHJlc3MgYXQgd3d3LmRpZ2l0YWxzaWduLnB0KTEfMB0GA1UE 
AwwWRGlnaXRhbFNpZ24gUHJpbWFyeSBDQTAeFw0xNTExMjUwOTM3MThaFw0zNzEw 
MzAwOTM3MThaMIGoMRQwEgYDVQQFEwtQVDUwNzAxNTg1MTELMAkGA1UEBhMCUFQx 
PjA8BgNVBAcTNUd1aW1hcmFlcyAoc2VlIGN1cnJlbnQgYWRkcmVzcyBhdCB3d3cu 
ZGlnaXRhbHNpZ24ucHQpMSowKAYDVQQKEyFEaWdpdGFsU2lnbiBDZXJ0aWZpY2Fk 
b3JhIERpZ2l0YWwxFzAVBgNVBAMTDkRpZ2l0YWxTaWduIENBMIICIjANBgkqhkiG 
9w0BAQEFAAOCAg8AMIICCgKCAgEAwIyfzHgjHAySoIsQMItLlEXb8bKeKGT46cmC 
IlhtWstWqTDro67oBz2so9EqO7nIryY05dE2UJEDO03lFM4KFPZCtojxqi/8KMHn 
dmW+NJO3wiikIaRtg/AZfuOXf6rVwp0fCA6ROgOFvideXRFpH+bvV5LOm3uH7gp/ 
KSkktrWRYUKZwD60XJmAWvVEmtR4ydakTdoEpmZ7x6VaxCA+Jm7NlbpnxBCM+MXs 
rmFB9At7uEO5t0M/cAcgijyvIbZMwiklEXw+FJlt+8O67nZ0M53i0W77gdL11M18 
XNqVil9qjRTE+DpnoUAwE1e65uGaAcytbo2Aafp8w4CaS3CV8hSgqDlYdR+iD8GC 
ouicpl8INZjQzd67y++4p3K2AS4h1uuuzC4Sg6Deg5KTNOa47l0UI60hFB1KxD5I 
Uk/V58glRUEuUhpDu8BX/JorqesaHXLaUHpeS+cZXp+kiD8NqU7suNTwEGRgtutf 
Mi4rfLfGlDxO6/U6NPbYM4RKhepTYglAn3bkGFZzRHsBdulIQ82ZhAB9gJ1K2Q32 
z5mkucnXOncGTaQ+/9T2MgfbH8P/plHsruKbLRl4NgAjN5xpvdx9S5rqvGv1SIGx 
b7v5D6IwU5Op2tMPceww1LezJBWa515c09/D/roI7d7XQG7KhIg9WCHQWCfW4s6P 
myb5pdsCAwEAAaOCApUwggKRMBIGA1UdEwEB/wQIMAYBAf8CAQAwHQYDVR0OBBYE 
FHKWHH7TrTRo2085TJM2McOZZ616MIHfBgNVHSMEgdcwgdSAFKhV8DPDTiLMaByh 
GazRKhM9JWBhoYGxpIGuMIGrMQswCQYDVQQGEwJFUzEbMBkGA1UECgwSQUMgQ2Ft 
ZXJmaXJtYSBTLkEuMRIwEAYDVQQFEwlBODI3NDMyODcxQzBBBgNVBAcMOk1hZHJp 
ZCAoc2VlIGN1cnJlbnQgYWRkcmVzcyBhdCB3d3cuY2FtZXJmaXJtYS5jb20vYWRk 
cmVzcykxJjAkBgNVBAMMHUFDIENhbWVyZmlybWEgUG9ydHVnYWwgLSAyMDE1gggE 
vAciRWlnlDB+BggrBgEFBQcBAQRyMHAwRgYIKwYBBQUHMAKGOmh0dHA6Ly93d3cu 
Y2FtZXJmaXJtYS5jb20vY2VydHMvZGlnaXRhbHNpZ25fcHJpbWFyeV9jYS5jcnQw 
JgYIKwYBBQUHMAGGGmh0dHA6Ly9vY3NwLmNhbWVyZmlybWEuY29tMA4GA1UdDwEB 
/wQEAwIBBjAdBgNVHSUEFjAUBggrBgEFBQcDBAYIKwYBBQUHAwIwRgYDVR0gBD8w 
PTA7BgRVHSAAMDMwMQYIKwYBBQUHAgEWJWh0dHBzOi8vd3d3LmRpZ2l0YWxzaWdu 
LnB0L3JlcG9zaXRvcnkwgYIGA1UdHwR7MHkwOqA4oDaGNGh0dHA6Ly9jcmwuY2Ft 
ZXJmaXJtYS5jb20vZGlnaXRhbHNpZ25fcHJpbWFyeV9jYS5jcmwwO6A5oDeGNWh0 
dHA6Ly9jcmwxLmNhbWVyZmlybWEuY29tL2RpZ2l0YWxzaWduX3ByaW1hcnlfY2Eu 
Y3JsMA0GCSqGSIb3DQEBDQUAA4ICAQAN4INvwXXElWPJW4qJjoToMV1jg93i407+ 
0tfeZt0o74miysPGMAj9WDswwfAiIVe/76/z3bmb+Nlk0aDIO1erpa+N5Y+zm9by 
7VtGm17ARP0CIdhY31gAkeysxHpowEdg0Xk3NULFT7NrS3b5FCp4LFH14p6xqp1Q 
mJD8GIx77qy2AMFLm7pg9f7i2w00JbPWnYbAncEoYF2MFnhGMA8Q1xMsSkAbYauM 
lrzau0YfefnWXmkyyqnVoS/F6SMyclsSbVj2uNDpTI3B9N4ruCzO7PChO3uFKaiO 
O9fnUo85orYSMG4Cjz5U/ntSx2oIHLMICFFbZ2V/QHcW4/bP857vIvE1UAQoThNB 
DIE/Xkz45FUfIfPFlpCHkcVOSa4mjvwB7irndszQsAIDhiLZ46TQhL5bUCpuk6xQ 
+OZKx/Sy0L6sm/LclKgjLTJC4Fdlpyz2THCuxVnrIpQWpixRxHTRHQevM9LULLxb 
xmTeZKGKpx78PlE1m35rFNRAKgMbsdFwOKVih0SL3/ASQ6/dmXsmu5I67RFO+1F5 
vBncCgT6jUMUqP1HLm7G855l8i5KxUbHTytgkxpWModeyYzL5HP04S0/F55yV3pB 
Gk1itzEeDdfIy6oPCx4xDxy4Pt1+e/6PYFZ/QZ4dWyKqDWu0bFzNn05x9AGS3XpN 
nsAYudtUwg== 
-----END CERTIFICATE----- 

 



 

The audit was performed according to the ETSI EN 319 401, ETSI EN 319 411-1 and CA Browser Forum 1.5.7 

and aims to demonstrate the compliance of reliable services managed and provided by trusted service 

provider DigitalSign – Certificadora Digital, SA 

All compliance assessment has been documented in a specific report and registered with the unique ID 

65096/1. 

 

Type of audit Certification audit [ ] 

Extension of Scope: advanced (not qualified) 

(INTEGRATION for Annual CAB FORUM Report) 
[X] 

Supplementary Audit [ ] 

Annual surveillance [ ] 

Renewal [ ] 

Start date 03-06-2018 End date  11-06-2018 Duration 

(days) 

3 Total 

Period covered by audit: 01/01/2018 to 11/06/2018 

 

 

 

The TSP has drawn up the documentation supporting: 

• Certification Authority Service according to the indications established in: 

o ETSI EN 319 401 

o ETSI EN 319 411-1  

o CA/Browser Forum Baseline Requirement 1.5.7 Guidelines 

o as well as in the management systems supporting the services provided. 

 

The detail of documentation and evidences found is part of the complete report, stated in the ‘reference 

Check lists’ section. 

 

TSP has defined a Risk Analysis process concerning the trust services defined in the application scope of this 

audit. The Methodology explains how the model examines the risk scenarios, assessed as 

threats/vulnerabilities for potential impact on the services. 

The risk scenarios, the assets and the controls/countermeasures are specific for the CA environment, 

included in the ISO 27001 scope. 

TSP implements annually, or after major change, a risk assessment activity with relative treatment plan and 

residual risk acceptance by risk owners. 



 

The TSP has defined, and keeps updated, a chart concerning the management of indexes for each process 

and for each significant product/service. The audit is carried out every year during the Top Management 

review. 

 

The TSP DigitalSign - Certificadora Digital, S.A. provides a reliable service in accordance with the ETSI 319 411-

1 and the CA Browser Forum 1.5.7 for the creation of advanced (not qualified) certificates. 

For the provision of trust services, it uses a standardized set of functions/processes, such as: registration, key 

generation, issuance of certificates, management of availability of revocations status. 

The trust service is performed by employees trained and authorized for their duties, within a secure physical, 

organizational and technical environment. 

 

The procedures for operating of the DigitalSign - Certificadora Digital, S.A. have been demonstrated to this 
CAB, within the scope of this conformity assessment. 
The correct implementation of the requirements established for these services was achieved. 
 
The Organization DigitalSign, that carries out the function of Trust Services Provider (TSP) is considered 
compliant to the requirements as regards the electronic identification and trust services for the electronic 
transactions in the internal market. 
The Issuing Certificate services object of the audit are considered in line with ETSI EN 319 401, ETSI EN 319 
411-1 and CA Browser Forum 1.5.7. 
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