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(At position 1 in certificate chain)

CRL & OCSP report for testevc1e.emsign.com
(eMudhra Technologies Limited)

 Certificate details  CRL Checks  OCSP Checks
 Error  Warning  Success  Info
 Raw data Refresh

testevc1e.emsign.com
emSign EV SSL CA - C1

testevc1e.emsign.com
Certificate details for testevc1e.emsign.com
Serial number: 

hex: e1b57974c2f05a640224 
int: 1065880071157325054083620 

Issued by: emSign EV SSL CA - C1 
Public Key Algorithm: RSA 
Not valid before: Feb 22, 2018 5:17:51 PM 
Not valid after: Feb 23, 2018 5:17:51 PM 
Company registration number: 60368 
Organization: eMudhra Technologies Limited 
State / Province: Karnataka 
Locality: Bangalore 
Country: IN 

This certificate does not contain any links to an LDAP server
This certificate does not contain any internal server links
This certificate does not contain any links with an unknown format

Check certificate compliance for testevc1e.emsign.com  

Upgrade or renew to an EV SSL Certificates for only € 99 ($ 121 or £ 87)

Certificate Revocation List (CRL)

This CRL was cached at Feb 23, 2018 5:45:23 PM

https://certificatedetails.com/c9711645433b165e5f46fdee354d447b7dae7507/e1b57974c2f05a640224/testevc1e.emsign.com
https://certificatedetails.com/c9711645433b165e5f46fdee354d447b7dae7507/e1b57974c2f05a640224/testevc1e.emsign.com
https://www.trustcubes.com/ev-ssl/?utm_source=revocationcheck.com&utm_medium=content&utm_campaign=EV%20Promotion
https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjsv0m7yaqhyjUOf2Xl5-Jwac4SGtshO_IoJbhFW7A5oqbax7G9ibhchs-nUTYIGO6lj_swNkneDwISs_e73jwHkndBldsbhKFw4yvuWDIiHusLABoCp4Laqh7P9gNVKxLDOr_4Zt5NWRVvZEIvu4HEjJX6RcvAZPetuik0zL12Isua-VC8Z5SSb29WkSXS6uYu_J0sYC4_SXnjXHriWANK5i9zOfLp86cHwh3wPMMVQmMLNlSB2jfubvCpI4T4MP2Px-bqgbcq3Kxgmacvtb-dTFcPq2tk65Z1fyKoH4lXXBZeyK-GjIoH0aA66DRQCx5uaSwSwC63I09XOsdwEBxVkdwM-tvao_CQlPd9TU-sJaB_kknhc6We_WD_GIWoZIUd6Zuhz7W_JSPOmXJ8v20fP_GL0X4gNzDsZpGk7VMm9jUPcRrK3rO24nC100OrvAWrZEwOt8By5GZe3AgA9mWC2kFYtCyaRGuD80WV7nK4YArWZj3Gla8htlt4c963EY-VEyRzjFYheOUV6hDRQzRhVilMLOjxrgsik9Lxx4b0oXcfUDpV8Cwj2ItleMSwusTJam_csJdlzMjkaLarTXc071tWQUk5HGdBOFpiP-NAp5mhJy6-nS2VIZg_FYWtd-l8wv3s3hsm7wSLRXl2keoxdQZ8piScuVLgnGMUDsHQdNt8Fd7pHJqEj35l6vHWPuwsLdrEfnfq6RpSm-x0m-pwwYs2SLFBLnDixS6MSPRzSWnJQk7uJnLEIWh21_Q1Me5w5QL6eMEr99K7RmjGFaqVixM6UB2NGKC2N3KiXnpWyicue6OVkUHyqHCc5Vk88piIanvf3YZK_l5k9KT78LN7ryMjccDQ6jr9BubVZzaCudz1lCGC6vwYXg-xoFp74JKHve5s8gyECCRO9jpII&sai=AMfl-YSwCcSVZRzzCbRYS7c_hHwclB5Ep53I23Y-Gx-mU08TbhoMbaBxeB2rK-yFHKcsDw42wrlHhO5333NVuMqvdxAPObQ-0Yc2il1yQDZY6ZHDrYWLUGApSw_ivC84GyOLJ2pu&sig=Cg0ArKJSzPkUTMVf1N6T&urlfix=1&adurl=http://go.jumpcloud.com/signup-modern-IT-directory-as-a-service.html%3Frs%3DBid%2520Manager%26cs%3DITbuyer
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http://crl.emsign.com?emSignEVSSLCAC1.crl

CRL information

Source: CRL Distribution Point listed in Certificate 
Location: http://crl.emsign.com?emSignEVSSLCAC1.crl 
Size: 532 bytes (DER data) 
Response time: 457.596007ms 
This update: Feb 22, 2018 6:18:27 PM 
Next update: Mar 1, 2018 6:18:27 PM 
Revoked: No 
Revoked certificates in CRL: 2 

Relevant server response headers

Date: Feb 23, 2018 5:45:20 PM 
Last Modified: Feb 22, 2018 6:18:27 PM 
Expires: Mar 1, 2018 6:18:27 PM 

Content-Type in response is set to 'application/pkix-crl (RFC 5280, section 4.2.1.13)'
This CRL file is DER encoded
Issuer field is byte-for-byte equivalent with issuers subject
Response is already valid
Response is not expired
ThisUpdate is less than seven days old, CRLs must be updated and reissued at least every
seven days (Mozilla Maintenance Policy section 3)
The NextUpdate field is not more than ten days beyond the value of the ThisUpdate field
(Mozilla & Baseline Requirements)
Last-Modified header is the same as ThisUpdate (RFC 5019, section 6.2)
NextUpdate is after the date in the Expires cache header
The Cache-Control max-age header does not outlive NextUpdate
ThisUpdate has a date before NextUpdate
Expires cache header is the same as the NextUpdate field (RFC 5019 section 6.2)

Online Certificate Status Protocol (OCSP)

This OCSP response was cached at Feb 24, 2018 12:54:31 PM

http://ocsp.emSign.com (GET)

OCSP response information

Source: OCSP server listed in Certificate 
Location: http://ocsp.emSign.com 
Size: 1605 bytes (DER) 
Response time: 626.477729ms 
Signature algorithm: SHA256-RSA 
Signature type: CA Delegated 
Signed by: emSign EV SSL OCSP - C1 
Issued by: emSign EV SSL CA - C1 

http://crl.emsign.com/?emSignEVSSLCAC1.crl
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Signing certificate validity: Feb 20, 2018 12:00:00 AM - Feb 20, 2019 12:00:00 AM 
Signing certificate algorithm: SHA256-RSA 
Reported statuses: 1 
This update: Feb 24, 2018 12:54:31 PM 
Next update: Feb 26, 2018 12:54:31 PM 
Produced at: Feb 24, 2018 12:54:32 PM 
Status: Good 

Relevant server response headers

Date: Feb 24, 2018 12:54:32 PM 
Last Modified: Feb 24, 2018 12:54:32 PM 
Expires: Feb 26, 2018 12:54:32 PM 

Server and network information

Server Software: Apache-Coyote/1.1 

OCSP requests is smaller than 255 bytes
OCSP signing certificate is already valid
OCSP signing certificate is not expired
OCSP signing certificate does not expire before NextUpdate
OCSP signing certificate does contain the Extended Key Usage for OCSP Signing
OCSP signing certificate does contain the OCSP No Check extension
Content-Type in response is set to 'application/ocsp-response'
Response is already valid
Response is not expired
ThisUpdate is less than four days old, OCSP information must be updated at least every four
days (Mozilla & Baseline Requirements)
The NextUpdate field is not more than ten days beyond the value of the ThisUpdate field
(Mozilla & Baseline Requirements)
Last-Modified header is not the same as ThisUpdate (RFC 5019, section 6.2)
NextUpdate is 1s before the date in the Expires cache header
The Cache-Control max-age header does not outlive NextUpdate
ThisUpdate has a date before NextUpdate
Expires cache header is not the same as the NextUpdate field (RFC 5019 section 6.2)

This OCSP response was cached at Feb 24, 2018 12:54:23 PM

http://ocsp.emSign.com (POST)

OCSP response information

Source: OCSP server listed in Certificate 
Location: http://ocsp.emSign.com 
Size: 1605 bytes (DER) 
Response time: 649.360668ms 
Signature algorithm: SHA256-RSA 
Signature type: CA Delegated 
Signed by: emSign EV SSL OCSP - C1 
Issued by: emSign EV SSL CA - C1 
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(At position 2 in certificate chain)

Signing certificate validity: Feb 20, 2018 12:00:00 AM - Feb 20, 2019 12:00:00 AM 
Signing certificate algorithm: SHA256-RSA 
Reported statuses: 1 
This update: Feb 24, 2018 12:54:31 PM 
Next update: Feb 26, 2018 12:54:31 PM 
Produced at: Feb 24, 2018 12:54:32 PM 
Status: Good 

Relevant server response headers

Date: Feb 24, 2018 12:54:32 PM 
Last Modified: Feb 24, 2018 12:54:32 PM 
Expires: Feb 26, 2018 12:54:32 PM 

Server and network information

Server Software: Apache-Coyote/1.1 

OCSP signing certificate is already valid
OCSP signing certificate is not expired
OCSP signing certificate does not expire before NextUpdate
OCSP signing certificate does contain the Extended Key Usage for OCSP Signing
OCSP signing certificate does contain the OCSP No Check extension
Content-Type in response is set to 'application/ocsp-response'
Response is already valid
Response is not expired
ThisUpdate is less than four days old, OCSP information must be updated at least every four
days (Mozilla & Baseline Requirements)
The NextUpdate field is not more than ten days beyond the value of the ThisUpdate field
(Mozilla & Baseline Requirements)
Last-Modified header is not the same as ThisUpdate (RFC 5019, section 6.2)
NextUpdate is 1s before the date in the Expires cache header
The Cache-Control max-age header does not outlive NextUpdate
ThisUpdate has a date before NextUpdate
Expires cache header is not the same as the NextUpdate field (RFC 5019 section 6.2)

emSign EV SSL CA - C1 (CA Certificate)
Certificate details for emSign EV SSL CA - C1
Serial number: 

hex: badfd29b3f1e678c6960 
int: 882488965534960413600096 

Issued by: emSign Root CA - C1 
Public Key Algorithm: RSA 
Not valid before: Feb 19, 2018 12:00:00 AM 
Not valid after: Feb 19, 2033 12:00:00 AM 
Organization: eMudhra Inc 
Organization unit: emSign PKI 
Country: US 

This certificate does not contain any links to an LDAP server

https://certificatedetails.com/fea1e0701e2a0339525a42be5c91857a18aa4db5/badfd29b3f1e678c6960/emsignevsslca-c1
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This certificate does not contain any internal server links
This certificate does not contain any links with an unknown format

Check certificate compliance for emSign EV SSL CA - C1

Certificate Revocation List (CRL)

This CRL was cached at Feb 23, 2018 5:45:23 PM

http://crl.emsign.com?RootCAC1.crl

CRL information

Source: CRL Distribution Point listed in Certificate 
Location: http://crl.emsign.com?RootCAC1.crl 
Size: 468 bytes (DER data) 
Response time: 444.126192ms 
This update: Feb 19, 2018 7:08:00 PM 
Next update: Aug 18, 2018 7:08:00 PM 
Revoked: No 
Revoked certificates in CRL: 0 

Relevant server response headers

Date: Feb 23, 2018 5:45:20 PM 
Last Modified: Feb 19, 2018 7:08:00 PM 
Expires: Aug 18, 2018 7:08:00 PM 

Content-Type in response is set to 'application/pkix-crl (RFC 5280, section 4.2.1.13)'
This CRL file is DER encoded
Issuer field is byte-for-byte equivalent with issuers subject
Response is already valid
Response is not expired
Revocation information is updated at least once every twelve months
The value of the NextUpdate field is not more than twelve months beyond the value of the
ThisUpdate field
Last-Modified header is the same as ThisUpdate (RFC 5019, section 6.2)
NextUpdate is after the date in the Expires cache header
The Cache-Control max-age header does not outlive NextUpdate
ThisUpdate has a date before NextUpdate
Expires cache header is the same as the NextUpdate field (RFC 5019 section 6.2)

Online Certificate Status Protocol (OCSP)

https://certificatedetails.com/fea1e0701e2a0339525a42be5c91857a18aa4db5/badfd29b3f1e678c6960/emsignevsslca-c1
http://crl.emsign.com/?RootCAC1.crl
https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjsuCMq3S8pHyXvhEtI73ROJvBAYxT34zTWViLDnPjw2vO0BWUsrv_n07uIFiZM7b22lPOGtWLM0LsEboTZo3Ftfn0LAlGq6hgKCWJIxxUaIpF_v-XdrgWADJJ3uPaPKyF3Te8-jwjJKl8kCYycCsKpbwQnSxCC0BlfVKOgn_0q2ODy2llqO81cKrk57jkP8RxB0jgymnf7ir0gdcF6h0FPFFAZ2s8JFI3B_nc1rPoffbAtovpeDVwvXfrPNLjnhmTT05rhz0-M--WCqdiN7uBUu02O_b2NM0L3BJXtGjSDX-LKo3Z4s6WA6AtL7wGlAmg-08kSqcaBJjNEweNfePZKuidIQGxVEHUnNNcqDSv-wrHUxlhlUUJRkpkTkKAmcHTjM9b8ASMFMu6Jei7CltRmCdC3cyp47MW-idXcEnA2NZ04Mw0PxpSywPzU0_GtO6njK7ZLHOoNktE8dEzoh7mgq2iikKVUDM9EnbKvDSuQt2hJxXmWz4dFi1T3B3gQL1AG01gEAh-qihTqWoQd9Kvs4RAyuuHwGqKCACOrmnyh__1w2l8YyYLJCaRWkHTM84JvBsEBYacPSDV2s0O0a2mV4kvRI02Kogr0j6gG4R8XObrcRf6UIXCueBcLQC4-_hnfDd3I4qGPLj6LfjiRFl8CsOfwJXNR7DI1cFAOSd9mB-U_dM3BQfaNI-oX5AZ9vG7_KnLu04Wf9Q8I4RxtS9KvSKyhdbHaPEmXBYOYP1bmAXQ1iLKziCjNa6qCCFYwxjFLLlQrNmxHSsY9PbssJRMwXHpfuPyw-whEUwFmc2pV-T8dWHJYjA58JNxAXP4r2w1eIDxATxeIzGPElXXgfXJccCqVZS75aQ3M1wrKDmG7zqTiydD2hMDZaX40gDKKPQ9qNuVi4GjJhrCOSrL0k&sai=AMfl-YS4--fJfqg2gPOdv_BvAs3_5ZXNyYAwFqwA9qVmId6_cCVUipl0LgXT7GkMzor7TWxApytTUabNfiFJJGITYAr8s4zE1xyD7BvVgdlLCXez0dsX86pAYohDOA0kMZ7GKKfN&sig=Cg0ArKJSzIokN3YTXvoY&urlfix=1&adurl=http://go.jumpcloud.com/signup-modern-IT-directory-as-a-service.html%3Frs%3DBid%2520Manager%26cs%3DITbuyer
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Check the revocation status for another website
Created by Paul van Brouwershaven 
© 2015 - 2017 Digitorus B.V.

Revoked certificates can't and should not be trusted, these certificate will cause errors like "NET::ERR_CERT_REVOKED" in browsers.

https://certificate.revocationcheck.com/
https://www.linkedin.com/in/pvanbrouwershaven
https://www.digitorus.com/

