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INDEPENDENT ASSURANCE REPORT

To the management of eMudhra Technologies Limited (“emSign PKI”):
Scope

We have been engaged, in a reasonable assurance engagement, to report on emSign PKI
management’s assertion that for its Certification Authority (CA) operations at Bangalore,
Karnataka, India throughout the period 20 February 2018 to 19 September 2018 for its CAs
as enumerated in Appendix A, emSign PKI has:

o disclosed its business, key lifecycle management, certificate lifecycle management,
and CA environmental control practices in applicable versions of its Certification
Practice Statements in Appendix B;

¢ maintained effective controls to provide reasonable assurance that:
o emSign PKI provides its services in accordance with applicable versions of its
Certification Practice Statements as enumerated in Appendix B;

¢ maintained effective controls to provide reasonable assurance that:

o the integrity of keys and certificates it manages is established and protected
throughout their lifecycles;

o the integrity of subscriber keys and certificates it manages is established and
protected throughout their lifecycles;

o subscriber information is properly authenticated (for the registration
activities performed by emSign PKI; and

o subordinate CA certificate requests are accurate, authenticated, and
approved;

¢ maintained effective controls to provide reasonable assurance that:
o logical and physical access to CA systems and data is restricted to authorized
individuals;
o the continuity of key and certificate management operations is maintained;
and
o CA systems development, maintenance, and operations are properly
authorized and performed to maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.1.

emSign PKI does not escrow its CA keys, does not provide integrated circuit card lifecycle
management and certificate suspension services. Accordingly, our audit did not extend to
controls that would address those criteria.

Certification authority’s responsibilities

emSign PKI’s management is responsible for its assertion, including the fairness of its
presentation, and the provision of its described services in accordance with the WebTrust
Principles and Criteria for Certification Authorities v2.1.

BDO Consulting Sdn Bhd (269105-W), a Malaysian Limited Liability Company, is a member of BDO International Limited, a UK
company limited by guarantee, and forms part of the international BDO network of independent member firms.

BDO is the brand name for the BDO network and for each of the BDO Member Firms.


http://www.webtrust.org/principles-and-criteria/docs/item85228.pdf
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Our independence and quality control

We have complied with the relevant rules of professional conduct / code of ethics applicable
to the practice of public accounting and related to assurance engagements, issued by various
professional accounting bodies, which are founded on fundamental principles of integrity,
objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies Canadian Standard on Quality Control 1, and accordingly maintains a
comprehensive system of quality control including documented policies and procedures
regarding compliance with ethical requirements, professional standards and applicable legal
and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our
procedures. We conducted our procedures in accordance with Canadian Standard on
Assurance Engagements 3000, Attestation Engagements Other than Audits or Reviews of
Historical Financial Information, set out in the CPA Canada Handbook - Assurance. This
standard requires that we plan and perform our procedures to obtain reasonable assurance
about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

1) obtaining an understanding of emSign PKI’s key and certificate lifecycle management
business practices and its control over key and certificate integrity, over the
authenticity and confidentiality of subscriber and relying party information, over the
continuity of key and certificate lifecycle management operations and over
development, maintenance and operations of systems integrity;

2) selectively testing transactions executed in accordance with disclosed key and
certificate lifecycle management business practices;

3) testing and evaluating the operating effectiveness of the controls; and

4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a
basis for our opinion.

Relative effectiveness of controls

The relative effectiveness and significance of specific controls at emSign PKI and their effect
on assessments of control risk for subscribers and relying parties are dependent on their
interaction with the controls, and other factors present at individual subscriber and relying
party locations. We have performed no procedures to evaluate the effectiveness of controls
at individual subscriber and relying party locations

Inherent limitations

Because of the nature and inherent limitations of controls, emSign PKI’s ability to meet the
aforementioned criteria may be affected. For example, controls may not prevent, or detect
and correct, error, fraud, unauthorised access to systems and information, or failure to
comply with internal and external policies or requirements. Also, the projection of any
conclusions based on our findings to future periods is subject to the risk that changes may
alter the validity of such conclusions.
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Opinion

In our opinion, throughout the period 20 February 2018 to 19 September 2018, emSign PKI’s
management’s assertion, as referred to above is fairly stated, in all material respects, in
accordance with the WebTrust Principles and Criteria for Certification Authorities v2.1

This report does not include any representation as to the quality of emSign PKI’s services
beyond those covered by the WebTrust Principles and Criteria for Certification Authorities
v2.1, nor the suitability of any of emSign PKI’s services for any customer’s intended purpose.

Use of the WebTrust seal

emSign PKI’s use of the WebTrust for Certification Authorities Seal constitutes a symbolic
representation of the contents of this report and it is not intended, nor should it be
construed, to update this report or provide any additional assurance.

bpo

BDO Consulting Sdn. Bhd.
Kuala Lumpur, Malaysia

8 October 2018
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Appendix A - List of Root and Subordinate CAs in Scope

No

Common Name

Certificate
Serial No

Subject Key
Identifier

SHA-256 Fingerprint

emSign Root CA -
G1

31F5E4620C6C5
8EDD6D8

FB:EF:0D:86:9E:B0
:E3:DD:A9:B9:F1:2
1:17:7F:3E:FC:FO:
77:2B:1A

40:F6:AF:03:46:A9:9A:
A1:CD:1D:55:5A:4E:9C:
CE:62:C7:F9:63:46:03:
EE:40:66:15:83:3D:C8:
C8:D0:03:67

emSign SSL CA - G1

217AD58B1C713
C€002091

34:D1:F7:39:32:45
:40:4A:99:2B:7D:8
9:6A:57:69:AD:95:
AF:E3:37

47:B2:EF:BC:36:70:E7:
DB:4B:41:F2:2C:51:FC:
02:EE:84:FB:2D:BF:30:
82:A4:9F:2C:26:88:12:2
E:92:10:A1

emSign EV SSL CA -
G1

626CB92B237FF
82E3F50

B2:9D:CF:41:A7:E9
:C3:E0:85:56:40:9
8:4B:F6:8F:7C:55:
29:E7:7E

43:34:EE:B2:CC:11:4F:
82:BE:E6:F8:A7:E5:AE:
AO:3A:42:EB:2E:1F:70:
CB:D6:61:02:E4:14:D7:
2F:00:33:B9

emSign Class 1 CA -
G1

00D59B7C9B36A
2D44922EA

DC:60:8F:0A:DE:B
1:99:84:9B:84:40:
03:E3:75:03:32:03
:80:00:90

CF:6D:03:33:D0:BE:2C:
69:A4:2D:45:39:60:DE:
E9:E1:09:D9:E8:84:3E:
A3:06:1A:16:71:D6:EA:
F8:5E:B7:D8

emSign Class 2 CA
- G1

3C5BDA55C0A23
6A744CD

E6:DD:0D:B9:9B:D
2:15:40:CF:23:08:
2D:6C:19:B8:5C:68
:32:52:32

63:A8:36:9D:C8:24:A4:
2B:C7:AE:6E:E5:D2:6A:
AF:D3:2D:F4:AF:67:7C:
A1:8B:94:1B:7A:57:E3:
3B:1E:35:59

emSign Class 3 CA -
G1

00A08870825A32
6BED9611

5C:A5:9C:41:EF:6E
:41:61:46:79:2C:D

F:D8:55:45:05:D5:

A7:1A:86

42:DA:1C:56:2F:80:E4:
6D:A7:A3:21:24:4E:FC:
23:D0:FA:A9:FE:BB:B7:
AA:03:77:D9:6B:42:D9:
E8:8A:B2:00

emSign Device CA -
G1

0465835247364A
904A8E

0B:93:78:E2:E0:35
:07:6D:DF:86:77:8
F:8C:51:8D:E3:35:
7C:A9:77

4C:91:98:B6:73:55:08:5
8:79:9A:D2:74:4C:C0:8
3:C1:BA:00:27:E7:7D:3
B:8F:D6:D5:6C:F5:36:2
0:D0:99:E2

emsSign Root CA -
G2

00864DBFOFE35
ED77D8EDS8

ED:EC:4D:45:61:18
:28:E7:B3:23:28:1
1:1C:4D:A5:27:0D:
5E:EC:F4

1A:A0:C2:70:9E:83:1B:
D6:E3:B5:12:9A:00:BA:
41:F7:EE:EF:02:08:72:F
1:E6:50:4B:F0:F6:C3:F2
:4F:3A:F3

emSign CS CA - G2

00C084E6665961
39A1FA9B

15:86:CA:B6:74:96
:17:48:58:34:82:2
C:CD:D2:E1:75:9E:
AF:44:B7

C2:E4:D1:76:50:05:D5:
CA:36:1D:40:0A:43:4B:
43:03:6D:BC:93:1E:C6:
D7:B9:9C:17:BE:C0:30:
CC:74:CA:7D

10

emSign EV CS CA -
G2

3CA9F3D18CO08E
50959D5

47:95:C9:61:C0:BO
16A:44:10:2F:1A:3
5:DA:58:B0:96:AA:
F6:4B:8E

69:E2:44:8C:5F:03:EE:
DE:5E:C2:C9:07:EF:E9:
6C:3D:33:AD:67:9B:49:
CD:29:C3:8C:51:82:32:
31:21:BE:FF
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Certificate Subject Key . .
No Common Name serial No Identifier SHA-256 Fingerprint
CO:0F:C1:F7:CF:9E gjff;‘gf’,‘ggzgg‘%?ﬁ?‘lz
11 emSign Time 0OBA9E35E51EC | :26:FF:8B:71:4A:C 6'2;3'AA'I'39"C3°.B7"DO'.F
Stamping CA - G2 FAC6C4740 B:EC:F6:09:9F:2E: o
FA-C4:A1 5:CB:8A:4F:51:FB:C1:0
T 0:6F:3D:CO
7C:5D:02:84:13:D4 gg{’g;ﬁg&fg;‘fgﬁf‘c’gffﬁf
emSign ECC Root 3CF607A968700 | :CC:8A:9B:81:CE:1 Ty
12 BA:34:1D:81:3E:04:3C:
CA-G3 EDA8B84 7:1C:2E:29:1E:9C: F9-E8:-A8:62:CD-5C:57-
48:63:42 9:E8:A8:62:CD:5C:57:
e A3:6B:BE:6B
13:8D:4C:28:99:E1 ngzgfﬂ,‘ggggffg_‘;;ﬂ:
emSign ECC SSL CA | 72DDC7E9DCE9B | :62:B7:D2:E0:53:E o e DO >0,
13 oAz 4~ | 80:57:4B:39:CB:96:38:
-G3 ODCFFC7 3:18:D1:62:DC:1C: L A Ao .
CA:66:FA 63:DE:3E:C1:AD:31:DD:
U B0:76:CE:9F
D1-ANB4D2D22 | O TG TP ST:CER:
emSign ECC EV SSL | O1FE3E6C68DEB | 5:82:4E:B3:F0:93: O OE. AN AT,
14 L g 06:4F:D9:9F:40:4D:2B:
CA-G3 BEC263E 60:17:4A:9B:63:7A PP SOEGRai
-F9:1F:0D 91:41:00:BC:24:1F:07:8
IR 1:85:33:23
E6:1A:AE:5A:79:8 3?}22f2§{g§f§jfgf?g}
emSign ECC CS CA - | 35CF922FB90082 | C:D0:28:4D:37:EOQ: o g o
15 PSPy 9B:EF:34:57:43:CF:30:6
G3 49F89C 9E:6B:C5:2D:5D:B L.z o e DO, A,
4-6C-F8-EB E:DF:36:EE:35:B9:D0:5
e A:FA:D8:9C
FA:5C:F7:B7:49:4D ?55331?69-5769-6837-:z1c4-f4250
emSign ECC EV CS | 23BA23AB486AE | :5D:6B:F0:32:28:E O A A A Dt
16 E:9D:2A:3F:41:CC:B5:D
CA-G3 7D5COFE 1:E5:D5:AD:FA:FA:
D5:BC:83 0:3B:E3:3F:BB:94:A8:0
U D:7F:FC:7C
46:BE:80:C3:C8:27 ’;ﬁfﬁgfﬁg}gf}gg‘ggf&;z
emSign ECC Class 1 | OOFB1E21982EB1 | :FE:EC:9B:58:2B:1 PP OSDEtR
17 B7:69:9C:17:44:96:EF:9
CA-G3 B55C5925 A:62:5D:B2:D5:D1: | L Ca ot 59.99.E4- 0.
02:38:68 E:E9:91:53:32:51:49:4F
U :43:CE:10
E0:16:FE:BD:C4:E1 ;E7zBA336105627D197172E01
emSign ECC Class 2 | 23E1BAO2DFF3E | :65:C6:A5:99:4C:8 | J on ra.n0.00.00.09.
18 CA - G3 900EDDD 9:5E-71-8E:D4:5D: B:3D:EB:28:B8:00:93:7
6.7'Fi'FI.) T | E:A4:66:25:65:B3:EF:5E
o :C8:00:0B
22:62:4A:BC:7E:6D EOB?AAFOE':E“722FA%3BOOE4O
19 emSign ECC Class 3 | O0B8EB258324D | :A1:30:B7:2A:C9:9 D:E6:14"E7"D2:30:5C:6
CA-G3 BOSACC2F5 5:7E:2A:23:DE:3D: e o e
27-F3:8D 7:D1:2C:75:6B:B2:15:E
T 3:7C:B9:75
F1:DD:23:B0:F4:F1 ggfgﬁfggfiﬁfg&f@{gi{
20 emSign ECC Time 0084A863D6F61 | :1D:EB:24:35:64:6 21:7E:03'.C2:9F'.E2'AC'.
stamping CA - G3 818464D34 3:3C:10:A9:D9:54: A A
8F-08:3F 50:21:2F:45:13:07:D9:1
U 5:86:9F:47
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Certificate Subject Key . .
No Common Name serial No Identifier SHA-256 Fingerprint
A5:AC:F9:1F:5A:25 ggf?ng?‘g;’fj;‘f;éfggf3
emSign ECC Device | 00876282A8FD7 | :8E:10:B0:29:DA:1 e T EO AL A oA
21 C:CA:27:59:F4:26:42:1
CA - G3 58C391EC3 | 9:00:26:86:E8:A1: | - V2727 M4 £0:42
E6-E8:D9 6:48:34:FB:EF:DD:88:5
U 0:5C:4F:1C
FE:A1:E0:70:1E:2A l\%{ig{g%‘,’;ﬁfggf;gfégf
emSign Root CA - | 00AECFOOBACAC | :03:39:52:5A:42:B ~47.B7 [A62: 37:L5:
22 6A:34:21:6F:44:DC:AC:
C1 F32F843B2 | E:5C:91:85:7A:18: | ooo-£7:00:4%: UL AL
AADBS OF:39:54:B1:42:92:F2:E
AL 8:C8:60:8F
FC:C5:15:40:F1:AF ;Zf;ﬁf’ggfgg‘g: CEESE
23 | emsign SSL CA - ¢1 | 0086766B7F96D | :4F:13:82:98:F2:7 1 575 0p:C1:D0:54:94:
F60C46F8B | 1:0E:63:15:37:D1:
94-6B-74 C3:93:8D:A6:80:22:90:
U D5:A0:9B:32
C9:71:16:45:43:3B Efé{';;{g%{g{ﬁiﬂgg{gy_
emSign EV SSL CA - | OOBADFD29B3F1 | :16:5E:5F:46:FD:E | oo 2>: 2 -Eo- 1A 002 70
24 190 OF A0 FUE 53 4A:85:F5:E7:B9:F9:8
1 E678C6960 | E:35:4D:44:7B:7D:
AE:75:07 F:D4:A5:A4:7B:1D:FF:D
-3 4:BF:DE:D4
3B:0E:EF:29:3B:11 gif%‘_gjﬁ?ﬁfg’;}?ﬁfiﬁf
emSign Class 1 CA - | 7E065336C075C | :48:29:2C:01:15:D | So-A2: 74 TH:03: 2L AA:
25 i 7998863 1 '8E7B:79:60:05, | F9:BD:31:CE:D2:3E:92:
7I.3°C.9'5.2. U7 1 46:55:9A:59:EC:D7:47:
L 27:54:CC:E6
26:68:C0:F3:FC:40 %fggfggfggfgfggfggf
emSign Class 2 CA - | 1A5C82DEDCBC6 | :1C:F7:CA:12:4B:4 | /2:33-20- D0 TALl -5
26 A8:A5:2A:75:74:3E:19:
1 A153030 F:92:C3:8B:14:94:
48:3B:FD BC:35:A5:BE:39:12:EC:
=3B A6:2C:46:69
7B:9E:A6:C5:27:7E 23‘,'2%‘3‘;‘,%97‘,3;;{%';{%{
emSign Class 3 CA - | 00B474F64D8639 | :64:97:AB:84:01:3 S /DT EG AL
27 o 5 189496E AEA26.06.68.07. | 0D:CD:31:9A:5F:C9:47:
AEBTEl T | C9:CB:AF:72:C9:28:94:
-e/ D8:E8:10:92
92:C5:7C:AD:63:2 8231{%;{%{52}‘,%5{515{
emSign Device CA - | 00B19BE3081E2 | 0:E5:4C:23:CF:69: o LB A ED-0% A,
28 0D:3F:65:4E:5B:93:4D:
c1 D97B5BFCB | 11:CF:A7:87:FB:81
‘F4:91-F8 0D:DA:59:2B:31:E5:81:
o 87:A4:89:52
B3:F7:8A:A4: D6:0F ggfSZD_‘ggfgf,‘;;fgg_‘géf
emSign Root CA - | 2FOAB76BODCB4 | :88:00:59:E8:51:1 O OE . OF . 4O
29 2 AAF7758 S dAFDSTEEC.86: | A1:9C:85:FE:85:19:50;
gi:op | D5:16:5F:1C:7D:A4:FA:
o A9:51:E2:F8
9A:42:64:A2:E0:62 gg{i‘;’%ﬁ{%’;ﬁggixfzgf
30 | emSign CS CA - c2 | OOBAEGBASBEAB | :94:95:C8:12:C3:0 | 43.05 5 56:5D:BB:0A:
674A36434 | F:D5:7E:46:7C:41:
2AB2:2A 69:7A:BB:21:45:7A:CA:
B 22:A1:3C:E4
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Certificate Subject Key . .
No Common Name serial No Identifier SHA-256 Fingerprint
5B:9F:D5:1A:1D:04 g2639F28E39011125;04§4A‘;
emSign EV CS CA - | 0O0AEO882F16DB | :3E:61:B6:65:17:B | .., 0. 1 i n.6r.mm..
31 :E6:D2:6A:6D:B0:D2:C1
C2 A80375653 8:BO:E9:F5:85:F5: | ' 0, o Lo nE. A,
48:2D-17 :03:66:FF:2D:5B:B5:05:
e D8:87:2D
C1:41:93:9D:9D:EF ?Z\f LE’FBZ‘&%{Z‘:{’;%‘%CS{
emSign Time 63720D6AB070B | :34:CC:72:FD:D8:4 L o,
32 . 05:FA:E1:0B:C4:55:8F:
Stamping CA - C2 F2A157D 0:A6:1E:D6:B7:2A: o 040D 2000,
43: AAE9 A1:7C:72:84:9B:6B:98:
e BC:84:5C:AE
FB:5A:48:D0:80:20 ngggf?gf?gf;gi}i‘_‘;gf
emSign ECC Root | 7B71B68256B812 | :40:F2:A8:E9:00:0 e A,
33 72:6A:79:5D:A1:64:3C:
CA-C3 7C9CA8 7:69:19:77:A7:E6: e oL AN DAL
C3:F4:CF A5:F1:35:8E:1D:DB:OE:
o DC:0D:7E:B3
E3:E8:97:1E:BF:C4 égfg;fgffgffizz,zgfl\i{
emSign ECC SSL CA | 5B7D9BB1FD33B | :3D:3A:B0:DC:F7:1 A A A Cx B
34 ok veee.ar. .. | BD:B3:81:F1:12:FA:5D:
-C3 9BC1D84 D:9D:3F:5F:2C:B1: D A A O A EO.
6D-EB:6C E7:D5:BC:14:90:45:58:
U D1:ED:32:76
48:B7:68:E8:3C:B2 ggfggfggfggf;gfgg{%’;
emSign ECC EV SSL | 1B50581F7334B3 | :E6:B1:12:44:4C:C e aban T DA D
35 T no.an.mo.ec. | AB:72:9B:20:F7:B2:3B:
CA-C3 0B2723 4:D7:D3:9A:0B:6F: e
E9:5A:C6 42:37:AB:D8:49:4D:F5:
T 54:CF:98:5C
74:BF:90:17:0E:A3 ﬁ;fg}ggfg}ggf%}g?‘
emSign ECC CS CA - | 00B8973C427860 | :70:6E:3C:53:C9:C oo
36 35:81:B7:23:32:C8:06:2
C3 9F2AF2A4 C:01:51:2E:5B:A7:
80-80:BB D:FA:9C:F3:9E:51:AE:6
e 5:08:85:82
A7:6A:A4:7D:5D:0 5803%13$9A293(2)201052c039
emSign ECC EV CS 6004C5E20B62F | E:18:02:D1:3E:EE: PSRy
37 F:98:1A:9E:05:71:4E:C
CA-C3 DD48C46 04:D6:DF:21:C7:3 DDA, A AT g
A:23:61:9C 2:2B:B1:C3:42:1F:E6:9
e 5:E5:15:7A
8C:D9:9F:A0:21:35 g’gf?g}ggf;‘;};:}ggfgg‘o
emSign ECC Class 1 | 00BD6A0796AB3 | :3E:FC:B4:3A:99:6 | . ca ch.mn.em Arod.q
38 3:5A:EA:22:FF:AC:13:1
CA-C3 F8955521E C:2E:F2:0A:29:6F: e AT
FO:EC:92 D:E6:4B:A6:90:0C:75:D
e 8:44:7B:7E
56:4C:89:B8:25:C8 EB5§57317§8318626A€6772
emSign ECC Class 2 | 00D1142766698B | :98:EE:BD:F2:7C:6 Pt aiit:
39 CA-C3 FCDEDAO2 | 2:2D:AE:69:39:3A; | &22:37:B9:7E:6F:0A:F
B'6'1.7'Zé T 1 5:CA:49:AA:B8:EC:B2:C
B E:02:F8:6B
F1:66:AB:96:8C: A4 gg‘fgg‘fggfgi{?i{gg{gi{
emSign ECC Class 3 | 3D12A1CF78258 | :0D:D2:26:62:33:2 i
40 o ErnaEmoma. | 9F:25:F0:74:C9:20:34:F
CA-C3 D580854 F:9A:55:09:5D:D9: PPN
E6:48: 4A 5:1C:04:7D:34:22:6D:2
e 5:2E:C0:25




BDO

OB:BF:47:0B:3D:65

71:D2:EE:4D:DA:25:1D:
92:44:F7:CE:7C:6D:47:

58:2F:CF

emSign ECC Time 00B94B49C6436 | :F5:4E:73:4C:1C:A -C5:572:D4:24-EF:71:

41 stamping CA - C3 D72090201 D:1E:4E:67:52:09: gggggg ?33?35;211
2D:26:BD B:6B:C8:53

04:F6:54:AF:2E:B4 | S0 a0 LTI ODABORAY:

47 | emsign ECC Device | 00D9365F15842 | :DD:A7:44:1E:CAF | 5,100 o0 0 /s 0
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EMSIGN PKI'S MANAGEMENT ASSERTION

eMudhra Technologies Limited (“emSign PKI") operates the Certification Authority (CA)
services known as enumerated in Appendix A, and provides the following CA services:

s Subscriber registration

« Certificate renewal

s Certificate rekey

» Certificate issuance

s Certificate distribution

s Certificate revocation

» Certificate validation

= Subscriber key generation and management

The management of emSign PKI is responsible for establishing and maintaining effective
controls over its CA operations, including its CA business practices disclosure in its
repository, CA business practices management, CA environmental controls, CA key lifecycle
management controls, subscriber key lifecycle management controls, certificate lifecycle
management controls, and subordinate CA certificate lifecycle management controls. These
controls contain monitoring mechanism, and actions are taken to correct deficiencies
identified.

There are inherent limitations in any controls, including the possibility of human error, and
the circumvention or overriding of controls. Accordingly, even effective controls can only
provide reasonable assurance with respect to emSign PKI's Certification Authority
operations. Furthermore, because of changes in conditions, the effectiveness of controls
may vary over time.

emSign PKI management has assessed its disclosures of its certificate practices and controls
over its CA services. Based on that assessment, in emSign PKI management's opinion, in
providing its Certification Authority (CA) services at Bangalore, Karnataka, India throughout
the period 20 February 2018 to 19 September 2018, emSign PKI has:

* disclosed its business, key lifecycle management, certificate lifecycle management,
and CA environmental control practices in its applicable Certification Practice
Statements as enumerated in Appendix B;

= maintained effective controls to provide reasonable assurance that:
o embsign PKI provides its services in accordance with its applicable
Certification Practice Statements as enumerated in Appendix B;

* maintained effective controls to provide reasonable assurance that:

o the integrity of keys and certificates it manages is established and protected

throughout their lifecycles;

o the integrity of subscriber keys and certificates it manages is established and
protected throughout their lifecycles;
subscriber information is properly authenticated (for the registration
activities performed by emSign PKI; and
o subordinate CA certificate requests are accurate, authenticated, and

approved; and

a
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» maintained effective controls to provide reasonable assurance that:
o logical and physical access to CA systems and data is restricted to authorised
individuals;
o the continuity of key and certificate management operations is maintained:
and
o CA systems development, maintenance, and operations are properly
authorized and performed to maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.1,
including the following:

CA Business Practices Disclosure

« Certificate Policy and Certification Practice Statement (CP/CPS)
CA Business Practices Management

= (CP/CPS Management
CA Environmental Controls

* Security Management

= Asset Classification and Management
* Personnel Security

s Physical & Environmental Security

« Operations Management

e System Access Management

» System Development and Maintenance
« Business Continuity Management

* Monitoring and Compliance

* Audit Logging

CA Key Lifecycle Management Controls

» (A Key Generation
= (A Key Storage, Backup, and Recovery
= CA Public Key Distribution
s CA Key Usage
» CA Key Archival and Destruction
CA Key Compromise
CA Cryptographic Hardware Lifecycle Management

Subscriber Key Lifecycle Management Controls

» CA-Provided Subscriber Key Generation Services
* CA-Provided Subscriber Key Storage and Recovery Services
« Requirements for Subscriber Key Management

Certificate Lifecycle Management Controls
— = Subscriber Registration .
eMudhra Technologies Limited.
Sai Arcade, 3rd Floor, No.56, Outer Ring Road, Devarabeesanahall, Bangalore - 560103
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Certificate Renewal
Certificate Rekey
Certificate Issuance
Certificate Distribution
» C(ertificate Revocation
» Certificate Validation

- & &

Subordinate CA Certificate Lifecycle Management Controls
* Subordinate CA Certificate Lifecycle Management

emsign PKI does not escrow its CA keys, does not provide integrated circuit card lifecycle
management and certificate suspension services. Accordingly, our assertion does not extend
to controls that would address those criteria.

B A -
\f L}H"

Vijay Kumar M
Senior Vice President - Head of Technology
8 October 2018
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Appendix A - List of Root and Subordinate CAs in Scope

No | CommonName | CEUTCRe SHA-256 Fingerprint
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Appendix B - Certification Practice Statements in Scope
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