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Assessment criteria
The assessment criteria are defined in standard ETSI EN 319 411-2:

= ETSI EN 319 411-2 v2.1.1 (2016-02): “Electronic Signatures and Infrastructures (ESI);
Policy and security requirements for Trust Service Providers issuing certificates; Part
1: General Requirements”, Version 1.1.1, 2016-02, European Telecommunications
Standards Institute

The applicable ETSI certification policy is:

= QVCP: Organizational Validation Certificate Policy
= EVCP: Extended Validation Certificate Policy

Temporal scope of the audit

The audit was carried out as a period audit at the PSC site in Sant Cugat, Spain. The audit was carried
out between the 12t of March, 2018 and the 27" of March, 2018. The covered period extends from the
21st of June, 2017 to the 27" of March, 2018.

Objective of the assessment

The objective of the assessment is characterised by the information on the certificate for the service
assessed:



SUBJECT:

CN = AC Firmaprofesional - INFRAESTRUCTURA

X509v3 Subject Key Identifier:
62:15:AB:B5:B3.08:79:A5.87:FE:80:.09:22:F0:8E:FC:8F:11:FD:79

Fingerprint

SHA1: AC:1E:38:0A:14:DD:D2:22:81:0D:DB:F4:CF:32:0F:1A:FE:91:09:40

SHA256: CD:74:19:8D:4C:23:E4:70:1D:EA:57:98:92:32:1B:9E:4F:47:A0:8B:D8:37:47:

10:B8:99:AA:D1:49:5A:4B:35

ISSUER:

CN = Autoridad de Certificacién Firmaprofesional CIF A62634068
X509v3 Subject Key Identifier:
65:CD:EB:AB:35:1E:00:3E:7E:D5:74:C0:1C:B4:73:47.0E:1A:64:2F

Fingerprint (Certificate SHA1):

SHA1 :AE:C5:FB:3F:C8:E1:BF:C4:E5:4F:03:07:5A:9A:E8:00:B7:F7:B6:FA

SHA256: 04:04:80:28:BF:1F:28:64:D4:8F:9A:D4:D8:32:94:36:6A:82:88:56:55:3F:3B:
14:30:3F:90:14:7F:5D:40:EF

Fingerprint (Certificate SHA256):

SHA1 0B:BE:C2:27:22:49:CB:39:AA:DB:35:5C:53:E3:8C:AE: 78:FF:B6:FE

SHA256: 57:DE:05:83:EF.:D2:B2:6E:03:61:DA:99:DA:9D:F 4:64:8D:EF: 7E:E8:44:1C:3B:
72:8A:FA:9B:CD:E0:F9:B2:6A

Certificate X.509
v3 (PEM 64):

MIIHADCCBOigAwIBAgIIK4kdt/YIdYMwDQYJKoZIhvcNAQELBQAWUTELMAKGAL1UE
BhMCRVMxQjBABgNVBAMMOUF1dG9yaWRhZCBkZSBDZXJ0aWZpY2FjaW9ulEZpcmlh
CHIvZmVzaWOuYWwgQO01GIEE2MjYzNDA20DAe FWOXNTA3M]j kxMTI1MD1aFw0zMDEyY
MzEwWNDAYNTVaMIGNMQOswCQYDVQQGEwJFUzEeMBWGA1UECgwVRmM1 ybWFwcm9mZXNp
b25hbCBTLKEUMROWGAYDVQQLDBFTZWN1cml 0eSBTZXJ2aWN1czESMBAGA1UEBRMJ
QTYyNjMOMDY4MS4wLAYDVQQDDCVBQyBGaXJtYXByb2Z1c21vbmFsICOgSUSGUKFF
U1RSVUNUVVJIBMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMI IBCgKCAQEAUGX7VIRP
HmZ/SpGlhXSfREEt0iiRS8SAJC1QuUOB2EYLiFEeL2QFZHIRP4HBm+CbLZ7ts+GLD
5X0GWa84Q9BgRI2HXF4E9PeCQh+e]j tnnpDRQLx/cIkX5zt750xXfjAri fVS4IUHR
fiyfZmNuyn3qgB50/nz1K/YelKSZtbjc00qlwXU4sfrZRFIJgmOPD60xJqLOUSVVE
jBzdbVWsGOKEc91gGOu5UJZyLWGJP2£f7I/zrki2WO£9SPfrAQ0lviYw2PSe/81270
tADKy076N6Z8ky4HaSlaNsgxx/LTylUh+900ccGKSQSpO87LFbrKNilGvIRQYzr]
ItUawGsFOKUUEWIDAQAB04ICNTCCApkwdAY IKwYBBQUHAQEEaDBmMMDYGCCSGAQUF
BzAChipodHRwOi8vY3JsLmZpcmlhcHIvZmVzaW9uYWwuY29tL2Nhcm9vdC5]jcnQw
LAYIKwYBBQUHMAGGIGhOdHA6LyYy9vY3NwLmZpcmlhcHIvZmVzaW9uYWwuY29tMBOG
AlUdDgQWBBRiFaulswh5pYf+gNki8I78jxH9eTASBgNVHRMBAf8ECDAGAQH/AGEA
MB8GA1UdIwQYMBaAFGXN66s1HgA+ftVOwBy0cO0cOGmQvMI IBQQYDVROgGBIIBODCC
ATQWggEwWBgRVHSAAMI IBJ§CB8gYIKwYBBQUHAgIwgeUege IAQWB1AHIAJABPAGYA
aQBjAGEAZABVACAAZABLACAAQOB1AHQAbWBYAGKAZABhAGQAIABKAGUAIABDAGUA
cgBOAGKAZgBpAGMAYQBjAGKkA8WBUAC4AIABDAGB8ALgBzAHUALABOAGUAIABSAGEA
CcwAgAGMAbWBUAGQAaQBjAGkAbWBUAGUACWAGAGQAZQAgAHUACWBVACAAZQBUACAA
aABOAHQACAAGACBALWB3AHCAAWAUAGYAaQBYAGOAYQBWAHIALWBMAGUACWBPAGSA
bgBhAGWALgBJjAG8AbQAVAGMACABzMC8GCCsGAQUFBwWIBFiNodHRwOi8vd3d3LmZp
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cmlhcHJIvZmVzaW9uYWwuY29tL2NwczA7BgNVHR8ENDAyMDCgLgAshipodHRwWOi8v
Y3JsLmZpcmlhcHIvZmVzaWouYWwuY29tL2Zwem9vdC5jcmwwDgYDVROPAQH/BAQD
AgEGMDsGA1UdJQQOMDIGCCsGAQUFBWMBBggrBgEFBQCDAGY IKWYBBQUHAWMGCCSG
AQUFBWMIBggrBgEFBQcDCTANBgkghkiGOwOBAQsFAAOCAGEAuUYL2fYjjyavptOFz
yNnxL/qGfErI4+Ygf4B1659KURvIxxZv4YkttzPVZwz/hf++u800£fwPLsVSqnénI
snotWqUwk/nInkOu4sEugHDZRn642hOvRULYK5xeeSFB6yCPZWWym9dQNBZe+JyW
vaBa3NNcNe09EXEkM8+x02x/kksnxzShspGUCNgHAvVvViOwuaCGTXikuMESOTPTte
NKwJttpgrRk70EGst DVOMBWQTWSZeZwk3vvc+0Oqvb/61jTYCrQi6XhaN+KcztU4W
gz1F0ylIa3gNdZYOVNeLXUsQiCGBb4wpSayBVC6c3ioAc8Xc6kzEcSszLitfUF+o
Ou7jfzavDIn9o/oxwtL+nHsHauOY0xMeozrDbKirBiDgra3QhoWch+Z4GRJIK1Qqy
u630LkXYz0cQCMx9d00AZzSeCN/ZGEOEM13jOE70HfV1yA4ppulgOvtOq/U36HQJC
z21iA34/XHz6+PZybpxokFLvSRQ1YyCdANbdRYkKWWO] /goV9J65rpx36K0YNDPCNyq
35jggf0fAhMT/CBUj41L9MdtOWIS5y3247LEIrU7gq3crNcUEbL1jH6t1n1ZPC+6w7G
GoXQc05gPZo2W5V7XcOLL82+1£62uSJP4 £BM54EEoRIe5+anZGfRz/WDXEbhVTO3
MAyg3DvW8B/5vU+K/ihS2XY2CRQ=

Together with the Certification Practice Statement (CPS) and Certification Policy (CP):

FP_CPS-171121.pdf
FP_CP_Servidor_Web_SSL-180221.pdf

For the following Object Identifiers (OID) of certificates:

1.3.6.1.4.1.13177.10.1.3.1 SSL Standard certificate (OVCP)
1.3.6.1.4.1.13177.10.1.3.10 SSL EV-256 certificate (EVCP)
1.3.6.1.4.1.13177.10.1.20.1 Electronic office high-level certificate.
1.3.6.1.4.1.13177.10.1.20.2 Electronic office medium-level certificate.

Assessment results

In our opinion, based on the audit work for the audit period, the objective of the assessment complies in
all material respects with the assessment criteria mentioned above, with the exceptions mentioned in the
following section. This annex to the certificate is subject to a comprehensive follow-up audit prior to April

2019.

This annex does not include any professional opinion on the quality of the services rendered by the Trust
Service Provider, nor of its suitability for the specific objectives of any subscriber, beyond the

assessment criteria covered.

Details of assessment results versus assessment requirements

The issues reviewed are detailed below:

6.1 Publication and repository responsibilities

Compliant.

6.2 Identification and authentication

Compliant.
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6.3 Certificate Life-Cycle operational requirements
Compliant with findings.

#1 There is no evidence of the existence of instructions for subscribers or third parties to report
potential problems with website authentication certificates.

6.4 Facility, management, and operational controls
Compliant with findings.

#2 There is no evidence that start and stop activities of the logs in the systems are monitored.

#3 The company does not have DRPs for all the scenarios established in the Continuity Plan. The
evidence of the plan does not include the time needed for the restoration of services, so it cannot
be proven whether they are adapted to the established RTOs.

6.5 Technical security controls

Comepliant

6.6 Certificate, CRL, and OCSP profiles
Compliant

6.7 Compliance audit and other assessment
Compliant

6.8 Other business and legal matters

Compliant

6.9 Other provisions
Compliant with findings.

#4 Even though the company has an evidence pack including all the types of certificate and the
status thereof, which is produced upon express request of the interested parties, no instructions or
proceedings to request that evidence pack were found.

All the minor non-conformities have been scheduled in the corrective action plan of the PSC.
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6.2 Identification and authentication
Cumplimiento.

6.3 Certificate Life-Cycle operational requirements
Cumplimiento con hallazgos.

#1 No ha podido evidenciarse la existencia de instrucciones para que los suscriptores o
terceras partes notifiquen posibles problemas con los certificados de autenticacion web

6.4 Facility, management, and operational controls
Cumplimiento con hallazgos.

#2 No se ha evidenciado que se realice una monitorizacion de las actividades de inicio y
parada de los logs o registros en los sistemas.

#3 La entidad no cuenta con DRP para todos los escenarios establecidos en el Plan de
Continuidad. Las pruebas del plan no recogen los tiempos empleados para la restauracion
de los servicios no pudiendo evidenciar que se adecuen a los RTO establecidos.

6.5 Technical security controls
Cumplimiento.

6.6 Certificate, CRL, and OCSP profiles
Cumplimiento

6.7 Compliance audit and other assessment
Cumplimiento

6.8 Other business and legal matters
Cumplimiento.

6.9 Other provisions
Cumplimiento con hallazgos.

#4 A pesar de que la entidad posee un pack de pruebas con todos los tipos de certificado y
estados de los mismos, el cual se facilita segtin solicitud expresa de las partes interesadas,
no ha sido posible evidenciar instrucciones ni procedimientos sobre como solicitar dicho
pack de pruebas.

Todas las no conformidades menores han sido planificadas en el plan de acciones correctivas
del PSC.

)
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MB8GA1UdIwQYMBaAFGXN66s1HgA+£ftVOwBy0c0cOGmQvMIIBQQYDVROgGBIIBODCC
ATQwggEwWBgRVHSAAMIIBJ]CB8gYIKwYBBQUHAgIwgeUegeIAQwB1AHIAJABPAGYA
aQBjAGEAZABVACAAZABL1ACAAQOBl1AHQALWBYAGKAZABhAGQAIABKAGUAIABDAGUA
cgBOAGkAZgBpAGMAYQBjAGkASWBUAC4AIABDAG8AbgBzAHUADABOAGUAIABSAGEA
cwAgAGMAbwBUAGQAaQB ) AGkAbwBUAGUACWAGAGQAZQAGAHUACWBVACAAZQBUACAA
aABOAHQACAA6AC8ALWB3AHCAdWAUAGYRAaQByAGOAYQBwWAHIAbwBmAGUACWBPAGSA
bgBhAGWALgBjAG8AbQAVAGMACABzMC8GCCSGAQUFBWIBFiNodHRwOi8vd3d3LmZp
cmlhcHIvZmVzaW9uYWwuY29tL2NwczA7BgNVHR8ENDAYMDCgLgAshipodHRwOi8v
Y3JsLmZpcmlhcHIvZmVzaWOuYWwuY29tL2 Zwem9vdC5j cmwwDgYDVROPAQH /BAQD
AgEGMDsGA1UdJQQOMDIGCCsGAQUFBWMBBggrBgEFBQCcDAGY IKwYBBQUHAWMGCCsSG
AQUFBWMIBggrBgEFBQCcDCTANBgkqhkiGO9wOBAQsFAAOCAgEAuYL2fYjjyavptOFz
yNnxL/qGfErI4+Ygf4B1659KURVTxxZv4YkttzPVZwz/hf++u800fwPLsVSqnénl
snotWqUwk/nInkOu4sEugHDZRn642hOvRULYK5xee SFB6yCPZWWym9dQNBZe+JyW
vaBa3NNcNe09EXEkM8+x02x/kksnxzShspGUCNgHAVvVjOwuaCGTXikuMESOTPTte
NKwJttpgrRk70EGstDVOM8wWQTWSZeZwk3vvc+Oqvb/61jTYCrQi6XhaN+KcztU4W
gz1F0ylIa3qNdZY0VNeLXUsQiCGBb4wpSayBVC6c3ioAc8XcbkzEcSszLit fUF+o
Ou7jfzavDIn9o/oxwtL+nHsHauOY0xMeozrDbKirBiDgra3QhoWch+Z4GRJIK1Qqy
u630LkXYz0cQCMx9d00AzSeCN/ZGEOEM13jOE7oHEV1yAdppulgOvtOq/U36HQJIC
2z21A34/XHz6+PZybpxokFLvSRQ1YyCANbdRYkKWWO] /goV9J65rpx36K0YNDPCNyq
35jggf0fAhMT/CBUj41L9Mdt0WI5y3247LfIrU7q3crNCcUEb1jH6t1nlZPC+6w7G
GoXQc05gPZo2W5V7XcO0LL82+1£62uSIJP4£BM54EEoRIe5+anZGfRz/WDXEbhVTO3
MAyg3DvW8B/5vU+K/ihS2XY2CRQ=

junto con la Declaracion de Practicas de Certificacion (DPC) y Politicas de Certificados (PC):

= FP_CPS-171121pdf
= FP_CP_Servidor_Web_SSL-180221.pdf
= FP_CP_AAPP_Sede_Electronica-171121.pdf

para los Object Identifier (OID) de certificados siguientes:

= 1.36.14.1.13177.10.1.3.10 Certificado de SSL EV-256.
= 136.1.4.1.13177.10.1.20.1 Certificado de sede electronica nivel alto.
= 136.1.4.113177.10.1.20.2 Certificado de sede electronica nivel medio.

Resultado de evaluacion

En nuestra opinion, basada en los trabajos de auditoria para el periodo de auditoria el objetivo
de evaluacion cumple en todos sus aspectos significativos los criterios de evaluacion indicados
anteriormente con las salvedades indicadas en el siguiente apartado. Este anexo del certificado
se encuentra supeditado a una auditoria completa de seguimiento antes de abril de 2019.

Este anexo no incluye ninguna opinion profesional acerca de la calidad de los servicios
prestados por el Prestador de Servicios de Confianza, ni de su idoneidad para los objetivos
concretos de cualquier suscriptor, mas alla de los criterios de evaluacion cubiertos.

Detalle del resultado de evaluacion frente a los requisitos de evaluacion
A continuacion, se incluye el detalle de los aspectos revisados:
6.1 Publication and repository responsibilities

Cumplimiento.

j&/\0| -8
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Criterios de evaluacion
Los criterios de evaluacion se definen en la norma ETSI EN 319 411-2;

= ETSI EN 319 411-2 v2.1.1 (2016-02): “Electronic Signatures and Infrastructures (ESI);
Policy and security requirements for Trust Service Providers issuing certificates; Part 2:
Requirements for trust service providers issuing EU qualified certificates”. European
Telecommunications Standards Institute

Las politicas de certificado ETSI aplicables son:

= QCP-w: Policy for EU qualified website certificate issued to a natural or a legal person
and linking the website to that person.

Alcance temporal de la auditoria

La auditoria se realizd como auditoria de periodo en la ubicacion del PSC en Sant Cugat,
Espana. La auditoria se llevo a cabo entre el 12 de marzo de 2018 y el 27 de marzo de 2018. El
periodo cubierto abarca desde el 21 de junio de 2017 hasta el 27 de marzo de 2018.

Objetivo de la evaluacion

El objetivo de la evaluacion se caracteriza por la informacion del certificado del servicio
evaluado:

CN = AC Firmaprofesional - INFRAESTRUCTURA
X509v3 Subject Hey Identifier:
62:15:AB:B5:83:08:79:A5:87.FE:80:09:22:F0:8E:FC:8F11:FD:79
SUBJECT: | Fingerprint
SHA1: AC1E38:0A:14:00:02:22:81:00:DB:F4:CF:32:0F1A:FE:91:09:40
SHA256: (D:74:19:8D:4(:23:F4:70:1D:£A:57:98:92:32:1B:9F:4F:47:A0:8B:08:37:47:
10:88:99:AA:01:49:5A:4B:35

CN = Autoridad de Certificacion Firmaprofesional CIF A62634068
X509v3 Subject Hey Identifier:
65:(D:EBAB:35:1F.00:3E:7E:D5:74:(0:1C:B4:73:47:.0F:1A:64:2F

Fingerprint (Certificado SHAL):
SHA1: AE:(5.FB:3F.(8:F1:BF.(4:E5:4F:03:07:5A:9A:F8:00:B7:F7:B6:FA
SHA256: 04:04:80:28:8F:1F:28:64:04:8F.9A:D4:D8:32:94:36:6A:82:88:56:55:3F35:
14:30:3F90:14:7F:5D:40:EF
Fingerprint (Certificado SHA256):
SHA1: OB:BE:(2:27:22:49:CB:39:AA:DB:35:5C:53:£3:8CAF:78:FF-B6.FE
SHA256: 57:DF:05:83.£F.02:B2:6£:03:61:0A:99:0A:9D:F4:64:8D:EF7E:E8:44:1C3B:
72:8A:FA:9B:(D:FO:F9:B2:6A

ISSUER:

Certificado X.509 | ----- BEGIN CERTIFICATE-----—
v3 (PEM 64): | MIIHADCCBOigAWIBAGIIK4kdt/YIdYMwDQYJKoZ ThveNAQELBOAWUTELMAKGALUE

BhMCRVMxQjBABgNVBAMMOUF1dG9yaWRhZCBkZSBDZXJ0aWZpY2FjaWSuIEZpcmlh
CcHIvZmVzaWOuYWwgQO1GIEE2MjYzNDA20DAe FwOXNTA3M]j kxMTI1MDlaFw0zMDEy
MzEwNDAYNTVaMIGNMQswCQYDVQQGEwJFUzEeMBwGA1UECgwVRm1ybWFwcmOmZXNp
b25hbCBTLKEUMROWGAYDVQQLDBFTZWN1cml0eSBTZXJ2aWN1czESMBAGALIUEBRMJ
QTYyNjMOMDY4MS4wLAYDVQQDDCVBQyBGaXJtYXByb221c21vbmFsICOgSUSGUKEFF
U1lRSVUNUVVJIBMIIBIjANBgkghkiG9wOBAQEFAAOCAQS8AMIIBCgKCAQEAUGX7VIRP
HmZ/SpGlhXSfREEtOiiRS8SAJC1QuOB2EYLiFEeL2QFZHIRP4HBm+CbLZ7ts+GLD
5X0GWa84Q9BgRI2HXF4E9PeCQh+e]j tnnpDRQ1x/cIkX52zt750xXfjArifVS4IUHR
fiyfZmNuyn3qgB50/nz1K/YelKSZtbjc00qlwXU4sfrZRFIgmOPD60xJqLOUSVVE
jBzdbVWsGI9KEc91gGOuSUJZyLWGIP2£f71I/2zrki2WOf9SPfrAQ0lviYw2PSe/81270
tADKy076N6Z8ky4HaSlaNsqgxx/LTylUh+900ccGKSQSpO87LFbrKNilGvIRQYzr]
ItUawGsFOKuUEwWIDAQAB04ICNnTCCApkwdAYIKwYBBQUHAQEEaDBMMDYGCCsGAQUF
BzAChipodHRwOi8vY3JsImZpcmlhcHIvZmVzaWOuYWwuY29tL2Nhecm9vdC5jcnQw
LAYIKwYBBQUHMAGGIGhOdHA6LyYy9vY3NwLmZpcmlhcHIvZmVzaW9uYWwuY29tMBOG
A1UdDgQWBBRiFaulswh5pYf+gNki8I789xH9e TASBgNVHRMBAfSECDAGAQH/AGEA
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La entidad de evaluacion de conformidad, AENOR INTERNACIONAL SAU, conforma el presente anexo al

certificado ndimero PSC-2017/0003 a la empresa

FIRMAPROFESIONAL, S.A.

para confirmar que su servicio de confianza:

que se realizan en:
cumple los requisitos definidos en la norma:
] ]

Fecha de primera emisicn:
Fecha de modificacion:

Fecha de expiracion:

Servicio de expedicion de certificados electrdnicos cualificados de
autenticacion de sitios web

Avda. Torre Blanca, 57. Local M2. 08173 Sant Cugat del Vallés - ESPANA
ETSI EN 319 411-2v2.1.1

2017-06-21
2018-06-27
2019-06-20

Este anexo del certificado solamente es valido en su totalidad (4 paginas) y en conjuncion con Informe de
evaluacion de conformidad (CAR): “PSC-20170003 - FIRMAPROFESIONAL, S.A.” de fecha 21-07-2017

AENOR INTERNACIONAL, SA.U.
Génova, 6. 28004 Madrid. Espaiia
Tel. 91 432 60 00.- www.aenor.com

—_Rafael GARCIAMEIRO______
DonDirector;General
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