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1506964872731 Sync.Service INFO Loading Weave 1.59.0

1506964872737 Sync.Engine.Clients DEBUG Engine constructed

1506964872738 Sync.Engine.Clients DEBUG Resetting clients last sync time
1506964872744 Sync.Engine.Clients DEBUG SyncEngine initialized: clients
1506964872755 Sync.Engine.Addons DEBUG Engine constructed

1506964872759 Sync.Engine.Addons DEBUG SyncEngine initialized: addons
1506964872789 Sync.Engine.Bookmarks DEBUG Engine constructed

1506964872792 Sync.Engine.Bookmarks DEBUG SyncEngine initialized: bookmarks
1506964872797 Sync.Engine.Forms DEBUG Engine constructed

1506964872801 Sync.Engine.Forms DEBUG SyncEngine initialized: forms
1506964872807 Sync.Engine.History DEBUG Engine constructed

1506964872812 Sync.Engine.History DEBUG SyncEngine initialized: history
1506964872817 Sync.Engine.Passwords DEBUG Engine constructed

1506964872821 Sync.Engine.Passwords DEBUG SyncEngine initialized: passwords
1506964872826 Sync.Engine.Prefs DEBUG Engine constructed

1506964872829 Sync.Engine.Prefs DEBUG SyncEngine initialized: prefs
1506964872833 Sync.Engine.Tabs DEBUG Engine constructed

1506964872836 Sync.Engine.Tabs DEBUG SyncEngine initialized: tabs
1506964872837 Sync.Engine.Tabs DEBUG Resetting tabs last sync time
1506964872842 Sync.Engine.Extension-Storage DEBUG Engine constructed
1506964872844 Sync.Engine.Extension-Storage DEBUG SyncEngine initialized: extension-
storage

1506964872845 Sync.Service INFO Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:57.0)
Gecko/20100101 Firefox/57.0

1506964872848 Sync.SyncScheduler DEBUG Clearing sync triggers and the global
score.

1506964872850 Sync.Status DEBUG Status.service: success.status ok =>
success.status ok

1506964872850 Sync.Status DEBUG Status.service: success.status ok =>
success.status ok

1506964872853 Sync.Tracker.Bookmarks DEBUG migrateOldEntries: Missing bookmarks
tracker file; skipping migration

1506964872854 Sync.AddonsReconciler INFO Registering as Add-on Manager listener.
1506964872855 Sync.AddonsReconciler DEBUG Adding change listener.

1506964872857 Sync.Status DEBUG Status.service: success.status ok =>
success.status_ ok

1506964876863 Sync.Status DEBUG Status.service: success.status ok =>
success.status_ ok

1506964876864 Sync.Service DEBUG User-Agent: Firefox/57.0 (Windows NT 10.0; Win64;
x64) FxSync/1.59.0.20170928180207.desktop

1506964876866 Sync.Service INFO Starting sync at 2017-10-02 22:51:16 in browser
session azZuTjBWsnSGa

1506964876867 Sync.Service DEBUG In sync: should login.

1506964876868 Sync.Service INFO Logging in the user.

1506964876873 Sync.BrowserIDManager INFO Waiting for user to be verified.
1506964876873 FirefoxAccounts DEBUG already verified

1506964876874 Sync.BrowserIDManager INFO Starting fetch for key bundle.
1506964876875 FirefoxAccounts DEBUG already verified

1506964876876 Sync.BrowserIDManager INFO Getting an assertion from:
https://token.services.mozilla.com/1.0/sync/1.5

1506964876877 FirefoxAccounts DEBUG enter getAssertion()

1506964876899 FirefoxAccounts DEBUG got keyPair

1506964876900 FirefoxAccounts DEBUG getCertificateSigned: true true

1506964876905 Services.Common.RESTRequest TRACE local time, offset: 1506964876905,
0

1506964876910 Services.Common.RESTRequest TRACE hawk auth header: Hawk

1d="002783c00d882212a911989%e4274a78b2deb35e7690b27elal51146c3cf2cf95e",

nonce="WxXeWDTr5Gg=", hash="1Uls6gPWztSSWS9tvXYGnKpliErOGmlRIF50Xgxxlks=",

ts="1506964876",

mac="15MWbtEGMGXToPREfH73zmXPGGf1lpkRiBQsQgiRwIic=""
Services.Common.RESTRequest
https://api.accounts.firefox.com/vl/certificate/sign
Services.Common.RESTRequest

1506964876914

1506964876914

DEBUG POST request to

* Kk kK x

TRACE HTTP Header authorization:

03-10-2017, 06:49 PM



file:///C:/Users/sktdi/AppData/Roaming/Mozilla/Firefox/Profiles/ec4072...

(suppressed)

1506964876914 Services.Common.RESTRequest TRACE HTTP Header content-type:
application/json

1506964876914 Services.Common.RESTRequest TRACE HTTP Header accept-language: en-
Us, en

1506964876915 Services.Common.RESTRequest DEBUG POST Length: 888

1506964876915 Services.Common.RESTRequest TRACE POST Body: {"publicKey":

{"algorithm":"DS","y":"8264965545035C19281E763BC5CTEF6922D879DAB5A49EFEF91DFEAFSEFFA089237
1906E5B125F9C4BC18392025FE3FB3B05350FD528C583AF81B3C4AD0OC2CC4ACE832E095E729E87724E6117518A
7363A8A41C091429D92D3A7FAS05BF627EA279F35BECOFC8ES50B3CBD88DC6820D3F158586746BF0F55872E4E05
D78A98DBC", "p":"FF600483DB6ABFC5B45EAB78594B3533D550D9F1BF2A992A7TASDAAGDC34F8045AD4E6EQOC42
9D334EEEAAEFD7E23D4810BEOOE4CC1492CBA325BA81FF2D5A5B305A8D1 7EB3BF4A06A349D392E00D329744A51
79380344E82A18C47933438F891E22AEEF812D69C8F75E326CB70EAO00C3F776DFDBD604638C2EFT717FC26D02E
17","g":"E21E04F911D1ED7991008ECAAB3BF775984309C3", "g" :"C52A4A0FF3B7/E61FDF1867CE84138369A6
154F4AFA92966E3C827E25CFA6CF508B90ESDE419E1337E07A2E9E2A3CD5DEA704D175F8EBF6AF397D69E110B9
6AFB17C7A03259329E4829B0D03BBC7896B15B4ADES3E130858CC34D96269AA89041F409136C7242A38895C9D5
BCCAD4F389AF1D7A4BD1398BD072DFFA896233397A"}, "duration":21600000}

1506964877938 Services.Common.RESTRequest TRACE onStartRequest: POST
https://api.accounts.firefox.com/vl/certificate/sign

1506964877940 Services.Common.RESTRequest TRACE Channel for POST
https://api.accounts.firefox.com/vl/certificate/sign returned status code 0
1506964877940 Services.Common.RESTRequest DEBUG POST
https://api.accounts.firefox.com/vl/certificate/sign 200

1506964877940 Services.Common.RESTRequest TRACE POST body:

{"cert":"eyJdhbGciOiJSUzIINiJ9.eyJwdWIsaWMta2V5Ijp7ImFsZ229yaXRobSI6IkRTIiwieSI6IjgyNjQ5NjUL
NDUwMzVDMTkyODFFNzYzQkM1QzdFRjY5M]j JEODCcSREFCNUEOOUVGRUY SMURGRUFGNUVGRKEWODkyMzcxOTA2RTVCMT
I1Rj1DNEJDMTgzOTIwM]jVGRTNGQJNCMDUZNTBGRDUyYOEM1ODNBR] gxQjNDNEFEMEMyQOMOQTZFODMyRTASNUU3M] 1F
ODc3MJRENJExNzUxOEE3MzYzQThBNDEFDMDkxNDI5SRDkyRDNBNOZBNTA1QkY2MjdFQTI30UY zNUJFQzBGQzhFNTBCMO
NCRDg4REM20DIwWRDNGMTU4ANTg2NzQ2Q0kYwRJUL1ODcyRTRFMDVENZzhBOThEQkMi LCIJwIjoiRkY2MDAOODNEQ]ZBQkZD
NUIONUVBQJjc4NTk0OQjMIMzNENTUWRD1IGMUJGMKESOTIBNOE4AREFBNKRDMZRGODAONUFENEU2RTBDNDI SRDMzZNEVEFRU
FBRUZENOUyMOQOODEWQkKkUWMEUOQOMxNDkyQO0JBMzI1QkE4AMUZGMkQ1QTVCMzA1QThEMTAFQjNCRjRBMDZBMZzQ5RDM5S
MkUwWMEQzMj k3NDRBNTE30TM4AMDMONEU4MkEXOEMONZzkzMzQzOEY40OTFFMjJBRUVGODEYRDY5QzhGNzVEMzI2Q0I3ME
VBMDAWQzNGNzc2REZEQkQ2MDQ2MzhDMkVGNzZE3RkMyNkQwMkUxXNyIsInEiOiJFMjFFMDRGOTEXRDFFRDc50TEWMDhF
QOFBQJNCR]jc3NTk4NDMwOUMzIiwiZyI6IkMIMKEOQTBGRINCNOU2MUZERJE4ANJADRTgOMTMAMZY5QTYXNTRGNEFGQT
kyOTY2RTNDODI3RTI1QO0ZBNKNGNTA4QJkwRTVERTQxOUUxXxMzM3RTA3QTIFOUUYQTNDRDVERUE3MDREMTCc1RIJhEFQkY?2
QUYzOTdEN] 1FMTEwWQ]j k2QUZCMTADNOEwWMz I10TMyOUUOODI5QJBEMDNCQkM30Dk2QJELIQJRBREUIMOUxMZzA4NThDQz
MORDk2M7jY5QUE40TAOMUYOMDkxMzZDNzIOMkEZzODg5NUMSRDVCQONBRDRGMZzg5QUYXRDABNEJEMTMS50EJEMDCYREZG
QTg5NjIzMzM5NOE1fSwicHIpbmNpcGEsIjp7ImVtYWlsIjoi0TM1ZTU20TAWODE zZNDAmYmI4ANTU2ZTMINTYzOD1iYT
1IAYXBpLmFjY291lbnRzImZpcmVmb3guY29tIn0sImlhdCI6MTUWN ] k2NDg2NzglNCwiZXhwIjoxNTA20Tg2NDc30DUO
LCImeGEtZ2VuzZXJhdGlvbiI6MTUWNJUXxOTAWMTkzOSwiZnhhLWxhc3RBAXRoQXQiOjEIMDY1IMTkwMDESImZ4YS127ZX
JpZmllZEVEYW1sIjoic2t0LmRpYXpAZ21lhaWwuY¥29tIiwiZnhhLWR1dml1jZ2UlkIjoiMTAZzZj11MmN1ZT1jNjRIMzQO0
NGEwZWI3OTU2MDE3NWQiLCImeGEtdGIr ZWS5WZXIJpZml1ZCI6dHI1ZSwiaXNzIjoiYXBpLlmFjY291bnRzImZpcmVmb3
gu¥29tIn0.KdGHZ1TufE siNmrxSeeRsvYvOkYeGqt2GLCODlaWwcOQNtCvh4ernsU-
mGilAgZXJjGz9APwqipBOAE-

4r4m8BGCc82E Wu EQMmngoudSCEl tNKL2K53TnAjzrj7gNswBCsKRwsLEff8FAIWfBoCOJ8YNrNWALGO9msgtM-
J721-

MnbDVvmDsO8AMaUj 9T uXnXO6mWXrW4HMP7wix5VELkeFST3JL191ty6-8SLQby329Lnkwoj089BULf1t5nTIfL ]~
gxSv-WhD CjVaYgsoGdsep9TAtrXFs6e 3Jf8YEsW2tCOuicIEJjRnYA8VN3zjt8KGeNQJOiJYmHLYK-EY w"}

1506964877941 Hawk DEBUG (Response) /certificate/sign: code: 200 - Status text: OK
1506964877942 Hawk DEBUG Clock offset vs https://api.accounts.firefox.com/vl: -942
1506964877944 FirefoxAccounts DEBUG getCertificate got a new one: true

1506964877945 FirefoxAccounts DEBUG  updateAccountData with items: ["keyPair","cert"]

1506964877946 FirefoxAccounts DEBUG writing plain storage:

["email", "sessionToken","uid", "verified", "deviceId", "deviceRegistrationVersion", "oauthToke
ns","profileCache"]

1506964877947 FirefoxAccounts DEBUG getAssertionFromCert

1506964877948 FirefoxAccounts DEBUG getAssertionFromCert returning signed: true
1506964877949 Sync.BrowserIDManager DEBUG Getting a token

1506964877950 Common.TokenServerClient DEBUG Beginning BID assertion exchange:
https://token.services.mozilla.com/1.0/sync/1.5
1506964877952 Services.Common.RESTRequest DEBUG GET request to

https://token.services.mozilla.com/1.0/sync/1.5
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1506964877952 Services.Common.RESTRequest TRACE HTTP Header accept:
application/json

1506964877952 Services.Common.RESTRequest TRACE HTTP Header authorization: ***x**
(suppressed)

1506964877952 Services.Common.RESTRequest TRACE HTTP Header x-client-state:
1dbd7395043e9c0d6d25e9269197a768

1506964877969 FirefoxAccounts DEBUG writing secure storage: ["kA","kB"]
1506964878916 Services.Common.RESTRequest TRACE onStartRequest: GET
https://token.services.mozilla.com/1.0/sync/1.5

1506964878917 Services.Common.RESTRequest TRACE Channel for GET
https://token.services.mozilla.com/1.0/sync/1.5 returned status code 0

1506964878917 Services.Common.RESTRequest DEBUG GET
https://token.services.mozilla.com/1.0/sync/1.5 200

1506964878917 Services.Common.RESTRequest TRACE GET body: {"uid": 83639275,
"hashalg": "sha256", "api endpoint": "https://sync-547-us-west-2.sync.services.mozilla.com
/1.5/83639275", "duration": 3600, "key": "3S7PfZLRfvvA2rJ1YUgxcFafOsRCOJmK8TkWJIyBMusbw=",

"hashed fxa uid": "f07dcd7074a0376d63c46b99%9a4278140", "id":
"eyJub2R1IjogImh0dHBZz01i8vc31uYy0lNDctdXMtd2VzdCOyLnNSbmMuc2VydmljZXMubW96aWxsYS5jb201LCAiLd
W1kIjogODM2MzkyNzUsICJleHBpcmVzIjogMTUwN]k20DQ30CwgImZz4YV91aWQiOiAi1ZjA3ZGNkNZA3SNGEWMzc2ZDY
z2YzQ2Y3k5YTQyNzgxNDAiLCALICc2FsdCI6ICI2M2MwNmMELLCALZGV2aWN1X21kIjogIjk5YTUxZDg2N] Y4YTIwMDBkN
zCcyMJE4NTdAkMTNmMOTQ4In3Xg8z46LhY1bLW0OvjcGO9k Gz65QozspAwOIZsblVyGYA=="

1506964878917 Common.TokenServerClient DEBUG Got token response: 200
1506964878918 Common.TokenServerClient DEBUG Successful token response
1506964878918 Sync.BrowserIDManager DEBUG Successfully got a sync token
1506964878921 Sync.BulkKeyBundle INFO BulkKeyBundle being created for undefined
1506964878923 Sync.BrowserIDManager INFO Background fetch for key bundle done
1506964878924 Sync.Status DEBUG Status.login: success.login => success.login
1506964878924 Sync.Status DEBUG Status.service: success.status ok =>
success.status_ ok

1506964878924 Sync.Status DEBUG Status.service: success.status_ok =>
success.status ok

1506964878924 Sync.Service INFO User logged in successfully - verifying login.

1506964878925 Sync.BrowserIDManager DEBUG unlockAndVerifyAuthState already has (or
can fetch) sync keys

1506964878925 Sync.Service DEBUG Fetching unlocked auth state returned
success.status_ok

1506964878926 Sync.BrowserIDManager DEBUG _ensureValidToken already has one
1506964878927 Sync.BrowserIDManager DEBUG _findCluster returning https://sync-547-

us-west-2.sync.services.mozilla.com/1.5/83639275/

1506964878927 Sync.BrowserIDManager DEBUG Cluster value = https://sync-547-us-
west-2.sync.services.mozilla.com/1.5/83639275/

1506964878927 Sync.BrowserIDManager DEBUG Setting cluster to https://sync-547-us-
west-2.sync.services.mozilla.com/1.5/83639275/

1506964878927 Sync.Service DEBUG Caching URLs under storage user base:
https://sync-547-us-west-2.sync.services.mozilla.com/1.5/83639275/

1506964878935 Sync.BrowserIDManager DEBUG _ensureValidToken already has one
1506964879995 Sync.AsyncResource DEBUG mesg: GET success 200 https://sync-547-us-
west-2.sync.services.mozilla.com/1.5/83639275/info/collections

1506964879995 Sync.AsyncResource DEBUG GET success 200 https://sync-547-us-
west-2.sync.services.mozilla.com/1.5/83639275/info/collections

1506964879996 Sync.Service DEBUG Fetching server configuration: https://sync-547-
us-west-2.sync.services.mozilla.com/1.5/83639275/info/configuration

1506964879998 Sync.BrowserIDManager DEBUG _ensureValidToken already has one
1506964880470 Sync.AsyncResource DEBUG mesg: GET success 200 https://sync-547-us-
west-2.sync.services.mozilla.com/1.5/83639275/info/configuration

1506964880470 Sync.AsyncResource DEBUG GET success 200 https://sync-547-us-
west-2.sync.services.mozilla.com/1.5/83639275/info/configuration

1506964880471 Sync.Service DEBUG Fetching global metadata record

1506964880477 Sync.BrowserIDManager DEBUG _ensureValidToken already has one
1506964880531 Sync.AsyncResource WARN GET request to https://sync-547-us-
west-2.sync.services.mozilla.com/1.5/83639275/storage/meta/global failed: [Exception...
"NS ERROR ABORT" nsresult: "0x80004004 (NS _ERROR ABORT)" location: "JS frame
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resource://services-sync/resource.js :: Channel onStopRequest :: line 424" data: no]
Stack trace: Channel onStopRequest () @resource://services-sync/resource.js:424
1506964880533 Sync.RecordManager DEBUG Failed to import record: [Exception...
"NS ERROR ABORT" nsresult: "0x80004004 (NS _ERROR ABORT)" location: "JS frame
resource://services-sync/resource.js :: Channel onStopRequest :: line 424" data: no]
Stack trace: Channel onStopRequest () @resource://services-sync/resource.js:424
1506964880534 Sync.Service DEBUG Clearing cached meta record. metaModified is
undefined, setting to 1506519098.18

1506964880536 Sync.BrowserIDManager DEBUG _ensureValidToken already has one
1506964880540 Sync.RecordManager DEBUG Failed to import record: [Exception...
"Component returned failure code: 0x80040111 (NS ERROR NOT AVAILABLE)
[nsIChannel.asyncOpen2]" nsresult: "0x80040111 (NS _ERROR NOT AVAILABLE)" location: "JS
frame :: resource://services-sync/resource.js :: doRequest/< :: line 213" data: no]

Stack trace: doRequest/<()@resource://services-sync/resource.js:213 <

_doRequest () @resource://services-sync/resource.js:181 < get ()@resource://services-
sync/resource.js:335 < import()@resource://services-sync/record.js:239 <

get () @resource://services-sync/record.js:263 < remoteSetup ()@resource://services-
sync/service.js:937

1506964880541 Sync.Service WARN Unable to get meta/global. Failing remote setup.
1506964880541 Sync.Service WARN Remote setup failed.

1506964880542 Sync.SyncScheduler DEBUG Clearing sync triggers and the global
score.

1506964880543 Sync.SyncScheduler DEBUG Next sync in 600000 ms.

1506964880545 Sync.ErrorHandler ERROR Sync encountered a login error
1506964880558 Sync.Service DEBUG Exception calling WrappedLock: Error: Login

failed: success.login (resource://services-sync/service.js:860:15) JS Stack trace:
onNotify@service.js:860:15

1506964880563 Sync.Service DEBUG Not syncing: login returned false.
1506964880573 Sync.ErrorHandler DEBUG Addons installed: 1
1506964880573 Sync.ErrorHandler DEBUG - uBlock Origin, version 1.14.10, id

uBlockO@raymondhill.net
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