
Clickjacking in Core Mozila Product: Shield: qsurvey.mozilla.com 

 

Vulnerability Category comes under CWE 693 https://cwe.mitre.org/data/definitions/693.html 

 

Nice read: https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options 
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Steps 1. Open https://qsurvey.mozilla.com/survey-software-features/salesforce/  

 

 

Step 2. Craft a clickjack page 

<html> 

  <!-- Clickjack PoC - Clickjack --> 

<body > <iframe src="https://qsurvey.mozilla.com/survey-software-features/salesforce/" 

width=75% height =75%/> 

</body> 

</html> 

 

Step 3: Open a specially crafted page and observe that page is loaded in iframe. 



 

 

Step 4:  Within iframe loaded page click services-> programming services. Observe that user is directed 

to programming services page. i.e; clickjack attack is happening. 

 

 



 

  

 


