
Updating
(Applying phase - 
background)

-The background part is NOT 
block-y to worker thread. (but 
the foreground part is)

- Lookup can be requested and 
be processed in the background 
part.

Updating 
(Downloading phase)

- Non-block-y to main thread (a 
MUST) and the worker thread.

Main 
thread

Safebrowsing 
worker thread

StreamUpdater::DownloadUpdates

DBService::BeginUpdate

DBServiceWorkerProxy::BeginUpdate()

DBServiceWorker::BeginUpdate()

StreamUpdater::FetchUpdate

nsIChannel::AsyncOpen2

StreamUpdater::OnStartRequest()

DBService::BeginStream()

DBServiceWorker::BeginStream()

ProtocolParser::ProtocolParser()

DBServiceWorkerProxy::BeginStream()

StreamUpdater::OnDataAvailable()

DBService::UpdateStream()

DBServiceWorkerProxy::UpdateStream()

DBServiceWorker::UpdateStream()

ProtocolParser::AppendStream()

StreamUpdater::OnDataAvailable()

DBService::UpdateStream()

DBServiceWorkerProxy::UpdateStream()

DBServiceWorker::UpdateStream()

ProtocolParser::AppendStream()
StreamUpdater::OnStopRequest()

DBService::FinishStream()

StreamUpdater::StreamFinished()

DBService::FinishUpdate()

DBServiceWorkerProxy::FinishUpdate()

DBServiceWorker::FinishUpdate()

DBServiceWorkerProxy::FinishStream()

DBServiceWorker::FinishStream()

StreamUpdater::UpdateSuccess()

DBService::FetchNextRequest()

Fire callback

Classifier::ApplyUpdatesForeground()

SwapDirectoryContent()

MergeUpdateIntermediaries()

Classifier::RemoveUpdateIntermediaries()

DBServiceWorker::HandlePendingLookups()

nsChannelClassifier::StartInternal()

DBService::Classify()

DBService::LookupURI()

DBServiceWorker::QueueLookup()

DBServiceWorkerProxy::Lookup()

DBServiceWorker::Lookup()

DBServiceWorker::HandlePendingLookups()

DBServiceWorker::DoLookup()

DBServiceWorker::DoLocalLookup()

Classifier::Check()

LookupCallbackProxy::LooupComplete()

LookupCallback::LooupComplete()

nsIUrlClassifierHashCompleter::Complete()

DBServiceWorker::Lookup()

LookupCallback::LooupComplete()

nsIUrlClassifierHashCompleter::Complete()

Classify::Check()

LookupCallbackProxy::LookupComplete

nsChannelClassifier::StartInternal()

DBService::Classify()

DBService::LookupURI()

DBServiceWorker::QueueLookup()

DBServiceWorkerProxy::Lookup()

Lookup is asynchronously 
processed on the worker thread 
then callback to main thread for 
completion whenever needed.

At this point worker thread is 
notified an update is coming up.

Download has begun. We receive 
data asynchronously so the 
worker thread is not blocked while 
downloading update.

For some reason (unknown to me), the 
pending lookups will be processed every 
time we receive new data.

New lookup can still be processed in 
the downloading phase.

Downloaded data is about to be used to build 
new databases. 

One download session is finished. 
Downloaded data will be populated from 
mProtocolParser to DBServiceWorker.

Before we actually open a channel, 
we call nsIUrlClassifier.classify() 
first to check if the URI is malicious.

Hash completion has “almost” 
nothing to do with update except for 
completion caches. The finish order of 
hash completion and update affects 
the final caching state but all are 
acceptable.

Triggered by listmanager.js.

Note that we can start an update 
before the earlier lookup is fully 
processed.

Necko notifies us “downloading” 
has begun and we in turn notify 
DBServiceWorker.

Data is coming!

Since we are “asynchronously” 
downloading data, we can still 
accept and process lookup 
requests.

nsChannelClassifier::StartInternal()

DBService::Classify()

DBService::LookupURI()

DBServiceWorker::QueueLookup()

DBServiceWorkerProxy::Lookup()

A lookup is unfortunately 
requested in “applying phase”. But 
we can process it!

DBServiceWorker::Lookup()

Classify::Check()

LookupCallbackProxy::LookupComplete

New lookup COULD be processed!

In this diagram,  3 async “lookup”s are requested (highlighted by BLACK 

background)

1. before update
2. in the update “download” phase
3. in the update “apply” phase

respectively and their timings are depicted clearly. Note that the worker thread will not 
be involved while doing hash completion except for “adding completion caches”.

P.s. All “lookup”s in this diagram refer to the async lookup: nsIUrlClassifier.classify().

Safebrowsing 
update thread

Classifier::ApplyUpdatesBackground()

Classifier::CopyInUseDirForUpdate()

Classifier::UpdateHashStore() or 
Classifier::UpdateTableV4()

Classifier::ApplyUpdatesForeground()

Classifier::ApplyUpdatesBackground() done.

Bug 1339050 is getting rid of “sync dispatch” so 
all non-mutating tasks will asynchronously run on 
a separate update thread.

The foreground tasks will be asynchronously 
dispatched back to worker thread.

Updating
(Applying phase - 
foreground)

Lookup is no longer blocked in this period 
(background)! AWESOME!

“ApplyUpdatesForeground” is the only phase which is 
mutually exclusive to lookup. It is inevitable but the 
blocking time is as fast as renaming directories, swapping 
pointers and removing files.

Classifierr::AsyncApplyUpdates()

DBServiceWorker::NotifyUpdateObserver()


