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Independent Accountants’ Report

To the Management of
Certsuperior, S. de R.L. de C.V.

We have examined the assertions by the management of Certsuperior, S. de R.L. de C.V.
(“Certsuperior"), during the period May 1, 2015 through April 30, 2016 for its Registration Authority
(RA) Operations at Certsuperior, Certsuperior has:

e Disclosed its Certification Practice Statement and its commitment to provide
certificates in conformity with the applicable CA/Browser Forum Guidelines

e Maintained effective controls to provide reasonable assurance that:

e}

Subscriber information was properly collected, authenticated and verified for the
registration activities performed by the RA;

The integrity of keys and certificates it manages was established and protected
throughout their life cycles;

Logical and physical access to RA systems and data was restricted to authorized
individuals;

The integrity of keys and certificates managed by Cersuperior is established and
protected throughout their life cycles; and

RA systems development, maintenance and operations are properly authorized and
performed to maintain RA systems integrity.

e Maintained effective controls to provide reasonable assurance that it meets the Network
and System Security Requirements as set forth by the CA/Browser Forum.

Management is responsible for its compliance with the aforementioned criteria. Qur responsibility is
to express an opinion on management assertions about Cersuperior's compliance with the
aforementioned criteria based on our examination.

Our examination was conducted in accordance with attestation standards established by the
American Institute of Certified Public Accountants, in accordance with WebTrustS™™ for
Certification Autharities — SSL Baseline with Network Security (version 2.0, release date April 3,
2014) and accordingly, included:

e Obtaining an understanding of Certsuperior validation process certificate




e Selectively testing transactions executed in accordance with disclosed SSL certificate life
cycle management business practices;

e Testing and evaluating the operating effectiveness of the controls; and

e Performing such other procedures as we considered necessary in the circumstances
We believe that our examination provides a reasonable basis for our opinion.

The relative effectiveness and significance of specific controls at Certsuperior and their effect on
assessments of control risk for user entities are dependent on their interaction with the controls and
other factors presents at the user entities’ locations. We have performed no procedures to evaluate
the effectiveness of controls at the user entities’ locations.

Because of their nature and inherent limitations, Certsuperior's controls may not operate effectively
to achieve the aforementioned criteria. For example, controls may not prevent, or detect and correct
error, fraud, unauthorized access to systems and information, or failure to comply with internal and
external policies or requirements. Also, the projection of any conclusions based on our findings to
futures periods is subject to the risk that the system may change or that Cersuperior’s controls may
become inadequate or fail.

In our opinion, for the period May 1, 2015 through April 30, 2016, Certsuperior management’s
assertion, as set forth in the first paragraph, is fairly stated, in all material respects, based on the
WebTrustS™™ for Certification Authorities — SSL Baseline with Network Security (version 2.0,
release date April 3, 2014).

This report does not include any representation as to the quality of Certsuperior's certification
services beyond those covered by the WebTrusts™™ for Certification Authorities — SSL Baseline for

Network Security, or the suitability of any Certsuperior's services for the intended purposes of any
customers.

Galaz, Yamazaki, Ruiz Urquiza, S.C.
Miembro de Deloitte Touche Tohmatsu Limited
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Appendix:

No

Requirements

Issues

Principle 1, Criterion 1 requires that CA discloses
on its website its:

e Certificate practices, policies and
procedures, all Cross Certificates that
identify the CA as the Subject, provided that
the CA arranged for or accepted the
establishment of the trust relationship (i.e.
the Cross Certificate at issue), and
its commitment to conform to the latest
version of the Baseline Requirements for the
Issuance and Management of Publicly-
Trusted Certificates issued by the
CA/Browser Forum.

Principle 1, Criterion 3 requires that issuing CA
documents in its CP or CPS that the Certificates it
issues containing the specified policy identifier(s) are
managed in accordance with the SSL Baseline
Requirements.

Principle 1, Criterion 4 requires that Certificate
Authority has controls to provide reasonable
assurance that the CA, CP and/or CPS that
describes how the CA implements the latest version

of the Baseline Requirements are updated annually. |

Principle 1, Criterion 5 requires that CA and its Root
has controls to provide reasonable assurance that
there is public access to the CP and/or CPS on a
24x7 basis, and the content and structure of the CP
and/or CPS are in accordance with either RFC 2527
or RFC 3647.

We noted that audit reporis at
Certsuperior web site:

- The policies, procedures and
agreements are not available for
consultation.

- The CPS published is illegible.

- The CPS version published lacks
a compliance clause.

- The CPS does not have a 24 hour
availability model.

- Furthermore, we noted that CPS
lacks of section to specify the
Policy Identifier.

As result, we noted that Cerisuperior
did not meet Principle 1, Criteria 3, 4
and 5 during the examination period.




No |Requirements Issues

2 Principle 2, Criterion 4.4 requires that CA maintains | During our request validation by
controls and procedures to provide reasonable | Certsuperior process review, we noted:
assurance that allows an Applicant to specify the| - Lack of implemented and

individuals who may request Certificates. If an
Applicant specifies, in writing, the individuals who
may request a Certificate, then the CA shall not
accept any certificate requests that are outside this
specification. The CA shall provide an Applicant with
a list of its authorized certificate requesters upon the
Applicant's verified written request.

Principle 2, Criterion 6.2 requires that CA maintains
controls to provide reasonable assurance that:

e the CA provides all personnel performing
information verification duties (Validation
Specialists) with skills-training that covers
basic Public Key Infrastructure (PKI)
knowledge, authentication and vetting
policies and procedures (including the CA’s
Certificate  Policy and/or Certification
Practice Statement), common threats to the
information verification process (including
phishing and other social engineering
tactics), and these Requirements.

e The CA maintains records of such training
and ensures that personnel entrusted with
Validation Specialist duties maintain a skill
level that enables them to perform such
duties satisfactorily.

e Validation Specialists engaged in Certificate
issuance maintain skill levels consistent with
the CA’s training and performance
programs.

e The CA documents that each Validation
Specialist possesses the skills required by a
task before allowing the Validation Specialist
to perform that task.

¢ The CA requires all Validation Specialists to
pass an examination provided by the CA on
the information verification requirements
outlined in the Baseline Requirements.

documented control for requested
validations sent by authorized
personnel.

- Lack of training plan for
employees that includes issues
such as PKlI fundamentals,
authentications, policies and
procedures, phishing techniques
or social engineering.

As result, we noted that Certsuperior
did not meet Principle 2, Criteria 4.4
and 6.2, during the examination period.
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Principle 3, Criterion 2 requires that CA performs a
risk assessment at least annually that:

e |dentifies foreseeable internal and external
threats that could result in unauthorized
access, disclosure, misuse, alteration, or
destruction of any Certificate Data or
Certificate Management Processes;

e Assesses the likelihood and potential
damage of these threats, taking into
consideration the sensitivity of the
Certificate Data and Certificate

¢« Management processes and
assesses the sufficiency of the policies,
procedures, information systems,
technology, and other arrangements that the
CA has in place to counter such threats.

Principle 3, Criterion 3 requires that CA develops,
implements, and maintains a Security Plan
consisting of security procedures, measures, and
products designed to reasonably manage and
control the risks identified during the Risk
Assessment, commensurate with the sensitivity of
the Certificate Data and Certificate Management
Processes. The security plan:

* includes administrative,
technical, and  physical safeguards
appropriate  to the sensitivity of the
Certificate Data and Certificate Management
Processes.

« takes into account then-available
technology and the cost of implementing the
specific measures, and
* is designed to implement a reasonable
level of security appropriate to the harm that
might result from a breach of security and
the nature of the data to be protected.

organizational,

During our review, we noted a lack of
annual risk analysis over computer
equipment, technological infrastructure,
facilities, etc., and the lack of a security
program to manage the possible
solutions that were identified in the
annual risk analysis.

As result, we noted that Certsuperior
did not meet Principle 3, Criteria 2 and
3, during the examination period.
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Principle 4, Criterion 1 requires that CA maintains
controls to provide reasonable assurance that:

o Certificate Systems are segmented into
networks or zones based on their functional,
logical, and physical (including location)
relationship;

e The same security controls for Certificate
Systems apply to all systems co-located in
the same zone;

* Root CA Systems are located in a High
Security Zone and in an offline state or air-
gapped from all other networks:
Issuing Systems, Certificate Management
Systems, and Security Support Systems are
maintained and protected in at least a
Secure Zone;

* |Issuing Systems, Certificate Management
Systems, and Security Support Systems are
maintained and protected in at least a
Secure Zone;

e Security Support Systems are implemented
and configured to protect systems and
communications between systems inside
Secure Zones and High Security Zones, and
communications with non-Certificate
Systems outside those zones (including
those with organizational business units that
do not provide PKl-related services) and
those on public networks;

e Networks are configured with rules that
support only the services, protocols, ports,
and communications that the CA has
identified as necessary to its operations;

e Issuing Systems, Certificate Management
Systems, Security Support Systems, and
Front-End / Internal-Support Systems are
configured by removing or disabling all
accounts, applications, services, protocols,
and ports that are not used in the CA’s or
Delegated Third Party’s operations and
allowing only those that are approved by the
CA or Delegated Third Party:;

e Configurations  of Issuing  Systems,
Certificate Management Systems, Security
Support Systems, and Front-End / Internal-
Support Systems are reviewed on at least a

Based on a diagram documenting
network communication, equipment
configuration policy and firewall
configuration, we noted:

- Lack of network segmentation for
distinguishing between equipment
with access to applications and
that which are not part of the
validation process.

- The firewall implemented doesn't
filter from internal network traffic
to allow only communication with
secure ports.

- Lack of firewall between internal
network and equipment that
access applications.

As result, we noted that Certsuperior
did not meet Principle 4, Criterion
1(sub-bullet 1, 2, 4, 6), during the
examination period.
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weekly basis to determine whether any
changes violated the CA’s security policies;

e Administration access to Certificate Systems
are granted only to persons acting in
Trusted Roles and receive  their
accountability for the Certificate System’s
security;

s Multi-factor authentication is implemented
for each component of the Certificate
System that supports it;

e Authentication keys and passwords for any
privileged account or service account on a
Certificate System is changed when a
person’s authorization to administratively
access that account on the Certificate
System is changed or revoked.

e Recommended security patches are applied
to Certificate Systems within six months of
the security patch’s availability, unless the
CA documents that the security patch would
introduce  additional  vulnerabilities  or
instabilities that outweigh the benefits of
applying the security patch.

Principle 4, Criterion 2 requires that CA maintains
controls to provide reasonable assurance that:
e A documented procedure for appointing
individuals to Trusted Roles and assigning
responsibilites to them is followed;

e The responsibilities and tasks assigned to
Trusted Roles are documented and
“separation of duties” for such Trusted Roles
based on the risk assessment of the
functions to be performed is implemented,

e Only personnel assigned to Trusted Roles
have access to Secure Zones and High
Security Zones;

e Individuals in a Trusted Role act only within
the scope of such role when performing
administrative tasks assigned to that role;

e« Employees and contractors observe the
principle of “least privilege” when accessing,
or when configuring access privileges on,
Certificate Systems;

o Trusted Role use a unigue credential

During our review, we noted roles of
users that are not Trusted Roles with
access to validation requests at the
web application.

As result, we noted that Certsuperior
did not meet Principle 4, Criterion 2
(sub-bullet 5), during the examination
period.
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created by or assigned to that person for
authentication to Certificate Systems;

Trusted Role using a username and
password to authenticate shall configure
accounts to include but not be limited to:

0 Passwords that have at least twelve (12)
characters for accounts that are not publicly
accessible (accessible only within Secure
Zones or High  Security Zones);
o Configure passwords for accounts that are
accessible from outside a Secure Zone or
High Security Zone must have at least eight
(8) characters, be changed at least every 90
days, use a combination of at least numeric
and alphabetic characters, and not be one of
the user's previous four passwords; and
implement account lockout for failed access
attempts; OR
o |Implement a documented password
management and account lockout policy that
the CA has determined provides at least the
same amount of protection against
password guessing as the foregoing
controls.

Trusted Roles log out of or lock workstations
when no longer in use;

Workstations are configured with inactivity
time-outs that log the user off or lock the
workstation after a set time of inactivity
without input from the user;

Review all system accounts at least every
90 days and deactivate any accounts that
are no longer necessary for operations;

Revoke account access to Certificate
Systems after no more than five (5) failed
access attempts, provided that this security
measure is supported by the Certificate
System and does not weaken the security of
this authentication control;

Disable all privileged access of an individual
to Certificate Systems within 24 hours upon
termination of the individual's employment
or contracting relationship with the CA or
Delegated Third Party;

Enforce  multi-factor  authentication for
administrator access to Issuing Systems
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and Certificate Management Systems;
Each Delegated Third Party, shall be:

o Required to use multi-factor authentication
prior to the Delegated Third Party approving
issuance of a Certificate; or
o Be technically constrained that restrict the
Delegated Third Party’'s ability to approve
certificate issuance for a limited set of
domain names, and

e Restrict remote administration or access to
an Issuing System, Certificate Management
System, or Security Support System except
when:

o The remote connection originates from a
device owned or controlled by the CA or
Delegated Third Party and from a pre-

approved external IP address,
o The remote connection is through a
temporary, non-persistent encrypted

channel that is supported by multi-factor
authentication, and ‘

o The remote connection is made to a
designated intermediary device meeting the
following:

- Located within the CA's network,
- Secured in accordance with these
requirements, and

- Mediates the remote connection to the
Issuing System.

Principle 4, Criterion 4 requires that CA maintains
controls to provide reasonable assurance that:

e Detection and prevention controls under the
control of CA or a Delegated Third Party
Trusted Roles are implemented to protect
Certificate Systems against viruses and
malicious software;

e A formal documented vulnerability correction
process is followed and includes
identification, review, response, and
remediation of vulnerabilities;
Perform a Vulnerability Scan on public and
private IP addresses identified by the CA or
Delegated Third Party as the CA's or
Delegated Third Party's Certificate Systems
based on the following:

o Within one week of receiving a request
from the CA/Browser Forum,
o After any system or network changes that

During our review of technical
vulnerabilities, we noted:

Lack of documented process for
technical vulnerabilities
management

The scans performed omitted
private IP address of equipment
with access to the application

The scans were not performed
with sufficient periodicity and only
had been executed over the
https://www.certsuperior.com web
site

The scans performed were
executed by personnel without
technical skills, ethics code and
independence.

As result, we noted that Certsuperior
did not meet Principle 4, Criterion 4
(sub-bullet 1, 4), during the examination
period.
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the CA determines are significant, and
0 At least once per  quarter;
Perform a Penetration Test on the CA’'s and
each Delegated Third Party's Certificate
Systems on at least an annual basis and
after infrastructure or application upgrades
or modifications that the CA determines are
significant;

e Document that a Vulnerability Scan and
Penetration Test were performed by a
person or entity with the skills, tools,
proficiency, code of ethics, and
independence necessary to provide a
reliable Vulnerability Scan or Penetration
Test; and

e Perform one of the following within 96 hours
of discovery of a Critical Vulnerability not
previously addressed by the CA's
vulnerability correction process:
- Remediate the Critical Vulnerability;
If remediation of the Critical Vulnerability
within 96 hours is not possible, create and
implement a plan to mitigate the Critical
Vulnerability, giving priority to the following:

o Vulnerabilities with high CVSS scores,
starting with the wvulnerabilities the CA
determines are the most critical (such as
those with a CVSS score of 10.0); and
o Systems that lack sufficient compensating
controls that, if the vulnerability were left
unmitigated, would allow external system
control, code execution, privilege escalation,
or system compromise; or
o Document the factual basis for the CA’s
determination that the vulnerability does not
require remediation because of one of the

following:
- The CA disagrees with the NVD
rating;
- The identification is a false
positive;

- The exploitation of the vulnerability
is prevented by compensating
controls or an absence of threats; or
- Other similar reasons.




