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The audit covered the following PKI hierarchy that consisted of 1 root CA and
3 subsidiary CAs (issuing CAs):

*  PostSignum Root QCA 2 - root certification authority,

e Postsignum Qualified CA 2 - issuing CA (EU qualified certificates),
e Postsignum Public CA 2 - issuing CA (commercial certificates),

e  Postsignum Qualified CA 3 - issuing CA (time stamp certificates).

During the audit we used the following audit standards:

ETSI EN 319 411-1 v1.1.1 Electronic Signatures and Infrastructures (ESI);
Policy and security requirements for Trust Service Providers issuing
certificates; PART 1: General requirements

ETSIEN 319 411-2 v2.1.1 Electronic Signatures and Infrastructure (ESI); Policy
and security requirements for Trust Service Providers issuing certificates; Part
2: Requirements for trust service providers issuing EU qualified certificates
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Type of CA Name Issued certificates  Purpose Audit standard Policy
Root CA PostSignum  Certificates of the rootDocument Signing, Client ETSI EN 319 411-1 QCP-n, QCP-
Root QCA2  and subsidiary CAs  Authentication (without n-gscd, NCP,
Server Authentication), ETSI EN 319 411-2 OVCP, DVCP
Secured Email (S/MIME),
Server Authentication
(non-EV) and Client
Authentication only, Time
stamping
Issuing CA  Postsignum  Electronic signature  Document Signing ETSI EN 319411-2 QCP-n, QCP-
(EU Qualified) Qualified CA 2 (EU Qualified n-gscd
certificates)
Electronic seals Document Signing ETSI EN 319 411-1 NCP
OCsP Document Signing ETSI EN 319 411-1 NCP
Issuing CA  Postsignum  Personal certificates  Client Authentication ETSI EN 319 411-1 NCP
(Commercial) Public CA 2 (without Server
Authentication), Document
Signing, Secured Email
(S/MIME)
Server certificates Client Authentication ETSI EN 319 411-1 NCP
(without Server
Authentication), Document
Signing, Secured Email
(S/MIME)
Domain certificates  Server Authentication ETSI EN 319 411-1 DVCP, OVCP
(non-EV) and Client
Authentication only
Issuing CA Postsignum  Time stamps Time stamping ETSI EN 319 411-1 NCP
(Time stamp Qualified CA 3 certificates
certificates)
Date of the audit 17 October 2016 — 30 November 2016
Scope of the audit: Full audit of the whole PKI infrastructure of Postsignum as defined above.
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