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Shanghai Electronic Certificate Authority Center Co., Ltd.
18t Floor

No. 1717 North Sichuan Rd.

Shanghai

China

2015/SH-184/CCYI/MWJ

Report of Independent Accountant on Assessment of the Assertion by the
management of Shanghai Electronic Certificate Authority Center Co., Ltd.
(“SHECA”)

To:  Mr. Li Guo
General Manager, Shanghai Electronic Certificate Authority Center Co., Ltd.

We have been engaged to perform a reasonable assurance engagement on the
accompanying assertion by the management of Shanghai Electronic Certificate
Authority Center Co., Ltd. ("SHECA™) for the period 1t May 2014 through 30t April
2015, for its Certification Authority (“CA”) - Extended Validation (“EV”) operations,
SHECA has:

« Disclosed its Extended Validation (EV) Code Signing and EV SSL certificate life
cycle management practices and procedures, including its commitment to provide
EV Code Signing and EV SSL certificates in conformity with the CA/Browser Forum
Guidelines and provided such services in accordance with its disclosed practices;

* Maintained effective controls to provide reasonable assurance that:

- EV Code Signing and EV SSL Subscriber information was properly collected,
authenticated (for the registration activities performed by SHECA) and verified;
and
the integrity of keys and EV Code Signing and EV SSL certificates it manages was
established and protected throughout their life cycles.

in accordance with the CPA Canada WebTrust Principles and Criteria for Certification
Authorities — Extended Validation Code Signing, and Trust Services Principles and
Criteria for Certification Authorities — Extended Validation SSL — Version 1.4.5.

Management’s Responsibility for the Management’s Assertion of SHECA

SHECA’s management is responsible for the preparation and presentation of the
management’s assertion in accordance with the WebTrust Principles and Criteria for
Certification Authorities — Extended Validation Code Signing, and Trust Services
Principles and Criteria for Certification Authoritiecs — Extended Validation SSL-
Version 1.4.5. This responsibility includes designing, implementing and maintaining
internal control relevant to the preparation and presentation of the management’s

AR IE R 2o I 55 B (45 Bk 2 28 1K)

PricewaterhouseCoopers Zhong Tian LLP, 11/F PricewaterhouseCoopers Center
2 Corporate Avenue, 202 Hu Bin Road, Huangpu District, Shanghai 200021, PRC
T: +86 (21) 2323 8888, F: +86 (21) 2323 8800, www.pwcen.com



pwc ik

INDEPENDENT ASSURANCE REPORT (CONTINUED)
Shanghai Electronic Certificate Authority Center Co., Ltd.
Page 2

assertion of SHECA and applying an appropriate basis of preparation; and making
estimates that are reasonable in the circumstances.

Auditor’s Responsibility

It is our responsibility, to express a conclusion on the management’s assertion of
SHECA based on our work performed and to report our conclusion solely to you, as a
body, in accordance with our agreed terms of engagement, for the management to
submit to the related authority to continue displaying the WebTrust EV Seal* on its
website, and for no other purpose. We do not assume responsibility towards or accept
liability to any other person for the contents of this report.

The relative effectiveness and significance of specific controls at SHECA and their effect
on assessments of control risk for subscribers and relying parties are dependent on
their interaction with the controls, and other factors present at individual subscribers
and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscribers and relying party locations.

We conducted our work in accordance with the International Standard on Assurance
Engagements 3000 “Assurance Engagements Other Than Audits or Reviews of
Historical Financial Information”. This standard requires that we comply with ethical
requirements, and plan and perform the assurance engagement to obtain reasonable
assurance whether the management’s assertion of SHECA complies, in all material
respects, with the WebTrust Principles and Criteria for Certification Authorities —
Extended Validation Code Signing, and Trust Services Principles and Criteria for
Certification Authorities — Extended Validation SSL — Version 1.4.5.

A reasonable assurance engagement involves performing procedures to obtain
sufficient appropriate evidence whether the management’s assertion of SHECA
complies with the WebTrust Principles and Criteria for Certification Authorities —
Extended Validation Code Signing, and Trust Services Principles and Criteria for
Certification Authorities — Extended Validation SSL — Version 1.4.5. The procedures
selected depend on the auditor’s judgment, including the assessment of the risks of
material noncompliance of the management’s assertion of SHECA with the WebTrust
Principles and Criteria for Certification Authorities — Extended Validation Code Signing,
and Trust Services Principles and Criteria for Certification Authorities — Extended
Validation SSL — Version 1.4.5. Within the scope of our work, we performed amongst
others the following procedures: (1) obtaining an understanding of SHECA EV
certificate life cycle management practices and procedures, including its relevant

' The maintenance and integrity of the SHECA websiie is the responsibility of the directors; the work carried out by the
assurance provider does not involve consideration of these matiters and, accordingly, the assurance provider accepts
no respoonsibility for any differences between the uccompanying assertion by the management of SHECA on which
the assurance report was issued or the assurance report that was issued and the Informution presented on the website.
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controls over the issuance, renewal and revocation of EV certificates; (2) selectively
testing transactions executed in accordance with disclosed key and certificate life cycle
management business and information privacy practices; (3) testing and evaluating the
operating effectiveness of the controls; and (4) performing such other procedures as we
considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a
basis for our conclusion.

Inherent Limitation

We draw attention to the fact that the WebTrust Principles and Criteria for Certification
Authorities — Extended Validation Code Signing, and Trust Services Principles and
Criteria for Certification Authorities — Extended Validation SSL — Version 1.4.5 include
certain inherent limitations that can influence the reliability of the information.

Because of inherent limitations in controls, errors or fraud may occur and not be
detected. Furthermore, the projection of any conclusions, based on our findings, to
future periods is subject to the risk that (1) changes made to the system or controls, (2)
changes in processing requirements, (3) changes required because of the passage of
time, or (4) degree of compliance with the policies or procedures may alter the validity
of such conclusions.

Conclusion

In our opinion, the assertion by the management of SHECA for the period 1t May 2014
through 30t April 2015 complies, in all material respects, with the WebTrust Principles
and Criteria for Certification Authorities — Extended Validation Code Signing, and
Trust Services Principles and Criteria for Certification Authorities — Extended
Validation SSL — Version 1.4.5.

Emphasis of Matters

Without modifying our conclusion, we draw attention to below matters:

SHECA’s use of the WebTrust for Certification Authorities — Extended Validation Seal
constitutes a symbolic representation of the contents of this report and it is not
intended, nor should it be construed, to update this report or provide any additional

assurance.

This report does not include any representation as to the quality of SHECA's services
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beyond those covered by the WebTrust Principles and Criteria for Certification
Authorities — Extended Validation Code Signing, and Trust Services Principles and

Criteria for Certification Authorities — Extended Validation SSL — Version 1.4.5, or the
suitability of any of SHECA's services for any customer's intended purpose.

Restriction on Use and Distribution

Our report is intended solely for the use of SHECA to submit the report to the related
authority in connection with the WebTrust Principles and Criteria for Certification
Authorities — Extended Validation Code Signing, and Trust Services Principles and
Criteria for Certification Authorities — Extended Validation SSL — Version 1.4.5 and
may not be suitable for another purpose. This report is not intended to be, and should
not be distributed to or used, for any other purpose.

ricewaterhouseCoopers Zhong Tian LLP ;

Shanghai, China
5June 2015
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EHETEFE RV LA PR A R Shanghai Electronic Certificate
Authority Center Co.,Ltd
18" Floor,
No.1717, North Sichuan Rd,
Shanghai, China
Tel: (021) 36393199
Fax: (021) 36393200
http://www.sheca.com/

PricewaterhouseCoopers Zhong Tian LLP
11th Floor

PricewaterhouseCoopers Center

2 Corporate Avenue

202 Hu Bin Road, Huangpu District
Shanghai 200021, PRC

15 May 2015
Dear Sirs:

Assertion of Management as to the Disclosure to Business Practices and
Controls over the Certification Authority — Extended Validation Operations
during the period from 15t May 2014 through 3ot April 2015.

The management of Shanghai Electronic Certificate Authority Centre Co., Ltd. (“SHECA”)
has assessed the disclosure of its certificate practices and its controls over its SHECA
Extended Validation (“EV”) Code Signing certification authority (“CA”) services and
Extended Validation (EV) SSL certification authority (CA) service located in China. The
keys and certificates covered in our assessment are listed in the Appendix of this letter.
Based on that assessment, in SHECA Management’s opinion, SHECA in providing its EV
Code Signing and SSL - CA services in China, during the period from 1t May 2014
through 3oth April 2015:

« disclosed its Extended Validation (EV) Code Signing and EV SSL certificate life cycle
management practices and procedures, including its commitment to provide EV Code
Signing and EV SSL certificates in conformity with the CA/Browser Forum Guidelines
and provided such services in accordance with its disclosed practices;

* maintained effective controls to provide reasonable assurance that:
- EV Code Signing and EV SSL Subscriber information was properly collected,
authenticated (for the registration activities performed by SHECA) and verified;
- the integrity of keys and EV Code Signing and EV SSL certificates it manages was
established and protected throughout their life cycles,

in accordance with the CPA Canada WebTrust Principles and Criteria for Certification
Authorities — Extended Validation Code Signing, and Trust Services Principles and
Criteria for Certification Authorities — Extended Validation SSL — Version 1.4.5 including
the following:

CA EV Business Practices Disclosure

Service Integrity

Subscriber Profile
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EV Certificate Content and Profile

EV Certificate Request Requirements
Information Verification Requirements
Certificates Status Checking and Revocation
Employee and Third Party Issues

Data and Record Issues

Yours faithfully

Mr. Li Guo

General Manager of Shanghai Electronic Certificate Authority Center Co., Ltd.
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Appendix

The list of keys and certificates covered in the management assessment is as follow:

Key Key Key Certificates Signature | Certificate
Name Type Size(bits) (Thumbprint) Algorithm | Signed by
the key
UCA Root 4096 bo cg f5 8b 3b be f5 SHA-1 UCA
Extended Key 75 e2 bs 83 28 77 oe Extended
Validation 7b 00 76 c4 ob 5e Validation
Root ag a1 bo 6f 24 61 23 SHA-256 Root
g4ae3 36a5c237fc
a6 ffdd fody 3a
SHECA Signing 2048 ae 40 a3 74 82 ao 2b SHA-1 UCA
Extended Key c9 48 78 67 03 93 c5 Extended
Validation 3e 86 28 6b do 5f Validation
SSL CA 76 be 95 77 18 7a be SHA-256 Root
51d6 5d 9c eb 4b 49
16 156 eo ab c1
SHECA Signing 2048 ec 24 4e 3e 2fao d3 SHA-1 UCA
Extended Key 61 cb c9 4d 5¢ f6 ba Extended
Validation 26 6b ag 59 b3 d7 Validation
Code b7 of e6 76 dc 58 ad SHA-256 Root
Signing CA 00 e5 8a fe 62 2f do
c5 a4 77 tb fd 69

Page 3 of 3




s7
2

LT EFIE B EF OF R A F AT A O TR A F]
. ‘ EETTI N AEEE17175 184
200080 e,
#11%: (021) 36393199
£33 (021) 36393200
http:/iwww.sheca.com/

TR KIE P RETHIMESS T CRRIERE SO
H ] 3 i SR X I %2025

A R 0 25 B

LR TE 01 18

20155 15 H
B EAEKEPRSTHMHES T GFHREEE1K) -

201445 A 1 HE 2015 £ 4 A 30 H 78] BT A UE—38 TR 50 4F MV 2550 ) 4% BB A1 e A
EETRFESNEEENERS
(s RESE, EXHESFERE. )

EETHFER N EROERAE (R “SHECA” ) it FIAE—SRL % 42 1 25 36 1F A1
PN UE—SSL 185055 0F b &5 F 0 45 85 A0 B F g AT B & sh AT T 1Rk . BREEFIIR 7 VR4
FREFER B HANE . RGP, SHECA &HZI N, SHECA # 20144 5 A 1 HE
2015 £ 4 A 30 Haut SHECA 124tf WebTrust HFihiFE—FChE % 47 1 3 08 41F AR 45 A
WebTrust L -FiAIF—SSL M 556 1F Ak 55 1[5, SHECA:

K #% WebTrust BT IAME—XH% %5 & 3R IE K& WebTrust B -FIAIE—SSL B3R5 IF (Y
WA SCERFIRR Y, B ISR EHEE CA/Browser BIZ IG5 240t EV AR 4IEH K&
EV SSLIEF RS, FEURIE 4 28 1)l %5 S B AR (A 26 BR 55 5

B A R AR, ARG LR & FRARIE
taHHUER. & (SHECA FrfiiTROIEAHRIE) MIIE EV /Ai5%4 &k EV SSL
EPHFENER: &
RS EV RIS 4 K EV SSLAE-TI7EA: i & # b i 52 3 bk

LLFF& CPA Canada WebTrust f A IE—AX ARG & 4 18 58 6 4F 55 11 F5 #E A WebTrust 1A
WE—SSLEYERIGE B vH-FRifE, 5.

b 55 A 45 5%

AR 2% sE R
THAEE
HERIAE N ARG R
5 A E 75 5K
5 HIRIF =k
TIE F5IR AR 56 TE A0
&R =T
IEFC



BE2W/HE3 W



=CN

B

TRIR T EHEXT CARE HIIE ) Al B .78 A2 B AN -

FHAW | BEME | BHKE EH BR2HY: | EPEREH
(bits) (Thumbprint)

UCA Root Key 4096 b9 c9 5 8b 3b be 5 SHA-1 UCA
Extended 7582 b583 2877 0e Extended
Validation 7b 00 76 c4 Ob 5e Validation

Root a3 alb06f24 6123 | SHA-256 Root

4ae3 36 a5c2 37 fc
a6 ff dd fO d7 3a
SHECA Signing 2048 ae 40a37482a02b SHA-1 UCA
Extended Key c948 78 67 03 93 ¢5 Extended
Validation 3e 86 28 6b d0 5f Validation
SSL CA 76 be 9577 18 7Tabc | SHA-256 Root
51 d6 5d 9c eb 4b 49
16 156 e0 ab c1
SHECA Signing 2048 ec 24 4e 3e 2f a0 d3 SHA-1 UCA
Extended Key 61 cb c9 4d 5¢ f6 ba Extended
Validation 26 6b a9 59 b3 d7 Validation
Code b7 9f e6 76 dc 58 3d | SHA-256 Root
Signing 00 e5 8a fc 62 2f dO
CA c5 a4 77 fb fd 69
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