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Audit Attestation for Docusign France

145-175 rue Jean-Jacques Rousseau 92130 Issy les Moulineaux - France

Reference: 2604-1/LSTI
Objet: Audit attestation letter

To whom it may concern,
This is to confirm, that LSTI SAS has successfully audited the CAs of DOCUSIGN in Issy-les-
Moulineaux - France.

LSTI is accredited to perform such audits by the COFRAC the French National Accreditation
Body (see accreditation attestation).

The audit took place from the 13th to the 14th of October 2016 for its operations in Issy-Les-
Moulineaux , France to check compliance with its CPS and with the applicable requirements
of ETSI TS 102042 v2.4.1.

The audit was performed as full audit and will be documented in a specific report.

The CAs has been issued under the following Root CAs which had been covered and successfully
audited according to applicable requirements of ETSI TS 102042v2.4.1.

CN: Certplus Class 2 Primary CA
Thumb Print (SHA-1): 74:20:74:41:72:9C:DD:92:EC:79:31:D8:23:10:8D:C2:81:92:E2:BB
Certificate Serial #: 85:bd:4b:f3:d8:da:e3:69:f6:94:d7:5f:c3:a5:44:23

The assessment covered the period from 14 October 2015 to 14 October 2016.
The next assessment should be successfully finalized before 13 October 2017 to maintain the
certificate validity as stated in the corresponding certificates issued by LSTI.

The assessment performed covered all relevant CAs, including their roots as described in the
aforementioned certificates that have been issued to Docusign France.

The full PKI hierarchy has been documented during the audit - see Appendix 1 to this audit
attestation.

Docusign France may publish this audit attestation in a publicly-accessible location, as required.
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http://www.cofrac.fr/annexes/sect5/5-0546.pdf
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In case of any question, please contact LSTI SAS Ms Armelle Trotin atrotin@lsti.eu phone
+33272881245
With kind regards

Philippe BOUCHET
Chief Technical Officer and Principal Auditor

Philippe 3 soucier

Date : 2017.03.20
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Appendix 1: Docusign PKI hierarchy
Docusign France confirmed that no other non-revoked SubCAs have been issued under this Root.

E.-"&B"

CA NAME Standard Level oID Service ::ﬁ:;;ilx Audited Validity

CERTPLUS CLASS 2 PRIMARY CA Root No Yes 7 JUL 1999 - 07 JUL 2019
CLASS 2 KEYNECTIS CA TS 102042 NCP+ 2.5.29.32.0 Sub CA No Yes Not After 7-Jul-2019
CLASS 2 KEYNECTIS CA ! OovCP 1.3.6.1.4.1.22234.2.5.1.3 Server-Authentication No No

CLASS 2 KEYNECTIS CA ! OovCP 1.3.6.1.4.1.22234.2.5.2.4.1 Server-Authentication No No

CLASS 2 KEYNECTIS CA ! OovCP 1.3.6.1.4.1.22234.2.5.2.5.1 Server-Authentication No No

CLASS 2 KEYNECTIS CA TS 102042 DvCP 1.3.6.1.4.1.22234.2.5.3.13 Server-Authentication No Yes

CLASS 2 KEYNECTIS CA TS 102042 OovCP 1.3.6.1.4.1.22234.2.5.3.14 Server-Authentication No Yes

KEYNECTIS Extended Validation CA | TS 102042 NCP+ 2.5.29.32.0 No Yes Not After 7-Jul-2019
KEYNECTIS Extended Validation CA | TS 102042 EVCP 1.3.6.1.4.1.22234.2.5.2.3.1 Server-Authentication No Yes

KEYNECTIS SSL RGS TS102042 NCP+ 2.5.29.32.0 Sub CA No yes Not After 7-Jul-2019
KEYNECTIS SSL RGS TS 102042 EVCP 1.3.6.1.4.1.22234.2.5.3.12 Server-Authentication No Yes

KEYNECTIS SSL RGS TS 102042 EVCP 1.3.6.1.4.1.22234.2.5.2.3.1 Server-Authentication No Yes

KEYNECTIS SSL RGS TS 102042 OovCP 1.3.6.1.4.1.22234.2.5.3.10 Server-Authentication No Yes

KEYNECTIS SSL RGS TS 102042 LCP 1.3.6.1.4.1.22234.2.5.3.15 | Server-Authentication - client No Yes

KEYNECTIS SSL RGS TS 102042 NCP+ 1.3.6.1.4.1.22234.2.5.3.16 | Server-Authentication - client No Yes

KEYNECTIS SSL RGS TS 102042 ovcp 1.3.6.1.4.1.22234.2.5.3.17 Server-Authentication No Yes

GCA EV SSL 2 Sub CA No No Not After 7-Jul-2019
GCA EV SSL 1.2.250.1.316.3.1.0.1 Server-Authentication No No

! Thisisa legacy offer, procedures are aligned with audited current offers, the OIDs are currently being replaced by the certified ones.
2 This CA is not currently audited, it has not issued any certificate ; its private key is stored offline, waiting for the audit to be performed.
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. Technicall . . .
CA NAME Standard Level OoID Service . v Audited Validity
Constrained

GCA OV SSL 2 Sub CA No No Not After 7-Jul-2019
GCA OV SSL 1.2.250.1.316.2.1.0.1 Server-Authentication No No
KEYNECTIS ICS ADVANCED Class 3 CA | TS 102042 PTC-BR 1.3.6.1.4.1.22234.2.9.2.1 Sub CA No Yes Not After 26-May-2019
KEYNECTIS ICS ADVANCED Class 3 CA | TS 102042 NCP+ 1.3.6.1.4.1.22234.2.9.3.2 Signature, Client- No Yes

Authentication
KEYNECTIS ICS ADVANCED Class 3 CA | TS 102042 LCP 1.3.6.1.4.1.22234.2.9.3.9 Seal No Yes
KEYNECTIS ICS ADVANCED Class 3 CA | TS 102042 NCP+ 1.3.6.1.4.1.22234.2.9.3.10 Signature, Client- No Yes

Authentication
KEYNECTIS ICS ADVANCED Class 3 CA | TS 102042 LcP 1.3.6.1.4.1.22234.2.9.3.12 Signature, Client- No Yes

Authentication
KEYNECTIS ICS ADVANCED Class 3 CA | TS 102042 NCP+ 1.3.6.1.4.1.22234.2.9.3.13 Client-Authentication No Yes
KEYNECTIS ICS ADVANCED Class 3 CA | TS 102042 NCP+ 1.3.6.1.4.1.22234.2.9.3.16 Client-Authentication No Yes
KEYNECTIS ICS ADVANCED Class 3 CA | TS 102042 NCP+ 1.3.6.1.4.1.22234.2.9.3.17 Seal No Yes
KEYNECTIS ICS ADVANCED Class 3 CA | TS 102042 NCP+ 1.3.6.1.4.1.22234.2.9.3.18 Seal No Yes
AC CRYPTONEO MACHINES TS 102042 NCP+ No Yes Not After 7-Jul-2019
AC CRYPTONEO MACHINES TS 102042 ovCP 1.3.6.1.4.1.46116.1.3.101.11 Server-Authentication No Yes
AC DKB Solutions MACHINES TS 102042 No Yes Not After 7-Jul-2019
AC DKB Solutions MACHINES TS 102042 ovcp 1.3.6.1.4.1.46111.1.3.101.11 Server-Authentication No Yes
AC Keynectis Users Sub CA Yes No Not After 7-Jul-2019
AC Keynectis Users 1.3.6.1.4.1.22234.2.5.3.9 Signature-Authentication Yes No
Gemalto Public Sub CA Yes No Not After 01-Jan-2017

Server-Authentication,
Gemalto Public 1.3.6.1.4.1.31746.1100.10.3.1.2 Client-Authentication, Yes No
Email
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CA NAME Standard Level OoID Service . v Audited Validity
Constrained

KEYNECTIS CTSA CA Sub CA Yes No Not After 23-Oct-2018
KEYNECTIS CTSA CA 1.3.6.1.4.1.22234.2.5.3.8.1 Client-Authentication Yes No
KEYNECTIS K.Sign CDS Sub CA Yes No Not After 9-Apr-2019
KEYNECTIS K.Sign CDS 1.3.6.1.4.1.22234.2.8.2.1.1 Client-Authentication, Yes No

Signature, Email
Leidos Public Issuing CA 2013 01 Sub CA Yes No Not After 7-Jul-2019

Signature, Client-
Leidos Public Issuing CA 2013 01 1.3.6.1.4.1.1709.400.2.1.1 Authentication, Server- Yes No

Authentication

Orange LB Auth CA Class 2 Sub CA Yes No Not After 7-Jul-2019
Orange LB Auth CA Class 2 1.2.250.1.16.12.9.1.1 CA key pair management Yes No
Orange LB Auth CA Class 2 1.2.250.1.16.12.9.2.1 OCSP certificate Yes No
Orange LB Auth CA Class 2 1.2.250.1.16.12.9.3.1 Server-Authentication Yes No
SAIC Public Issuing CA 2013 01 Sub CA Yes No Not After 7-Jul-2019

Signature, Client-
SAIC Public Issuing CA 2013 01 1.3.6.1.4.1.42673.400.1.1.1 Authentication, Server- Yes No

Authentication
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