Web Server flood attack and email Flood attack is possible as CAPTCHA is not
Implemented.

1. Go to https://www.mozilla.org/en-US/foundation/licensing/website-content/

2. Just above footer section, go to "Get Firefox news" section.

’ M Mozilla.org Site Licensing ... \k+

€ | & Mozilla Foundation (US) | https://www.mozilla.org/en-US/fc 7 C Search ﬁ 2

Get Firefox news FAKE@gmail.corl

India -
English -

@ HTML

O Text

I'm okay with Mozilla handling my info as
explained in this Privacy Motice

3. Use Proxy editing tool like Burpsuite to intercept the traffic. Enter email ID and click "Sign Up
Now" button and intercept the traffic in Burp.

4. Send the request to Intruder.

Burp Intruder Repeater Window Help

Target | s | Spiser | Scanner | ntruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Aerts

j ntercept T HTTP history TWEhSDEkEYShS(DW Options

#| O Requestto nttps:iiwww.mozila.org:443 [104.16.40.2]

Forward Drop | nterceptison | Action Comment this item a2
Raw | Params | Headers | Hex

[POST /en-US/newsletter/ HTTP/L.L
[Host: www.mozilla.org
User-Agent: Mozilla/5.0 (Windows NT 6.1; Senta Spider 01 Firefox/38.0
|Jpccept: application/json, text/javascript
iccept-Language: en-US,en:q=0.5

Do an active scan

iccepr-Encoding: gzip, deflate Send to Intruder Cirkl
[Content-Type: application/x-wwv-form-urle: Send to Repeater CtrkR
[<-Pecuested-With: XMLHttpRequest e
[Fefer hrteps://www.mozilla.org/en-Us/fo content/
Content-Length: 181 Send to Comparer
Send to Decoder 5933£92r0.09013055982609364;
Request in browser p }22%3A%22truey2252C%22245617832322334%22n0ne%2232CY22246048108522%3A%22£alse32232CY22245677587522%

%2C%22869421433%22%3A%22true22 D; _gali=footer email submit
Engagement tools - - =

v

[Connection: close
Pracma: no-cachs Change reguest method
Cache-Control: no-cache

Change body encoding

hewsletters=mozilla-and-yougsource url=ht Copyite 2Fen-US%2Ffoundations2Flicensings2Fwebsite-contents2Fsemail=FAFKE:40gmail. comécountry=inglang==n&f
ME=HEpr 1vacy=on Copy as curl command
Copyto fie

5. Inintruder's "Positions" tab select attack type as "Sniper" and click "Clear §" and Then click
"ADD §" and add entered email ID. Here | have added/entered FAKE@gmail.com



Burp Intruder Repeater Window Help

Target | F Spider | Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer I Extender I Project options I User options | Alerts

Target | Positions | Payloads | Options

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Aftack type: | Sniper

Kl

POST /en-US/newsletter/ HTTP/L.1

Host: www.mozilla.org

User—Agent: Mozilla/5.0 (Windows NT é€.1l; WOWE4:; rv:38.0) Gecko/I0100101 Firefox/38.0
Accept: application/Json, text/Jjavascript, */*; gq=0.01

Accept-Language: en-U3,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencodsd; charset=UTF-2

X-Requested-With: XMLHttpRecuest

Referer: http Jwww.mozilla.org/en-US/foundation/licensing/website-content/
Content-Length: 181

Cookie: _ga=GALl.Z2.15546017S.

9.1462522561; optimizelyEndUser Id=c 55933692r0.09013055982609364;
optimizelySeqments=5%7B%22045075585%22%3A%22direct322%20%2024 B%22%3A%22truesZis2C%I2245617832%22%3A%22none32l
24e040108%22%3A%22falses20%2C% 202406770875 20%3 A% EE%20%20% 22065942 143352253 A%220russ22%7D; optimize lyBuckets=%78%7D;

oter_email submit
close

Pracgmwa: no-cache
Cache-Control: no-cache

newsletters=mozilla-and-youssource url=hrrpss3is?
Feemail=§FAKES40cgmail.com§ecountry=inglang=enefme=Hepr ivacy=on)

52Fwww.mozilla.orgsZFen-UStIFfoundationsZFlicensingsZFwebsite-contentsl

T

Start attack

Add §

Clear §
Auto §
Refresh

6. Go to Intruder's "Payloads" tab and select Payload set as "1" and Payload Type as "Username
generator". Here, | have used maximum payload per item as 1 and have used only 5 items.

Attack can load a huge list.

Burp Intruder Repeater Window Help

Target Spider | Scanner I Intruder I Repeater I Seguencer T Decoder I Comparer T Extender T Project options I User options | Alerts

Payloads | Options

@

can be customized in different ways.

Payload set: | 1 v
Payload type: | Username generator | ¥

Payload count: 5 (approx)

Request count: 5 (approx)

@

This paylead type lets you configure a list of names or email addresses, and derives potential usernames from these using various common schemes. You can enter tems as “firstname lastname™ or
“firstname lastname @example.org”.

Maximum payloads per item: | 1

Paste niputivwari@gmail.com

nipu_tiwarig@hotmail. com
Load ... niputiwari@ghostmail.com
balram_tiwari@hotmail.com
Remove
Clear

sumantiw@in.iom.com

Add

“fou can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type

Start attack

7. Click on "Start attack" button.

tart attack

8. Observe that attacker is able to automate the request and may flood the email and web server.

My email id was at position 3rd and | too received an email from Mozila.




. Intruder attack 1

Attack Save Columns

J Results. T Target T Positions T Payloads T Options ]

Fiter: Showing all tems. |

Request & | Paylad | Status | Error | Timeout | Length | Comment
0 200 )] )] 370
1 niputiwari@gmail. com 200 a a 370
2 niputivari@hotmail. com 200 O O 370
3 niputiwari@ghostmai.com 200 o o 370
4 balramtivwari@hotmail.com 200 a a 370
5 sumantiw@in.ibm.com 200 O O 370

Request | Response

Raw | Params | Headers | Hex

ljLccept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

—Recquested-Vith: MMLHttpRegquest

[Feferer: https://www.mozilla.org/en-US/foundation/licensing/website-content/

[Content-Length: 191

jCookie: _ga=GALl.Z.1554E0179.14E6252256L; optimizelyEndUserld=ceul4E2E55933652r0.059013055582E05364;
joptimizelySegments=%7E%22245875585%22%3 A% 2directs22%2C%222427280098%22%3 A% 22cruss 2% 2082224561783 2%22%3 A% none%22%2C%2202
[1E048 1085 22%3A%22falses s 2C% 20456775875 20%3 A% 25225 2C% 2086942 1433%22%3A%22truesl2s7D; optimizelyBuckets=%7E%7D;
| gali=footer email submit

[Connection: close

[Fracmna: no-cachs

[Cache-Control: no-cache

newsletters=mozilla-and-youssource Url=https33432F32Fwww.mozilla. orgsiFen-USsZFfoundationsZFlicensingsiFvebsite-contentszF
temail=niputivarifighostmail%Zecomécountry=in&lang=en&éfmt=Heprivacy=on




Intruder attack 1
Y

Aftack Save Columns

J Results T Target T Positions T Payloads T Options ]

Fiter. Showing all tems

Request 4 | Payload | Status | Error | Tmeout | Length | Comment
0 200 (] (] 370
1 niputiveari@gmail com 200 O O 370
2 niputivearig@hotmail. com 200 O O 370
3 niputivarig@ghostmail. com 200 ] ] 370
4 balramtiw ari@hotmail. com 200 O O 370
g sumantivwigin.ibm.com 200 O O 370

Reguest Hﬁmmme]

 (Row | teadors | i |

HTTF,/1.1 200 OK

Date: Mon, 09 May Z0L1le 19:43:24 GHMT
Content-Type: application/dson
Content-Length: 17

Connection: close

[Jary: Accept-Encoding
[i-Backend-Server: cfcddabellel.bedrock-prod.su-west.moz.Works
[i-Clacks-Cwverhead: GNU Terry Pratchett
[{—Frame—-Options: DENY

[{—Fobots-Tag: noodp

Cerver: clouwdflare-ngine

CF-BAY: Zal07a3dfse74ZdaS-EOM

{"success": trues}




/mlnbon (2) - niputiwari@gh X W §
<« C | [ https://www.ghostmail.com/mail T O ‘;EI

@ GhostMail e

Email. Chat. Storage. Apps.

Email (2 Chat Storage Contacts Invite Settings - Log Out

= A ] =

Subject: Action required: Confirm your subscription to Firefox + You

 Sent From: Mozilla Firefox <Mozilla@e.mozilla.org> on Tue May 10 2016 1:13:56 AM
B Drafis To: niputiwari@ghostmail com
Firefox + You
“* Starred .
mozilla
& Business
A Spam e
)
Firefox +You
Please confirm your subscription
; . m niputiwari =
Hellot Jyst one more step_and voull be set_Once vou confirm voull —
Impact/Threat:

1. Reputation:

Let’s take a scenario in which attacker is sending/automating 50,000+ emails per hour. Recipients may
mark these email from Mozila as SPAM. Now, based on user’s responses, even genuine email will go into
spam folder. Based on user responses, Yahoo, gmail, outlook etc will start treating email from Mozila as
a SPAM.

2. Web and email server Flood as CAPTCHA is not used

Thank You



