
Web Server flood attack and email Flood attack is possible as CAPTCHA is not 
Implemented. 

1. Go to https://www.mozilla.org/en-US/foundation/licensing/website-content/ 

2. Just above footer section, go to "Get Firefox news" section. 

 

3. Use Proxy editing tool like Burpsuite to intercept the traffic. Enter email ID and click "Sign Up 

Now" button and intercept the traffic in Burp. 

4. Send the request to Intruder. 

 

5. In intruder's "Positions" tab select attack type as "Sniper" and click "Clear §" and Then click 

"ADD §" and add entered email ID. Here I have added/entered FAKE@gmail.com 



 

6. Go to Intruder's "Payloads" tab and select Payload set as "1" and Payload Type as "Username 

generator". Here, I have used maximum payload per item as 1 and have used only 5 items. 

Attack can load a huge list. 

 

7. Click on "Start attack" button. 

 

8. Observe that attacker is able to automate the request and may flood the email and web server. 

My email id was at position 3rd and I too received an email from Mozila. 



 



 



 

 

Impact/Threat: 

 

1. Reputation:  

Let’s take a scenario in which attacker is sending/automating 50,000+ emails per hour. Recipients may 

mark these email from Mozila as SPAM. Now, based on user’s responses, even genuine email will go into 

spam folder. Based on user responses, Yahoo, gmail, outlook etc will start treating email from Mozila as 

a SPAM. 

2. Web and email server Flood as CAPTCHA is not used 

…………………………………………………………………………………. 

 

Thank You 


