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Appendix to the Trusted Services Providers Certificate
PSC-2017/0001

La entidad de evaluacion de conformidad, AENOR INTERNACIONAL SAU, conforma el presente
anexo al certificado numero PSC-2017/0001 a la empresa

The conformity assessment body, AENOR INTERNACIONAL SAU, form the present
appendix to the certificate number PSC-2017/0001 to the company

EDICOM CAPITAL S.L.

para confirmar que su servicio: Servicio de expedicion de certificados electrénicos de autenticacion
de sitios web
to confirm that its service: Certificate generation services for website authentication

que se realizan en: Calle de Charles Robert Darwin, 8, 46980 Paterna, Valencia — ESPANA
that is provided in: Calle de Charles Robert Darwin, 8, 46980 Paterna, Valencia — SPAIN

cumple los requisitos definidos en la norma: ETSI EN 319 411-1v1.1.1
fullfils the requirements defined in the standard: ETSI EN 319 411-1v1.1.1

Fecha de primera emision:
First issue date: 2017-06-19

Fecha de expiracion:
Expiry date: 2019-06-01

Este anexo del certificado solamente es valido en su totalidad (4 paginas)
This appendix to the certificate is only valid in its entirity (4 pages)
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=
E Criterios de evaluacion
< Evaluation criteria
= Los criterios de evaluacion se definen en la norma ETSI EN 319 411-1:
= | The evaluation criteria are defined in the standard ETSI EN 319 411-1:
[:J e ETSIEN 319411-1V1.1.1 (2016-02): “Electronic Signatures and Infrastructures
(ESI); Policy and security requirements for Trust Service Providers issuing
o certificates; Part 1: General Requirements”, Version 1.1.1, 2016-02, European
o Telecommunications Standards Institute
< I Las politicas de certificado ETSI aplicables son:
| The ETSI certificate policies applicable are:
O e DVCP: Domain Validation Certificate Policy
;: e OVCP: Organizational Validation Certificate Policy
<
Alcance temporal de la auditoria
& 1 Audit timelines and period of coverage
‘7 La auditoria se realizd como auditoria de periodo en la ubicacion del PSC en Paterna, Espafia. La
auditoria se llevé a cabo entre el 10 de abril de 2018 y el 24 de abril de 2018. El periodo
~ | cubierto abarca desde el 19 de junio de 2017 hasta el 24 de abril de 2018.
f; The audit was performed as an audit of the period in the location of the TSP in Paterna,
Spain. The audit was conducted between April 10th 2018 and April 24th 2018. It covered the
. period from June 19th 2017 to April 24th 2018.
‘7 Obijetivo de la evaluacién
Evaluation target
f, El objetivo de la evaluacion se caracteriza por la informacién del certificado del servicio
=1 | evaluado:
- The target of the evaluation is characterized by the certificate information of the impacted
| service:
=
=
o
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SUBJECT:

(N= CAEDICOMO1
X509v3 Subject Hey Identifier:
6D6A8R FBIEFATF2F(D:(0:F & 76:77:93 £6:465:32 FF8BO5
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ISSUER:

(N = CAEDICOM Root
X509v3 Subject Hey Identifier:
14:CD:2A:59:78:63:AB:61:19:E8:B8:3D:A1:E0:5A:C0:75:E7:F3:(B

fingempnnt:
55:98:BA:78.0F FER0.D6:08:829B:1F.D0:7A:A4 03:22:19:47:90

=== ==BEGIN CERTIFICATE =====

MITHOQDCOCBSAgAWIBAGI IJAmMEE2XxZS10WDQYJKOZI hveNAQE LEBQAWN IEWMEQGALUE
AWWNQUOFFRE1DTOC gUmS vdDEPMACGAIUECGWGR URJQO ONMO s wOQ YDV QOGEWI Fliz Ae
FwlxNDAIMA IXMTAWNDON aFw 0yN DALMY I XMD IwMDBEaMIGBMENWEQ YOVQQD DAP DQUVE
SUNPTTAXMRIWEAY DVQOFEW 1COTY0 OTA AN oxDzANBgNVBAOMERVES UNPTTEAMDYG
AIUEBwwYQ 2FsbGUgQZhhemxlcyBSb2J 1enQgRGEyd21u IDgQLSAON J kAMCATIFBh
4GV ybmEYC 2AJ BANVBAY TARVIMIIC 13ANRY kgh XiG SwlBAQEFAROCAGAAMI IOCGKC
AQEAIXUYECDKiIXgKaCIvICS0+xy3 /RXCBTIEEL/18crSHkENS3IeYGGrH oG/ BELA3
jobc8/CVpépy TvidalAaaImSedL9MaHgqéBvg2 DFe sYYKCcmz RT2gIHYET 4/x92m1d
nEj odo MY i8muEh ywXALTQ 1Inwgt HImAME SEB XEbES+6a2f 82GTKiUAvhE3 6unyY2
Ip3VIWpOF aMEXSTtqU4 SnUKTaXrRTSWREMVEQF13 /Red TVRNUPtAgGQGZ 12£ 1BG el
A50h%a X TyQXEmIT f14x0raK251vg £inlUpnDomFPawiy 3t7 cnuCbnbZX 1E3beKXwW
IShy+J0dgHVI ST P8 SvmAYRZev SHE TRMSTXRnbuSASMpE 4 4aUS Y c6PURE IHbhT
aWKIWS 2Zv2p9s38FPIC1kS Ad0+FiX10HIQZGS PGT ZECEFZ14YFEI I cwvXrs UlLYw
ohyiEwqyw 2rEhTR39YK 108 X2NO2c IHLOMS OoJ AN/ JH/ 2 Hua Ubt 2PmGEh IdccevIc
UENBWXBKR+3r FBUDLVE SEOWry +gg XrTVLTnzhQEb JB2X foncVgnlIDSQ62E8Ydut
VesBA2eLywQt ceR+JKt 23 wDGQa0PEsVESnagI%iCkacita lwroTT 1CIqCN IS 14
RWk2A1SfmgiTDR8 13b8dl+¥52c22 /ba SKNtgl cak (mPG 3k CAWEAA aOCAGQwgg 1A
MIGTRBggrEqQEFBQcBAQSBh) CBgzBCRgg rBgEFEQewRoYZ aHR0cDovL2F) ZWRpY2 9t
LmV kaWNvbvidy b3VWLMNvbE 932 XJ0 ey JYWVkawNvbXIvb3QuY2 VyMDIGCCa GAQUE
BzABhi FodHRWOL8 vb2N2oCShY 2vkawNvbs512G13ib21nem® 10C5ib20vY2F 12611
b21yb2 3OMBOGAIUADGOWEBRtaol4 Lup /L 3A9HZI k4 ZFMu+ LBTASBgNVHEMERT 8E
CDAGRQH/AGEAMBA GRI1UAIWQYMBAAFBTNK] 14Y 6thGeid PaHgwaB1S /nLMIGDBg NV
HEAEQZMWwg ZAwgY(GDCa GAQQBgep: AgMBATEIMEAGCCaGAQUFEWICMEIeQABDAGUA
cqBOAGXAZgBp AGMAYQE 0AG KADWBUACAAUABYAGEAYWED AGKAYWBIACAAUWB CAGES
daB 1AGOAZQBUARQWKWY IKW YEBQURAQEWH2 h0dHAG LySh Y2VkaWNvh 51 2G1 3b2 1n
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junto con la Declaracién de Préacticas de Certificacion (DPC) y Politicas de Certificados (PC):
together with the Certification Practices Statement (CPS) and Certificate Policies (CP)
e CAEDICOMO01_DPC_DeclaracionPracticasCertificacion — Version 1.7
e CAEDICOM - Politica Certificados TLS — Version 1.3

para los Object Identifier (OID) de certificados siguientes:

related to the Object Identifier (OID) of the following certificates:
e 1.3.6.1.4.1.30051.2.3.2.7 Certificado TLS Servidor
e 1.3.6.1.4.1.30051.2.3.2.7 TLS Server Certificate

Resultado de evaluacion
Evaluation results

En nuestra opinidn, basada en los trabajos de auditoria realizados para el periodo de auditoria, el
objetivo de evaluacion cumple en todos sus aspectos significativos los criterios de evaluacion
indicados anteriormente con las salvedades indicadas en el siguiente apartado. Este anexo del
certificado se encuentra supeditado a una auditoria completa de seguimiento antes de abril de 20109.

Este anexo no incluye ninguna opinién profesional acerca de la calidad de los servicios
prestados por el Prestador de Servicios de Confianza, ni de su idoneidad para los objetivos
concretos de cualquier suscriptor, mas alla de los criterios de evaluacién cubiertos.

Detalle del resultado de evaluacion frente a los requisitos de evaluacién
A continuacion, se incluye el detalle de los aspectos revisados:

In our opinion, based on the audit work carried out for the audit period, the evaluation target
complies in all its significant aspects with the evaluation criteria indicated above with the
caveats indicated in the following section. This appendix of the certificate is subject to a full
follow-up audit before April 2019.

This annex does not include any professional opinion about the quality of services provided by
the Trusted Services Provider, or their suitability for the objectives of any subscriber, beyond
the evaluation criteria covered.
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Detail of the evaluation results against the evaluation requirements
The detail of the aspects reviewed are:

6.1 Publication and repository responsibilities
Cumplimiento.
Compliance.

6.2 Identification and authentication
Cumplimiento
Compliance.

6.3 Certificate Life-Cycle operational requirements
Cumplimiento con hallazgos.
Compliance with findings

#1 Tras el cambio de estado de un certificado, se procede a notificar al suscriptor mediante
correo electrénico. Sin embargo, durante las pruebas realizadas no hemos podido verificar
que el correo sea efectivamente remitido.

#1 After the certificate status changes, the subscriber is notified by email. However,
during the tests carried out we were not able to verify that the email was actually sent.

6.4 Facility, management, and operational controls
Cumplimiento.
Compliance.

6.5 Technical security controls
Cumplimiento.
Compliance.

6.6 Certificate, CRL, and OCSP profiles
Cumplimiento con hallazgos
Compliance with findings

#2 Algunos certificados emitidos antes del periodo de auditoria, pero vigentes y certificados
revocados en el periodo de auditoria, el campo commonName no se corresponde con una
entrada del DNSname incluida en el subjectAltName

# 2 For some certificates issued before the audit period, but valid and certificates
revoked in the audit period, the commonName field does not match an entry of the
DNSname included in the subjectAltName

#3 Algunos certificados emitidos durante el periodo de auditoria incluyen la extension key
Usage no marcada como critica y el campo explicitText formateado como BMPString
cuando deberia ser UTF8String.

# 3 Some certificates issued during the audit period include the Key Usage extension
not marked as critical and the explicitText field formatted as BMPString when it
should be UTF8String.
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6.7 Compliance audit and other assessment
Cumplimiento
Compliance.

6.8 Other business and legal matters
Cumplimiento
Compliance.

6.9 Other provisions
Cumplimiento.
Compliance.

Todas las no conformidades menores han sido planificadas en el plan de acciones correctivas del
PSC y aquellas mayores presentada evidencia de su resolucion (Ej. Revocacion de certificados).
All minor non conformities have been planned in the corrective action plan of the TSP and for

those major ones evidence of their resolution has been provided (eg. Certificate revokation).

Rafael GARCIA MEIRO

AENOR INTERNACIONAL, SAU. Director General
Génova, 6. 28004 Madrid. Espaiia
Tel. 91 432 60 00.- www.aenor.com


http://www.aenor.com/
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