
If following 3 tabs are opened and the extension is started 

https://www.mozilla.org 

https://www.google.com 
Other WebExtensions 
(I used open-my-page-button extension made by Mozilla: 
https://github.com/mdn/webextensions-examples/tree/master/open-my-page-button) 

Start the malicious extension 



Script is injected to all tabs including other extensions 

XSS on https://www.mozilla.org 

XSS on https://www.google.com XSS on the other WebExtensions 
(privilege escalation) 


