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.ICK FROM SEARCH RESULT PAGE

Sync

Sync your tabs, bookmarks, logins, history

Customize
Home, search, tabs, import

Add as Search Engine

mallory.csrf jp
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Open Fennec and launch
http://mallory.csrf.jp/search.html
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Long tap an text input area in a
page and register it as a search
engine through "Add as Search
Engine" feature

Display
Text, title bar, full-screen browsing

Privacy
Contral logins, caokies, tracking, data

Language
Change the language of your browser

Mozilla
About Firefox, FAQs, data choices

Developer tools
Remote debugging

Launch Settings menu of Fennec
and choose Customize

Remove

Set Mallory.csrf.jp as a default
search engine

O @ gl (e

O @ i %] 2129 O © gl ce3x] 21:29

Q foo

Q, search ,-t New Tab
~

= ‘[CLICK FROM SEARCH RESULT PAGE ]

Push Search button on a Firefox
Search widget is shown as the default search
engine. Then choose "CLICK
FROM SEARCH RESULT PAGE".
The target of this link text is
intent: URL that opens a crash
report activity that is a private
hidden activity in Fennec

http://mallory.csrf.jp/search.html
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We're sorry

Firefox had a problem and crashed. Your tabs should
be listed on the Firefox Start page when you restart.

Tell Mozilla about this crash sa they can fix it

)Add acomment (comments are publicly visible}

> |:| Include the address of the page | was on
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As a PoC, private hidden crash
report activity is launched from
malicious contents



