% | oo Unread + Starred & Contact % Tags @ Attachment

t % @  Subject @ From © Date - B
test o Steve Roylance . 26/05/201517:31 =
| Antwort: RE: Problems with certificate chain BT . spsposiess |
© 20/05/201513:27
From Aleil Jgi-de.com>i 7 & Reply | 4 Reply All |v = Forward nk | @ Delete

Subject Antwort: RE: Problems with certificate chain

To Steve Roylance

el gi-de.comsi,

Me.i

6Y05/2015 16:58

Other Actions ~

; Alex sent me a signed mail to my personal e-mail and I imported a 2nd test from

Optians

Lukas. Both name constrained but with different CA’s and issuing CAs (SHA1
and SHA256). I also sent a test from my GlobalSign mail (No constraints) -

Details of e-mail addresses redacted.
No Errors with Thunderbird until you view the signing certificate. (See below)

General Display Compaosition Chat

Privacy Security Attachments Advanced

General | Reading & Displayl Network & Disc Space | Update | Certificates |

‘When a server requests my personal certificate:

() Select one automatically @ Ask me every time

s
Q Certificate Manager

[E=E)

YVour Certlflcatesl Peaple | Server;lAuthont\es | O‘thersl

View gertificatas] [ Validation ] [éecurity Devices]

You have certificates on file that identify these people:

Certificate Name Expires On Email Address 5
|‘DELItSChE Post

Lukas [ 09/10/2015 ksl
4Giesecke and Devrient

L — 10/04/2018 Lo
4GlobalSign nv-sa

Steve Roylance 10/06/2016 steve.roylance@globalsign.com

Edit Trust...

View... Export...

Delete...

Only the unconstrained CA reports the correct EKUs from the End Entity

Certificate Viewer:"Steve Roylance”

General | Details

General | Details

Certificate V\'ewar.“Luka=

Certificate Viewe \;

=)

General | Details

Could not verify this certificate for ul

Could not verify this certificate for unknown reasons.

S5L Client Certificate

Issued To
Common Name (CN)
Organisation (0}

Email Signer Certificate

Email Recipient Certificate

Issued o

Common Name (CM)  Steve Roylance

Qrganisation (Q) GMO GlobalSign
QOrganisational Unit (OU) <Not Part Of Cert
00:96:69:66:C0:DE|

Serial Number

Issued By
Common Name (CN)

Organisation (0)
Serial Number

Issued By Period of Validity
Common Name (CN) ~ GlobalSign Persor Begins On
Organisation () GlobalSign nv-sa Expires On
Organisational Unit (OU) <Not Part Of Cerf

; - Fingerprints
Period of Validity SHAL Fingerprint
Begins On 10/06/2013 MDS Fingerprint
Expires On 10/06/2016
Fingerprints
SHAL Fingerprint BFOE:5C:AR:73:84

:BA

MDS Fingerprint 07:79:48:FE:

Qrganisational Unit (OU) <Not Part Off

Organisational Unit (OU) <Not Part Of

Issued To
Commaon Name (CN)  [2

Organisation (0) Giesecke and Devrient
Organisational Unit (OU) <Not Part Of Certificate>

Lukasq
<Not Part

1888:B9:7L:00)| | Serial Number
Issued By
DPDHL User Common Name (CN)  Giesecke and Devrient CA

Deutsche Pos Qrganisation (Q) Giesecke and Devrient

Qrganisational Unit (OU) Corporate CA

Period of Validity
09/10/2013 Begins On 11/04/2015
09/10/2015 Expires On 10/04/2018

Fingerprints
C4:17:5E:A2:7 SHA1 Fingerprint 73:1F:54:C1:C4:4%:E7:BA:F9:92: D2 EL: AR CO:T 2:C0: AT:55:E2: (1
8F79:F2:6B:81 MDS5 Fingerprint 02:7A:08:98:07:EB:71:A6:85:07:05:FC:08:04:70:60

1E:00:00:44:BE:64:03:0C:01:07:E1:A2:87:00:02:00:00:44:BE




Certificate Viewer:"Steve Roylance"

Certificate Viawer.”LukaH

Certi

ificate Viewer:“Ale_

General | Details

General | Details

General | Details

rtificate Hierarchy Certificate Hierarchy Certificate Hierarchy
4GlebalSign Root CA aTrusted Root CA G2 4 Giesecke and Devrient CA
4GlobalSign Personalign 2 £A - G2 4DPDHL User CAB A\a=
\ Steve Roylance Lula:
Certificate Fields Certificate Fields Certificate Fields
4Steve Roylance atukasl ] apl -
kCertificate aCertificate aCertificate ‘E
“Versien Version “Version L4
~Serial Number - Serial Number +Serial Number
- Certificate Signature Algorithm Certificate Signature Algorithm - Certificate Signature Algerithm
“lssuer Tssuer I Issuer
aValidity avalidity aValidity
| Not Before Mot Before | Not Before .
Field Value Field Value Field Value
CN = GlobalSign PersonalSign 2 CN = DPDHL User CA I3 CN = Giesecke and Devrient CA
0 = GlobalSign nv-sa 0 = Deutsche Post 0U = Corporate CA
C = BE L = Bonn . 0 = Giesecke and Devrient
ST = Nordrhein-Westfalen L = Munich
C = DE C = DE
omone | All issuing CA’s are correctly installed into ‘Authorities’ but the chaining logic is
incorrect. Only the unconstrained shows chaining to the root level. The G&D CA
el doesn’t even show the SHA256 Trusted Root CA

General | Reading & Dl;p\ayl Netwaork & Disc Spacel Update | Certificates ‘

‘When a server requests my personal certificate:

() Select one automatically @ Ask me every time

Al

-
@ Certificate Manager

[ESTEER=c=)

Your Certificates | People | Servers | Authorities ‘ Gther;|

View gertificate;] l Validation ] [ﬁecurity Devices]

You have certificates on file that identify these certificate authorities:

Globalsi
Trusted
Globalsi

Certificate Name Security Device B
GlobalSign Builtin Object Token o
Trusted Root CA SHA256 G2 Software Security Device

4GlobalSign nv-sa

| DPDHL User CAIB Software Security Device | i
Giesecke and Devrient CA Software Security Device o

gn Root CA Builtin Object Token
Root CA G2 Software Security Device
gn PersonalSign 2 CA - G2 Software Security Device

afGnNaddy com Tne

View...

l [EdltTrust...] [ Import... l [ Export... ] [Qeleteor[]l;tru;t..‘]

Certificate Viewer"DPDHL U

Certificate Viewer:"Giesecke and Devrie|

Certificate Viewer"GlobalSign

PersonalSign

Certificate Viewer"Trusted Root CA G2 - GlobalSign nv-sa”

General | Details

General | Details

Could not verify this

Could not verify this certificate

Issued To

Common Name (CN)
Organisation (0)
Organisational Unit (O
Serial Number
Issued By

Common Name (CN)
Organisation (0)
Organisational Unit (0|
Period of Validity
Begins On

Expires On
Fingerprints
SHAT Fingerprint
MDS Fingerprint

Issued To
Common Name (CN)  Gieseck
Organisation (0) Gieseck

Organisational Unit (OU) Corpora)

Serial Number 46:74:37
Issued By

Common Name (CN)  Trusted
Organisation (0) GlobalSi

Qrganisational Unit (OU) Trusted

Period of Validity

Begins On 30/04/2(
Expires On 30/04/2(
Fingerprints

SHAL Fingerprint F1:D4:97
MDS Fingerprint 38:09:C

General | Details General | Details
This certificate has been verified fo This certificate has been verified for the following uses:
SSL Certificate Authority 1 S5L Certificate Autharity
Issued To Issued To
Commen Name (CN)  GlobalSign Common Name (CN)  Trusted Root CA G2
Organisation (0) GlobalSign Organisation (0) GlobalSign nv-sa
Organisational Unit (OU) <Not Part Of Organisational Unit (OU) Trusted Root
Serial Number 04:00:00:00:0/ Serial Number 04:ﬂﬂ:ﬂn:OO:HO:OI:EG:E‘?:BA:EA:BB|
Issued By Issued By
Common Name (CN)  GlobalSign B Coemmon Name (CN)  GlobalSign Reet CA
Organisation (0) GlobalSign Orgenisation (0) GlobalSign nv-sa
Organisational Unit (OU) Root CA Organisational Unit (OU) Root CA
Period of Validity Period of Validity
Begins On 13/04/2011 Begins On 25/04/2012
Expires On 13/04/2019 Expires On 25/04/2027
Fingerprints Fingerprints
SHAL Fingerprint D2:99:00:834) SHAT Fingerprint EL:D3:50:85:BD:1 E:A8: AL:2F:43:73:BF: 59:9B:66:4 C:E0:07:21:04
MD5 Fingerprint 59:82:10:F2:3) MD5 Fingerprint 34:ACAAEFRC3:22:7C.CB:74:0F:.C9:38:64:CC:ADAD

Only unconstrained CA’s are reported correctly as being verified, but only for
SSL even though they are marked as any EKU. SHA256 not illustrated, but it’s
the same and is reported as SSL




™
Certificate Viewer"DPDHL U Certificate Viewer:'Giesecke and Devrie Certificate Viewer:"GlobalSign PersonalSign| Certificate Viewer " Trusted Root CA G2 - GlobalSign nv-sa” =)
General | Details General | Details General | Details General | Details
Certificate Hierarchy Certificate Hierarchy Certificate Hierarchy Certificate Hierarchy
4GlobalSign Root CA 4GlobalSign 4GlobalSign Root CA | Trusted Root CA G2
aTrusted Root CA aTrusted Root CA SHA256 G2 GlobalSign PersonalSign 2 CA - Gf
DPDHL User CA| Giesecke and Devrient CA
Certificate Fields Certificate Fields Certificate Fields Certificate Fields
4DPDHL User CAT - 4Giesecke and Devrient CA - Glol 4GlobalSign PersonalSign 2 CA - G2 aTrusted Root CA G2 - GlobalSign nv-sa =
aCertificate aCertificate aCertificate aCertificate L
 Version “Version Version Version
| Serial Number  Serial Number Serial Number Serial Number
| Certificate Sign: ' Certificate Signature Algori  Certificate Signature Algorithm Certificate Signature Algorithm
| ssuer “Issuer “Issuer Tssuer

Root CA G2 which does not chain to the root. Note that the SHA256 CA (not
E illustrated) DOES chain correctly.

EhE]
[0 Certificates - Current User Tesued To = Issued By ¥ Certificates - Current User JesuedTa = Issued By Expiration [
4 [ CAUSERSADMINISTRATOR | ] 101, iSign Raot CA GlobalSign Root CA 4 (5] CAUSERSVADMINISTRATORY | [16155151gn GlobalSign 18/03/2029
[ Certificates 5 Trusted Root CA G2 GlobalSign Root CA ] Cerificates 5] Trusted Root CA SHA256 G2 GlobalSign 25/04/2027
Eh | N m ] 3 B vl i ] v

CAUSERSVADMINISTRATOR\DESKTOP\THUNDERBIRD EXPORT TRUSTEDROOTCASH/

gr - [Certificates - Current UseP\C:\USERS\ADMINISTRATOR\DESKTOPA\THUNDEREIRD EXPOR

File Action View Help

ez |HE =0 E
Gl Certificates - Current User Issued To ° Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te...
4 [ CAUSERSWADMINISTRATOR\| (- Giececiee and Devrient CA Trusted Root CA SHA256 G2 30/04/2020 Client Authenticati.. <None> R
[ Certificates 5 GlobalSign GlobalSign 18/03/2029 <All» <None> R
Trusted Root CASHA2S6 G2 GlobalSign 25/04/2027 <Al <Nonex R
E

[t [

CAUSERS\ADMINISTRATOR\DESKTOP\THUNDERBIRD EXPORT GIESECKEANDDEVRIENTCA.P7B store contains 3 certificates.

certmar - [Certificates - Current Use\C:AUSERS\VADMINISTRATOR\DES momTHUNDcmDPDHLU SERCAIZ.PT.. | =
File Action View Help
L |
G5 Certificates - Current User Issued To B Issued By Expiration Date  Intended Pu

4 [ CAUSERSWOMINISTRATOR\ | (1 ppppt yser ca B Trusted Root CA G2 03/09/2019 Client Authe]
[ Certificates

File  Action

|
15 Certificates - Current User el ° Issug

4 [ CAUSERSVADMINISTRATORN | ()10 1215ign PersonalSign 2 CA - . Glob)
[ Centficates

View Help

[ GlobalSign Root CA GlobalSign Root CA 28/01/2028 <All> [5lGlobalSign Root CA Glob
[l Trusted Root CA G2 GlobalSign Root CA 25/04/2027 <Al
Pl Pl I ] b < [ v || 4 b

CAUSERS\ADMINISTRATOR\DESKTOP\T

CAUSERS\ADMINISTRATOR\DESKTOP\THUNDERBIRD EXPORT DPDHLUSERCALS.P7B store contains 3 cer

Export all chains as p7c from Thunderbird and open in windows and all
certificates and roots are present as expected. A zip file of the p7c (renamed to
p7b) is included in this bug.




