
BR Section Number

List the specific documents and 
section numbers of those 
documents which meet the 
requirements of each BR section Explain how the CA's listed documents meet the requirements of each BR section.

1.2.1. Revisions
Note the Effective Date for each 
item in the table. Certificates 
created after each Effective Date 
are expected to be in compliance 
with the item. Make sure your CA is 
in compliance with each of these ok
1.2.2. Relevant Dates
Note the Compliance date for 
eachitem in the table. Those are 
the dates by which your CP/CPS 
and practices are expected to be 
updated to comply with the item. 
Make sure your CA is in ok
1.3.2. Registration Authorities
Indicate whether your CA allows for 
Delegated Third Parties, or not. 
Indicate which sections of your 

Introduction must include:
1) CA's Legal Name:SwissSign AG
2) Clear indication (subject and SHA1 or SHA256 fingerprints) about which root certificates are being evaluated, and their full CA hierarchy. In considering a root 
certificate for inclusion in NSS, Mozilla must also evaluate the current subordinate CAs and the selection/approval criteria for future subordinate CAs. Mozilla's CA 
Certificate Policy requires full disclosure of non-technically-constrained intermediate certificates chaining up to root certificates in NSS.
3) List the specific version(s) of the BRs that you used. For example: BR version 1.4.2, with the exception of the Domain Validation section 3.2.2.4 for which we used 
BR version 1.4.1.
4) List the specific versions of the CA's documents that were evaluated, and provide direct URLs to those documents. All provided CA documents must be public-

CA's Self-Assessment of CP/CPS documents to CA/Browser Forum Baseline Requirements (BRs)



2.1. Repositories
Provide the direct URLs to the CA's 
repositories

version 1.4.4 of BR

http://www.repository.swisssign.com/S
wissSign-Platinum-CP-CPS.pdf
http://www.repository.swisssign.com/S
wissSign-Gold-CP-CPS.pdf
http://www.repository.swisssign.com/S
wissSign-Silver-CP-CPS.pdf

1.2
This document is named „SwissSign Gold Certificate Policy and Certification Practice 
State-ment“ as indicated on the cover page of this document.
The Object identification number (OID) for this document is:
OID 2.16.756.1.89.1.2.1.6
Please note that the above OID identifies this document and this document only. 
According to the requirements for EV certificates, SwissSign uses the following OID to 
identify its EV certifi-cates:
www.swisssign.com A subsidiary of Swiss Post 9/68
SwissSign Gold CP/CPS
Certificate Policy and Certification Practice Statement of the SwissSign Gold CA
2.16.756.1.89.1.2.1.1
The OID of SwissSign AG is based on the RDN issued by the Swiss Federal Office of 
Communica-tions (OFCOM) and structured as follows:
Position 1 -2 - Joint ISO-CCITT Tree
Position 2 - 16 - Country
Position 3 - 756 - Switzerland
Position 4 - RDN
Position 5 - 89 SwissSign
Position 6 to 8 of the SwissSign OID number represent the document and 9 represents 
the doc-ument version. The version number is omitted from CA certificates to indicate 
that the version number in the subscriber certificate is binding.
The following structure may be expanded without any problems, as long as already 
associated OIDs remain untouched.



2.2. Publication of information
"The CA SHALL publicly give effect 
to these Requirements and 
represent that it will adhere to the 
latest published version." 
--> Copy the specific text that is 
used into the explanation in this 
row. (in English)

version 1.4.4 of BR

http://repository.swisssign.com/SwissSi
gn-Gold-CP-CPS.pdf

2.2 Publication of certification information
SwissSign AG publishes all current documentation pertaining to this CA on the 
swisssign.com and/or swisssign.net web site. This web site is the only source for up-to-
date documentation and SwissSign AG reserves the right to publish newer versions of 
the documentation without prior notice.
For this CA, SwissSign AG will publish an approved, current and digitally signed version 
of:
the certificate policy and certification practice statement (CP/CPS)
• the end-user agreement (EUA)
• pricing information
SwissSign AG publishes information related to certificates issued by this CA on the 
swisssign.net web site. The swisssign.net web site and the LDAP directory 
directory.swisssign.net are the only authoritative sources for:
• All publicly accessible certificates issued by this CA.
• The certificate revocation list (CRL) for this CA. The CRL may be downloaded from the 
swisssign.net web site. The exact URL is documented in every certificate that is issued 
by one of the subsidiaries of the SwissSign Gold CA in the field: „CRL Distribution Point“.
The data formats used for certificates issued by this CA and for certificate revocation 
lists in the swisssign.net web site are in accordance with the associated schema 
definitions as defined in the X.500 series of recommendations.
Certificate dissemination services are available 24 hours per day, 7 days per week.



2.2. Publication of information
"The CA SHALL host test Web 
pages that allow Application 
Software Suppliers to test their 
software with Subscriber 
Certificates that chain up to each 
publicly trusted Root Certificate. At 
a minimum, the CA SHALL host 
separate Web pages using 
Subscriber Certificates that are (i) 
valid, (ii) revoked, and (iii) expired."
--> List the URLs to the three test 
websites (valid, revoked, expired) 
for each root certificate under 
consideration. If you are requesting 
EV treatment, then the TLS cert for 
each test website must be EV.

https://ev-g2-valid-cert-
demo.swisssign.net
https://ev-g2-expired-cert-
demo.swisssign.net
https://ev-g2-revoked-cert-
demo.swisssign.net

https://ev-g3-valid-cert-
demo.swisssign.net
https://ev-g3-expired-cert-
demo.swisssign.net
https://ev-g3-revoked-cert-
demo.swisssign.net

https://gold-g3-valid-cert-
demo.swisssign.net
https://gold-g3-expired-cert-
demo.swisssign.net
https://gold-g3-revoked-cert-
demo.swisssign.net

2.3. Time or frequency of 
publication
Indicate your CA's 
policies/practices to ensure that the 
BRs are reviewed regularly, and 
that the CA's CP/CPS is updated 
annually. http://www.repository.swisssign.com/Swi     

2.3 Time or frequency of publication
SwissSign will publish this information on a regular schedule:
• CRLs for the SwissSign Gold CA and all its subsidiaries are published according to the 
schedule detailed in chapter 4.9.7.
• OCSP Information: Real-time. The OCSP responder will immediately report a 
certificate that has been revoked. See also chapter 4.9.9.
SwissSign AG will publish the most current version and all superseded versions of the 
following publications on its web site:
• SwissSign Gold CP/CPS: This document will be reviewed at least once a year. If no 
updates are required, no new version will be published.



2.4. Access controls on repositories
Acknowledge that all Audit, CP, 
CPS documents required by 
Mozilla's CA Certificate Policy and 
the BRs will continue to be made 
publicly available.

version 1.4.4 of BR

all documents are available under 
http://repository.swisssign.com

2.4 Access controls on repositories
The LDAP, CRL and OCSP information is managed in an encrypted database system. 
All access to the data in this database system is managed through the swisssign.net 
web interface and re-quires sufficient authorization. The type of authorization required 
depends on how the process is executed. End-user access either requires user 
name/password authorization or certificate au-thentication. Manager access always 
requires certificate-based two factor authentication.
The CP/CPS and EUA information is provided as public information on the reposito-
ry.swisssign.com web site. These documents are only valid if they are published as a 
PDF with the digital signatures of two officers of SwissSign AG. Write access to the 
document repository is controlled through certificate-based two factor authentication.

3.2.2.1 Identity
If the Subject Identity Information in 
certificates is to include the name 
or address of an organization, 
indicate how your CP/CPS meets 
the requirements in this section of 
the BRs.

version 1.4.4 of BR

CP/CPS
3.2.2 Authentication of organization 
identity

SwissSign RA Officer Chekcklist für 
SSL and EV-SSL

The identity of the subject is checked by:
- Lookup in the official verified register (e.g. trade register)
- Phone call made to officer of the verified register by main number of the register
- Legal opinion
- Based on former vetting process of a certificate < 825 days

3.2.2.2 DBA/Tradename
If the Subject Identity Information in 
certificates is to include a DBA or 
tradename, indicate how your 
CP/CPS meets the requirements in 
this section of the BRs.
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CP/CPS
3.2.2 Authentication of organization 
identity

SwissSign RA Officer Chekcklist für 
SSL and EV-SSL

The dba trade name is checked in the official register (in Switzerland patent office), the 
organization belonging to this dba name should be verified according to 3.2.2.1

3.2.2.3 Verification of Country
If the subject:countryName field is 
present in certificates, indicate how 
your CP/CPS meets the 
requirements in this section of the 
BRs.
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CP/CPS
3.2.2 Authentication of organization 
identity

SwissSign RA Officer Chekcklist für 
SSL and EV-SSL

Country name is verified by either
a) Register entry as verified above
b) Yellow pages or verified database like D&B
c) Only natural persons: water/electricity/gas bill/bank statement with verified 
organization behind the bill/statement



3.2.2.4 Validation of Domain 
Authorization or Control
Indicate which of the methods of 
domain validation your CA uses, 
and where this is described in your 
CP/CPS. The CA's CP/CPS must 
clearly describe the acceptable 
methods of domain validation. It is 
*not* sufficient for the CP/CPS to 
merely reference the BRs. Enough 
information must be  directly 
provided in the CP/CPS for the 
reader to be able to understand 
how the CA performs domain 
validation.
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CP/CPS
3.2.2 Authentication of organization 
identity

SwissSign RA Officer Chekcklist für 
SSL and EV-SSL

Applicant is registered in the WHOIS register for all domains. See attached excerpts. 
-OR-
Applicant has placed its request ID in "<webseite.ch>/well-known/pki-validation. Open 
/swisssign-check.txt "or swiss sign-check.htm“
-OR-
Applicant answered an e-mail that has been sent to admin @, administrator @, 
webmaster @ hostmaster @, postmaster @ for to be checked domain by use of the 
request ID 
-OR-
Domain authorization was filed by applicant and has been signed by Technical, Adminis-
trator, any other person from WHOIS record or signed by authorized person in 
accordance with register of commerce. Person will be verified. Copy of the ID / passport 
is enclosed: no blackening of the name, the address of the photo, date of birth and 
place of birth (Swit-zerland place of home), and the signature. 
-OR-
E-mail was sent to Technical, Administrator, any other person from WHOIS record with 
e-mail address found in the WHOIS record and clarified whether a domain authorization 
was given to applicant. 
-OR-
Phone call was made to Technical, Administrator, any other person from WHOIS record 
with phone number found in the WHOIS record and clarified whether a domain 
authorization was given to applicant.

3.2.2.4.1 Validating the Applicant 
as a Domain Contact
If your CA uses this method of 
domain validation, indicate where in 
the CP/CPS it is described, and 
how your CA meets the 
requirements in this section of the 
BRs.
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CP/CPS
3.2.2 Authentication of organization 
identity

SwissSign RA Officer Chekcklist für 
SSL and EV-SSL Applicant is registered in the WHOIS register for all domains. 



3.2.2.4.2 Email, Fax, SMS, or 
Postal Mail to Domain Contact
If your CA uses this method of 
domain validation, indicate where in 
the CP/CPS it is described, and 
how your CA meets the 
requirements in this section of the 
BRs.
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CP/CPS
3.2.2 Authentication of organization 
identity

SwissSign RA Officer Chekcklist für 
SSL and EV-SSL Section 12

E-mail was sent to Technical, Administrator, any other person from WHOIS record with e-
mail address found in the WHOIS record and clarified whether a domain authorization was 
given to applicant. 

3.2.2.4.3 Phone Contact with 
Domain Contact
If your CA uses this method of 
domain validation, indicate where in 
the CP/CPS it is described, and 
how your CA meets the 
requirements in this section of the 
BRs.
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CP/CPS
3.2.2 Authentication of organization 
identity

SwissSign RA Officer Chekcklist für 
SSL and EV-SSL Section 12

Phone call was made to Technical, Administrator, any other person from WHOIS record 
with phone number found in the WHOIS record and clarified whether a domain 
authorization was given to applicant.

3.2.2.4.4 Constructed Email to 
Domain Contact
If your CA uses this method of 
domain validation, indicate where in 
the CP/CPS it is described, and 
how your CA meets the 
requirements in this section of the 
BRs.
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CP/CPS
3.2.2 Authentication of organization 
identity

SwissSign RA Officer Chekcklist für 
SSL and EV-SSL Section 12

Applicant answered an e-mail that has been sent to admin @, administrator @, webmaster 
@ hostmaster @, postmaster @ for to be checked domain by use of SwissSign‘s request ID

3.2.2.4.5 Domain Authorization 
Document
If your CA uses this method of 
domain validation, indicate where in 
the CP/CPS it is described, and 
how your CA meets the 
requirements in this section of the 
BRs.
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CP/CPS
3.2.2 Authentication of organization 
identity

SwissSign RA Officer Chekcklist für 
SSL and EV-SSL Section 12

Domain authorization was filed by applicant and has been signed by Technical, Adminis-
trator, any other person from WHOIS record or signed by authorized person in accordance 
with register of commerce. Person will be verified. Copy of the ID / passport is enclosed: no 
blackening of the name, the address of the photo, date of birth and place of birth (Swit-
zerland place of home), and the signature. 

3.2.2.4.6 Agreed‐Upon Change to 
Website
If your CA uses this method of 

version 1.4.4 of BR

CP/CPS

Applicant has placed its request ID in "<webseite.ch>/well-known/pki-validation. RA officer 
opens /swisssign-check.txt "or swiss sign-check.htm“



3.2.2.4.7 DNS Change
If your CA uses this method of 
domain validation, indicate where in 
the CP/CPS it is described, and 
how your CA meets the 
requirements in this section of the 
BRs.

version 1.4.4 of BR

CP/CPS
3.2.2 Authentication of organization 
identity

only on special request: request ID in the TXT field of the DNS entry to be checked by 
the RA officer.

3.2.2.4.8 IP Address
If your CA uses this method of 
domain validation, indicate where in 
the CP/CPS it is described, and 
how your CA meets the 
requirements in this section of the 
BRs. not applicable not applicable
3.2.2.4.9 Test Certificate
If your CA uses this method of 
domain validation, indicate where in 
the CP/CPS it is described, and 
how your CA meets the 
requirements in this section of the 
BRs.

version 1.4.4 of BR

this is an internal CA especially on 
customer request

only on special request: certificate from the self-signed SwissSign Corporate CA will be 
given to the customer. RA officer checks the content of the installed certiifcate.

3.2.2.4.10. TLS Using a Random 
Number
If your CA uses this method of 
domain validation, indicate where in 
the CP/CPS it is described, and 
how your CA meets the 
requirements in this section of the 
BRs. not applicable not applicable

3.2.2.5 Authentication for an IP 
Address
If your CA allows IP Addresss to be 
listed in certificates, indicate how 
your CA meets the requirements in 
this section of the BRs. not applicable not applicable



3.2.2.6 Wildcard Domain Validation
If your CA allows certificates with a 
wildcard character (*) in a CN or 
subjectAltName of type DNS‐ID, 
then indicate how your CA meets 
the requirements in this seciton of 
the BRs.
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CP/CPS
3.2.2 Authentication of organization 
identity

Wildcard position is checked automatically by the software during entering the domain 
name (e.g. no *.co.uk). The algorithm is based on the http://publicsuffix.org/ list which 
will be renewed periodically.

3.2.2.7 Data Source Accuracy
Indicate how your CA meets the 
requirements in this section of the 
BRs.

version 1.4.4 of BR

CP/CPS
3.2.2 Authentication of organization 
identity

Only data sources are permitted which are official registries (e.g. based on the EU 
public European Registry or governmental Swiss Zefix), D&B, or databases with up-to-
date informartion crawled in the official registries (like kompany.com and others). For 
governmental entities the Swiss Federal Gazette is used ("Staatskalender") or registries 
or official websites of the superior governmental entity, e.g. "Federal Police Germany" 
was identified by the "Ministry of Internal Affairs".

3.2.3. Authentication of Individual 
Identity version 1.4.4 of BR

Verification of the filed copy of the identity card or passport showing all necessary 
information. Address should be shown on the identity card or be verified by an additional 
water/gaz/energy bill or bank statement.

3.2.5. Validation of Authority
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CP/CPS
3.2.2 Authentication of organization 
identity

The certificate request or contract should be always signed by a person which is 
registered as official representative of the organization according to the trade registry. If 
this is not the case Head of HR, CEO or CFO must confirm independantly that the 
authorized person can act on behalf of the organization for the certificate request. The 
authority signature will be validated by a copy of the ID or by call or e-mail vial the main 
number or e-mail registered in the registry or reliable source.



3.2.6. Criteria for Interoperation or 
Certification
Disclose all cross-certificates in the 
CA hierarchies under evaluation.

version 1.4.4 of BR

Issuer: SwissSign Gold G2
CN = AffirmTrust Commercial 
/O=AffirmTrust/C=US
KeyID: 9d 93 c6 53 8b 5e ca af 3f 9f 1e 
0f e5 99 95 bc 24 f6 94 8f
AKI: 5b 25 7b 96 a4 65 51 7e b8 39 f3 
c0 78 66 5e e8 3a e7 f0 ee
Serial: 
272B67229745D2438BF9774186AEBD
SHA1 Hash: 
8B:ED:B1:83:47:61:AC:6D:32:B3:6C:C
7:6B:91:09:15:F0:EC:84:A0
valid from: 1. Dezember 2009
valid to: 2. November 2019 Last Root signed Customer is AffimTrust TrendMicro. The contract ends on the 2nd of 

November 2019. All other Issuing CA Certifcates are revoked.

4.1.1. Who Can Submit a 
Certificate Application
Indicate how your CA identifies 
suspicious certificate requests.

version 1.4.4 of BR

https://swisssign.net
https://www.swisssign.com/en/manage
dpki

4.1 Certificate application
4.1.1 Who can submit a certificate application
Applications can be submitted by anyone who complies with the provisions specified in 
the reg-istration form, CP/CPS and relevant End-User Agreement.

The Requester needs a valid Licence string who is provided by our webshop. 
(https://swisssign.com). Customers with managed PKI are identified by SSL client 
authentication. Every operator owns a dedicated certificate, This certificate is coiguered 
in our application.
We check the subject information for the list of blacklisted certificates (due to the high 
prices of our certificates and our customer groups we had up to now no revoked 
certificate based on a phishing alert). Generally we fill up a list with domain names often 
used for phishing purposes (like paypal but also local ones in Switzerland like UBS 
bank). Checks are done automatically against these blacklists and appropriate requests 
are flagged as high-risk. EV: we check additionally if the subject name can be found 
several thousand times in a google search in order to determine if the subject name is 
so valuable that it should be checked by another 2 eyes seperately. (e.g. paypal...)



4.1.2. Enrollment Process and 
Responsibilities

CP/CPS
4.1.1 Who can submit a certificate 
application

4.1 Certificate application
4.1.1 Who can submit a certificate application
Applications can be submitted by anyone who complies with the provisions specified in 
the reg-istration form, CP/CPS and relevant End-User Agreement.
4.1.2 Enrollment process and responsibilities
Certificate subscribers have to follow SwissSign AG registration formalities as specified 
in the relevant documents and provisions provided by the CA. The certificate is issued 
only after suc-cessful completion of the registration process. The main steps for a 
certificate registration are:
(I) Valid identification documentation is provided and complete registration forms have 
been signed, and the CP/CPS and End-User Agreement have been accepted by the 
subscriber,
(II) all documents and informations are approved by the SwissSign RA.
Up to now the certificate request is always on paper and filed in by regular mail. It is 
always signed by an authorized contact person, the domain owner and the official 
representative of the organization. One person can take over all 3 roles. The GTC is 
confirmed as well electronically and again by signed request. Only DV certificates are 
requested completely electronically by accepting the GTC electronically.
Starting in May 2017 we will also accept electronically scanned requests by e-mail or 
qualified signed PDFs. A Managed PKI contract is always signed by a person authorized 
to sign for the organization according to the official register entry and must contain an 
authorization of an authorized access operator which can request certificates on behalf 
of the organization. Technically the verified organization name and the base domains 
are configured by SwissSign and cannot be changed by the access operators. The 
organization name and domains are regularily examined if they are still correct.

4.2. Certificate application 
processing

CP/CPS
4.2 Certificate application processing

4.2 Certificate application processing



4.2.1. Performing Identification and 
Authentication Functions
Indicate how your CA identifies high 
risk certificate requests.
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CP/CPS
4.2.1 Performing identification and 
authentication functions

4.2.1 Performing identification and authentication functions
The SwissSign RA identifies the requester on the basis of the identifying documents that 
the re-quester presents, as stipulated in chapter 3.2 of this document.

Most of the processing is done automatically (like placing the domain name in the 
subject and SAN, check of the domain name etc.). All other checks are done according 
to our vetting protocol by a Registration Authority seperated from the operational entity 
of SwissSign in a special RA centre. Information will be verified using the methods 
stated above. Missing information will be required or looked up in various reliable 
sources.
Up to now third parties are only used for Managed PKIs which allow limited additional 
information beyond the certificate content verified by SwissSign. A Managed PKI access 
officer is allowed to define its own OU and subdomain entry. The Managed PKI 
customer signs a 30 page agreement in order to follow all rules SwissSign uses for the 
secure issuing of certificates.

4.2.2. Approval or Rejection of 
Certificate Applications
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CP/CPS
4.2.2 Approval or rejection of certificate 
applications

4.2.2 Approval or rejection of certificate applications
The SwissSign RA will approve a certificate request if all of the following criteria are met:
• all documentation has been received and verified successfully,
• all authorizations have been received and verified successfully,
• the information provided in the registration form is deemed adequate and complete,
• The verification of the Uniqueness of Names according to chapter 3.1.5 has not 
revealed any collisions.
• For EV certificates that all stipulations of the EV Guidelines have been met.
If the requester fails to adhere to any of the above, or in any other way violates the 
stipulations of this document, the SwissSign RA must reject the certificate signing 
request. SwissSign AG re-serves the right to decline certificate requests without giving 
reasons.



4.3.1. CA Actions during Certificate 
Issuance

version 1.4.4 of BR

CP/CPS
4.3.1 CA actions during certificate 
issuance

4.3 Certificate issuance
4.3.1 CA actions during certificate issuance
Upon receipt of an approved certificate signing request, the SwissSign CA will verify
• the integrity of the request;
• the authenticity and authority of the RA operator;
• verify the contents of the certificate requests for compliance with the technical 
specification as outlined in chapter 7.1.2.
On successful verification, the SwissSign CA will then issue the requested certificate.
4.3.2 Notification to subscriber by the CA of issuance of certificate
The CA may notify the requester in different ways:
• If the certificate is presented to the subscriber immediately, special notification may not 
be necessary.
• The CA may:
• email the certificate to the subscriber
• email the certificate to the requesting RA
• email information permitting the subscriber to download the certificate from a web site 
or repository
• email information permitting the RA to download the certificate from a web site or 
repository

According to the ETSI rules and regulations only duly mandated ROOT-RAO officers 
can approve a certificate request. This is always done within a "signing ceremony" which 
is protocolled seperately and witnessed by several employees.



4.9.1.1 Reasons for Revoking a 
Subscriber Certificate
Reasons for revoking certificates 
must be listed in the CA's CP/CPS.
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CP/CPS
4.9 Certificate revocation and 
suspension

4.9 Certificate revocation and suspension
With regard to CRL, SwissSign will adhere to these general guidelines:
• Certificates that have been revoked can never be „un-revoked”.
• Certificates that have once been published on a CRL will always remain on the CRL.

Only the authorized user (authorization by username/password or certificate used during 
certificate request) can ask for revocation. If the user lost its credentials the revoke 
request must be done in writing using a form provided by SwissSign on the web page. 
The revoke request will be verified by a copy of the ID/passport filed in. 
The RA officer of SwissSign can always revoke a certificate if it is aware of some of the 
reasons stated in the CA browser forum chapter. The information in this chapter is also 
base of the GTC each subscriber signs. Thus the subscriber has to inform directly 
SwissSign in case on of these reasons lead to a revocation of the certificate. The hint to 
the revocation is listed on the web page, in the confirmation e-mail for the issued 
certificate and in the request form.
The reasons for revocation have to been filled in according to a list presented by 
SwissSign. The reasons could be:
Unspecified, key compromise, affiliation changed, superseded, cessation of operation, 
privilege withdrawn



4.9.1.2 Reasons for Revoking a 
Subordinate CA Certificate

CP/CPS
4.9.2 Circumstances for revocation

4.9.2 Circumstances for revocation
Subscribers may revoke their certificates at will.
The SwissSign RA will revoke a subscriber’s certificate if one of the following conditions 
is met:
• The private key of the issuing CA or any of its superior CAs has been compromised.
• The subscriber's private key store (= cryptographic token) is lost.
• Any part of the certificate subject has changed.
• The certificate /O= field is no longer valid (e.g. bankruptcy of the organization)
• The certificate /CN= field is no longer valid (e.g. name change due to change in marital 
sta-tus or omission of domain registration renewal)..
• The certificate issued does not comply with the terms and conditions of this CP/CPS.
• A SwissSign private key in the trust chain of the customer's certificate has been 
compro-mised,
• The subscriber does not comply with the agreed conditions and/or other applicable 
laws, rules and regulations. In addition, SwissSign AG may investigate any such 
incidents and take legal action if required.
• Any information included in the certificate is misleading or inaccurate, or if any change 
of circumstances, makes the information in the certificate misleading or inaccurate;
• The EV certificate issued does not comply with the terms and conditions of the EV 
Guide-lines.

4.9.2. Who Can Request 
Revocation

CP/CPS 
4.9.3 Who can request revocation

4.9.3 Who can request revocation
All subsidiaries of this CA accept certificate revocation requests from the following:
• the owner of the profile used to issue the initial registration request,
• the owner of the private key,
• an authorized representative of the organization that has approved the content of the 
/O= field in the certificate,
• a properly authorized RAO,
• a properly authorized CAO,
• a Swiss court of law.

Any subscriber, relying party or third party can request for revocation. All information 
about revocation is part of the subscriber agreement and relying party agreement.



4.9.3. Procedure for Revocation 
Request
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CP/CPS
4.9.4 Procedures for revocation request

4.9.4 Procedures for revocation request
Any one of these procedures can be used to successfully revoke a certificate:
• The subscriber can use the ID management functions in the profile that issued the 
initial registration request.
• The owner of the private key can use an SSL session with strong authentication to 
revoke this certificate on line.
• By using a revocation form, the subscriber can issue an off line revocation request in 
writ-ing. Such a request, in order to be authorized, must carry the personal signature of 
the orig-inal requester of the certificate as well as proof of identity (as described in 
chapter 3.2.3).
• The subscriber can personally visit the RA offices and request the revocation of a 
certificate off line. The subscriber must present a piece of identification. For 
identification purposes SwissSign will accept any government-issued photo identification 
document. Off line revo-cation methods are typically several days slower than on line 
revocations. The subscriber must take full responsibility for any and all delays that result 
from the chosen revocation method.
All registrations authorities operating under this CP/CPS must adhere to the following 
stipula-tions:
Online revocation management services must be available 24 hours per day, 7 days per 
week. The annual availability of the revocation management services must be 
guaranteed at no less than 97% for business hours only and a maximum unplanned 
service interruption duration of 10 days. Outside of business hours the service is 
available without guarantees.
Offline revocation management services must be available and be able to receive 
revocation re-quests during business hours. The registration authorities operating under 
this CP/CPS must guarantee to process a revocation request until end of day of the next 
business day.

4.9.5. Time within which CA Must 
Process the Revocation Request
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4.9.6 Time within which CA must process the revocation request
After proper authorization has been demonstrated, the SwissSign CA will process 
revocation re-quests within two hours after receiving such requests from the RA.



4.9.7. CRL Issuance Frequency
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4.9.8 CRL issuance frequency (if applicable)
The CRL of the SwissSign Gold CA and its subsidiaries are updated according to the 
following schedule:
SwissSign Personal Gold CA
CRL: At least once every 24 hours. At most, 24 hours may pass from the time a 
certificate is revoked until the revocation is reported on the CRL.
OCSP Information: Real-time. The OCSP responder will report a certificate's revocation 
immediately after the revocation has been completed.
SwissSign Server Gold CA
CRL: At least once every 24 hours. At most, 24 hours may pass from the time a 
certificate is revoked until the revocation is reported on the CRL.
OCSP Information: Real-time. The OCSP responder will report a certificate revoked 
immediately after the revocation has been completed.
SwissSign EV Gold CA
CRL: At least once every 24 hours. At most, 24 hours may pass from the time a 
certificate is revoked until the revocation is reported on the CRL.
OCSP Information: Real-time. The OCSP responder will report a certificate revoked 
immediately after the revocation has been completed.
SwissSign Gold CA
CRL: At least once every 365 days and within 24 hours for every revocation. At most 24 
hours may pass from the time a certificate is revoked until it is reported on the CRL.
OCSP Information: Real-time. The OCSP responder will report a certificate revoked 
immediately after the revocation has been completed.

4.9.9. On-line Revocation/Status 
Checking Availability

version 1.4.4 of BR

CP/CPS 
4.9.10 On-line revocation/status 
checking availability

4.9.10 On-line revocation/status checking availability
This CA and all its subsidiaries support the OCSP protocol for on line revocation 
checking. The OCSP responder URL is stored in every certificate issued by one of the 
subsidiaries of the SwissSign Gold CA (field „Authority Info Access”).

4.9.10. On-line Revocation 
Checking Requirements
Indicate how your CA meets all of 
the requirements listed in this 
section, including support of GET, 
update frequency, preventing 
errounious return of "good" status.
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4.9.11 Online revocation checking requirements
Relying parties must, when working with certificates issued by this CA, at all times verify 
the certificates issued by this CA. This includes the use of CRLs in accordance with the 
certification path validation procedure specified in RFC 5280 and/or RFC 2560 or OCSP.



4.9.11. Other Forms of Revocation 
Advertisements Available
Indicate if your CA supports OCSP 
stapling.
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4.9.12 Other forms of revocation advertisements available
Currently, no other forms of revocation advertisements are available.

4.10.1. Operational Characteristics
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4.10.1 Operational characteristics
The SwissSign certificate status services are CRL and OCSP. Access to these services 
is through the web site „swisssign.net” and the on line directory „directory.swisssign.net”. 
The certificate status services provide information on the status of valid certificates. The 
integrity and authen-ticity of the status information is protected by a digital signature of 
the respective CA.

4.10.2. Service Availability
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4.10.2 Service availability
Certificate status services are available 24 hours per day, 7 days per week.
SwissSign RA provides customers with pre-filled revocation request forms during the 
registration process. SwissSign RA guarantees timely processing of revocation requests 
without undue delay if these forms are sent through registered mail and if all required 
signatures are present.

5. MANAGEMENT, 
OPERATIONAL, and Physical 
CONTROLS
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5.2.2. Number of Individuals 
Required per Task
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5.2.2 Number of persons required per task
The operation of the SwissSign Gold CA and all its subsidiaries is entirely role-driven 
and there-fore requires at least:
• Access: 2 employees for network access configuration and CA maintenance and 
manage-ment tasks
• Operations: 2 employees for system administration, RA and CA operation
• Audit: 1 auditor
The certificate store and all cryptographically relevant aspects of the CA (signing 
operations) can only be accessed by two persons working together (four-eye-principle).



5.3.1. Qualifications, Experience, 
and Clearance Requirements
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5.3.1 Qualifications, experience, and clearance requirements
SwissSign AG has very high standards with regards to the skills of employees.
To be assigned the role „Access”, an employee must prove that he has expert 
knowledge of TCP/IP networking, Unix operating systems, and PKI technology, 
concepts and applications.
To be assigned the role „Operations”, an employee must prove that he has expert 
knowledge of PKI technology and applications that use PKI. Also, he must have strong 
people skills and a good understanding of PKI processes.
To be assigned the role „Audit”, an employee must prove that he has expert knowledge 
of TCP/IP networking, Unix operating systems, PKI technology and applications using 
PKI, as well as a good understanding of PKI processes and strong people skills.
All SwissSign employees must demonstrate understanding of security in general and 
expert knowledge of IT security in particular. SwissSign personnel shall be formally 
appointed to trust-ed roles by senior management members responsible for security.
Before starting work at SwissSign AG, new staff members must sign confidentiality (non-
disclosure) agreements and independence statements.

5.3.3. Training Requirements and 
Procedures
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5.3.3 Training requirements
Employees of SwissSign AG must provide evidence that they have obtained the skills 
required for their position. Shortcomings will be addressed and alleviated by appropriate 
training.
During the year, there will be at least one meeting with the Chief Security Officer, the 
Human Resource Officer, and staff. The meeting will be similar in structure to the one 
on the first work-ing day. Topics to be covered are information-security issues and the 
roles of employees.

5.3.4. Retraining Frequency and 
Requirements
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5.3.4 Retraining frequency and requirements
Retraining of employees is done as necessity arises, depending on the needs of the 
organization or the needs of the individual.



5.3.7. Independent Contractor 
Controls
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5.3.7 Independent contractor requirements
Above and beyond regular documentation, contractors that are candidates for an 
Access, Oper-ations or Audit role must:
• provide proof of their qualifications in the same manner as internal personnel (see 
chapter 5.3.1),
• demonstrate a clean criminal record,
• sign a separate confidentiality statement (non-disclosure agreement) in addition to the 
con-fidentiality agreement covering the contractual relations with third-party contractors.

5.4.1. Types of Events Recorded
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5.4.1 Types of events recorded
The following events are recorded in the CA log:
• new certificate requests
• rejected certificate requests
• account violations
• certificate signing
• certificate revocation
• user account logon
• CRL signing
• CA rollover
• certificate expiration
• certificate downloads/installation
The above list is non-conclusive, and it is limited to events that are directly related to 
certificate management or trust-related functions. In particular, it does not include 
technical events that are logged elsewhere.

5.4.3. Retention Period for Audit 
Logs
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5.4.3 Retention period for audit log
The journal information in the SwissSign CA database is never deleted.

5.4.8. Vulnerability Assessments
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5.4.8 Vulnerability assessments
This CA and all its subsidiaries are constantly (24x7) monitored, and all attempts to gain 
unau-thorized access to any of the services are logged and analyzed. SwissSign AG 
reserves the right to inform the Swiss authorities of such successful or unsuccessful 
attempts.

5.5.2. Retention Period for Archive
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5.5.2 Retention period for archive
Archived information is kept at least 11 years beyond the end of subscription, as 
specified in chapter 4.11.



5.7.1. Incident and Compromise 
Handling Procedures
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5.7.1 Incident and compromise handling procedures
To manage all operational processes, SwissSign has adopted the ITIL best practices 
model:
• A service desk receives all incoming service calls and assesses them according to 
severity.
• Incident management has the goal to restore normal operation as quickly as possible.
• Recurring incidents or incidents with major impact are entered into the problem 
manage-ment process. The goal here is to find the ultimate cause of the problem and to 
prevent fur-ther issues.
To manage a crisis or catastrophe, SwissSign has a Business Continuity Management 
plan. Once this plan goes into action, the Task Force Business Continuity (TFBC) 
assumes managerial duties of SwissSign until the crisis is dealt with and the TFBC is 
disbanded.
The TFBC has a charted course of action for the following events:
• Loss of one computing facility
• System or server compromise
• CA key compromise
• Algorithm compromise
If a crisis or catastrophe situation is declared, SwissSign will communicate this state to 
the Board of Directors, the Swiss authorities and the Swiss Recognition Body.

6.1.1. Key Pair Generation
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6.1.1 Key pair generation
The key pair for the SwissSign Gold CA (Root CA Key) has been created in an off line 
SSCD that meets at least FIPS 140-1 level 3 requirements.
The key pairs for the subsidiaries of the SwissSign Gold CA (Issuing CA Keys) have 
been gener-ated in an off line SSCD that meets at least FIPS 140-1 level 3 
requirements. Subsequently, the Issuing CA keys have been cloned into an on line 
SSCD meeting at least FIPS 140-1 level 4 re-quirements.
TSA key pairs are generated and managed in the same SSCD as the Issuing CA keys. 
The same rules apply.



6.1.2. Private Key Delivery to 
Subscriber
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6.1.2 Private key delivery to subscriber
Subscribers of the SwissSign RA have the choice, where the keys will be generated. 
SwissSign AG recommends to generate the keys for a signing certificate on a secure 
crypto device and the keys for an encryption certificate on the SwissSign web site.
Private keys generated on a secure crypto device or browser-generated keys do not 
need to be delivered.
The delivery of private keys generated on the SwissSign web site will be delivered 
through a passphrase-protected download mechanism (PKCS#12).
Other RAs may manage the key generation and the delivery differently.

6.1.5. Key Sizes
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The Object identification number (OID) 
for this document is:
OID 2.16.756.1.89.1.2.1.6
--> text in the next version of CP/CPS 
OID 2.16.756.1.89.1.2.1.7 published 
until 30th of June 2017

6.1.5 Key sizes 
SwissSign follows the recommendations on algorithms and key sizes as they are made 
available by the following institutions:
ETSI: ETSI TS 119 312 http://www.etsi.org/standards-search
NIST: SP 800-57 http://csrc.nist.gov
The “SwissSign Platinum CA” uses a 4096 bit RSA key.
The subordinate CAs use a 2048 bit RSA key.
All issuing CAs allow Subscribers to use RSA keys with a size of at least 1976 bits, if the 
recommendations require 2048 bit RSA key sizes.

6.1.6. Public Key Parameters 
Generation and Quality Checking
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6.1.6 Public key parameters generation and quality checking
Parameters can be selected by requesters, but are verified by the RA and the CA.
For keys generated on line, all SwissSign CAs use standard parameters.
No stipulations can be made for browser-generated key pairs or for key pairs imported 
from ex-ternal sources.



6.1.7. Key Usage Purposes
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6.1.7 Key usage purposes (as per X.509 v3 key usage field)
The signing key of this CA and its subsidiaries are the only keys permitted for signing 
certificates and CRLs and have the keyCertSign and CRLSign key usage bit set.
Subscribers can obtain certificates that may have one or more of the following key 
usage bits included:
• digitalSignature
• nonRepudiation
• keyAgreement
• keyEncipherment
• DataEncipherment
Subscribers can obtain certificates issued by this CA with the following extended key 
usages in-cluded:
• Server Authentication
• Client Authentication
• Code Signing
• Email Protection
• Time Stamping
• Microsoft Individual Code Signing (msICS)
• Microsoft Commercial Code Signing (msCCS)
• Microsoft Trust List Signing (msTLS)
• Microsoft Encrypted Files System (msEFS)
• Microsot Smart Card Logon (msSCL)
• IPSec End System
• IPSec Tunnel
• IPSec User

6.2. Private Key Protection and 
Cryptographic Module Engineering 
Controls
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6.2 Private Key Protection and Cryptographic Module Engineering Controls

6.2.5. Private Key Archival
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6.2.5 Private key archival
The following list shows how private key archival is implemented:
Root CA keys The Root CA keys are not archived.
Issuing CA keys The Issuing CA keys are not archived.
Subscriber keys SwissSign RA offers subscribers the option of downloading their keys 
gen-erated on the SwissSign Web Site in the form of a PKCS#12 file. Subscrib-ers may 
wish to archive this file.
Other RAs my offer Private key archival differently.



6.2.6. Private Key Transfer into or 
from a Cryptographic Module
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6.2.6 Private key transfer into or from a cryptographic module
The following list shows how private key transfers are implemented:
Root CA keys The Root CA keys can be cloned from the master SSCD to other SSCDs. 
This is achieved in a cloning ceremony. To protect the private key during the transport, 
the destination SSCD provides the public key of a key pair it has generated. The master 
SSCD encrypts the key to be cloned with this public key. Only the destination SSCD is 
therefore able to successfully de-crypt the key pair from the master SSCD.
Issuing CA keys The Issuing CA keys are cloned in the same manner as Root keys.
Subscriber keys Subscribers of the SwissSign RA are solely responsible for the transfer 
of subscriber keys into or from a cryptographic module.
Other RAs may assist subscribers with the transfer.
The controls on these processes are explained in chapter 6.2.4, Private Key Backup.

6.2.7. Private Key Storage on 
Cryptographic Module
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6.2.7 Private key storage on cryptographic module
The following list shows how private keys are stored on cryptographic modules:
Root CA keys The Root CA keys are stored on cryptographic modules so that they can 
be used only if properly activated.
Issuing CA keys The Issuing CA keys are stored on cryptographic modules so that they 
can be used only if properly activated.
Subscriber keys Subscribers of the SwissSign RA are solely responsible for the key 
storage on cryptographic module and may choose not to store his private keys an 
cryptographic module.
Other RAs may manage this differently.

6.3.2. Certificate Operational 
Periods and Key Pair Usage 
Periods
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6.3.2 Certificate operational periods and key pair usage periods
The usage periods for certificates issued by this CA are as follows:
• The „SwissSign Gold CA” as well as all trust-anchor certificates are valid 
approximately 30 years. Key changeover is performed every 15 years.
• Issuing CA certificates are issued for a maximum life time of 15 years.
• The Rollover of CA certificates will be done manually and is after at most two thirds of 
the life time of the certificate.
• Enduser certificates can have a lifetime of up to the maximum remaining lifetime of the 
is-suing CA certificate minus 10 days.
• For EV certificates the life time shall not exceed 27 months as specified in the EV 
Guidelines.



6.5.1. Specific Computer Security 
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6.5.1 Specific computer security technical requirements
SwissSign uses a layered security approach to ensure the security and integrity of the 
computers used to run the SwissSign CA software. The following controls ensure the 
security of SwissSign-operated computer systems:
• Hardened operating system.
• Software packages are only installed from a trusted software repository.
• Minimal network connectivity.
• Authentication and authorization for all functions.
• Strong authentication and role-based access control for all vital functions.
• Disk and file encryption for all relevant data.
• Proactive patch management.
• Monitoring and auditing of all activities.



7.1. Certificate profile
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The subsidiaries of this CA issue X.509 Version 3 certificates in accordance with PKIX. 
The struc-ture of such a certificate is:
Version: X.509 Version 3, See Chapter 7.1.1
Serial number: Unique number. Will be used in CRL
Signature algorithm identifier: OID,See Chapter 7.1.3
Validity period: Start date, expiration date
Subject: According to X.500, See Definitions in Chapter 1.6
Subject Public Key Info,
Public Key algorithm,
Subject Public Key See Chapter 7.1.3
Extensions X509V3 Extensions, See Chapter 7.1.2
Certificate Signature

For EV certificates the following fields must be included in the subject:
• Common Name (FQDN): /CN
• Organization: /O
• Locality: /L
• State or Province: /ST
• Country: /C
• Registration Number: 2.5.4.5
• Business Category 2.5.4.15

For EV certificates the following fields may be included in the subject:
• Streen and Number: /STREET
• Postal Code: /PostalCode
• For EV certificates the following fields must be added for the Jurisdiction of 
Incorporation or Registration
• Country: 1.3.6.1.4.1.311.60.2.1.3 (must be applicable) 
• State or Province: 1.3.6.1.4.1.311.60.2.1.2 (may be applicable) 
• Locality: 1.3.6.1.4.1.311.60.2.1.1 (may be applicable) 

For EV certificates the Field businessCategory (OID 2.5.4.15) must be added. This field 

7.1.1. Version Number(s)
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7.1.1 Version number(s)
Version of X.509 certificates: version 3.



7.1.2. Certificate Content and 
Extensions; Application of RFC 
5280
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7.1.2 Certificate Extensions
The Authority information Access extension is optional and it is derived from the issuing 
CA as follows:
• CA Issuers - URI:http://swisssign.net/cgi-bin/authority/download/’<keyid of the issuing 
CA)
• OCSP - URI:http://<ocsp server>/’keyid
The server address depends on the Issuing CA and the following OCSP Responder 
addresses are supported:
• ocsp.swisssign.net
• gold-root-g2.ocsp.swisssign.net
• gold-server-g2.ocsp.swisssign.net
• gold-ev-g2.ocsp.swisssign.net
• gold-personal-g2.ocsp.swisssign.net
• gold-root-g3.ocsp.swisssign.net
• gold-server-g3.ocsp.swisssign.net
• gold-ev-g3.ocsp.swisssign.net
• gold-personal-g3.ocsp.swisssign.net
The Subject Alternative Name extension is optional. It is added in accordance

...

7.1.2.1 Root CA Certificate
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7.1.2 Certificate Extensions
Common extensions of the SwissSign Gold CA certificates for Generation 2 - refer the 
table in the CP/CPS document

7.1.2.2 Subordinate CA Certificate
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7.1.2 Certificate Extensions
Common extensions of the SwissSign Gold CA certificates for Generation 2
Extensions of the Issuing CA - no exceptions

7.1.2.3 Subscriber Certificate
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OID 2.16.756.1.89.1.2.1.7 published 
until 30th of June 2017

7.1.2 Certificate Extensions
d) SwissSign Gold CA Certificates for Issuing CAs Generation 22 (G22)
The generation 22 certificates of SwissSign are characterized with the SHA-256 hash 
algorithm from the G2 self signed Root certificate.



7.1.2.4 All Certificates
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7.1.2.5 Application of RFC 5280
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7 Certificate, CRL and OCSP Profiles
This section contains the rules and guidelines followed by this CA and all its subsidiaries 
in populating X.509 certificates and CRL extensions.
7.1.2 Certificate Extensions
The Subject Alternative Name extension is optional. It is added in accordance with rfc 
5280 and the content depends on the information provided by the subscriber

7.1.3. Algorithm Object Identifiers
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7.1.3 Algorithm object identifiers
The algorithms with OIDs supported by this CA and its subsidiaries are:
Algorithm
Object Identifier
Sha1WithRSAEncryption 1.2.840.113549.1.1.5
SHA2withRSAEncryption 1.2.840.113549.1.1.13
rsaEncryption 1.2.840.113549.1.1.1

7.1.4. Name Forms
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7.1.4 Name forms
Certificates issued by the subsidiaries of this CA contain the full X.500 distinguished 
name of the certificate issuer and certificate subject in the issuer name and subject 
name fields. Distin-guished names are in the form of an X.501 printable string.

7.1.4.1 Issuer Information
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7.1.6 Certificate policy object identifier
Each certificate must reference a policy OID, and may contain several as long as none 
of the pol-icy constraints conflict.
For information see chapter 7.1.2 of this document.
7.1.2 Certificate Extensions
in the spredsheet are the issuer information for each IssuingCA and end entity 
certificate documented.

7.1.4.2 Subject Information
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7.1.4 Name forms
Certificates issued by the subsidiaries of this CA contain the full X.500 distinguished 
name of the certificate issuer and certificate subject in the issuer name and subject 
name fields. Distin-guished names are in the form of an X.501 printable string.



7.1.4.3 Subject Information - 
Subordinate CA Certificates
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7.1.4 Name forms
Certificates issued by the subsidiaries of this CA contain the full X.500 distinguished 
name of the certificate issuer and certificate subject in the issuer name and subject 
name fields. Distin-guished names are in the form of an X.501 printable string.

7.1.5. Name Constraints
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7.1.5 Name constraints
Not implemented.

7.1.6. Certificate Policy Object 
Identifier
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7.1.6 Certificate policy object identifier
Each certificate must reference a policy OID, and may contain several as long as none 
of the pol-icy constraints conflict.
For information see chapter 7.1.2 of this document.

7.1.6.1 Reserved Certificate Policy 
Identifiers
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7.1.8 Policy qualifiers syntax and semantics
The subsidiaries of this CA do not currently issue certificates with policy qualifiers.

7.1.6.2 Root CA Certificates
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7.1 Certificate profile
Subject of the SwissSign Gold CA certificates for Generation 2 --> spedsheet in CP/CPS
Subject of the SwissSign Gold CA certificates for Generation 3
Common extensions of the SwissSign Gold CA certificates for Generation 3

7.1.6.3 Subordinate CA Certificates
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7.1 Certificate profile
Subject of the Gold CA certificates for Generation 22
Common extensions of the SwissSign Gold CA certificates for Generation 22
Extensions of the Issuing CA: SwissSign Server Gold CA 2014 – G22

7.1.6.4 Subscriber Certificates
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7.1 Certificate profile
Code-signing certificate issued by: SwissSign Personal Gold CA 2014 – G22
EV certificate issued by: SwissSign EV Gold CA 2014 – G22
End User Certificate issued by Issuing Cas
End User Certificate issued by SwissSign Gold EV 2010 - G3 CA
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8 Compliance Audit and Other Assessments
The terms and conditions of this CP/CPS and all dependent rules and regulations will be 
used to conduct compliance audits for:
• The SwissSign Gold CA and its subsidiaries
• The SwissSign RA
• All other RA issuing certificates under this CP/CPS.

8.1. Frequency or circumstances of 
assessment
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8.1 Frequency or circumstances of assessment
The compliance audit will be conducted annually.
More than one compliance audit per year is possible if this is requested by the audited 
party or is a result of unsatisfactory results of a previous audit.

8.2. Identity/qualifications of 
assessor
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8.2 Identity/qualifications of assessor
The Chief Security Officer (CSO) of SwissSign AG is the auditor chosen by SwissSign 
AG.
Should the CSO desire to outsource all or part of the execution of the audit, he may do 
so if the following conditions are met:
• The outsourcing partner must have a reputation in the market for conducting security 
relat-ed audits.
• The chosen auditor must be acceptable to the auditee.

8.4. Topics covered by assessment
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8.4 Topics covered by assessment
The CSO will choose the control objectives that are to be covered by the assessments 
in accord-ance with this CP/CPS.

8.6. Communication of results
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8.6 Communication of results
The results of the compliance audit shall be communicated to SwissSign AG executive 
manage-ment in a timely manner.

8.7. Self-Audits
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not dcumented, but is done during ISO27001 internal Auditprocess. SwissSign has a 
annual audit for ISO27001.



9.6.1. CA Representations and 
Warranties
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9.6 Representations and warranties
9.6.1 CA representations and warranties
SwissSign AG warrants full compliance with all provisions stated in this CP/CPS.
For EV certificates SwissSign AG fully complies with the stipulations regarding EV 
Certificate Warranties as presented in the EV guidelines.

9.6.3. Subscriber Representations 
and Warranties
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9.6.3 Subscriber representations and warranties
Subscribers warrant full compliance with all provisions stated in this CP/CPS and other 
related agree-ments and documentation.

9.8. Limitations of liability
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9.8 Liability
9.8.1 Liability of SwissSign AG
SwissSign AG is only liable for damages which are the result of SwissSign's failure to 
comply with this CP/CPS and which were provoked deliberately or wantonly negligent.
SwissSign AG shall not in any event be liable for any loss of profits, indirect and 
consequential damages, or loss of data, to the extent permitted by applicable law. 
SwissSign AG shall not be liable for any damages resulting from infringements by the 
Certificate Holder or the Relying Par-ty on the applicable terms and conditions.
SwissSign AG shall not in any event be liable for damages that result from force majeur 
events as detailed in chapter 9.16.4. SwissSign AG shall take commercially reasonable 
measures to mit-igate the effects of force majeur in due time. Any damages resulting of 
any delay caused by force majeur will not be covered by SwissSign AG.
9.8.2 Liability of the Certificate Holder
The Certificate Holder is liable to SwissSign AG and Relying Parties for any damages 
resulting from misuse, willful misconduct, failure to meet regulatory obligations, or 
noncompliance with other provisions for using the certificate.

Exact ammount of limitaion is documented in EUA / AGB
http://repository.swisssign.com

9.9.1. Indemnification by CAs
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9.9 Indemnities
Indemnities are already defined in the provisions stated in this CP/CPS and other 
related docu-ments.



9.16.3. Severability

version 1.4.4 of BR

CP/CPS
Chapter 2 will be  expanded in 
acordance to 9.16.3 of BR -->  
CP/CPS OID 2.16.756.1.89.1.2.1.7 
published until 30th of June 2017

9.12.2 Notification mechanism and period
The SwissSign AG executive board can decide to amend this CP/CPS without 
notification for amendments that are non-material (with little or no impact). The 
SwissSign AG executive board, at its sole discretion, decides whether amendments 
have any impact on the subscriber and/or relying parties.
All changes to the CP/CPS will be published according to chapter 2. of this CP/CPS. 
Material changes for the subscriber will be sent to the respective parties via email 30 
days before the changes become effective, provided that email addresses are known.
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