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Introduction

Firefox uses Google's Safe Browsing tool to identify unsafe websites and notify users so 
they can protect themselves from harm. The service allows us to flag malicious downloads 
that can hurt users computers.

Now the Safe Browser program has expanded to also flag any “Potentially Unwanted”  and 
“Uncommon” downloads that may be dangerous to users.

The work in this document shows a revised UX for malicious files, and introduces how 
potentially unwanted files should be handled as well.



The European Institute for Computer Antivirus Research (EICAR) and Computer Antivirus 
Research Organization (CARO) have developed a test file to trigger malware alerts which 
can be downloaded here: http://www.eicar.org/85-0-Download.html

Instead of using real malware, which could do real damage, this test file allows people to 
test anti-virus software without having to use a real computer virus.

Note: Testing Malware Downloads

http://www.eicar.org/85-0-Download.html
http://www.eicar.org/85-0-Download.html


If a user downloads a file that contain malware, Firefox blocks the file and displays the 
following error message in the downloads panel/window:

Right-clicking on the file allows a user to remove the item from their history, go to the 
download page, copy the download link, and clear the entire list of downloads.

Problems:

• We don’t educate/inform the user as to why a download was blocked
• We don’t offer a way to unblock the file

Current State



Design Principles

Source: A Guide to Crafting Meaningful Security and Privacy Experiences by Larissa Co

http://people.mozilla.org/~lco/ProjectSPF/


• When a download is blocked for containing malware, a doorhanger appears to alert the 
user.  

• Currently, the user has no way of knowing a download was blocked until they go to open the file, at which point it is 
a surprise. The user should be informed right away.  

• A “Learn More” link in the doorhanger should take users to a page which explains why/
how we handle malware blocking in Firefox.  

• Highlight Downloads toolbar button red to indicate there is a contained alert.  

• In the downloads panel the user should have a more apparent way to quickly delete the 
offending file.  

• In the downloads panel the user should be able to “unblock” the malicious download.  

• This prompts a modal dialog the user must acknowledge which warns of the ramifications of “unblocking” the file.

Suggested Changes



Malicious Downloads Alert Doorhanger

1. Icon turns red and pulses once when 
there is a malicious download in the 
list.  

2. “Learn more” takes user to Mozilla 
help page regarding malicious and 
potentially unwanted downloads.  

3. Dismisses doorhanger.  

4. Dismisses doorhanger and opens 
download panel.  

• Sub-option: “Don’t show me this alert again”
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Malicious Files in Download Panel (Before/After)



Malicious Files Download Panel Anatomy

1. Icon turns red and pulses when there is a malicious 
download in the list.  

2. Red gradient draws eye and indicates the dangerous 
nature of the file.  

3. Trash can icon allows user to quickly dispose of 
offending file.  

4. File name is struck through, emphasizing that it is 
blocked.  

5. Clear messaging: “This file will harm your computer”  

6. “Learn more” takes user to Mozilla help page 
regarding malicious and potentially unwanted 
downloads.  

7. Unblock link underlines on mouseover and triggers 
modal popup confirmation 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Malicious Files Modal Popup



This file was flagged as being malicious

Unblocked Malicious Files in Download Panel

When a user unblocks a malicious file, the 
download icon is no longer highlighted red and 
the row in the download panel changes format to 
look like a normal download.

The only addition is a badge on the download icon 
which indicates to the user that the download was 
previously flagged.
 
Hovering over the icon prompts a tool-tip stating 
that the file was flagged:



Download Library (Blocked Malicious Files)



Download Library (Malicious Files Modal)



Download Library (Unblocked Malicious Files)



Potentially Unwanted Downloads Alert Doorhanger



Potentially Unwanted Files in Download Panel

Note: Text colour changed to orange to represent that this is one-step down from a 100% malicious file (red text)



Potentially Unwanted Files Modal Popup



Unblocked Potentially Unwanted Files in Download Panel



Download Library (Blocked Potentially Unwanted Files)



Download Library (Potentially Unwanted Files Modal)



Download Library (Unblocked Potentially Unwanted Files)



Uncommon Downloads Alert Doorhanger



Uncommon Downloaded Files in Download Panel

Note: This is the same as Potentially Unwanted downloads.



Uncommon Downloaded Files Modal Popup



Download Library (Blocked Uncommonly Downloaded Files)

Note: This is the same as Potentially Unwanted downloads.



Unblocked Uncommonly Downloaded Files in Download Panel

Note: This is the same as Potentially Unwanted downloads.



Download Library (Uncommonly Downloaded Files Modal)



Download Library (Unblocked Uncommonly Downloaded Files)

Note: This is the same as Potentially Unwanted downloads.



Context Menu (Add Unblock option)



Malicious Downloads Strings

• We had to block the file you just tried to download because it contains malware.
• Learn more
• Thanks
• Dismiss
• Don’t show me this alert again
• Blocked
• This file will harm your computer (Learn more) - Unblock
• Are you sure you want to unblock this file? 
 
This file contains malware that will harm your computer.  
 
You can search for an alternate download source or try to download the file again later. 
Unblock Anyway

• Keep Me Safe



Potentially Unwanted Downloads Strings

• We had to block the file you just tried to download because it contains malware.
• Learn more
• Thanks
• Dismiss
• Don’t show me this alert again
• Blocked
• This file may be harm your computer (Learn more) - Unblock
• Are you sure you want to unblock this file? 
 
This file could harm your computer and/or make unwanted changes to Firefox.  
 
You can search for an alternate download source or try to download the file again later.

• Unblock Anyway
• Keep Me Safe



Uncommon Downloads Strings

• The file you just tried to save is not often downloaded and may be harmful. We’ve 
blocked it just in case!

• Learn more
• Thanks
• Dismiss
• Don’t show me this alert again
• Blocked
• This file may be harm your computer (Learn more) - Unblock
• Are you sure you want to unblock this file? 
 
It may be harmful to your computer and/or make unwanted changes to Firefox.  
 
You can search for an alternate download source or try to download the file again later.

• Unblock Anyway
• Keep Me Safe



IRC: @sevaan in #UX on IRC 
Email: sfranks@mozilla.com 
Twitter: @sevaanfranks

Questions? Comments? Suggestions?  


