Review CPS sections dealing with subscriber verification 
· Verify domain check for SSL 
· Found in https://www.startssl.com/policy.pdf section called “Certification Rules” in the “Class 1” sub-section.
· Verify the email account associated with the email address in the cert is owned by the subscriber. In addition to verification of subscriber’s legal identity.
· Found in https://www.startssl.com/policy.pdf section called “Certification Rules” in the “Class 1” sub-section.
· Verify identity info in code signing certs is that of subscriber

· Not clear.

· Make sure it’s clear which checks are done for which context (cert usage)
Flag Problematic Practices 
(http://wiki.mozilla.org/CA:Problematic_Practices)

· Long-Lived Domain-Validated SSL certs
· The DV SSL certs are good for one year.
· Wildcard DV SSL certs
· Found in https://www.startssl.com/policy.pdf section called “Certification Rules”: “Wild card domain names like *.domain.com are only issued to Class 2 or higher validated subscribers. Likewise multiple domain names within the same certificate are not supported in the Class 1 settings.
· Issuing end entity certs directly from root rather than using an offline root and issuing certs through a subordinate CA
· From https://www.startssl.com/policy.pdf: “The StartCom CA root is an off-line CA and shall be used only for the signing of Intermediate CA certificates and the relevant Certificate Revocation Lists.
· Allowing external entities to operate subordinate CAs 
· All sub-CAs are operated in StartCom premises.
· Distributing generated private keys in PKCS#12 files
· Not Found
· Certificates referencing hostnames or private IP addresses
· It looks like IP addresses can be referenced, as per https://www.startssl.com/policy.pdf section called “Certification Rules”
Verify Audits
(Sections 8, 9, and 10 of http://www.mozilla.org/projects/security/certs/policy/)
· Validate contact info in report, call to verify that they did indeed issue this report.

· For EV CA’s, verify current WebTrust EV Audit done.
· Review Audit to flag any issues noted in the report

