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Mpoyee

KonunyecTtBo NoXHbIX cpabaTbiBaHWM

3aknyeHve

lMpeanaraem unTaTento ovepenHyo CTaTblo O NPOBEPKE M3BECTHOMO open-source npoekta. B atoT pas
Mbl npoBepunu npoekT LibreOffice, npeactasnatowmn cobon odurcHbi nakeT. B ero paspaboTtke
npuHumaet yyactue 6onee 4yem 480 nporpammucTtoB. Kof okasancs BeCbMa Ka4yeCTBEHHbIM U
perynsapHo npoBepsieMbIM cTaTuyecknum aHanusatopom Coverity. Ho, kak n B nto6om gpyrom
Bornbwom npoekTe, 6blM HanAeHbl HOBblE OLLINMBKM N HeOoYeTbl, O KOTOPbLIX Mbl U paccKaxem B
cratbe. [Ina pasHoobpasus, B 3TOT pa3 Hac byayT conpoBoXaaTe HE eANHOPOru, a KOPOBbI.
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_ . LibreOffice
if (p[0] =="R" ||

p[0] I="r)

LibreOffice — MOLLHbLI OPUCHLIN NAKET, NOSIHOCTLIO COBMECTUMbLIN C 32/64-OUTHBIMM CUCTEMAMM.
MepeBenéH 6onee yem Ha 30 a3bikoB Mupa. MNMoaaepxuneaet 6ONbLUMHCTBO MNOMNYMSPHbIX
onepaumnoHHbIX cuctem, Bktovass GNU/Linux, Microsoft Windows n Mac OS X.

LibreOffice 6ecnnaTteH n umeeT OTKPbITbI UCXOAHbIM KOA. HanncaH Ha a3bikax: Java, Python, C++.
AHanuay Gbinia noaBepryHyTa Ta YacTb NPOeKTa, koTopas HannucaHa Ha C++ (M HEMHOXKO Ha
C, C++/CLI). Version: 4.5.0.0.alpha0+ (Git revision: 368367).

AHanmn3 6bin BbIMOSIHEH C MOMOLL IO CTAaTUYECKOro aHanunaaTtopa koga PVS-Studio.

PaccmoTpuM, kakvMe owmnbkM Obiny HalgeHbl, U YTO MOXHO C HAMW caenatb. Xo4y OTMETUTb, YTO
HeKoTOpble OLIMOKMN MOTyT OKa3aTbCsl He OLMOKaMn. A He 3HaKOM C KOAOM M MOT NPUHATb 3a OLWNGKy
BMOJIHE KOPPEKTHLIN kog. OaHako, pa3 3ToT KoA cOun ¢ TONKy aHann3aTop U MEHS!, 3Ha4YUT YTO-TO He
Tak. TOT KOA NaxHeT, U XOpPOoLUO NPOBECTU ero pedakToOpPMHT, YTOObl CHU3UTbL BEPOSITHOCTb €ro
HenpaBWbHOIO NOHMUMAaHUS B NPOLIECCE Pas3BUTUM NPOEKTa.

OneyaTku

JTio6on ko He obxoanTes 6e3 oneyatok. MHOrMe, KOHEYHO, HaxoaATCa U UCNPaBASTCA Ha aTane
TECTMPOBAHUSA, HO HEKOTOPbIE OCTAKOTCS XUTb BHYTPU NPOrpaMm Ha gonroe Bpems. Kak npaBunio oHu
Haxo4sTca B peaKo MCNorb3yeMblX PYHKUNSAX UNN HE OKa3biBalOT CUITbHOMO BNUsiHWE Ha paboTy
nporpaMmei.

Hanpumep, BCTpeTunack BOT Takast yHKUMSA CpaBHEHUS, KOTopasi paboTaeT TONbKO Ha OAHY TPeTb:

class SvgGradientEntry
{

DR
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bool operator==(const SvgGradientEntry& rCompare) const

{
return (getOffset() == rCompare.getOffset()

&& getColor() == getColor()
&& getOpacity() == getOpacity());

MpepynpexaeHne PVS-Studio: V501 There are identical sub-expressions to the left and to the right
of the '==" operator: getColor() == getColor() svggradientprimitive2d.hxx 61

HaeepHoe, 370 owmnbka He NPUHOCUT MHOro Bpeaa. BoamoxHo, aToT onepatop '==' BooGLue He
ncnonb3yetcs. OgHako, pas aHanM3aTop CMOr HalTU 3Ty OWMGKY, OH CMOXET HalTK n Gonee
CepbesHble cpasy nocre HanncaHus HoBoro koga. MNo3ToMy OCHOBHasH LIEHHOCTb CTaTUYECKOrO
aHanuaa He B pa30BbIX 3aMnyckax, a B perynspHoOM UCMNonb30BaHUM.

Kak MoxHO 66110 66l nonpoboBaTh n3bexaTtb Takon ownbkm? He 3Hat. Bo3amoxHO, ecnv npuyynTb
cebs 6onee TUWATENBHO BblpaBHMBaTb O6I0KM OQHOTUMHOIO KoAda, To owmnbka 6bina 6bl 6onee
3amMeTHa. Hanpumep, QyHKUNIO MOXHO 0POPMUTL TakK:

bool operator==(const SvgGradientEntry& rCompare) const

{
return getOffset() == rCompare.getOffset()
&& getColor() == getColor()
&& getOpacity() == getOpacity();
}

Tenepb cTano 6onee 3ameTHO, YTO B NpaBoM cTosnbue He xBaTaeT "rCompare”. XoTd eCnum 4YecTHo,
3aMETHO He 0YeHb CUNbHO. MOXeT 1 He NOMOYb. YenoBeky CBOMCTBEHHO owwmnbaTecs. M noatomy
cTaTMyecku aHannsaTop 6biBaeT XOPOLUMM MOMOLLHUKOM.

A BOT NpuMep, rae orneyaTtky sBHO MOXHO bbinio n3bexatb. KTo-To HeyaayHo Hanucan kog ans
obMeHa 3HauYeHUn Mexay ABYMSI NepeMEeHHbIMU.
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If anyone offers you
a free headswap, just

void TabBar::ImplGetColors(....)
{

aTempColor = rFaceTextColor;
rFaceTextColor = rSelectTextColor;
rSelectTextColor = rFaceTextColor;

MpeaynpexaeHne PVS-Studio: V587 An odd sequence of assignments of this kind: A=B; B=A,.
Check lines: 565, 566. tabbar.cxx 566

B nocnegHen ctpoke Bmecto 'rFaceTextColor' cnepgosano ucnonb3osats 'aTempColor'.

He HyxHO 6bIno Nucatb koa Ana obMeHa 3HayYeHun "Bpy4dHyr". bbino 6bl npolle n HagéxHen

BOCMNOMb30BaTbCA CTaHAapTHON dyHKUmen std::swap():

swap(rFaceTextColor, rSelectTextColor);

Mpogomkmum. OT cneaytowen olWnGKM AyMato 3alnTUTLCA HEBO3MOXHO. OneyaTka B YUCTOM BUAE:

void SAL_CALL Theme: :disposing (void)
{

ChangelListeners alListeners;
maChangelListeners.swap(alListeners);

const lang::EventObject aEvent (static_cast<XWeak*>(this));
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for (Changelisteners::const_iterator
iContainer(maChangelListeners.begin()),
iContainerEnd(maChangelListeners.end());
iContainerEnd!=iContainerkEnd;
++iContainerkEnd)

MpepynpexaeHne PVS-Studio: V501 There are identical sub-expressions to the left and to the right
of the 'I=' operator: iContainerEnd != iContainerEnd theme.cxx 439

Linkn BbinonHaTbCs He ByaeT, Tak kak ycnosue "iContainerEnd!=iContainerEnd" Bceraa noxHo.
lMoaBeno cxoxue Ha3BaHUA uTepaTtopoB. Ha camom aene, Hy>HO 6bINo HanucaTb:
"iContainer!=iContainerEnd". Kctatu, 3gecb kaxeTtcs ecTb ewé ogHa owmnbka. CTpaHHO, 4TO
yBenuuusaetcsa utepatop "iContainerEnd".

PaccmoTpum apyron HeyoayHbIn LIMKI:

static void 1lcl FillSubRegionList(....)
{

for( IDocumentMarkAccess::const_iterator_t
ppMark = pMarkAccess->getBookmarksBegin(); <K<
ppMark != pMarkAccess->getBookmarksBegin(); <KLL=---~
++ppMark)

const ::sw::mark::IMark* pBkmk = ppMark->get();
if( pBkmk->IsExpanded() )
rSubRegions.InsertEntry( pBkmk->GetName() );

MpepynpexaeHue PVS-Studio: V625 Consider inspecting the 'for' operator. Initial and final values of
the iterator are the same. uiregionsw.cxx 120

Linkn BbinonHaTbCs He ByaeT. B ycnosum ntepatop 'ppMark’ HyxHO cpaBHuBaTh ¢ '‘pMarkAccess-
>getBookmarksEnd()'. Noen, kak 3almnTnTbCa OT Takom OLWMBKM C NOMOLLbI0 NpaBun HanncaHns
koaa, y MeHs HeT. [MpocTo onevatka.

KctaTtn, nHoraa owmbka ecTb, HO OHa HUKaK He BNUAET Ha NpaBuibHOE BbIMOMHEHUE NPorpaMMsl.
Celyac NnpoaeMOHCTPUPYIO OAHY U3 TaKMX OrnevyaTok:

bool PolyPolygonEditor::DeletePoints(....)

{
bool bPolyPolyChanged = false;
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std::set< sal_ulIntl6 >::const_reverse_iterator
alter;( rAbsPoints.rbegin() );
for( alter = rAbsPoints.rbegin();
alter != rAbsPoints.rend(); ++alter )

MpepynpexgeHue PVS-Studio: V530 The return value of function 'rbegin' is required to be utilized.
polypolygoneditor.cxx 38

Owmunbka BoT 3geck: alter;( rAbsPoints.rbegin() );

XoTenu nHuumannamposaTb ntepatop. Ho cnyyanHo BKNMHUNAach Touka ¢ 3anston. tepatop ocrancs
HenHuumanuanpoBaHHbIM. A BblpaxeHue "(rAbsPoints.rbegin());" 6ontaeTca B BO3gyxe U HUYETO HE
Aenaer.

CnacaeT cutyaumio T0, Y4TO B LIMKNE UTepaTop BCE-TAKN UHULMNANMU3NPYETCA HYXXHbIM 3HaYyeHnem. B
obuem owmnbkn HeT, HO NULLHee BblpaXeHne nyywe yopaTb. Kctatu, aToT LumKn 6bi1 pa3MHOXEH C
nomolubto Copy-Paste, noaTomy cTouT 3arnsiHyTb €L B CTPOKY 69 n 129 B aToM xe hanne.

Hanocnenok onevyatka B KOHCTPYKTOpE Knacca:

XMLTransformerOOoEventMap Impl: :XMLTransformerOOoEventMap Impl(
XMLTransformerEventMapEntry *pInit,
XMLTransformerEventMapEntry *pInit2 )

{
if( pInit )
AddMap( pInit );
if( pInit )
AddMap( pInit2 );
}

MpeanynpexaeHne PVS-Studio: V581 The conditional expressions of the 'if' operators situated
alongside each other are identical. Check lines: 77, 79. eventoootcontext.cxx 79

Btopown onepatop 'if gormkeH npoBepsTb ykasaTtens 'plnit2'.

MoXeT 6bITb TaK U 3alyMaHO, HO OYEHb
NoA03pPUTENBHO

EcTb Heckonbko qi)paFMeHTOB KOoAa, KOTOPbIE KaXXeTCA coaepixaT onevaTKku. Ho s He yBEPEH.
BoaMoXxHO, Tak n 3agymMmaHo.

class VCL_DLLPUBLIC MouseSettings
{

long GetStartDragWidth() const;
long GetStartDragHeight() const;
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bool ImplHandleMouseEvent( .... )
{
long nDragW = rMSettings.GetStartDragWidth();
long nDragH = rMSettings.GetStartDragWidth();
}

MpepynpexaeHue: V656 Variables 'nDragW', 'nDragH' are initialized through the call to the same
function. It's probably an error or un-optimized code. Consider inspecting the
'rMSettings.GetStartDragWidth()' expression. Check lines: 471, 472. winproc.cxx 472

He noHATHO, AOMKHbI HMLUManM3anpoBaTbca nepeMmeHHble nDragW n nDragH oaHum 1 Tem xe
3HaveHuneMm, unu Het. Ecrin aa, To He xBaTtaeT kKoMMeHTapus. nu ny4ie 6bino 6bl SBHO HanucaTb:

long nDragW
long nDragH

rMSettings.GetStartDragWidth();
nDragh;

IMNoxoxas cuTyauua:

void Edit::ImplDelete(....)
{

maSelection.Min()
maSelection.Max()

aSelection.Min();
aSelection.Min();

V656 Variables 'maSelection.Min()', 'maSelection.Max()' are initialized through the call to the same
function. It's probably an error or un-optimized code. Consider inspecting the 'aSelection.Min()’
expression. Check lines: 756, 757. edit.cxx 757

[ns Tex, kTo paboTaeT c NPOEKTOM 34eCb BCE cpady NOHATHO. A He paboTato, 1 MO3TOMY He 3Halo,
€CTb 3[1eCb OLLUMOKa UINn HeT.

W nocnegHun cny4van. B knacce ectb Tpu oyHKUMN:

. GetVRP()
« GetVPN()
. GetVUV()

OpHako, BOT 34ecb, Ansa nHuymnanusaumm koHctaHTbl 'aVPN' ncnonbsyetca pyHkumsa GetVRP().

void ViewContactOfE3dScene: :createViewInformation3D(....)

{
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const basegfx::B3DPoint aVRP(rSceneCamera.GetVRP());
const basegfx::B3DVector aVPN(rSceneCamera.GetVRP()); <<<---
const basegfx::B3DVector aVUV(rSceneCamera.GetVUV());

MpenynpexgeHue PVS-Studio: V656 Variables 'aVRP', 'aVPN' are initialized through the call to the
same function. It's probably an error or un-optimized code. Consider inspecting the
'rSceneCamera.GetVRP()' expression. Check lines: 177, 178. viewcontactofe3dscene.cxx 178

AHanusaTtop Bblgan ewé ogHo npeaynpexaeHne V656. A noytn yBepeH, 4To TaM HacTtosLas
owmnbka. Ho npmeBoauTb Kog He Byay, Tak Kak OH rpoMo3akmii. MNMpolwy pa3paboTynkoB NOCMOTPETL BOT
clopa:

» V656 Variables 'oNumOffset1', 'oNumOffset2' are initialized through the call to the same function.
It's probably an error or un-optimized code. Check lines: 68, 69. findattr.cxx 69

Copy-Paste

Never givetyourfcattleaccess to
' the:farm photocopier- I“‘**‘""‘?

BbiHy>XOeH npusHatb, 4to 6e3 Copy-Paste nporpammunpoBaHne BpemeHamu 6yaeT kpanHe
YTOMUTESNBHbBIM U CKyYHbIM 3aHsATMeM. Bes Ctrl-C, Ctrl-V nporpammupoBaTb He Nony4nTcs, kak bbl He
XOTEeNocCh 3anpeTuTb 3TN coveTaHus knasuww. [oatomy He Byay npu3biBaTb HE KONMMpoOBaTh Koa. Ho
npu3biBalo BCex: KONUPYs koA, 6yabTe akkypaTHbl U 6auTenbHbl!

uno: :Sequence< OUString >
SwXTextTable: :getSupportedServiceNames(void)

{
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uno: :Sequence< OUString > aRet(4);
OUString* pArr = aRet.getArray();
pArr[0] "com.sun.star.document.LinkTarget";
pArr[1] "com.sun.star.text.TextTable";

pArr[2] = "com.sun.star.text.TextContent";
pArr[2] = "com.sun.star.text.TextSortable";
return aRet;

Mpepynpexaenue PVS-Studio: V519 The 'pArr[2]' variable is assigned values twice successively.
Perhaps this is a mistake. Check lines: 3735, 3736. unotbl.cxx 3736

Knaccuyecknin achdekT nocneaHen ctpoku. MNpoyTy yBepeH, YTo NocrneaHssa cTpoyka Gbina nonyyeHa

n3 npegnocnegHen. 3amenunm "Content" Ha "Sortable", a npo nHgekc '2' 3abbinu.

OyeHb NOXOXUN crnyyan:

Sequence<OUString> FirebirdDriver: :getSupportedServiceNames_Static()

{
Sequence< OUString > aSNS( 2 );

aSNS[@] = "com.sun.star.sdbc.Driver";
aSNS[@] = "com.sun.star.sdbcx.Driver";
return asSNS;

MpepynpexaeHue PVS-Studio: V519 The 'aSNS[0]' variable is assigned values twice successively.
Perhaps this is a mistake. Check lines: 137, 138. driver.cxx 138

Ho camoe yxacHoe, 4to uHoraa 6narogapsi Copy-Paste owm6ku pasamHoxatoTcs. MNpoaeMoHCTpUpyto

370 Ha npumepe. K coxaneHuto, kog 6yaeT HECKONMbKO TSXKEN Ans yteHus. MNotepnute.

WTak, B nporpaMmme ecTb BOT Takasd PyHKUMUS:

static bool GetPropertyValue(
::com::sun::star::uno: :Any& rAny,
const ::com::sun::star::uno::Reference<
::com::sun::star::beans: :XPropertySet > &,
const OUString& rPropertyName,
bool bTestPropertyAvailability = false );

O6paTnte BHUMaHue, 4To nocneaHum aprymeHT 'bTestPropertyAvailability' asnserca
HeobA3aTeNbHbIM.

Ewé Hago ckasaTtb, 4To Takoe 'sal_True':

#define sal True ((sal Bool)l)

Tenepb cobctBeHHO owmnbka. MNMNocmoTpuTe, Kak BbidbiBaeTca pyHkumsa GetPropertyValue():

data:text/html;charset=utf-8,%3Cdiv%20class %3D %22item_title%22%20style%3D %22margin%3A%200px%3B%20padding%3A%200px%3B%20borde. ..

9/32


http://www.viva64.com/ru/d/0108/
http://www.viva64.com/ru/b/0260/

11.04.2015 Mpoeepka npoekTa LibreOffice

sal_Int32 PPTWriterBase::GetLayoutOffset(....) const
{
ricom::sun::star::uno::Any aAny;
sal _Int32 nLayout = 20;
if ( GetPropertyValue(
aAny, rXPropSet, OUString( "Layout"™ ) ), sal True )
aAny >>= nLayout;

DBG(printf("GetLayoutOffset %" SAL_PRIAINT32 "\n", nLayout));
return nLayout;

MpeanynpexgeHune PVS-Studio: V639 Consider inspecting the expression for 'GetPropertyValue'
function call. It is possible that one of the closing ') brackets was positioned incorrectly. pptx-
epptbase.cxx 442

Ecnu npucmoTpeTbCs, TO BbISCHUTCA, YTO OAHA M3 3aKpbIBAOLLMXCS KPYribIX CKOBOK CTOUT HE Ha
CcBOEM mecTe. B pesynbrate, dyHkumna GetPropertyValue() B kayecTBe nocnegHero aprymeHTa
nonyyaet He 'sal_True', a 3Ha4yeHne no ymonyaHuo (pasHoe 'false').

Ho a1o Tonbko non 6eabl. JononHnTtensHO ncnoptunack paboTta onepartopa 'if'. Ycnosme Bbirnsagut
Tak:

if (foo(), sal True)

Onepatop 3ansgrtas BO3BpalLlaeT CBOK MNMpaBylo 4YacCTb. B pesynbTaTte ycnoBme Bcerga NCTUHHO.

Owwnbka B aTOM KOfe He cBsizaHa ¢ Copy-Paste. O6blkHOBEHHas oneyvaTtka. He Tam noctaeneHa
ckobka. bbiBaerT.

MeyanbHO TO, YTO 3Ta owKbKa Gbina pa3dMHOXeHa No ApyrmmMm y4acTtkam rnporpamMmmeobl. Ecnn B ogHOM
mMecTe OLLIVI6Ky MCnpasAT, TO BbICOKaA BEPOATHOCTb, YTO B OCTaJIbHbIX M€CTaX OHO OCTaHEeTCA.

Copy-Paste npueén Kk nosiBneHuto aton owmnbkm eweé B 9 mecrax:

e epptso.cxx 993

» epptso.cxx 3677
¢ pptx-text.cxx 518
* pptx-text.cxx 524
e pptx-text.cxx 546
* pptx-text.cxx 560
* pptx-text.cxx 566
* pptx-text.cxx 584
* pptx-text.cxx 590

B saknioyeHun pasgena 3 nocrneaHux HEKPUTUYECKMX NpeaynpexaeHns. MpocTo ogHa NULLHAS
nposepka:
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#define CHECK_N_TRANSLATE( name ) \
else if (sServiceName == SERVICE_PERSISTENT_COMPONENT_##name) \
sToWriteServiceName = SERVICE_ ##name

void OElementExport::exportServiceNameAttribute()

{

CHECK_N_TRANSLATE( FORM ); <K<~
CHECK_N_TRANSLATE( FORM ); <K<~
CHECK_N_TRANSLATE( LISTBOX );
CHECK_N_TRANSLATE( COMBOBOX ) ;
CHECK_N_TRANSLATE( RADIOBUTTON );
CHECK_N_TRANSLATE( GROUPBOX );
CHECK_N_TRANSLATE( FIXEDTEXT );
CHECK_N_TRANSLATE( COMMANDBUTTON );

MpenynpexageHne PVS-Studio: V517 The use of 'if (A) {...} else if (A) {...}' pattern was detected.
There is a probability of logical error presence. Check lines: 177, 178. elementexport.cxx 177

Hwuuero ctpalwHoro, Ho Hego4éT. EwWweé ase nuiHMe NpoBepKM MOXHO HANTU 30ECh:

» querydesignview.cxx 3484
» querydesignview.cxx 3486

Xpabpoe ncrnonb3oBaHne pyHKumnm realloc()

®yHKumaA realloc() ncnonb3yeTcst CToNb SBHO HEGEe30MacHO, YTO A HE PUCKYH Ha3BaTb 3TO OLLUMGKON.
Bruanmo, 310 cosHaTenbHOe pelueHne aBTopoB. Pa3 He yaanochk BbiAENUTb NaMsATb, UCNOMb3ys
malloc()/realloc(), To nycTb nporpamma nydiwe cpasdy ynagét. Hevero "6pbikatbeca”. Bce paBHo, ecnu
nporpaMmma NpoAomk1T paboTtaTbk, BPSA M YTO M3 3TOr0 XOpoLuero BblaeT. Ho He YyecTHO 3acunTtaThb
BblAaHHbIE aHann3aTopoM coobLLeHns 3a NoXHble cpabaTbiBaHNS. [103TOMY pacCMOTPUM, YTO HE
NMOHPaBWOCbL aHanM3aTopy.

Ana npumepa udyunum peanusaumio pyHkumm add() B knacce FastAttributeList:

void FastAttributelist::add(sal_Int32 nToken,
const sal Char* pvValue, size t nValuelLength )

maAttributeTokens.push _back( nToken );
sal Int32 nWritePosition = maAttributeValues.back();
maAttributeValues.push_back( maAttributeValues.back() +
nValueLength + 1 );
if (maAttributevalues.back() > mnChunkLength)
{
mnChunkLength = maAttributeValues.back();
mpChunk = (sal_Char *) realloc( mpChunk, mnChunkLength );
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}
strncpy(mpChunk + nWritePosition, pValue, nValuelength);

mpChunk[nWritePosition + nValuelength] = '\@';

MpeaynpexgeHue PVS-Studio: V701 realloc() possible leak: when realloc() fails in allocating memory,
original pointer 'mpChunk’ is lost. Consider assigning realloc() to a temporary pointer. fastattribs.cxx
88

(maBHasa Geaa 3TOro Koga B TOM, YTO HE NpoBepseTcsa pesynbTat paboTel yHKUmK realloc().
BesycnosHo, cuTyaLms, Koraa He ygacTtcs BblgenuTb NamMsTb BeCcbMa pefka. Ho npeacraBum - 31o
cnyuunocsk. Torga realloc() Bosspawaet NULL. [lanee BO3HUKHET aBapuiiHas cutyaums, korga
dyHKUMA strncpy() HaYHET KONMPOBATb AAaHHbIE HE MONMW Kyaa:

mpChunk = (sal_Char *) realloc( mpChunk, mnChunkLength );

}
strncpy(mpChunk + nWritePosition, pValue, nValuelLength);

Ho aHanusaTtopy He HpaButca gpyroe. NpegnonoXxmm, 4To ecTb Kakon-t1o o6paboTumk owmnbok. U
nporpamMmmMa npoAoSKUT CBOE BbINOSNIHeHME. BOT Tonbko Bo3HUKaeT memory leak. B nepemeHHyto
mpChunk 6yaeT 3anucaH 0, 1 ocBo60anTb NaMATb yXKe HEBO3MOXHO. [MOSACHIO 3TOT NaTTepH OWNBKN
4yyTb NnogpobHee. MHOrne He 3a4ymMbIBalOTCA M HEMPaBUIIbHO MCNONb3YHOT realloc().

PaccmoTpuM UCKyCcCTBEHHBIM NMpUMep Koaa:
char *p = (char *)malloc(10);

p = (char *)realloc(p, 10000);

Ecnun He ygacTcsa BblgenuTb NnaMaTb, TO nepeMeHHas 'p' byaet "ucnopyeHa". Tenepb HET HUKAKOM
BO3MOXHOCTWN 0CBOBOANTL NaMATb, yKasaTeNb Ha KOTOPY XpaHuncs B 'p'.

B Takom Bnge owmbka odyeBmaHa. Ho Ha npakTnke Takon kod BCTpevaeTcs AOCTAaTOYHO YacTo.
AHanusaTtop BbIOAET ewwé 8 npeaynpexaeHui Ha aTy TeMy, HO paccMaTpuBaTb UX CMbIcna HeT. Bece
paBHo LibreOffice cuntaet, 4to NamMaTb MOXHO BblOENNTb BCeraa.

OwunbKM B Nnoruke

BctpeTtnnock psag 3abaBHbIX owMBOK B ycnosusx. [puynHbl, BUAMMO, pasHble: HEBHUMATESbHOCTb,
oneyaTtku, HeJoOCTaTOYHOE 3HaHME A3blka.
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void ScPivotlLayoutTreelListData::PushDataFieldNames(....)

{
ééaéLabelData* pLabelData = mpParent->GetLabelData(nColumn);
if (pLabelData == NULL && pLabelData->maName.isEmpty())
continue;
} .

MpepynpexaeHune PVS-Studio: V522 Dereferencing of the null pointer '‘pLabelData’ might take place.
Check the logical condition. pivotlayouttreelistdata.cxx 157

Jlornyeckasn owmnbka B ycnosuu. Ecnn yKa3aTtelb HyJ'IeBOI7I, TO Mbl €r0 pa3blIMEHYEM. Kak 51 noHmMmato,
34ecCb cneaoBario ncnosb3oBaTb onepaTtop ||

AHanornyHasa owmbka:

void grabFocusFromLimitBox( OQueryController& _rController )

{
vcl: :Window* pWindow = VCLUnoHelper::GetWindow( xWindow );
if( pWindow || pWindow->HasChildPathFocus() )
{
pWindow->GrabFocusToDocument();
}
}
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MpenynpexaeHne PVS-Studio: V522 Dereferencing of the null pointer 'pWindow' might take place.
Check the logical condition. querycontroller.cxx 293

3necb HaobopoT, BmecTo '||' cnegosano Hanucatb '&&'.

Tenepb YyTb GoNee cnoxHoe ycrnosue:
enum SbxDataType {

SbXxEMPTY = 0,
SbxNULL = 1,

}s

void SbModule: :GetCodeCompleteDataFromParse(CodeCompleteDataCache& aCache)
{

if( (pSymDef->GetType() != SbxEMPTY) ||
(pSymDef->GetType() != SbxNULL) )

MpeaynpexaeHne PVS-Studio: V547 Expression is always true. Probably the '&&' operator should be
used here. sbxmod.cxx 1777

[ns npocToThl NepenuLly BolpaXeHue:

if (type !'= @ || type != 1)

Ycnosue Bcerga UCTUHHO.
[1Be NOXOXNX OLUMGKN MOXKHO HaWTK 30echb:

» V547 Expression is always true. Probably the '&&' operator should be used here. sbxmod.cxx
1785

» V547 Expression is always false. Probably the '||' operator should be used here.
xmistylesexporthelper.cxx 223

BCTpeTI/IJ'IOCb ABa MecCTa, rge ycnosue 4aBndaeTcA n36bITOYHbIM. A aymalo 3T1o OLUNGKN:

sal uIntl6 ScRange::ParseCols(....)
{

const sal Unicode* p = rStr.getStr();

case formula::FormulaGrammar::CONV_XL_R1C1:
if ((p[e] == 'C' || p[e] != 'c') &&
NULL !'= (p = lcl_rlcl_get_col(
p, rDetails, &aStart, &ignored )))
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MpepynpexaeHune PVS-Studio: V590 Consider inspecting the 'p[0] =="'C' || p[0] !='c" expression. The
expression is excessive or contains a misprint. address.cxx 1593

Ycnosue (p[0] =="'C' || p[0] !="c') moxHO cokpaTnTb 4o (p[0] !='c'). YBEpeH, 4To 3TO owmnbKa U
ycrosue JOmkHO 6bITb TakuMm: (p[0] =="'C' || p[0] =='C').

MaeHTnYHas owmnbKy MOXHO HaAWTW B 3TOM e dpainne YyTb HUXe:

» V590 Consider inspecting the 'p[0] =='R" || p[0] !="r" expression. The expression is excessive or
contains a misprint. address.cxx 1652

Moxanyn, k owmbkam B NOrMke MOXHO OTHECTU CUTyaumio, Koraa ykasaTesnb B Havane
pa3blMEHOBbLIBAETCS, @ MOTOM TOMbKO NPOBEPSIETCA Ha PAaBEHCTBO HYM0. JTO
BeCbMapacrnpocTpaHeHHasa owmnbka Bo Bcex nporpammax. O6blMHO OHa BO3HUKAET n3-3a

HEBHMMATESIbHOCTU B npouecce ped)aKTopMHra KoAaa.

TuvnuyHebIN NpUMep:

IMPL_LINK(....)
{

SystemWindow *pSysWin = pWindow->GetSystemWindow();
MenuBar *pMBar = pSysWin->GetMenuBar();
if ( pSysWin && pMBar )
{
AddMenuBarIcon( pSysWin, true );

MpepynpexgeHue PVS-Studio: V595 The 'pSysWin' pointer was utilized before it was verified against
nullptr. Check lines: 738, 739. updatecheckui.cxx 738

Ykaszatenb 'pSysWin' paseimeHoBbIBaeTcs B BblpaxeHumn 'pSysWin->GetMenuBar()'. 3atem oH
NpoBepPSETCA Ha PaBEHCTBO HYIHO.

Mpeanarato cospgaTtenam LibreOffice Takke o6paTntb BHMMaHMe BOT Ha 3T MecTa: LibreOffice-
V595.txt.

M nocnegHss, Ha aToT pa3 6onee 3anytaHHas cutyaums. Ecnm yctanu, To MOXHO NponycTUTb 3TO
mMecTo. PaccMoTpuM OBbIKHOBEHHO MepeyncrneHme:

enum BRC_Sides

{
WW8_TOP = ©, WW8 LEFT = 1, WW8_BOT = 2,
WW8_RIGHT = 3, WW8_BETW = 4
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}s

Ob6paTnTe BHUMaHUE, UMEHOBaHHbIE KOHCTAHTbl HE SIBMAKOTCA CTENEHbI0 ABONKN. OTO NPOCTO YMCna.
B Tom uncne tam ectb O.

A paboTatloT C 3TUMM KOHCTaHTaMu, Kak 6ByaTo oHM NpeAcTaBnAT cTeneHb ABOWMKW. lNblTatoTes no
Macke BblibpaTb M NPOBEPUTL OTAENbHbIE OUTHLI:

void SwWW8ImplReader: :Read Border(....)
{

if ((nBorder & WW8_ LEFT)==WW8 LEFT)
aBox.SetDistance(
(sal_ulIntl6)aInnerDist.Left(), BOX_LINE_LEFT );

if ((nBorder & WW8 TOP)==WW8_TOP)
aBox.SetDistance(
(sal_ulIntl6)aInnerDist.Top(), BOX_LINE_TOP );

if ((nBorder & WW8 RIGHT)==WW8 RIGHT)
aBox.SetDistance(
(sal_ulIntil6)aInnerDist.Right(), BOX_LINE_RIGHT );

if ((nBorder & WW8 BOT)==WW8 BOT)
aBox.SetDistance(
(sal_ulIntl6)aInnerDist.Bottom(), BOX_LINE_BOTTOM );

MpepynpexaeHue PVS-Studio: V616 The 'WW8_TOP' named constant with the value of 0 is used in
the bitwise operation. ww8par6.cxx 4742

OT0 HenpaBunbHble gencteusa. Hanpumep, ycnosue ((nBorder & WW8_TOP)==WW8_TOP) Bscerga
NCTUHHO. [Ing nosicHeHusa noactasnto vicna: ((nBorder & 0)==0).

HenpasunbHo cpaboTtaeT npoeepka n Ha WW8_LEFT, ecnu B nepemeHHon nBorder 6yaeT 3HayeHune
WW8_RIGHT, paBHoe 3. lNMoacTtaensem ((3 & 1) == 1). MNMonyyaeTtcs, yto WW8_RIGHT npumem 3a
WW8 _LEFT.

Ckenet B WKagy

AHanusaTop BpeMsi OT BpeMeHN obHapyXMBaeT aHoMarsbHble MecTa B kofe. OTo He owmnbku, a
XuUTpasi 3agymka. TporaTb UX CMbICNa HET, HO MOCMOTPETb MOXET ObITb MHTEPECHO. BOT oauH 13
TakuX Criyyaes, rae aHanMsaTopy He NnoHpaBurcs apryMeHT dpyHkumum free():

/* This operator is supposed to be unimplemented, but that now leads
* to compilation and/or linking errors with MSVC2008. (Don't know
* about MSVC2010.) As it can be left unimplemented just fine with

data:text/html;charset=utf-8,%3Cdiv%20class%3D %22item_title%22%20style%3D %22margin%3A%200px%3B%20padding%3A%200px%3B%20bord...  16/32


http://www.viva64.com/ru/d/0233/

11.04.2015 Mpoeepka npoekTa LibreOffice

* gcc, presumably it is never called. So do implement it then to
* avoid the compilation and/or linking errors, but make it crash
* intentionally if called.

*/
void SimpleReferenceObject::operator delete[](void * /* pPtr */)

{
free(NULL);

}

TexHnka 6e30nacHOCTU

Who's laughing at
the cow In the hardhat

AHanusaTtop BbISIBUN PS4 MOMEHTOB, KOTOpble AenatoT Kog nporpammbl onacHbiM. OnacHocTu
pa3HoobpasHbl MO CBOe NPUPOAE, HO S peLwwmnn Ux cobpaTb B OAMH pasgen.

void writeError( const char* errstr )

{
FILE* ferr = getErrorFile( 1 );
if ( ferr != NULL )

{
fprintf( ferr, errstr );

fflush( ferr );
}

MpepynpexaeHne PVS-Studio: V618 It's dangerous to call the 'fprintf' function in such a manner, as
the line being passed could contain format specification. The example of the safe code: printf("%s",
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str); unoapploader.c 405

Ecnu B cTpoke 'errstr' BCTpeTaTcs ynpasnsitowme cCUMBOSIbI, TO MPON30NTU MOXET BCE, YTO YrOAHO.
Mporpamma MOXeT ynacTb, MOXeT 3anucaTb B pain Mycop Unn Npon3onagT Yto-To ewé

(nogpobHocTn).

MpaBunbHO GyaeT HanucaTb Tak:

fprintf( ferr, "%s", errstr );

Eweé pgBa mecTa, rae HenpasuibHO ncnonbayeTtcs gyHkumna printf():

o climaker_app.cxx 261
e climaker_app.cxx 313

Tenepb Npo onacHoe ucnonb3oBaHMe dynamic_cast.

virtual ~LazyFieldmarkDeleter()
{

dynamic_cast<Fieldmark&>
(*m_pFieldmark.get()).ReleaseDoc(m_pDoc);

MpeapynpexaeHune PVS-Studio: V509 The 'dynamic_cast<T&>' operator should be located inside the
try..catch block, as it could potentially generate an exception. Raising exception inside the destructor
is illegal. docbm.cxx 846

Mpwn paboTe ¢ ccobinkamun, ecnu npeobpasoBaHMe HEBO3MOXHO BbINOMHUTL, onepatop dynamic_cast
reHepupyeT ucknoyeHme std::bad_cast.

Ecnu B nporpammMe BO3HUKaET UCKIIOYEHUE, HAYMHAETCHA CBEpPThIBAHNE CTeKa, B XO4e KOTOPOro
0ObeKTbl paspyLlaloTcs NyTeM Bbi30Ba AeCTPYKTOPOB. Ecnn aectpyktop obbekTa, paspyLiaeMoro npu
CBepTbiBaHUU CTeka, bpocaeT ele 0AHO UCKMYEeHUe, U 3TO UCKINI0YEHME NMOKMAaeT AeCTPYKTop,
6ubnuoteka C++ HemeaneHHO aBapuUNHO 3aBepLuaeT nporpammy, BbidbiBas yHkumMio terminate(). A3
3TOro cCrefyeT, YTO OECTPYKTOPbI HUKOTA4A HEe AOMMKHbI pacnpoCcTpaHATb UCKNoYeHMs. NcknoveHme,
OpoLLeHHOe BHYTPU AeCTpyKTopa, AOMKHO BbiTb 06paboTaHO BHYTPUM TOrO e AeCTpyKTopa.

Mo aTon e NpuyMHe OnacHoO B AeCTPYKTOPbI Bbi3blBaTb OnepaTop hew. OTOT onepaTop Npu HexBaTke
namaTn creHepupyeT ucknoveHme std::bad_alloc. Xopowwmm ToHoOM 6yaet o6epHyTb ero B 6ok try-
catch.

lNpumep onacHoro koaa:

WinMtfOutput: :~WinMtfOutput()

{
mpGDIMetaFile->AddAction( new MetaPopAction() );

DR

data:text/html;charset=utf-8,%3Cdiv%20class%3D %22item_title%22%20style%3D %22margin%3A%200px%3B%20padding%3A%200px%3B%20bord...  18/32


http://www.viva64.com/ru/d/0098/
http://www.viva64.com/ru/b/0129/
https://ru.wikipedia.org/wiki/Dynamic_cast

11.04.2015 Mpoeepka npoekTa LibreOffice
MpepynpexgeHua PVS-Studio: V509 The 'new' operator should be located inside the try..catch block,
as it could potentially generate an exception. Raising exception inside the destructor is illegal.
winmtf.cxx 852

I'Ipoqme onacHble AENCTBUS B OECTPYKTOpE:

» V509 The 'dynamic_cast<T&>' operator should be located inside the try..catch block, as it could
potentially generate an exception. Raising exception inside the destructor is illegal. ndtxt.cxx
4886

» V509 The 'new' operator should be located inside the try..catch block, as it could potentially
generate an exception. Raising exception inside the destructor is illegal. export.cxx 279

» V509 The 'new' operator should be located inside the try..catch block, as it could potentially
generate an exception. Raising exception inside the destructor is illegal. getfilenamewrapper.cxx
73

» V509 The 'new' operator should be located inside the try..catch block, as it could potentially
generate an exception. Raising exception inside the destructor is illegal. e3dsceneupdater.cxx 80

» V509 The 'new' operator should be located inside the try..catch block, as it could potentially
generate an exception. Raising exception inside the destructor is illegal. accmap.cxx 1683

« V509 The 'new' operator should be located inside the try..catch block, as it could potentially
generate an exception. Raising exception inside the destructor is illegal. frmtool.cxx 938

Kctatn, pas nowna peys Npo operator new, To 0TMeYy ONacHOCTb BOT TaKoro Koaa:

extern "C" oslFileHandle

SAL_CALL osl_createFileHandleFromOSHandle(
HANDLE hFile,
sal uInt32 uFlags)

if ( !IsValidHandle(hFile) )
return 0; // EINVAL

FileHandle Impl * pImpl = new FileHandle Impl(hFile);
if (pImpl == 9)
{

// cleanup and fail

(void) ::CloseHandle(hFile);

return 0; // ENOMEM

MpepynpexaeHne PVS-Studio: V668 There is no sense in testing the 'pImpl' pointer against null, as
the memory was allocated using the 'new' operator. The exception will be generated in the case of
memory allocation error. file.cxx 663

OnepaTtop 'new' Npu HexBaTke NamMaTN reHepupyeT UcknoveHne. Taum obpas3om, NpoBepsiTb
ykasaTenb, KOTOPbI BEPHYN onepaTtop He umeeT cMmbicna. OH Bcerga He paseH 0. [Npu HexBaTke
namsaTn He ByaeT Bbi3BaHa yHkums CloseHandle():
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FileHandle Impl * pImpl = new FileHandle_Impl(hFile);
if (pImpl == 0)
{

// cleanup and fail

(void) ::CloseHandle(hFile);

return 0; // ENOMEM

A mory owmbaTbcs. A He 3Hato npoekT LibreOffice. BoamoxHO pa3paboTymku MCNOMb3YT
crneunanbHbI BapnaHT 6ubnuoTek, B KOTOPLIX onepaTop 'New' He KuaaeT UCKNYeHne, a
Bo3BpaLuaeT nullptr. Ecnu aT0 Tak, To npowy npocTo He obpallaTe BHUMaHUe Ha npeaynpexaeHus ¢
HoMmepoMm V668. NX MOXHO OTKITOUMTL, YTOObI OHM HE MeLLanuchb.

Ecnu onepaTop new kngaet UCKoYeHne, TO peKoOMeHAy NpoCcMoTpeTb cnegyowume 126
coobueHun:LibreOffice-V668.txt.

Cnepytouwias onacHOCTb KpoeTcs B peanuaaumm ogHon n3 gyHkumin DIIMain:

BOOL WINAPI D11Main( HINSTANCE hinstDLL,
DWORD fdwReason, LPVOID lpvReserved )

CreateThread( NULL, @, ParentMonitorThreadProc,
(LPVOID)dwParentProcessId, 0, &dwThreadId );

MpeaynpexaeHne PVS-Studio: V718 The 'CreateThread' function should not be called from 'DIIMain’
function. dllentry.c 308

BHyTpu dyHkumm DIIMain() Henb3sa Bbi3biBaTb MHOMME (PYHKUMW, TaK KaK 3TO MOXET NPUBECTU K
3aBUCaHUIO NMPUNOXEHUSA NN UHBIM owmnbkamM. IMEHHO K TakuM (PYHKLUMSAM OTHOCUTCA
CreateThread().

Cutyauus c DlIMain xopowo onucaHa B ctatbe Ha cante MSDN: Dynamic-Link Library Best
Practices.

OTOT KOO MOXET pa60TaTb, HO OH onaceH n KOI'LI,a-HVI6yLI,b MOXEeT NoaABECTU.

Bctpetunack cutyauus, rae doyHkums wesnepy() MOXeT NpUBECTU K nepenonHenunto bydepa:

typedef struct {

WCHAR wszTitle[MAX_COLUMN_NAME_LEN];
WCHAR wszDescription[MAX_ COLUMN DESC_LEN];
} SHCOLUMNINFO, *LPSHCOLUMNINFO;

HRESULT STDMETHODCALLTYPE CColumnInfo::GetColumnInfo(
DWORD dwIndex, SHCOLUMNINFO *psci)
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{
wcsnepy (psci->wszTitle,
ColumnInfoTable[dwIndex].wszTitle,
(sizeof(psci->wszTitle) - 1));
return S_OK;
}

MpepynpexaeHune PVS-Studio: V512 A call of the 'wesncpy' function will lead to overflow of the buffer
'psci->wszTitle'. columninfo.cxx 129

BbipaxeHue (sizeof(psci->wszTitle) - 1) HeBepHO. 3abbInn NoAenuTb Ha pa3mep OAHOro CMMBONA:

(sizeof(psci->wszTitle) / sizeof(psci->wszTitle[0]) - 1)

MocnegHwin TMN OWNGKK, KOTOPBIN Mbl PACCMOTPUM B 3TOM pasaene, aBnatTca HepaboTawlwme
BbI30Bbl PyHKUNN memset(). Mpumep:

static void __rtl _digest_updateMD2 (DigestContextMD2 *ctx)
{

sal_ulInt32 state[48];

memset (state, 0, 48 * sizeof(sal ulnt32));

MpepynpexaeHue PVS-Studio: V597 The compiler could delete the 'memset' function call, which is
used to flush 'state' buffer. The RtISecureZeroMemory() function should be used to erase the private
data. digest.cxx 337

£ y>xe MHOro pas nucan nNpo 3ToT BUA ownbkn. Moatomy onuuly eé GykBanbHO Napon cros, a
NoAPOBHOCT MOXHO y3HaTh, Nepeinas no NpeanoXXeHHbIM CCbinkam.

KomnunsaTtop B npase yganuTb BbI30B (PyHKUMM memset(), ecnun nocrne eé Bbi3oBa 06HYNEHHas
namMsaTb HUKAK He ucnonb3yeTcs. IMeHHO 31O 34ech 1 Npou3onaéT. B pesynbTate B namMaTu
OCTaHYTCS Kakne-To NpuBaTHbIE AaHHbIE.

MogpobHocTY:

1. V597. The compiler could delete the 'memset' function call, which is used to flush 'Foo' buffer.

2. lNepes3anucbiBaTb NamMaATh - 3a4eM?

3. Zero and forget -- caveats of zeroing memory in C

Mpoune mecTa, rge He YNCTATCA NnpmBaTHble AaHHble: LibreOffice-V597.ixt.

Bcakoe pa3Hoe

Guess: :Guess()
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{
language_str = DEFAULT_LANGUAGE;
country_str = DEFAULT_COUNTRY,
encoding_str = DEFAULT_ENCODING;
}
Guess::Guess(const char * guess_str)
{
Guess();
}

MpeaynpexaeHne PVS-Studio: V603 The object was created but it is not being used. If you wish to
call constructor, 'this->Guess::Guess(....)"' should be used. guess.cxx 56

MporpaMmmuCT, HaNUcaBLWKA 3TOT KOA, HEQOCTAaTOYHO XOPOLLIO 3HAEeT A3blk Cu++. OH XOTen BbI3blBaTb
OAVH KOHCTPYKTOp 13 gpyroro. Ho, Ha camom gene, OH co3fan BPpeMEHHbIN HEMMEHOBAHHbIN OO bEKT.
M3-3a owmMbKMN HEKOTOpPbIE MOMA Kflacca Tak OCTalTCA HEUHMLUMANN3NpoBaHHbIMU. [oopobHocTu.

Ewé oamH HeyaayHbIn KOHCTPYKTOP: camera3d.cxx 46

sal uInt32 readIdent(....)

{
size t nItems = rStrings.size();
const sal Char** pStrings = new const sal_Char*[ nItems+1l ];
delete pStrings;
return nRet;
}

MpepynpexgeHue PVS-Studio: V611 The memory was allocated using 'new T[]' operator but was
released using the 'delete’ operator. Consider inspecting this code. It's probably better to use 'delete
[ pStrings;'. profile.hxx 103

MpaBunbHO 6yaeT: delete [] pStrings;.
Ewé ogHo npeaynpexaeHne npo HenpasuibHOE 0CBOOOXAEHME NaMSATH:

» V611 The memory was allocated using 'new T[]' operator but was released using the 'delete’
operator. Consider inspecting this code. It's probably better to use 'delete [] pStrings;'. profile.hxx
134

static const int kConventionShift = 16;
static const int kFlagMask = ~((~int(@)) << kConventionShift);

MpeanynpexaeHne PVS-Studio: V610 Undefined behavior. Check the shift operator '<<'. The left
operand '(~int (0))' is negative. grammar.hxx 56

MmeeT mecTo HeonpenenéHHoe nosBefeHne n3-3a casura otpuuatenbHOro 3HadeHns (noapobHoctu).
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sal Int32 GetMRest() const {return m_nRest;}

OUString LwpBulletStyleMgr::RegisterBulletStyle(....)
{

if (pIndent->GetMRest() > ©.001)

MpeapynpexaeHune PVS-Studio: V674 The '0.001' literal of the 'double’ type is compared to a value of
the 'long' type. Consider inspecting the 'pIndent->GetMRest() > 0.001' expression.
lwpbulletstylemgr.cxx 177

UTo-TO 3gech He Tak. HeT cmbicna cpaBHUBaTL LenoyncneHHoe 3HadveHme ¢ 0.001.

HeI'IpVIFITHaFI nytaHuua ¢ TMnomMm Bo3BpallaemMoro s3Ha4eHus:

BOOL SHGetSpecialFolderPath(
HWND hwndOwner,
_Out_  LPTSTR lpszPath,
_In_ int csidl,
_In_ BOOL fCreate

)

#define FAILED(hr) (((HRESULT)(hr)) < @)

OUString UpdateCheckConfig: :getDesktopDirectory()
{

if( ! FAILED( SHGetSpecialFolderPathW( .... ) ) )

MpepynpexaeHne PVS-Studio: V716 Suspicious type conversion: BOOL -> HRESULT.
updatecheckconfig.cxx 193

Mporpammuct pewwmn, yto SHGetSpecialFolderPath() BosspawaeT Tvun HRESULT. Ho, Ha camom
aene, @yHkuma Bosspalwtaet BOOL. Ytobbl ncnpasutb kog, cnegyet ybpaTb M3 YCNoBUS Makpoc
FAILED.

Eweé ogHa takasa owwubka: updatecheckconfig.cxx 222

A BOT 3aecb HaobopoT He xBaTaeT makpoca FAILED. Tak npoBepaTb ctaTyc Tuina HRESULT Henb3as:

bool Uniscribelayout::LayoutText( ImplLayoutArgs& rArgs )
{

HRESULT nRC = ScriptItemize(....);
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if( !'nRC ) // break loop when everything is correctly itemized
break;

MpepynpexgeHue PVS-Studio: V545 Such conditional expression of 'if' operator is incorrect for the
HRESULT type value 'nRC'. The SUCCEEDED or FAILED macro should be used instead.
winlayout.cxx 1115

Oymato, 3gech criegyeT 3aMeHUTb 3ansiTy0 Ha TOYKY C 3ansToiA:

void Reader::ClearTemplate()

{
if( pTemplate )
{
if( @ == pTemplate->release() )
delete pTemplate,
pTemplate = 0;
}
}

MpepynpexaeHne PVS-Studio: V626 Consider checking for misprints. It's possible that',' should be
replaced by ';'. shellio.cxx 549

HeMHTepeCHaFI MenoYb:

void TabBar::ImplInit( WinBits nWinStyle )
{

mbMirrored = false;
mbMirrored = false;

MpepynpexaeHne PVS-Studio: V519 The 'mbMirrored' variable is assigned values twice
successively. Perhaps this is a mistake. Check lines: 415, 416. tabbar.cxx 416

W 3peck ewé: V519 The 'aParam.mpPreviewFontSet' variable is assigned values twice successively.
Perhaps this is a mistake. Check lines: 4561, 4562. output2.cxx 4562

Hel'lpaBMJ'leO Marmyeckasi KoHcTaHTa, obo3HavatoLas ONNHY CTPOKU:

static bool CallRsc2(....)

{
if( !'rsc_strnicmp( ...., "-fp=", 4 ) ||
Irsc_strnicmp( ...., "-fo=", 4 ) ||
Irsc_strnicmp( ...., "-presponse”, 9 ) || = <<<<----
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Irsc_strnicmp( ...., "-rc", 3 ) ||
Irsc_stricmp( ...., "-+" ) ||
Irsc_striecmp( ...., "-br" ) ||
Irsc_stricmp( ...., "-bz" ) ||
Irsc_stricmp( ...., "-r" ) ||
(-t d= kL))

MpepynpexaeHne PVS-Studio: V666 Consider inspecting third argument of the function

'rsc_strnicmp'. It is possible that the value does not correspond with the length of a string which was

passed with the second argument. start.cxx 179
OnuHa ctpokun "-presponse” 10, a He 9 CUMBONOB.

CtpaHHbIn 'break’ BHyTpy unkna:

OUString getExtensionFolder(....)
{

while (xResultSet->next())
{

title = Reference<sdbc: :XRow>(
XResultSet, UNO_QUERY_THROW )->getString(1l /* Title */ ) ;
break;

}

return title;

MpepynpexaeHue PVS-Studio: V612 An unconditional 'break’ within a loop. dp_manager.cxx 100
EWEé Tpn cTpaHHbIX Lukna:

* V612 An unconditional 'break’ within a loop. svdfppt.cxx 3260
* V612 An unconditional 'break’ within a loop. svdfppt.cxx 3311
« V612 An unconditional 'break’ within a loop. personalization.cxx 454

ManosepomHoe pa3biMeHOBaHWe HYIeBOoro yka3aTtena:

BSTR PromptNew(long hWnd)
{

ADOConnection* piTmpConnection = NULL;
::ColInitialize( NULL );
hr = CoCreateInstance(

CLSID DatalLinks,
NULL,
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CLSCTX_INPROC_SERVER,
ITD IDataSourcelLocator,
(void**)&d1lPrompt
)
if( FAILED( hr ) )
{
piTmpConnection->Release();
dlPrompt->Release( );
return connstr;

MpepynpexaeHune PVS-Studio: V522 Dereferencing of the null pointer '‘piTmpConnection' might take
place. adodatalinks.cxx 84

Ecnv Bopyr oyHkumnsa CoCreatelnstance() BepHET cTtaTyc oMbk, To NPON30MAET pasbiMeHOBaHNE
ykasatensa 'piTmpConnection' kotopbin paseH NULL.

MunKpoonTMMM3aLumu

Cratnyecknin aHannsaTop HWU B KOen Mepe He MOXeT BblTb 3aMeHON MHCTPYMEHTaMm
npogunupoBaHus. Tonbko NPOoUNNPOBLLMK MOXET NokasaTtb, rge CToMT ONTUMMU3NPOBAaTbL Bally
nporpammy.

Tem He MeHee cTaTU4YecKui aHann3aTop MOXEeT rnokasaTb MecTa B KOAE, KOTOPbIE MOXHO F1erko
ynyywunTb. He ob6s3aTtensHO, YTO OT aTOoro nporpamma dyaet paboTtaTb ObicTpee. HO Xyxe TOYHO He
OyneT. MNMoxanyn, peyb MAET CKOpee O XOPOLLUEM CTUIE KOANPOBAHUS.

MocmoTpum, Kakne pekomeHgauum Bbligaét PVS-Studio kacatenbHO MUKpPOONTUMNU3ALUNA.

[epenaya 06EKTOB MO CChbIIKE

Ecnun o6bekT, nepeaaHHbIn B yHKUUIO HE M3MEHSAETCS, TO 3CTETMYHO ByaeT nepedatb €ro no
CCbIfike, a He 3HaveHuto. KoHe4YHOo, 3To OTHOCKTCS He KO BceM obbekTtam. OgHako, ecnu, Hanpumenp,
Mbl UMEEM [efl0 CO CTPOKaMU, TO HET CMbICIa 3ps BblAENATb NaMATb M KONMPOBATb COAEPXKMMOE
CTPOKWN.

data:text/html;charset=utf-8,%3Cdiv%20class%3D %22item_title%22%20style%3D %22margin%3A%200px%3B%20padding%3A%200px%3B%20bord...  26/32



11.04.2015 Mpoeepka npoekTa LibreOffice

Perhaps it would be
easier using mice?

\\sﬂ--*

Mpumep:

string getexe(string exename, bool maybeempty) {
char* cmdbuf;
size t cmdlen;
_dupenv_s(&cmdbuf, &cmdlen, exename.c_str());
if(!cmdbuf) {
if (maybeempty) {
return string();
}
cout << "Error
"Did you forget to source the environment?" << endl;
exit(1);
}
string command(cmdbuf);
free(cmdbuf);
return command;

<< exename << not defined.

Ob6bekKT 'exename' cnonb3yeTcs TOMbKO AN YteHus. NoaTtomy aHanmsaTop
coobuiaeT: V813 Decreased performance. The 'exename' argument should probably be rendered as
a constant reference. wrapper.cxx 18

O6baBneHe PYHKUNU MOXHO M3MEHUTL CleayroLnm obpasom:

string getexe(const string &exename, bool maybeempty)
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Mepegayva cnoxHbIX 06BHEKTOB MO KOHCTAHTHOW CCbifike 00bI4YHO Bonee achdekTMBHA 1 NO3BONAET
n3bexatb Nnpobnemsbl "cpeskn”. [na Tex, KTo HeJoCTaTOYHO XOPOLLO NOHMMAET CyTb, Npeanarat
"

obpatntbea k 20 npasuny "lMpegnoynTanTe nepegady no ccbifike Ha const nepegaye no 3HaveHuto'
N3 KHUTW:

Manepc C. "OddektnBHoe ncnonb3osaHme C++. 55 BepHbIX CNOCOB0OB yny4LllnTb CTPYKTYPY U KOA
Bawwmx nporpamm"” - M.: MK [Mpecc, 2006. - 300 c.: un. ISBN 5-94074-304-8

Ewé ogHom poacteeHHoM guarHoctukom siensietced V801. Beero, aHanmsaTtop Bblgan 465
npeaynpexneHui, rge Ha ero B3rnsag MOXHoO nepegaBaTtb 06bekT no cebinke: LibreOffice-V801-
V813.txt.

icnonb3oBaHWe NpednKCHOro MHKPEMEHTA

[na ntepaTtopoB onepauus npedmnKCHOro MHKpeMeHTa HemHoro 6eicTpee. bonee nogpo6bHo Npo aTo
MOXHO NpouunTaTh B "[1paBuno 6. Pasnuyante npeduKcHyo oopmMy onepaTopoB UHKPEMEHTa U
aekpemeHTa" U3 KHUru:

Mewnepc C. Hanbonee ahdpektnHoe ncnono3opaHme C++. 35 HOBbIX pekoMeHAaunn No yny4yeHuto
Bawwmx nporpamMmm u npoektos: Nep. ¢ aHrn. - M.: AMK lMpecc, 2000. - 304 c.: un. (Cepus "Onga
nporpammucTtoB"). ISBN 5-94074-033-2. bbK 32.973.26-018.1.

PekomeHaauusa MoxeT nokasatbCa HaAyMaHHOM U, YTO Ha Npaktuke mexay 'A++'n '++A' Hukakon
pasHuLbl HET. A N3y4nn 3TOT BOMNPOC, MPOBEN 3KCNEPUMEHTbI U CYMTAID, YTO 3Ty PEKOMeHAaLumio

crnegyeTt NpUMeHATb (nogpobHocTu).

Mpumep kopa:

typename InterfaceMap::iterator find(const key &rKey) const

{

typename InterfaceMap::iterator iter = m_pMap->begin();
typename InterfaceMap::iterator end = m_pMap->end();

while( iter != end )
{
equalImpl equal;
if( equal( iter->first, rKey ) )
break;
iter++;
}

return iter;

MpepynpexaeHne PVS_Studio: V803 Decreased performance. In case 'iter' is iterator it's more
effective to use prefix form of increment. Replace iterator++ with ++iterator. interfacecontainer.h 405

BbipaxeHue "iter++" ctouT 3ameHnTb Ha "++iter". He 3Hato, nocunTatoT nu paspaboTynkn
paumoHanbHbIM NOTPaTUTb HA 3TO Bpems. Ecnu peluar, 4to cTOUT NonpaenTb, TO BOT ewé 257 MecT,

rae MOXHO 3aMeHUTb NOCTAPMUKCHBIN MHKPEMEHT Ha npedukcHbin: Libre Office-V803.txt.
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[1poBepKa, YTO CTPOKa NycTas

UT06bI y3HaTL, YTO CTPOKa NycTas, HeobA3aTenbHO BblYUCAATL €€ AnuHy. MNpumep HeadpdekTMBHOro
koAaa:

BOOL GetMsiProp(....)
{

char* buff = reinterpret_cast<char*>( malloc( nbytes ) );

return ( strlen(buff) > @ );

MpepynpexaeHune PVS-Studio: V805 Decreased performance. It is inefficient to identify an empty
string by using 'strlen(str) > 0' construct. A more efficient way is to check: str[0] !="\0". sellang.cxx 49

HeadhpeKkTMBHOCTb B TOM, YTO HYXXHO nepebpaTb BCE CMMBOJSIbI B CTPOKE, NOKa He
BCTPETUTCATEPMUHATBHbLIA HOMMb. HO 4OCTAaTOYHO NPOBEPUTL TONBKO OAMH BanT:

return buff[e] != '\@';

Takon kog He O4YeHb Kpacus, MNO3TOMY ny4Lle 6y,1:|,eT 3aBeCTu crneunarnbHyrO q)yHKLl,I/I}OZ

inline bool IsEmptyStr(const char *s)

{
return s == nullptr || s[@] == "\@"';

30ecb nosBUnach NULLHASA NPOBEPKa Ha paBEHCTBA ykasaTenst Hynto. MHe 3To He 04eHb HpPaBUTCA U
MOXHO nogymatb Hag ApYrMMmu BapuaHTamu. Ho Bcé paBHO, aTa yHKumnsa byaeT paboTaTb GbicTpee
yem strlen().

Opyrne HeadhdekTnBHbIE NpoBepkn: LibreOffice-V805.txt.

[1pouee

EcTb eLé HecKoNbKo NpeaynpexaeHnn aHannaatopa, KoTopble MOryT nokasaTbCs
nHTepecHbimu:LibreOffice-V804 V811.txt.

KonnyecTBo NOXHbIX cpabaTbiBaHWM

B ctatbe a1 ynomsaHyn 240 npeaynpexneHnn, KoTopble MHE nokasanucb MHTepeCcHbIMU. Becero
aHanuaaTtop Bbigan okono 1500 npeaynpexaeHun obwero nnaHa (GA) 1 n 2 ypoBHS. OTO 3HAUNT,
YTO aHanM3aTop BbIOAET MHOIO NOXHbIX cpabaTtbiBaHM? HeT. BonbLMHCTBO NpeaynpexaeHnn
BNOJIHE NO Aeny, HO FOBOPUTb MPO HUX B CTaTb€ HET HUKAKOro CMbICna.
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BpeMﬂ OT BPEMEHU Mbl Nony4aem OT Hallnx nonb3oBaTenien NoNoXNTENbHbIE OT3bIBLI, B KOTOPbIX OHU

roopsaT: "AHanm3atop PVS-Studio BbigaéT Mano noxHbix cpabaTtbiBaHWIA, YTO 04YeHb YA06HO". Mbl

TOXE CYUMTaeM, YTO JIOXKHbIX cpabaTbiBaHMI Mano. Ho kak e Tak? B ctaTbe pacckasaHo Tonbko o 16%

coobuieHnin. Yto BCcE octanbHoe? OTO NoxHble cpabaTtbiBaHNA?

KoHeuHo, ecTb NnoxHble cpabaTtbiBaHms. OT 3TOro HUKyaa He AeHelwbces. [Ina ux nogasBneHns ectb

psamexannamoB. OgHako, 6onbluas YacTb NpeaynpeXxaeHuin XoTs U He BbiSiBUINO ownbKy, HO ykasana

Ha koA, KOTOpPbIA MS1I0X0 NaxHeT. NMonpobyto NOSICHUTL Ha NpuMepax.

AHanusaTtop Bblgan 206 npeaynpexageHun V690 o ToM, YTO B Knacce peanu3oBaH KOHCTPYKTOP
KONMPOBaHWSA, HO HE peanu3oBaH onepaTop npucsavMBaHnda. BoT oaMH U3 Takux KNaccos:

class RegistryTypeReader

{
public:

inline RegistryTypeReader(const RegistryTypeReader& toCopy);
s
inline RegistryTypeReader::RegistryTypeReader(const RegistryTypeReader& toCopy)
m_pApi(toCopy.m_pApi)

, m_hImpl(toCopy.m _hImpl)
{ m_pApi->acquire(m_hImpl); }

C 601nbLUON BEPOATHOCTLIO HMKaKon owmnbkn HeT. Ckopee Bcero, operator = He CNonb3yeTcs BO BCEX

206 knaccax. A Bapyr ucrnonesyetcsa?
3pecb nporpaMMuUCTy Hago caenaTb BbIGop.

Ecnn oH cunTaeT, 4To KO onaceH, TO OH JOMMKEH peanu3oBaTb onepaTop npuceaMBaHna Unm
3anpeTuTb ero. Ecnun Ha ero B3rna4 onacHOCTU HET, TO OH MOXET OTKITUMTb AnarHocTuky V690, un
CMMCOK NOAO3pUTENbHBIX MECT cpa3y noxyaeeT Ha 206 npenynpexoeHun.

Opyron npumep. PaHee B cTaTbe ynomuHancs crneayowmi nogo3puTesibHbi (oparMeHT:

if( pInit )
AddMap( pInit );

if( pInit )
AddMap( pInit2 );

OH BbigBNEH ¢ nomowbio anarHoctukmn V581. Ho, ecnu 4ecTHo, a1 cmoTpen npegynpexaeHus V581
OYeHb MOBEPXHOCTHO M MOT YTO-TO NPONYCTUTb. [leno B ToM, 4To ux ewé 70 wryk. 1 aHanusaTop He
BuHoBaT. OTKyaa emy 3HaTb, 3a4eM nucaTtb BOT TakK:

static bool 1lcl parseDate(....)
{

bool bSuccess = true;
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DR

if (bSuccess)
{

++nPos;

if (bSuccess)

{

bSuccess =
readDateTimeComponent(string, nPos, nDay, 2, true);

[Ba pasa nposepsieTtcs 'bSuccess'. Bapyr BTopon pas cnegyeTt npoBepuUTb APYryto NnepemMeHHy?

Uto genatb ¢ Takumu 70 npenynpexgeHUsimm BHOBb JOMKEH peLmnTb nporpaMmucT. Ecnv oH niobut
AenaTtb HECKONMbKO O4MHAKOBbIX MPOBEPOK, YTOObLI BblAENUTL Kakme-To riormdeckme 6rnoku, To
aHanmMsaTop KOHEeYHOo He npa.. HyxHO oTknounTb gnarHoctnky V581 n cpasy ucuesHyt 70
npegynpexaeHunin.

Ecnu nporpaMmucT He CTonb yBEPEH B cebe, To eMy NPpUAETCA YTO-TO NpeanpuHaTb. MoxHO
oTpedakTopuTb KoA:

static bool 1lcl parseDate(....)

{
bool bSuccess = true;
if (bSuccess)
{
++nPos;
bSuccess =
readDateTimeComponent(string, nPos, nDay, 2, true);
¥

Camoe rnaBHoe, YTo HeT cepbe3Hol NpobnemMsbl ¢ NoXHbIMK cpabaTbiBaHUAMU. Ecnn yenoseky
rpynna npegynpexaeHuin kaxeTcst 6eCCMbICNIEHHON AN ero NPoeKTa, OH NPOCTO OTKMYAET UX U
OYeHb CUIbHO COKpaLLaeT KONMYeCTBO NpeaynpexaeHuii, KoTopoe emy criegyeT ndydaTb. Ecnu, Ha
ero B3rnsAg, kog criegyeT NOCMOTPEeTb M NONpPaBUTb, TO 3TO HUKaKNE He NOXHble cpabaTbiBaHus, a
camble HacTosiLLNE MoresHble NpeaynpexaeHus.

Mpumeyanmne. MoXxHO HayaTb MCNOMb30BaTh aHANM3aToOpP, HE NPOCMATPUBAA COTHU UM ThICAYN
npeaynpexaeHnin. MoxHO BOCnonNb30BaTbCA HOBbIM MEXaHU3MOM pa3mMeTkn coobuleHui. Hago

CKPbITb BCE NpeaynpexaeHns, KoTopble eCTb U CMOTPETb TOMbKO Ha coobLeHuns, kKoTopble ByayT
NosIBNAIOTCS B HOBOM Kofe. A K oumbkam B CTapoM Kofe MOXHO byaeT BepHyTbCs B bonee

cBobOaHbIN OT CPOYHbIX Aes1 MOMEHT BPEMEHMN.

3aK/Iro4YeHne

data:text/html;charset=utf-8,%3Cdiv%20class%3D %22item_title%22%20style%3D %22margin%3A%200px%3B%20padding%3A%200px%3B%20bord...  31/32


http://www.viva64.com/ru/d/0345/

11.04.2015 Mpoeepka npoekTa LibreOffice

XoTs Kak Bcerga B MOen cTtaTbe nepedncrieHa macca ownbok, Hego4yeToB U nsinoB., kog LibreOffice
BeCbMa KayeCTBeHHbIN. [Ja n perynsapHoe ncnons3oBaHne Coverity roBoOpuT 0 cepbE3HOM Noaxoae K
paspaboTke. [Ina npoekta Takoro o6béma owmbok Becbma maro.

Uto X0Ten ckasaTb aToM cTathén? [a B obuwem To Hudero. HemHoro peknambl 1 He 6onee Toro.

Mcnonb3ynte ctatnyeckun aHanuaatop PVS-Studio perynapHo n bygete HaxoguTb MHOXECTBO NANOB
Ha caMbIX paHHUX 3Tanax.

Well that’s
me detoxed!

A nopobeH KopoBe Ha nocnefHen kaptTuHke. MNpuwén, HaBanun Kyyy ownbok n ybexxan. A aBTopam
LibreOffice nx tenepb pasrpebatsb. [powy npowieHmns. Y TakoBa mosi paboTa.
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