CSEC515/Fall 2017


Date: 04/12/2017
HW8 (5 pts.) 
Requirements:
· A Windows virtual machine 
· Recommended textbook: "Practical Malware Analysis"
· Get the lab files here: https://practicalmalwareanalysis.com/labs/
· This homework uses the files Lab07-01.exe, Lab07-02.exe, Lab07-03.dll and Lab07-03.exe.
· Follow the instructions for each question, paste the images respectively IN THIS FILE, save it as "HW8.
· Deadline: 10/12/2017 23:59
· YOU MUST SUBMIT WHOLE-DESKTOP IMAGES TO GET FULL CREDIT!

1. This question is related to Lab07-01.exe. (5 images)

1.1. [bookmark: __DdeLink__243_1968092045]Examine the imported function list. 
1.2. Slekfnsekglsdklg
1.3. semgsşdgmse
1.4. skdgjmsdgk
1.5. [image: ]klsdnfgkdf
1.6. lksdngkf
1.7. kşsdmgbm
1.8. skdgkdf
1.9. skldgjksdg
1.10. jsdnv
1.11. jbsdgv
1.12. [bookmark: __DdeLink__243_1968092045]sjdnvsd
1.13. 

1.13.1. Find the functions creating a service to ensure that it will run when the computer is restarted. Save it as a screen capture.

*0000000000000**PASTE IMAGE HERE***


[image: ]

1.14. Examine the imported function list. 
1.15. Slekfnsekglsdklg
1.16. semgsşdgmse
1.17. skdgjmsdgk
1.18. [image: ]klsdnfgkdf
1.19. lksdngkf
1.20. kşsdmgbm
1.21. skdgkdf
1.22. skldgjksdg
1.23. jsdnv
1.24. jbsdgv
1.25. sjdnvsd

1.25.1. Fill in the blanks according to the above image.
· Function 1: ____GetCurrentProcess______________.
· Function 2: ____GetModuleFileNameA______________.
· Function 3: ____CreateServiceA______________.


1.25.2. Find the functions that might connect to a URL in order to download content. Save it as a screen capture.
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push esi orMessagefont, 0040303
push  offset Name  ; "HGLSLS" tncpy 00403000
push 8 : bInitialOuner _calnewh 004031CE.
ush 0 3 lpHutexhttributes o CMapStingt 00403 1E9
Bl asicrestenutens oment 00403400
push 3 ; dubesiredAccess O Getstin
push 8 ; 1pbatabaseNanme = "GetStingTyped 00403438
ush 8 : 1pHachineNane —_memepy_0 00403550
h ds:0pensCianagern ; Establish a connection to the service D Leadup2 0 0040362 =
; control manager on the specified computer| D Leadlp3 0 00403650
; and opens the specified database ' UnwindUp7_0 00403680
nou esi, eax ' UnwindUp_0 00403634
all  ds:GetCurrentrocess L. Unvindps_0 oD40363C
lea eax, [esp+4Buh+BinaryPathNane] © UnindUp 0 003A4
push  3E8h ; nsize -
H Unwincllp3 0 0D4036AC
Pt o S ushane %unwmusz’n oD4036B4
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x
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push  © i 1pServiceStartName 2]li00 0 004038E8 I
push 8 ; 1pDependencies 188 i
push  © : 1pduTagld 2
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bush  © + 1pTinerhane 00000025 © Mierosoft Visual Co+ Runtime Liary
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