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I. [bookmark: _Toc326228075][bookmark: _Toc326829827]Introduction – General guidelines 

The use of certificates in Bulgaria is governed by the Electronic Document and Electronic Signature Act. 
In the electronic banking service of UniCredit Bulbank – Bulbank Online, the certificate is a means to verify your identity when performing the s.c. active operations: ordering of transfers; opening of deposit accounts, savings accounts; submission of various applications to the Bank, etc. 
The types of certificates, which you can use in Bulbank Online are: a software certificate or a Qualified Electronic Signature (QES). UniCredit Bulbank recommends the use of QES.
You need to have in mind that the certificate/QES gives rights to create and sign payment documents only if the required rights are active for the accounts, requested in the application to use Bulbank Online.
 

The means to authorize and perform outgoing wire transfers through Bulbank Online are: 
· The use of a qualified electronic signature (QES), issued by a local certified provider of certification services, pursuant to the EDESA, 

or 

· The use of a digital certificate, issued by UniCredit Bulbank in combination with an SМS password for transfers. 




	
	




1. [bookmark: _Toc326228076][bookmark: _Toc326829828]Qualified Electronic Signature (QES): 

The certificates for qualified electronic signature can be used as a means of personal and company identification not only for Internet banking – Bulbank Online, but also for: electronic commerce, financial transactions, electronic correspondence, electronic signing of documents for statements to and from government institutions, and bodies of local authorities, under the meaning of EDESA. 
From the trusted list, published on the web site of the Communications Regulation Commission, you can receive up-to-date information about the "Registry of Certification Service Providers of Universal Electronic Signature”. And from the site of each respective company you can find detailed information regarding the types of QES, as well as the way to purchase them. Through the customer profile of the service, when you are on-line, you can request a QES from Bankservice AD.

2. [bookmark: _Toc326228077][bookmark: _Toc326829829]Software Certificate: 

Software certificates are issued by a Certification Authority (CA) and are signed with the personal key of the CA. The digital certificate contains the following information: version; serial number; algorithm of the digital signature; name of issuer; validity term; name of owner; public key of the owner; extensions; digital signature of issuer. 
Unlike QES, the software certificate serves only for personal identification, to be used for active operations in the Bulbank Online service. 
The request and installation of the digital (software) certificate are done entirely on the customer's computer; with administrative rights for the operating system; after logging in with a user name and password in Bulbank Online (for more information see: Requesting and installation  of a software certificate). 
This type of certificates are issued for free with a 2-year validity term.
II. [bookmark: _Toc326228078][bookmark: _Toc326829830]Registration of QES in the online banking service of UniCredit Bulbank

In the Bulbank Online service, you can use both a company and a personal QES. It is advisable to register a personal QES for access to active operations in your personal profile and a company QES for operating with corporate accounts. 

Important requirement: In the Bulbank Online service, you can register and respectively use a QES, provided that: 
- the owner of the QES and 
- the proxy in Bulbank Online 

are one and the same physical person. Otherwise, any attempt to register the QES will be automatically rejected by the system. 

In order to register a QES, issued to a foreign citizen (who does not have a Foreigner's Personal Number) a manual confirmation by an administrator must be done - whether the holder of the QES and the proxy are the same person. Please note that in the case described above, some technical time is required to complete this check. 

Bulbank Online accepts the following types of QES: 

Information Services AD (StampIT) - http://stampit.org/ 
StampIT Doc – QES for physical persons 
StampIT Doc Pro – QES for company employees 
(StampIT Enterprise is not accepted) 

Infonotary EAD - http://www.infonotary.com 
I-Notary Personal Q Sign – QES for physical persons 
I-Notary Company Q Sign – QES for company employees 

Bankservice AD - http://b-trust.org/ 
Personal certificate for QES – QES for physical persons 
Professional Certificate for QES – QES for company employees 

Spektar AD - https://www.spektar.org/ 
Spektar Personal Universal Certificate – QES for physical persons 
Spektar Org Universal Certificate - QES for company employees 
(Spektar Personal Non-Universal Certificate, Spektar Personal Restricted Universal Certificate, Spektar Org Non-Universal Certificate, Spektar Org Restricted Universal Certificate are not accepted) 

SEP Bulgaria - http://www.sepbulgaria.com/ 


1. [bookmark: _Toc326228079][bookmark: _Toc326829831]The QES must be registered once in the Bulbank Online service, for each of the profiles, for which you have a user name and a password. 

Follow these steps to register your QES in Bulbank Online: 

1.  Install the necessary software for the QES on your computer, in accordance with the instructions, provided by the issuer. 
2.  Make sure that the QES and the access to Bulbank Online are granted to the same person! 
3.  Plug the QES in (the USB port of your PC). 
4. Open the Internet browser and write the URL of the service in the address field: 

https://online.bulbank.bg/   


[image: ]

	
[image: ]5. A window will pop up, which will ask you to select a certificate. Select your QES and confirm by clicking “OK” 






     [image: ]
6. Type in the PIN code of the QES and confirm by clicking on Login 



7. On the service home page - type in the user name and the access password (use the section "Individual customers", to register the QES for your personal accounts or log into Corporate customers, to register a QES for your company profile) 
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[image: ]8. After a successful logging into the system, from the "QUICK LINKS" tab, select "QES Certificates"
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9. The registration of the QES is done by selecting the "Register" button   



10. 	Upon successful registration of the QES, you will receive a confirmation message.

If you have used a software certificate before authorizing payments and/or other active services in Bulbank Online, then after the registration of the QES, the software certificate becomes invalid. This means that: 

o You can erase the software certificate (from the menu of your browser). 

o For the future, when ordering transfers, opening accounts, etc., you need to use the registered QES. 

o If you have signed transfers, which have a delayed (future) date of performance, then these transfers will not be performed. You need to sign these transfers again, using the registered QES. 












III. [bookmark: _Toc326228080][bookmark: _Toc326829832]Request and installation of software certificate.

The first thing that you need to do is to check the operating system on your computer:
· If you are using a Windows computer, the check is performed by right-clicking on My Computer and selecting Properties.

· If you are using a computer with another operating system, you need to download the Mozilla Firefox browser.
1. [bookmark: _Toc326228081][bookmark: _Toc326829833]Requesting and installation of a software certificate for Windows XP.

1.1. Type the URL of the Bulbank Online service in the address field: https://online.bulbank.bg  (you can also type only: online.bulbank.bg, and the complete address of the service will automatically load).

[image: ]

1.2. Type in your user name and access password (using the "Individual customers" section, if you need  the certificate to be issued for your personal accounts, or log into Corporate customers, if you would like to issue a software certificate for the company accounts) 



[image: ]

[image: ]3. After a successful logging into the system, from the "QUICK LINKS" tab, select "QES Certificates"












1.3. You must have the following information on the page: 

Select the first option and click on "Internet Explorer” and confirm by clicking the button. 




[image: ]After you have successfully submitted your request for a software certificate, the following information message will be displayed:






You need to confirm it to continue the process of installation.

[image: ]5. After a successfully submitted request, the "Software Certificate in Bulbank Online” field will change (it will display part of the data recorded into your certificate). 
The step to install the certificate is similar to the step for the request for a certificate and must be completed immediately (must be from the same computer and the same browser, which are used for the request). 
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After the successful installation of the software certificate, the following message will be displayed, which informs you that the certificate was indeed successfully installed.


[image: ]

1.4. After the successful installation of the software certificate, please: 
· Log out of the service by selecting the "Logout" button [image: ]
· Close the browser window. 
2. [bookmark: _Toc326228082][bookmark: _Toc326829834]Requesting and installation of a software certificate for Windows Vista/7.

2.1. Open Internet Explorer (you still don't have to load the address of the service)

2.2. From the browser menu, please select: Tools > Internet Options > Security, select Trusted Sites and add the address of the service https://online.bulbank.bg to the list of trusted sites (the address must be written in the following way). 


[image: ]
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After the successful adding of the address to the list of trusted sites, close the “Trusted sites” window by clicking on the “Close” button. 

2.3. Go back to the menu Tools > Internet Options > Security > Trusted Sites and select the button „Custom Level”. This button must include the following settings: 

2.3.1. In “Settings” find from the list “Download unsigned ActiveX controls” and allow them, by selecting the "Enable" radio button. 

2.3.2. Go back to the list “Settings” > “Initialize and script ActiveX controls not marked as safe for scripting” and allow by clicking on "Enable” 

2.3.3. From the next section “Reset custom level” > Reset to you need to select “Low” (up to the moment of installation of the certificate). 

[image: ]
After the settings are made in this way, confirm the warning message by clicking "Yes".
[image: ]
2.4. The last setting, which you need to complete before moving on to the installation of the software certificate is the installation of the Root certificate. For that purpose: 

2.4.1. open the page of the Bulbank Online service: https://online.bulbank.bg and log in with your user name and password in your personal profile, 
2.4.2. select the tab "QES Certificates” (For individuals, the path is: My Bulbank > Certificates > QES Certificates, and the path for corporate customers is: My Bulbank > Access > QES Certificates) 
2.4.3. Installation of the "Bulbank root certificate” in the "Trusted Root Certification Authorities”: click on the red text in the page "Bulbank root certificate” 

[image: ]
2.5. From the window "File Download – Security Warning" you need to select "Open". Depending on the settings of your computer, it is possible for it to display a warning message as well (as seen on the picture below). Select Allow.
[image: ]

2.6. The installation of the Root certificate is done in the following way: Select “Install Certificate”, from the Certificate Import Wizard select “Next >” 
[image: ]


2.7. It is important to install the Root certificate in the “Trusted Root Certification Authorities”, and for this reason it is advisable to perform the following actions manually: 

[image: ]





2.8. The final steps for the installation of the root certificate:

[image: ]
[image: ]

2.9. Select "IE fine-tunings before the installation of a software certificate" and install the file 

[image: ]

– after you select "Run", click several times on “Next”, until you see “Finish” on your screen.

[image: ]






2.10. Request for a software certificate: You must have the following information on the page:
[image: ]
Select the second option: "Internet Explorer/MS Windows Vista, MS Windows 7 and confirm with the button. 

2.11. Confirmation of the subscription for SMS password for transfers: After you have successfully submitted your request for a software certificate, the following information message will be displayed:
[image: ]
You need to confirm it in order to continue the process of installation.

2.12. Confirming the request for a software certificate: You need to confirm the following message by selecting the “YES” button: 
[image: ]
After a successfully submitted request, the "Software Certificate in Bulbank Online” field will change (it will display part of the data recorded into your certificate). 

2.13. The step to install the certificate is similar to the step for the request for a certificate and must be completed immediately (must be done from the same computer and the same browser, which are used for the request). 

[image: ]
After the successful installation of the software certificate, the following message will be displayed:

[image: ]
which informs you that the certificate was successfully installed.

2.14. After the successful installation of the software certificate, please: 
· Log out of the service by selecting the "Logout" button [image: ]
· Close the browser window.

3. [bookmark: _Toc326228083][bookmark: _Toc326829835][bookmark: _GoBack]Requesting and installation of a software certificate for Mozilla Firefox.

3.1. Type the URL of the Bulbank Online service in the address field: https://online.bulbank.bg  (you can also type only: online.bulbank.bg, and the complete address of the service will automatically load).
[image: ]
3.2. Type in your user name and access password (using the "Individual customers" section, if you need the certificate to be issued for your personal accounts, or log into Corporate customers, if you would like to issue a software certificate for the company accounts) 

[image: ]


[image: ]1. 
2. 
3. 
3.1. 
3.2. 
3.3. After a successful logging into the system, from the "QUICK LINKS" tab, select "QES Certificates"







 Request for a software certificate: Select Mozilla/Mozilla Firefox and confirm:

[image: ]

3.3. 
3.4. Confirmation of the subscription for SMS password for transfers: After you have successfully submitted your request for a software certificate, the following information message will be displayed: 

[image: ]
You need to confirm it by clicking OK, to continue the process of installation. 
After a successfully submitted request, the "Software Certificate in Bulbank Online” field will change (it will display part of the data recorded into your certificate). 

3.5. The step to install the certificate is similar to the step for the request for a certificate and must be completed immediately (must be done from the same computer and the same browser, which are used for the request). 
 
[image: ]
After the successful installation of the software certificate, the following message will be displayed:

[image: ]
3.6. After the successful installation of the software certificate, you need to change two additional settings of your browser: 

3.6.1. Installation of the Bulbank root certificate:
click on the red text in the page "Bulbank root certificate”

[image: ]



· a window will automatically appear: "Downloading Certificate", where you need to tick the three options and then confirm by clicking ОК,
	[image: ]
· if, after selecting the Bulbank root certificate, the following warning message is displayed "This certificate is already installed as a certificate authority”, then you need to check manually, if the required settings have been put. For that purpose: From the Browser menu: "Tools" \ "Options" ("Edit" \ "Preferences" for the Mozilla browser) \ "Advanced" \ "Encryption" ("Privacy & Security" for the Mozilla browser)\ "View certificates" \ "Authorities" \ "Edit"
[image: ]
· After you put the ticks, confirm by clicking ОК.





4. [bookmark: _Toc326228084][bookmark: _Toc326829836]Export and import of software certificate

It is possible to use Bulbank Online through more than one computer or browser. Since your certificate is the main security element in Bulbank Online, it has to be installed for all browsers, through which you are using Bulbank Online. If your certificate is not available in the browser that you are using, you will have access to the information in Bulbank Online, but not to payment orders.

· Your certificate is an important security measure in Bulbank Online! Store carefully the file with the exported certificate! Upon exporting, install a password for protection, which must be sufficiently complex! Keep the file away from the reach of other people! 
· The QES cannot be exported. If you would like to use a QES on another PC (different from the one, which you have been using so far), you only need to install the components, provided by the service providers 









	
1. For Internet Explorer


1.1. Exporting a certificate
[image: ]1. Select Tools* from the browser menu

2. Select Internet Options*










[image: ]3. Select the Content* button


4. Select the Certificates* tab






[image: ]
5. Select your certificate for Bulbank Online by clicking on it.
6. Press the “Export”* button










[image: ]In the menu, which has just appeared select Next

Select "Next", after which put a tick by "Yes export the private key" and again click on "Next"
[image: ]




In the "Password" field, type in the password, which will protect your certificate.
In the "Type and confirm password (mandatory)" field, you need to re-type the password.

To continue click Next.

IMPORTANT!
Remember the password, since you will need it in order to use the certificate on a different computer.

[image: ]
[image: ]Select the Browse button to select the location and the name under which you will save the certificate.



[image: ]
The exported certificate must have a .pfx file extension. 	[image: ]	
1. 
1.1. 
1.2. The easiest way to import a certificate in IE is by double-clicking on the icon of the certificate. After that, all you need to do to complete the export is to select “Next”. (For that purpose, you need to select IE as the default browser).

1.3. Manual importing of a certificate

1.3.1. Of the IE menu select “Tools > Internet Options > Content > Certificates” and click on the Import button

[image: ]Select Tools* from the browser menu

Select Internet Options*

*if the browser is in Bulgarian, the menus will be translated:
Tools – Инструменти
Internet Options – Опции за Интернет






1.3.2. Of the IE menu select “Tools > Internet Options > Content > Certificates” and click on the Import button
[image: ]
1. 
1.1. 
1.2. 
1.3. 
1.3.1. 
1.3.2. 






1.3.3. By using the "browse" button, locate where the copy of the software certificate was saved. Move one step forward, by clicking on the “Open” button
[image: ]
1. 
1.1. 
1.2. 
1.3. 
1.3.1. 
1.3.2. 
1.3.3. 
1.3.4. On the next screen, you need to type in the password, which you used in order to protect the certificate when exporting it. At your discretion, you can put one or two ticks. Make sure that, by default, your software certificate will be saved in "Personal"
[image: ]




1.3.5.  For the last two steps, you need to select “Finish” and then "OK"
[image: ]
2. For Mozilla

2.1 Exporting a certificate from Mozilla

2.1.1 To export a certificate from Mozilla select "Tools\ "Advanced" \ "Encryption" \ "View certificates"\ "Your certificates". Select the certificate for Bulbank Online and click on “Backup”

[image: ]

2.1.2 When you click on the “Backup” button, you will need to select a location, as well as a name and a password for protection in order to save your certificate.
[image: ]
2.2 Importing a certificate into Mozilla

2.2.1 From the browser menu, please select: "Tools" \ "Options \ "Advanced" \ "Encryption")\ "View certificates")\ "Your certificates" and click on Import

[image: ]



2.2.2 Using the Browse button, select the location where your certificate was stored, and the password you used to protect it.
[image: ]
2.2.3 After you type in the password and confirm by clicking “OK”, you will receive a message for the successful importing of the certificate.
[image: ]
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