Critical Directory Browsing

Affected URL :- https://ghostscript.com/doc/openjpeg/src/lib/openjp2/
https://ghostscript.com/doc/

By doing some enumeration from the directory I got the source code of the various applications which are written in c language.

POC
[image: ]






Also I am able to read the conversation of the users via access the IRC logs.
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[bookmark: _GoBack]Remediation:- Access to the directories should not be allowed as it may disclose the critical information.
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Index of /doc/openjpeg/src/lib/openjp2

Name

Last modified Size Description

2016-09-27 16:00 32K
2017-04-25 04:00 5.6K
2017-04-25 04:00 43K
2017-04-25 04:00 82K
2017-04-25 04:00 2.6K
2017-04-2504:00 20K
2017-04-2504:00 14K
2017-04-2504:00 32K
2017-04-25 04:00 49K
2017-04-25 04:00 4.7K.
2017-04-25 04:00 3.8K
2017-04-25 04:00 4.5K
2017-04-25 04:00 43K
2017-04-25 04:00 8.0K
2017-04-25 04:00 2.5K
2017-04-25 04:00 6.0K
2017-04-25 04:00 93K
2017-04-25 04:00 2.7K.
2017-04-25 04:00 464K
2017-04-25 04-00 27K
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Log of #ghostscript at irc.freenode.net. g
Search:
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brettk80 Hi All
camelopard2 brettks0: Happy faxing!
Robin_Watts_brettka0: OK, 50 gs command line options are case sensitive.
the compression option is *Compression”, not "COMPRESSION".
Hence doing "-SDEVICE~tiffg4 -SCOMPRESS ION=none” is the same as doing *-SDEVICE=tiffg4", so you get g4 compression, which is what you want fora f
fora fax.
Doing "-SDEVICE=tiffscaled -SCOMPRESSION-g4" is the same as doing *-SDEVICE=tiffscaled”, which gives you the default tiffscaled compression - which is none, hence you get something
unfaxable.
brettk80: Also, -r123X456 doesn't work afaict, you need -r123x456, | think.
“F123X456 is the same as -r123
50 the command you quote for your baseline image is producing a 204x204 fax image.
Also, whats the point of: -sColorConversionstrategy=Gray -dProcessColorModel-/DeviceGray ?
Yell when youe about and we can try some simple tests.
brettk80 Robin_Watts: I will try your recomendataions and report back. Thank you.
Robin_Watts brettka0: Do you have time now?
brettk80 Robin_Watts: Yes, a bit. | am going to try your dovnscale command and make the case adjustments.
Robin_Watts Let’s just try some really simple stuff.
brettk80 Robin_Watts: ok
Robin_Watts gs -sDEVICE=tiffg4 -0 Out.tif -r204x204 examples/ tiger.pdf
Hopefully out. tif should be faxable.
Then try:
brettk80 204x204 s not a standard fax resolution though.
20498 or 204x196
Robin_Watts gs -sDEVICE=tiffg4 -0 Out.tif -r204x196 examples/ tiger.pdf
then.
I that works, then wel try:
g5 -SDEVICE=tiffscaled -o out.tif -sCompression=g4 -r204x196 examples/ tiger.pdf
brettk80 ok





